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expecte guess. Russia has to make claims. https://www.rt.com/news/

353990-russia-cyber-attack-hackers", _

orget you haven . consider myself
a realist, many call me a pessimist. e




ou are what we call
an optimist. He e 1ncentive structures 1n the government are very
different than prlvate industry. Take the OPM hack for example. The
director resigned. My guess is everyone else stayed on and things went
back to SNAFU as soon as the news outlets got their pound of flesh (in
the form of the Director who, arguably, just listened to the network
staff and accepted all the risk on their behalf).
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ave already been repeatedly tested in a number of countries...."
Putin in"
"https://www.rt.com/politics/333734-putin-warns—-security-service-of"

"Russia has a deep playbook for influencing elections beyond mere

email dumps. "but hopefully this is
being anticipated.™",
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not be before 9am delivery",
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X 1t tomorrow morning for overnight

ratt electronically 1in your personal emall boxes by 2-3am. You will
get a hard copy asap. This is the first thing I will do when I wake
up. Need an address",

specific mailing instructions by tomorrow morning. You should be able
to follow the BAA guidance for sending mail but address it to Tejas
Patel instead.",
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want to sen

get it.”,

version start fixing grammar when

trust people will
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oodnight Manos.",
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ou can mail 1t to
ando (p t, Arlington, with ATTN: Tejas Patel
and 1t should get to me. You can also mark the material Company
Sensitive (or something along those lines). The mail room will open
the package just to make sure there is nothing unsafe then deliver it
to me.",
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ave some
grammatical comments about report. wl sen hem in channel or via
email using same password as report when I get home and to a real

compute device.",

arstechnica.com/security researchers—crack- open—
unusually-advanced-malware-that-hid-for-5-years",
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capabilities/certainty”, || G
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draft?",
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arstechnica.com/tech-policy gucciter-2-0-doxes—-hundreds—-of-
house-democrats—with-massive-document-dump",
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ey are clowns.
ey wou o everything for marketing and press." ||| GGG

, this 1s obviously a poorly executed pr
skepticism by the reporter."

attempt; goo

ttps://www.youtube.com/watch?v=Kp7FKLBRpKg ""Julian Assange on"
"seth Rich"""
"But it does raise the question of coordination W/ the DC leakers."",

ave not had a
chance to digest any of the information in the links you sent. So I
can't provide insight into this. I am traveling this weekend so

limited connectivity except for iPhone." | SN N NN

ate travels. :)",
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www. 1nternetsociety.org/events/ndss—symposium/ndss—-symposium-2017/

ndss-2017-call-papers", || GG
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of 7",

ot just some

://www.washingtonpost.com/world/national-
security/us—government-officially—-accuses-russia—-of—-hacking—-campaign-
to-influence-elections/
2016/10/07/4e0b9654-8cbf-11e6-875e-2c1bfe943b66_story.html", |G
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riving and texting",
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e amount o
content 1n the reporting 1s nothing. can really imagine Obama (or
more like one of his political operatives) going all fire and
brimstone on DNI and staff and shit just rolling downhill until
somehow enough was conjured up to make this accusation.",

quote myself... "I
can really 1magine ama (or more L1 1s political
operatives) going all fire and brimstone on DNI and staff and shit

just rolling downhill" =", | NG
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have a lot to learn once you are cleared &", || NG




I T Uistcned to it
earlier today. So 1t occurred to me that once Trump and Clinton became

the presumptive nominees they both receive regular classified
briefings. I can't remember if they are the Presidential Daily
Briefings or something else. Either way, can you imagine being the
career spy who gets to inform an openly pro Putin Trump that Putin is
messing with the election in his favor? Haha! Surreal!",

my wite's grocery

eh. Trust 1s
y say something he shouldn't before
becoming President and having original classification authority...

Then that would get interesting &", _

might fa to whoever gets this
y briefing already. Amazing if true."
"http://www.newsweek.com/vladimir-putin-sidney-blumenthal-hillary-

clinton-donald-trump-benghazi-sputnik-508635"", |G

at 1 rump became pro getting classified briefings?!

It would be like a real life House of Cards!", _

@anos, @David: I'm
going to be 1n anta an ave free time on Monday. If either of you
are around I would love to meet up and put faces to virtual identities
and check out your offices. Let me know and I'll adjust my travel

details accordingly.",




” "What general part of town, and times, or what
ime are you 1n e airport? We're both in midtown from 9 to 5 times.
I'm assuming this is Monday the 17th. Monday the 24th is booked, I

believe",

. Anytime works for me. Staying near the ailrport but I am mobile.
Can come by early afternoon or lunch time?",

come to you can get a complimentary parking ticket, stale sandwich
and cold coffee.",

onday morning work

or me yes. My office 1s here;

"Room 3364", "Klaus Advanced Computing Building"

"Georgia Institute of Technology"

266 Ferst Drive", "Atlanta", "GA 30332-0765"

"Now", "if you do not have dinner plans", "I would suggest you come
late afternoon (~15.30) spend some time in the lab and then we will
take you out for dinner."

"whatever you like."", || GG

right. Late
on Monday at Klaust

atternoon 1s better Tor me.

suitaing.",

see you at

inner atter?",

eah that works for
me. Better than eating alone & . I forewarn you I am a vegetarian

(makes Angelos roll his eyes everytime). Ha.", || GGG
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unday evening to Wednesday noon",

ou shou join us",

@Angelos you think
you wi e unday night... asked the front office which
flight you were on and booked it myself... And you know my luck with

flights being on time @

ep! 1 meant”, ,

twitter.com ristopher

"TIt's shxt like this", "Putin. It's shxt like this."", _

e timestamps
aren surprising. media to maximize

effect?",




of stolen docs, clearly, and the timing suggests coordination.", |}

www.nbcnews.com/news/us—news/cla—-prepping—-possible-cyber-strike-
against-russia-n6666367cid=sm_tw",

s dick swinging.
othing 1s going to happen. we really wanted to send a message the

Administration would find a way to nix our real property laws and
repossess property owned by Russian cronies.",

nonsense
oesn't work 1n this case. It needs to be 1n your face and it needs to

embarrass Putin. Act like a Trump!", _

groper 1in chie
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place is epic Thai food but you have to make reservations. Any

thougnts?", |

wWww.pOOrcalvins.com/mobite

uys, teeling a bit
under the weather today. Can get a rain check? Hopefully I will be
better tomorrow, so we can meet at my office. Sorry.", || NGGTEN

0 worriles.

ave
my team be 1n the l(a y .00, so you can meet. They will lay down
the projects they are working on so you can get a sense of what is
going on in my team."

"I did the same for Mike last week."

"I will be available to meet with you anytime after 15.00.""||jjjjl}j

yesterday an e ater conflict so I'm
going to see him at 1430. So that works out. I can catch you right
after.",




www. chicagotribune.com/news/nationworld/politics/ct—trump-

intelligence-briefing-russia-20161014-story.html", |GG

ore amusement.

etween anything,
on the phone.",
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0 worries.
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www.dailymail.co.uk/news/article-3858476/Game—-Former-NSA-CIA-boss—
says—-Russian—-hack-Democratic—-emails—honorable-state-espionage—-s-
confirmed—-campaign-chair—-duped-phishing-
website.html&usg=AFQjCNEygns5NehnECYvC83Q0EerQ14IFQ",
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nteresting”,

which covers

"front", "but that's barely mentioned in the piece). They discuss
Group-IB's hacker hunting project", "with 100K+ profiles drawn from
darknets", "using AI."

"https://www.bloomberg.com/features/2016-hello-world-russia"

"Start watching at the 34:30 time mark."",_



intelligence agencies to produce a full report on Russian efforts to
influence the 2016 presidential election, his homeland security
adviser said on Friday. He also directed them to develop a list of
“lessons learned” from the broad campaign the United States has
accused Russia of carrying out to steal emails, publish their contents
and probe the vote-counting system.""

"http://www.nytimes DOT com/2016/12/09/us/obama-russia—-election-
hack.html"",

m ational-security/obama-orders-
review—of-russian- hacklng during-presidential-campaign/
2016/12/09/31d6b300-be2a-11e6-94ac-3d324840106¢c_story.html",
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www.news.gatech.
establish-science-cyber—-attribution",

ou shou ave seen
e Tirs ra 0 at press release. wou be better for GT to

just say: " we are open for hacking"", _

ut you are an
university. You have or a very long time. And
the powers that be know this already. Regardless of any such press

release!",

ratt wou ave been an equlvalent of a huge "please fuck us" sign.

Now we are just fuckable.", _

criminal. For some reason Jjus in Beautiful. https://
www.bleepingcomputer. com/news/security/new—scheme spread—-popcorn—time—
ransomware—-get—-chance-of-free-decryption-key",




mean agree or
the you have to admit, when 1t comes to meddling in
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elections the CIA has way more experience than the FBI &.", || G
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politics/ct-russian-election-
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article on an . 'a business. ove between FBI and

other agencies at the moment.", _
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index.cfm/press—-releases?ID=F973E46B-AA8C-4F3E-91B4-8ECOFC7F2F3E"
"Second", "the legislation seeks to leverage expertise from outside
government to create more adaptive and responsive U.S. strategy
options. The legislation establishes a fund to help train local
journalists and provide grants and contracts to NGOs", "civil society
organizations", '"think tanks", "private sector companies", "media
organizations", "and other experts outside the U.S. government with
experience in identifying and analyzing the latest trends in foreign
government disinformation techniques."""",

start dratting responses. Seems Llike you can
killing doing so. Win win.",

www.nytimes.com us/politics/russia—election-hacking-
sanctions.html?smprod=nytcore-iphone&smid=nytcore-iphone-share", |Jjjj

russianembassy/status
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"DNI declassified report. I need to get off twitter."", || (G000
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promise. p://www.teenvogue.com/s o—-keep-messages—-secure.
The power of teenagers wanting to get laid and hide it from their
parents. Imagine if we could incentivize developers like that!",




egenerate 1n me
wants 1n on

www . mberg.com/news -frequency-traders—

00 articles 1qQ
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1s sense of humor", _

was this you e day? https://mobile.twitter.com/
BenedictEvans/status/857415472534372352/photo/1 =", |G




"Happy to help =",

rom emedlia, clrca
€lr money O e last 1/3 of companies that still could not figure
out the Internet. Some of the older domainers are much more colorful.
One domainer from the 1990s still sits on good domain names today,
and will sue you if you inquire about a domain price but later refuse
negotiations. (I use tor only to scrape his site.) The spamhaus
rokso list also has pictures of spammers, some dressed as clowns
(literally). One domainer had his cat on the board of directors.
Perhaps the earlier people are into new technology, the more likely
they are eccentric. Domaining today is all boring (except for the
criminal fronts; those guys still keep things fun).",

Oou run 1in way

unner circles than

macron leaks—a—-timeline—-of-

abs—researc

events?utm _medium=Social&utm_source=Twitter&utm_content=Awareness",

ere's a news story
suggesting Macron's team self-poisoned some docs with Russian
metadata, obvious false documents. Those who steal the documents must
now act as journalists, and find the fakes before dumping all. Else,
if all the stolen docs are dumped, the victim can just point to the
Russian metadata and discredit even the true damaging information.

The costs of filtering/editing are considerable (dozens of staffers,
minimum) and of course all the leak sites famously don't do any of
this.
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