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(U)  This is an IC-coordinated memorandum. 

(   Foreign adversaries probably have access to a wide range of data that 

they could leak to try to influence the US election cycle;  

 

 

 

 

   Russia has the capability and probably the intent to use cyber-enabled data 

leaks to influence the US political process based on its probable involvement in the leak in 

June of Democratic National Committee (DNC) documents,12 its broad access to US data, 

and its history of interfering in foreign elections.34   

 

 

  Any such future operation to discredit key individuals could use information related to family 

members, political allies, and other key contacts or affiliated organizations.   

  

 

  Foreign States Leaking Data To Influence  

US Political Process 

  

  

  

23-cv-00030 (DF-2022-00401) 000078

(b)(1), (b)(3), (b)(7)(E)

(b)(1), (b)(3), (b)(7)(E)

(b)(1), (b)(3)

(b)(1), (b)(3)

(b)(3)

(b)(1), (b)(3)

(b)(3)

(b)(1), (b)(3)

(b)(1), (b)(3)

(b)(1), (b)(3)







 

6 
 

CTIIC MEM 2016-013 

3 August 2016 

 

 

  

23-cv-00030 (DF-2022-00401) 000081

(b)(1), (b)(3), (b)(7)(E)

(b)(1), (b)(3), (b)(7)(E)



 

7 
 

CTIIC MEM 2016-013 

3 August 2016 

(U)  Sources 
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