Obtained by UndeadFOIA

From: Bowdich, David L. (DO) (FBI)

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
To: Smith, Scott S. (PG) (FBI); Abbate, Paul M. (WF) (FBI)

Cc: McCabe, Andrew G. (DO) (FBI)

Sent: January 18, 2017 7:25 PM (UTC-05:00)

Paul/Scott,

I justreceived a call from Lee Lofthus who advised the below information was just sent to him by the President--
elect Transition lead from GSA. Long and short is a news outlet in the UK is going to report (if they have not
already done so) that 14 members of the President-elect's senior team have had their e-mails hacked. The victim
names include senior level people like Sean Spicer, Flynn, etc. I don't know the extent of any notifications which
have been provided to the victims. This is obviously one which needs your attention. The DAG was notified that it
was coming to us tonight. See details below.

DB

———————— Original message --------

From: "Lofthus, Lee J (JMD)" <Lee.J.Lofthus@usdoj.gov>
Date: 1/18/17 7:13 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)" 4 = b7E -3
Subject: FW: urgent: TV report on hacked passwords of Trump appointees

From: Timothy Horne - 8P [mailto:tim.horne@gsa.gov]

Sent: Wednesday, January 18, 2017 6:53 PM

To: Lee.).Lofthus@usdoj.gov

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Begin forwarded message:

From: Aimee Whiteman - WPB <aimes whilemanivesa.gov>
Date: January 18, 2017 at 5:47:38 PM EST
To: Monica Block <mgomca.j.blockipitgoy>
Cc: Erik Simmons - IDP <grik simmonsi@igsa.gov>, (PPD)"
| [PPD)"

[ horneiaiesa.goy

ubject: Re: urgent: TV report on hacked passwords of Trump appointees

b6 Per USSS
b7C Per USSS

Adding Tim,
Tim, can you loop on DOJ (Lee Loftus)?

Sent from my iPhone

FBI(23-CV-30)-642



Obtained by UndeadFOIA

On Jan 18, 2017, at 5:44 PM, Monica Block <suomca i biockdonttsov> wrote:
b b el X Lrily =

Hi there - I know this isn't anyone's lane, but can y'all help route this?

—————————— Forwarded message ----------

From: Ory Rinat <¢ryv.s ripai@pi.goy>

Date: Wed, Jan 18,2017 at4:12 PM

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
To: Monica Block <muomica.j blocki@pti.gov>

Monica,

How do we elevate this to FBI and Secret Service? Please see below. We have been
told (two inquiries so far) that the people below have been hacked.

e
ALY

—————————— Forwarded message ---------

From| B |

Date: Wed, Jan 18,2017 at 7:16 AM

Subject: urgent: TV report on hacked passwords of Trump appointees b6 -3,5
T0| b7C -3,5
q -

b, mediafptigov <ged

To: Sean Spicer, Hope Hicks:

Channel 4 News in London is preparing to broadcast a news report on
internet security at 19:00 GMT on Wednesday the 18th of January.

Channel 4 News has discovered that 14 members of the President Elect’s
appointees have had their account details obtained by hackers and
published on websites including www.tsakedsource.com. The stolen
data, including email addresses and passwords to commonly used
websites, covered the period from 2012 until 2016.

These email address and passwords can be removed from some of these
public databases on request. The fact that these email addresses and
passwords are still viewable and can be purchased suggests that
potentially compromising information could be accessible. It also
suggests that insufficient due diligence may have been carried out to
protect the integrity of the Trump administration as these individuals
could be vulnerable to blackmail. This is a matter of significant public
interest in light of recent allegations about Russian hacking of officials at
the DNC.

The individuals we have identified as being potentially vulnerable, which
we have also seen passwords for, are:
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- Michael Flynn, National Security Advisor

- Anthony Scaramacci, Senior Advisor to the President

- Rob Porter, White House Staff Secretary

- Rudy Giuliani, cybersecurity advisor

- Andrew Bremberg, Director of Domestic Policy Council

- Peter Navarro, Director of national Trade Council

- Sean Spicer, Press Secretary

- Dan Scavino, Head of Social Media

- Ryan Zinke, Secretary of the Interior

- Andy Pudzer, Secretary of Labour

- Marc Short, Assistant to the President and Director of Legislative
Affairs

- Keith Schiller, Deputy Assistant to the President and Director of
Oval Office Operations

- Bill Stepien, White House Political Director

- Jason Greenblatt, Special Representative for International
Negotiations

We would like to stress that while Channel 4 News has seen these
passwords, we have not, and never will, attempt to record them and/or
gain access to these accounts.

We WILL NOT be broadcasting these email addresses or passwords in
any way however we may name those individuals listed above. Please

notify them accordingly.

If you would like to comment please contact me by 17:00 GMT on
Wednesday 18th of January.

Please confirm you have received this message.

Kind Regards,

MULTIMEDIA PRODUCER, Channel 4 News

b6 -3
b7C -3
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Please Note: Any views or opinions are solely those of the author and do not
necessarily represent those of Independent Television News Limited unless
specifically stated. This email and any files attached are confidential and
intended solely for the use of the individual or entity to which they are
addressed. If you have received this email in error, please notify
posimasterauitn.co.uk Please note that to ensure regulatory compliance and
for the protection of our clients and business, we may monitor and read
messages sent to and from our systems.
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From: Abbate, Paul M. (WF) (FBI)

Subject: urgent: TV report on hacked passwords of Trump appointees
To: Bowdich, David L. {DO) (FBI); Smith, Scott S. (PG) (FBI)
Cc: McCabe, Andrew G. (DO) (FBI)

Sent: January 18, 2017 7:32 PM (UTC-05:00)

Copy, thanks Dave. Calling Scott now and we'll be on it.
Do you know who the primary point of contact will be, name and number if available on the victim side?

———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)" 4 b b7E -3
Date: 01/18/2017 7:24 PM (GMT-05:00)

lTo: "Smith, Scott S. (PG) (FBI)" | }, "Abbate, Paul M. (WF) (FBI)"

Cc: "McCabe, Andrew G. (DO) (FBI)" | 3

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
Paul/Scott,

I justreceived a call from Lee Lofthus who advised the below information was just sent to him by the President--
elect Transition lead from GSA. Long and short is a news outlet in the UK is going to report (if they have not
already done so) that 14 members of the President-elect's senior team have had their e-mails hacked. The victim
names include senior level people like Sean Spicer, Flynn, etc. I don't know the extent of any notifications which
have been provided to the victims. This is obviously one which needs your attention. The DAG was notified that it
was coming to us tonight. See details below.

DB

———————— Original message --------

From: "Lofthus, Lee J (JMD)" <Lee.J.Lofthus@usdoj.gov>
Date: 1/18/17 7:13 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)" b b7E -3
Subject: FW: urgent: TV report on hacked passwords of Trump appointees

From: Timothy Horne - 8P [mailto:tim.horne@gsa.gov]

Sent: Wednesday, January 18, 2017 6:53 PM

To: Lee.).Lofthus@usdoj.gov

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
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Begin forwarded message:

From: Aimee Whiteman - WPB <giniee. witigmaniegsa.g
Date: January 18, 2017 at 5:47:38 PM EST
To: Monica Block <mionica j.hiockiwpit.gov>

Cc: Erik Simmons - IDP <erik.aimmons@osa.cov>, | |(PPD)" bé Per USSS
| — - I(PPD)" b7C Per USSS

| tmbornedugsa.gov
Subject: Re: urgent: TV report on hacked passwords of Trump appointees

Adding Tim,

Tim, can you loop on DOJ (Lee Loftus)?

Sent from my iPhone

OnlJan 18, 2017, at 5:44 PM, Monica Block <mgnica.j.bisckiupit.gov™> wrote:

Hi there - I know this isn't anyone's lane, but can y'all help route this?

—————————— Forwarded message ----------

From: Ory Rinat <grv.s rinai@pit gov>

Date: Wed, Jan 18,2017 at4:12 PM

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
To: Monica Block <gnonica.i.blocki@ptt.gov>

Monica,

How do we elevate this to FBI and Secret Service? Please see below. We have been
told (two inquiries so far) that the people below have been hacked.
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—————————— Forwarded message ---------

From: | b < P

Date: Wed, Jan 18,2017 at 7:16 AM

Subject: urgent: TV report on hacked passwords of Trump appointees
To:

To: Sean Spicer, Hope Hicks:

Channel 4 News in London is preparing to broadcast a news report on
internet security at 19:00 GMT on Wednesday the 18th of January.

Channel 4 News has discovered that 14 members of the President Elect’s
appointees have had their account details obtained by hackers and
published on websites including www.ieakedsource. com. The stolen
data, including email addresses and passwords to commonly used
websites, covered the period from 2012 until 2016.

These email address and passwords can be removed from some of these
public databases on request. The fact that these email addresses and
passwords are still viewable and can be purchased suggests that
potentially compromising information could be accessible. It also
suggests that insufficient due diligence may have been carried out to
protect the integrity of the Trump administration as these individuals
could be vulnerable to blackmail. This is a matter of significant public
interest in light of recent allegations about Russian hacking of officials at
the DNC.

The individuals we have identified as being potentially vulnerable, which
we have also seen passwords for, are:

- Michael Flynn, National Security Advisor

- Anthony Scaramacci, Senior Advisor to the President

- Rob Porter, White House Staff Secretary

- Rudy Giuliani, cybersecurity advisor

- Andrew Bremberg, Director of Domestic Policy Council

- Peter Navarro, Director of national Trade Council

bé -3,5
b7C -3,5
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Sean Spicer, Press Secretary

- Dan Scavino, Head of Social Media
- Ryan Zinke, Secretary of the Interior
- Andy Pudzer, Secretary of Labour

- Marc Short, Assistant to the President and Director of Legislative
Affairs

- Keith Schiller, Deputy Assistant to the President and Director of
Oval Office Operations

- Bill Stepien, White House Political Director

- Jason Greenblatt, Special Representative for International
Negotiations

We would like to stress that while Channel 4 News has seen these
passwords, we have not, and never will, attempt to record them and/or
gain access to these accounts.

We WILL NOT be broadcasting these email addresses or passwords in
any way however we may name those individuals listed above. Please
notify them accordingly.

If you would like to comment please contact me by 17:00 GMT on
Wednesday 18th of January.

Please confirm you have received this message.

Kind Regards,

b7C -3

FBI(23-CV-30)-649
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1

MULTIMEDIA PRODUCER, Channel 4 News

b6 -3
b7C -3
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Please Note: Any views or opinions are solely those of the author and do not
necessarily represent those of Independent Television News Limited unless
specifically stated. This email and any files attached are confidential and
intended solely for the use of the individual or entity to which they are
addressed. If you have received this email in error, please notify
postimaster@itn.co.uk Please note that to ensure regulatory compliance and
for the protection of our clients and business, we may monitor and read
messages sent to and from our systems.
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From: Bowdich, David L. (DO) (FBI)

Subject: RE: urgent: TV report on hacked passwords of Trump appointees
To: Abbate, Paul M. (WF) (FBI); Smith, Scott S. (PG) (FBI)

Cc: McCabe, Andrew G. (DO) (FBI)

Sent: January 18, 2017 7:41 PM (UTC-05:00)

Tim.horne(@gsa.gov, mobile number b6 Per GSA

———————— Original message --------
From: "Abbate, Paul M. (WF) (FB)" b7E -3
Date: 1/18/17 7:32 PM (GMT-05:00)
il“o: "Bowdich, David L. (DO) (FBD)" 1 |>, "Smith, Scott S. (PG) (FBD)"
Cc: "McCabe, Andrew G. (DO) (FBI)" { 2

Subject: urgent: TV report on hacked passwords of Trump appointees

Copy, thanks Dave. Calling Scott now and we'll be on it.
Do you know who the primary point of contact will be, name and number if available on the victim side?

———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)" { 2 b7E -3
Date: 01/18/2017 7:24 PM (GMT-05:00)
Co: "Smith, Scoit S (PG) (FBD)" | b, "Abbate, Paul M. (WF) (FBD)"

f>

Cc: "McCabe, Andrew G. (DO) (FBD)" 4
Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Paul/Scott,

I justreceived a call from Lee Lofthus who advised the below information was just sent to him by the President--
elect Transition lead from GSA. Long and short is a news outlet in the UK is going to report (if they have not
already done so) that 14 members of the President-elect's senior team have had their e-mails hacked. The victim
names include senior level people like Sean Spicer, Flynn, etc. I don't know the extent of any notifications which
have been provided to the victims. This is obviously one which needs your attention. The DAG was notified that it
was coming to us tonight. See details below.

DB

———————— Original message --------
From: "Lofthus, Lee J (JMD)" <Lee.J.Lofthus@usdoj.gov>
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Date: 1/18/17 7:13 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)" 4 3
Subject: FW: urgent: TV report on hacked passwords of Trump appointees

From: Timothy Horne - 8P [mailto:tim.horne@gsa.gov]

Sent: Wednesday, January 18, 2017 6:53 PM

To: Lee.).Lofthus@usdoj.gov

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Begin forwarded message:

From: Aimee Whiteman - WPB <amimge. whitoman@igsa.gov>
Date: January 18, 2017 at 5:47:38 PM EST
To: Monica Block <mwmica.j.blocki@piigov>

(C¢: Erik Simmons - IDP <grik sinmionsidosa, oov> I

|(PPD)"

b, timborneigsa.goy
Subject: Re: urgent: TV report on hacked passwords of Trump appointees

Adding Tim,

Tim, can you loop on DOJ (Lee Loftus)?

Sent from my iPhone

OnlJan 18, 2017, at 5:44 PM, Monica Block <mgniga.j.biocki@wpilgov™> wrote:

b7E -3

(PPD)"

b6 Per USSS
b7C Per USSS

Hi there - I know this isn't anyone's lane, but can y'all help route this?

—————————— Forwarded message ----------
From: Ory Rinat <gry.s.rinaiGopit.gov>
Date: Wed, Jan 18,2017 at4:12 PM

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

To: Monica Block <ionica.i.blockiwpit gov>

Monica,

FBI(23-CV-30)-652
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How do we elevate this to FBI and Secret Service? Please see below. We have been
told (two inquiries so far) that the people below have been hacked.

—————————— Forwarded message ---------
Fron]| |4 |
Date: Wed, Jan 18,2017 at 7:16 AM

Subject: urgent: TV report on hacked passwords of Trump appointees b6 -3.5
To} b7C -3,5
i — —

To: Sean Spicer, Hope Hicks:

Channel 4 News in London is preparing to broadcast a news report on
internet security at 19:00 GMT on Wednesday the 18th of January.

Channel 4 News has discovered that 14 members of the President Elect’s
appointees have had their account details obtained by hackers and
published on websites including www.leakedsource com. The stolen
data, including email addresses and passwords to commonly used
websites, covered the period from 2012 until 2016.

These email address and passwords can be removed from some of these
public databases on request. The fact that these email addresses and
passwords are still viewable and can be purchased suggests that
potentially compromising information could be accessible. It also
suggests that insufficient due diligence may have been carried out to
protect the integrity of the Trump administration as these individuals
could be vulnerable to blackmail. This is a matter of significant public
interest in light of recent allegations about Russian hacking of officials at
the DNC.

The individuals we have identified as being potentially vulnerable, which

FBI(23-CV-30)-653
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we have also seen passwords for, are:

- Michael Flynn, National Security Advisor

- Anthony Scaramacci, Senior Advisor to the President
- Rob Porter, White House Staff Secretary

- Rudy Giuliani, cybersecurity advisor

- Andrew Bremberg, Director of Domestic Policy Council
- Peter Navarro, Director of national Trade Council

- Sean Spicer, Press Secretary

- Dan Scavino, Head of Social Media

- Ryan Zinke, Secretary of the Interior

- Andy Pudzer, Secretary of Labour

- Marc Short, Assistant to the President and Director of Legislative
Affairs

- Keith Schiller, Deputy Assistant to the President and Director of
Oval Office Operations

- Bill Stepien, White House Political Director

- Jason Greenblatt, Special Representative for International
Negotiations

We would like to stress that while Channel 4 News has seen these
passwords, we have not, and never will, attempt to record them and/or
gain access to these accounts.

We WILL NOT be broadcasting these email addresses or passwords in
any way however we may name those individuals listed above. Please
notify them accordingly.

If you would like to comment please contact me by 17:00 GMT on
Wednesday 18th of January.

Please confirm you have received this message.

FBI(23-CV-30)-654
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Kind Regards,

be -3
b7C -3
LHINIEDIA PRODUCER, Channel 4 News
200 GRAY'S INN ROAD
LONDON
WCIX8XZ
UNITED KINGDOM
b6 -3
b7C -3
VTN e T T S T

&

Please Note: Any views or opinions are solely those of the author and do not
necessarily represent those of Independent Television News Limited unless
specifically stated. This email and any files attached are confidential and
intended solely for the use of the individual or entity to which they are
addressed. If you have received this email in error, please notify
postimaster@itn.co.uk Please note that to ensure regulatory compliance and
for the protection of our clients and business, we may monitor and read
messages sent to and from our systems.
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From: Abbate, Paul M. (WF) (FBI)

Subject: urgent: TV report on hacked passwords of Trump appointees
To: Bowdich, David L. {DO) (FBI); Smith, Scott S. (PG) (FBI)
Cc: McCabe, Andrew G. (DO) (FBI)

Sent: January 18, 2017 7:46 PM (UTC-05:00)

Thanks Dave. Spoke with Scott and we're running with it.

———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)" 4 = b7E -3
Date: 01/18/2017 7:41 PM (GMT-05:00)
To: "Abbate, Paul M. (WF) (FBI)" , "Smith, Scott S. (PG) (FBI)"

Cc:™McCabe, Andrew G. (DO) (FBI)"
Subject: RE: urgent: TV report on hacked passwords of Trump appointees

b6 Per GSA

Tim.horne(@gsa.gov, mobile number

———————— Original message --------
From: "Abbate, Paul M. (WF) (FBI)"' | = b7E -3
Date: 1/18/17 7:32 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)" , "Smith, Scott S. (PG) (FBI)"
I 3

Cc: "McCabe, Andrew G. (DO) (FBI)"
Subject: urgent: TV report on hacked pasSwords ol ITump appointees

Copy, thanks Dave. Calling Scott now and we'll be on it.
Do you know who the primary point of contact will be, name and number if available on the victim side?

———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)" { b

Date: 01/18/2017 7:24 PM (GMT-05:00) b7E -3
To: "Smith, Scott S. (PG) (FBI)" < | "Abbate, Paul M. (WF) (FBD"

1

Cc: "McCabe, Andrew G. (DO) (FBI)" 4 P

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
Paul/Scott,

I justreceived a call from Lee Lofthus who advised the below information was just sent to him by the President--
elect Transition lead from GSA. Long and short is a news outlet in the UK is going to report (if they have not

FBI(23-CV-30)-656
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already done so) that 14 members of the President-elect's senior team have had their e-mails hacked. The victim
names include senior level people like Sean Spicer, Flynn, etc. I don't know the extent of any notifications which
have been provided to the victims. This is obviously one which needs your attention. The DAG was notified that it
was coming to us tonight. See details below.

DB

———————— Original message --------

From: "Lofthus, Lee J (JMD)" <Lee.J.Lofthus@usdoj.gov>

Date: 1/18/17 7:13 PM (GMT-05:00)

To: "Bowdich, David L. (DO) (FBI)" 4 3 b7E -3
Subject: FW: urgent: TV report on hacked passwords of Trump appointees

From: Timothy Horne - 8P [mailto:tim.horne@gsa.gov]

Sent: Wednesday, January 18, 2017 6:53 PM

To: Lee.).Lofthus@usdoj.gov

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Begin forwarded message:

From: Aimee Whiteman - WPB <armee wlitemanigsa. gov>
Date: January 18, 2017 at 5:47:38 PM EST
To: Monica Block <gngmiga.iblocki@nt gov>

Ce: Erik Simmons - IDP <erik simmonaiioss sov> | (PPD)" b6 Per USSS
i(PPD)" b7C Per USSS

P, tmhornef@ena.goy
Subject: Re: urgent: TV report on hacked passwords of Trump appointees

Adding Tim,

Tim, can you loop on DOJ (Lee Loftus)?

Sent from my iPhone

OnlJan 18, 2017, at 5:44 PM, Monica Block <mgmniga.jbiocki@ntlgoy™> wrote:
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Hi there - I know this isn't anyone's lane, but can y'all help route this?

—————————— Forwarded message ----------

From: Ory Rinat <ory.s.uosif@pil.gov>

Date: Wed, Jan 18,2017 at4:12 PM

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
To: Monica Block <momica.j.blocki@pti.govr>

Monica,

How do we elevate this to FBI and Secret Service? Please see below. We have been
told (two inquiries so far) that the people below have been hacked.

Fron| t4 b b6 -3,5
Date: Wed, Jan 18, 2017 at 7:16 AM b7C -3,5
Subject: urgent: TV report on hacked passwords of Trump appointees

Tol |

| b, media@pt.gov <medialpi gov>,

To: Sean Spicer, Hope Hicks:

Channel 4 News in London is preparing to broadcast a news report on
internet security at 19:00 GMT on Wednesday the 18th of January.

Channel 4 News has discovered that 14 members of the President Elect’s
appointees have had their account details obtained by hackers and
published on websites including www.leakedsource com. The stolen
data, including email addresses and passwords to commonly used
websites, covered the period from 2012 until 2016.
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These email address and passwords can be removed from some of these
public databases on request. The fact that these email addresses and
passwords are still viewable and can be purchased suggests that
potentially compromising information could be accessible. It also
suggests that insufficient due diligence may have been carried out to
protect the integrity of the Trump administration as these individuals
could be vulnerable to blackmail. This is a matter of significant public
interest in light of recent allegations about Russian hacking of officials at
the DNC.

The individuals we have identified as being potentially vulnerable, which
we have also seen passwords for, are:

- Michael Flynn, National Security Advisor

- Anthony Scaramacci, Senior Advisor to the President

- Rob Porter, White House Staff Secretary

- Rudy Giuliani, cybersecurity advisor

- Andrew Bremberg, Director of Domestic Policy Council
- Peter Navarro, Director of national Trade Council

- Sean Spicer, Press Secretary

- Dan Scavino, Head of Social Media

- Ryan Zinke, Secretary of the Interior

- Andy Pudzer, Secretary of Labour

- Marc Short, Assistant to the President and Director of Legislative
Affairs

- Keith Schiller, Deputy Assistant to the President and Director of
Oval Office Operations

- Bill Stepien, White House Political Director

- Jason Greenblatt, Special Representative for International
Negotiations

We would like to stress that while Channel 4 News has seen these
passwords, we have not, and never will, attempt to record them and/or
gain access to these accounts.
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We WILL NOT be broadcasting these email addresses or passwords in
any way however we may name those individuals listed above. Please
notify them accordingly.

If you would like to comment please contact me by 17:00 GMT on
Wednesday 18th of January.

Please confirm you have received this message.

Kind Regards,

b7C -3

b6 -3
MULTIMEDIA PRODUCER, Channel 4 News b7C -3
200 GRAY'S INN ROAD
LONDON
WCIX8XZ
UNITED KINGDOM
b6 -3
b7C -3

WAL GRS COITY DEWS

Please Note: Any views or opinions are solely those of the author and do not
necessarily represent those of Independent Television News Limited unless
specifically stated. This email and any files attached are confidential and
intended solely for the use of the individual or entity to which they are
addressed. If you have received this email in error, please notify
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postmastier@in.couk Please note that to ensure regulatory compliance and
for the protection of our clients and business, we may monitor and read
messages sent to and from our systems.
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From: Bowdich, David L. (DO) (FBI)

Subject: RE: urgent: TV report on hacked passwords of Trump appointees
To: Abbate, Paul M. (WF) (FBI); Smith, Scott S. (PG) (FBI)

Cc: McCabe, Andrew G. (DO) (FBI)

Sent: January 18, 2017 8:01 PM (UTC-05:00)

Thanks Paul

———————— Original message --------

From: "Abbate, Paul M. (WF) (FBI)" I |> b7E -3
Date: 1/18/17 7:46 PM (GMT-05:00)

To: "Bowdich David I (PO) (FBI)" 4 P, "Smith, Scott S. (PG) (FBL)"

Cc: "McCabe, Andrew G. (DO) (FBI)" 4 =
Subject: urgent: TV report on hacked passwords of Trump appointees

Thanks Dave. Spoke with Scott and we're running with it.

———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)" 4 = b7E -3
Date: 01/18/2017 7:41 PM (GMT-05:00)

To: "Abbate, Paul M. (WF) (FBI)" 4 b, "Smith, Scott S. (PG) (FBI)"

1 >

Cc: "McCabe, Andrew G. (DO) (FBI)" 4 b

Subject: RE: urgent: TV report on hacked passwords of Trump appointees

b6 Per GSA

Tim.horne@gsa.gov, mobile numbe

———————— Original message --------
From: "Abbate, Paul M. (WF) (FBI)" <i |> b7E -3
Date: 1/18/17 7:32 PM (GMT-05:00)

To: "Bowdich, David L. (DO) (FBI)" { L. "Smith, Scott S. (PG) (FBI)"

Cc: "McCabe, Andrew G. (DO) (FBI)" 4 b
Subject: urgent: TV report on hacked passwords of Trump appointees

Copy, thanks Dave. Calling Scott now and we'll be on it.
Do you know who the primary point of contact will be, name and number if available on the victim side?
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———————— Original message --------
From: "Bowdich, David L. (DO) (FBI)" 4 b b7E -3
Date: 01/18/2017 7:24 PM (GMT-05:00)

To: "Smith, Scott S. (PG) (FBI)" 4 b, "Abbate, Paul M. (WF) (FBI)"

Cc: "McCabe, Andrew G. (DO) (FBD)" 4 3
Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Paul/Scott,

I justreceived a call from Lee Lofthus who advised the below information was just sent to him by the President--
elect Transition lead from GSA. Long and short is a news outlet in the UK is going to report (if they have not
already done so) that 14 members of the President-elect's senior team have had their e-mails hacked. The victim
names include senior level people like Sean Spicer, Flynn, etc. I don't know the extent of any notifications which
have been provided to the victims. This is obviously one which needs your attention. The DAG was notified that it
was coming to us tonight. See details below.

DB

———————— Original message --------

From: "Lofthus, Lee J (JMD)" <Lee.J.Lofthus@usdoj.gov>
Date: 1/18/17 7:13 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBD)"| b b7E -3
Subject: FW: urgent: TV report on hacked passwords of Trump appointees

From: Timothy Horne - 8P [mailto:tim.horne@gsa.gov]

Sent: Wednesday, January 18, 2017 6:53 PM

To: Lee.).Lofthus@usdoj.gov

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Begin forwarded message:

From: Aimee Whiteman - WPB <aimee whilenunigsa. gov>
Date: January 18, 2017 at 5:47:38 PM EST
To: Monica Block <mnoinca.i.block@pitgov™>
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|(PPD)" b6 Per USSS
b7C Per USSS

Cc: Erik Simmons - IDP <erik sinmons(zsa. oov>,

[PPD)"

I’, trbornedygsa.goy
Subject: Re: urgent: TV report on hacked passwords of Trump appointees

Adding Tim,

Tim, can you loop on DOJ (Lee Loftus)?

Sent from my iPhone

OnlJan 18, 2017, at 5:44 PM, Monica Block <mgniga.j.biocki@wpilgov™> wrote:

Hi there - I know this isn't anyone's lane, but can y'all help route this?

—————————— Forwarded message ----------

From: Ory Rinat <gry.s.rinaiGopit.gov>

Date: Wed, Jan 18,2017 at4:12 PM

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
To: Monica Block <ionica.i.blockiwpit gov>

Monica,

How do we elevate this to FBI and Secret Service? Please see below. We have been
told (two inquiries so far) that the people below have been hacked.

—————————— Forwarded message ---------

From| |4 t b6 -3
Date: Wed, Jan 18,2017 at 7:16 AM b7C -3
Subject: urgent: TV report on hacked passwords of Trump appointees

To{ |

| I, mediatepit oov <medial@niipov>,
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To: Sean Spicer, Hope Hicks:

Channel 4 News in London is preparing to broadcast a news report on
internet security at 19:00 GMT on Wednesday the 18th of January.

Channel 4 News has discovered that 14 members of the President Elect’s
appointees have had their account details obtained by hackers and
published on websites including www leakedsource.com. The stolen
data, including email addresses and passwords to commonly used
websites, covered the period from 2012 until 2016.

These email address and passwords can be removed from some of these
public databases on request. The fact that these email addresses and
passwords are still viewable and can be purchased suggests that
potentially compromising information could be accessible. It also
suggests that insufficient due diligence may have been carried out to
protect the integrity of the Trump administration as these individuals
could be vulnerable to blackmail. This is a matter of significant public
interest in light of recent allegations about Russian hacking of officials at
the DNC.

The individuals we have identified as being potentially vulnerable, which
we have also seen passwords for, are:

- Michael Flynn, National Security Advisor

- Anthony Scaramacci, Senior Advisor to the President

- Rob Porter, White House Staff Secretary

- Rudy Giuliani, cybersecurity advisor

- Andrew Bremberg, Director of Domestic Policy Council
- Peter Navarro, Director of national Trade Council

- Sean Spicer, Press Secretary

- Dan Scavino, Head of Social Media

- Ryan Zinke, Secretary of the Interior

- Andy Pudzer, Secretary of Labour

- Marc Short, Assistant to the President and Director of Legislative

FBI(23-CV-30)-665
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Affairs

- Keith Schiller, Deputy Assistant to the President and Director of
Oval Office Operations

- Bill Stepien, White House Political Director

- Jason Greenblatt, Special Representative for International
Negotiations

We would like to stress that while Channel 4 News has seen these
passwords, we have not, and never will, attempt to record them and/or
gain access to these accounts.

We WILL NOT be broadcasting these email addresses or passwords in
any way however we may name those individuals listed above. Please
notify them accordingly.

If you would like to comment please contact me by 17:00 GMT on
Wednesday 18th of January.

Please confirm you have received this message.

Kind Regards,

MULTIMEDIA PRODUCER, Channel 4 News

b6 -3
b7C -3
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200 GRAY'S INN ROAD

b6 -3
b7C -3

oy
W

Please Note: Any views or opinions are solely those of the author and do not
necessarily represent those of Independent Television News Limited unless
specifically stated. This email and any files attached are confidential and
intended solely for the use of the individual or entity to which they are
addressed. If you have received this email in error, please notify
postimaster@itn.co.uk Please note that to ensure regulatory compliance and
for the protection of our clients and business, we may monitor and read
messages sent to and from our systems.
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From: Smith, Scott S. (PG) (FBI)

Subject: RE: urgent: TV report on hacked passwords of Trump appointees
To: Bowdich, David L. {DO) (FBI); Abbate, Paul M. (WF) (FBI)

Cc: McCabe, Andrew G. (DO) (FBI)

Sent: January 18, 2017 8:09 PM (UTC-05:00)

We snoke with Tim Horne and he is reachine back out to the transition feam for a POC. When I have the POC, I will

b7E -4,8

I'will let you know as soon as we have anything, Scott

———————— Original message --------
From: "Bowdich, David L. (DO) (FBI)" { = b7E -3
Date: 01/18/2017 8:00 PM (GMT-05:00)
ITo: "Abbate, Paul M. (Wf) (FBD)" | |>, "Smith, Scott S. (PG) (FBD)"

>
Cc: "McCabe, Andrew G. (DO) (FBD)" 4
Subject: RE: urgent: TV report on hacked passwords of Trump appointees

Thanks Paul

———————— Original message --------
From: "Abbate, Paul M. (WF) (FBI)" | = b7E -3
Date: 1/18/17 7:46 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBD)" § P, "Smith, Scott S. (PG) (FBD)"

Cc: "McCabe, Andrew G. (DO) (FBI)" 4 P
Subject: urgent: TV report on hacked passwords of Trump appointees

Thanks Dave. Spoke with Scott and we're running with it.

———————— Original message --------
From: "Bowdich, David L. (DO) (FBI)" { 2 b7E -3
Date: 01/18/2017 7:41 PM (GMT-05:00)

:Il“o: "Abbate, Paul M. (WIE (FBD" { P, "Smith, Scott S. (PG) (FBI)"

Cc: "McCabe, Andrew G. (DO) (FBI)" | 5

Subject: RE: urgent: TV report on hacked passwords of Trump appointees

b6 Per GSA

Tim.horne(@gsa.gov, mobile numbet
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———————— Original message --------

From: "Abbate, Paul M. (WF) (FBI)" { b b7E -3
Date: 1/18/17 7:32 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)" { b, "Smith, Scott S. (PG) (FBI)"
9 >
Cc: "McCabe, Andrew G. (DO) (FBI)" { F
Subject: urgent: TV report on hacked passwords of Trump appointees

Copy, thanks Dave. Calling Scott now and we'll be on it.
Do you know who the primary point of contact will be, name and number if available on the victim side?

———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)" 4 = b7E -3
Date: 01/18/2017 7:24 PM (GMT-05:00)
To: "Smith. Scott 8. (PG) (FBI)" { |, "Abbate, Paul M. (WF) (FBI)"

>

Cc: "McCabe, Andrew G. (DO) (FBI)"
Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Paul/Scott,

I justreceived a call from Lee Lofthus who advised the below information was just sent to him by the President--
elect Transition lead from GSA. Long and short is a news outlet in the UK is going to report (if they have not
already done so) that 14 members of the President-elect's senior team have had their e-mails hacked. The victim
names include senior level people like Sean Spicer, Flynn, etc. I don't know the extent of any notifications which
have been provided to the victims. This is obviously one which needs your attention. The DAG was notified that it
was coming to us tonight. See details below.

DB

———————— Original message --------

From: "Lofthus, Lee J (JMD)" <Lee.J.Lofthus@usdoj.gov>
Date: 1/18/17 7:13 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBD)" b7E -3
Subject: FW: urgent: TV report on hacked passwords of Trump appointees

FBI(23-CV-30)-669
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From: Timothy Horne - 8P [mailto:tim.horne@gsa.gov]

Sent: Wednesday, January 18, 2017 6:53 PM

To: Lee.).Lofthus@usdoj.gov

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Begin forwarded message:

From: Aimee Whiteman - WPB <amimge. whitoman@igsa.gov>
Date: January 18, 2017 at 5:47:38 PM EST

To: Monica Block <inguiga.i.blockiapit.gov>
Cc: Erik Simmons - IDP <grik sinwnons(@esa 9ov>, PPD)"
[PPD)"

b6 Per USSS
b7C Per USSS

trbornedess. gov
Subject: Re: urgent: TV report on hacked passwords of Trump appointees

Adding Tim,

Tim, can you loop on DOJ (Lee Loftus)?

Sent from my iPhone

OnlJan 18, 2017, at 5:44 PM, Monica Block <mgniga.j.biocki@wpilgov™> wrote:

Hi there - I know this isn't anyone's lane, but can y'all help route this?

—————————— Forwarded message ----------

From: Ory Rinat <gry.s.rinaiGopit.gov>

Date: Wed, Jan 18,2017 at4:12 PM

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
To: Monica Block <ionica.i.blockiwpit gov>

Monica,

How do we elevate this to FBI and Secret Service? Please see below. We have been
told (two inquiries so far) that the people below have been hacked.
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From:l |>

Date: Wed, Jan 18,2017 at 7:16 AM

Subject: urgent: TV report on hacked passwords of Trump appointees
Td

|1ﬁi’.§il A PILENY <DedIaipiL guv >,

To: Sean Spicer, Hope Hicks:

Channel 4 News in London is preparing to broadcast a news report on
internet security at 19:00 GMT on Wednesday the 18th of January.

Channel 4 News has discovered that 14 members of the President Elect’s
appointees have had their account details obtained by hackers and
published on websites including www leakedsource.com. The stolen
data, including email addresses and passwords to commonly used
websites, covered the period from 2012 until 2016.

These email address and passwords can be removed from some of these
public databases on request. The fact that these email addresses and
passwords are still viewable and can be purchased suggests that
potentially compromising information could be accessible. It also
suggests that insufficient due diligence may have been carried out to
protect the integrity of the Trump administration as these individuals
could be vulnerable to blackmail. This is a matter of significant public
interest in light of recent allegations about Russian hacking of officials at
the DNC.

The individuals we have identified as being potentially vulnerable, which
we have also seen passwords for, are:

- Michael Flynn, National Security Advisor

- Anthony Scaramacci, Senior Advisor to the President

b6 -3,5
b7C -3,5
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- Rob Porter, White House Staff Secretary

- Rudy Giuliani, cybersecurity advisor

- Andrew Bremberg, Director of Domestic Policy Council
- Peter Navarro, Director of national Trade Council

- Sean Spicer, Press Secretary

- Dan Scavino, Head of Social Media

- Ryan Zinke, Secretary of the Interior

- Andy Pudzer, Secretary of Labour

- Marc Short, Assistant to the President and Director of Legislative
Affairs

- Keith Schiller, Deputy Assistant to the President and Director of
Oval Office Operations

- Bill Stepien, White House Political Director

- Jason Greenblatt, Special Representative for International
Negotiations

We would like to stress that while Channel 4 News has seen these
passwords, we have not, and never will, attempt to record them and/or
gain access to these accounts.

We WILL NOT be broadcasting these email addresses or passwords in
any way however we may name those individuals listed above. Please
notify them accordingly.

If you would like to comment please contact me by 17:00 GMT on
Wednesday 18th of January.

Please confirm you have received this message.

Kind Regards,

bé -3
b7C -3
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7 PRODUCER, Channal 4 News b7¢C -3

200 GRAY'S INN ROAD
LONDON
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Please Note: Any views or opinions are solely those of the author and do not
necessarily represent those of Independent Television News Limited unless
specifically stated. This email and any files attached are confidential and
intended solely for the use of the individual or entity to which they are
addressed. If you have received this email in error, please notify
posimaster@itnco.uk Please note that to ensure regulatory compliance and
for the protection of our clients and business, we may monitor and read
messages sent to and from our systems.
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From: Abbate, Paul M. (WF) (FBI)

Subject: urgent: TV report on hacked passwords of Trump appointees
To: Smith, Scott S. (PG) (FBI); Bowdich, David L. (DO) (FBI)
Cc: McCabe, Andrew G. (DO) (FBI)

Sent: January 18, 2017 8:20 PM (UTC-05:00)

Copy, thanks Scott.

———————— Original message --------
From: "Smith, Scott S. (PG) (FBI)" | I> b7E -3
Date: 01/18/2017 8:09 PM (GMT-05:00)

To: "Bowdich, David L. (DO) (FBI)" { |, "Abbate, Paul M. (WF) (FBI)"

I |

Cc: "McCabe, Andrew G. (DO) (FBI)'| |

Subject: RE: urgent: TV report on hacked passwords of Trump appointees

We spoke with Tim Horne and he is reaching back out to the transition team for a POC. When I have the POC, I will

I b7E -4,8

I'will let you know as soon as we have anything, Scott

———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)" b7E -3

Date: 01/18/2017 8:00 PM (GMT-05:00)

To: "Abbate, Paul M. (WF) (FBI)" , "Smith, Scott S. (PG) (FBI)"
|

Cc: "McCabe, Andrew G. (DO) (FBI)"|
Subject: RE: urgent: TV report on hacked passwords of Trump appointees

Thanks Paul

———————— Original message --------
From: "Abbate, Paul M. (WF) (FBI)" > b7E -3
Date: 1/18/17 7:46 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)" | b, "Smith, Scott S. (PG) (FBD)"

Cc: "McCabe, Andrew G. (DO) (FBI)" { |
Subject: urgent: TV report on hacked passwords of Trump appointees

Thanks Dave. Spoke with Scott and we're running with it.
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———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)"
Date: 01/18/2017 7:41 PM (GMT-05:00)

To: "Abbate, Paul M. (WF) (FBI)" | |>, "Smith, Scott S. (PG) (FBI)"

Cc: "McCabe, Andrew G. (DO) (FBI)" | |
Subject: RE: urgent: TV report on hacked passwords of Trump appointees

Tim.horne(@gsa.gov, mobile number]

———————— Original message --------
From: "Abbate, Paul M. (WF) (FBI)"
Date: 1/18/17 7:32 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)" | I>, "Smith, Scott S. (PG) (FBL)"
I b>

Cc: "McCabe, Andrew G. (DO) (FBI)" | 2

Subject: urgent: TV report on hacked passwords of Trump appointees

Copy, thanks Dave. Calling Scott now and we'll be on it.
Do you know who the primary point of contact will be, name and number if available on the victim side?

———————— Original message --------

From: "Bowdich, David L. (DO) (FBD)" 4 |>

Date: 01/18/2017 7:24 PM (GMT-05:00)

To: "Smith, Scott S. (PG) (FBI)" , "Abbate, Paul M. (WF) (FBI)"
|

Cc: "McCabe, Andrew G. (DO) (FBI)"| =

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Paul/Scott,

b7E -3

b6 Per GSA

b7E -3

b7E -3

I justreceived a call from Lee Lofthus who advised the below information was just sent to him by the President--
elect Transition lead from GSA. Long and short is a news outlet in the UK is going to report (if they have not
already done so) that 14 members of the President-elect's senior team have had their e-mails hacked. The victim
names include senior level people like Sean Spicer, Flynn, etc. I don't know the extent of any notifications which
have been provided to the victims. This is obviously one which needs your attention. The DAG was notified that it

was coming to us tonight. See details below.

DB
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———————— Original message --------

From: "Lofthus, Lee J (JMD)" <Lee.J.Lofthus@usdoj.gov>
Date: 1/18/17 7:13 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)"
Subject: FW: urgent: TV report on hacked passwords oI Ttump appointees

From: Timothy Horne - 8P [mailto:tim.horne@gsa.gov]

Sent: Wednesday, January 18, 2017 6:53 PM

To: Lee.).Lofthus@usdoj.gov

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Begin forwarded message:

From: Aimee Whiteman - WPB <aimee whilenunigsa. gov>
Date: January 18, 2017 at 5:47:38 PM EST

To: Monica Block <mnoinca.i.block@pitgov™>

Cc: Erik Simmons - IDP <erik simmonsgsa,

[PPD)”

|, i horne@igsa.goy
Subject: Re: urgent: TV report on hacked passwords of Trump appointees

Adding Tim,

Tim, can you loop on DOJ (Lee Loftus)?

Sent from my iPhone

On Jan 18, 2017, at 5:44 PM, Monica Block <tuenica.i.blockinit.gov™> wrote:

Hi there - I know this isn't anyone's lane, but can y'all help route this?

—————————— Forwarded message ----------
From: Ory Rinat <ory.s.uosif@pil.gov>
Date: Wed, Jan 18, 2017 at4:12 PM

sov>, | | (PPD)"

b7E -3

b6 Per USSS
b7C Per USSS

FBI(23-CV-30)-676



Obtained by UndeadFOIA

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
To: Monica Block <ionica.i.blockiwpit gov>

Monica,

How do we elevate this to FBI and Secret Service? Please see below. We have been
told (two inquiries so far) that the people below have been hacked.

From:
Date:

b6 -3,5

ed, Jan I8, 2017 at/:16 AM b7C -3,5

Subject: urgent: TV report on hacked passwords of Trump appointees

Tof

| mediafa il gov <tue dIA@PIE.Zov>,

To: Sean Spicer, Hope Hicks:

Channel 4 News in London is preparing to broadcast a news report on
internet security at 19:00 GMT on Wednesday the 18th of January.

Channel 4 News has discovered that 14 members of the President Elect’s
appointees have had their account details obtained by hackers and
published on websites including www leakedsource.com. The stolen
data, including email addresses and passwords to commonly used
websites, covered the period from 2012 until 2016.

These email address and passwords can be removed from some of these
public databases on request. The fact that these email addresses and
passwords are still viewable and can be purchased suggests that
potentially compromising information could be accessible. It also
suggests that insufficient due diligence may have been carried out to
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protect the integrity of the Trump administration as these individuals
could be vulnerable to blackmail. This is a matter of significant public
interest in light of recent allegations about Russian hacking of officials at
the DNC.

The individuals we have identified as being potentially vulnerable, which
we have also seen passwords for, are:

- Michael Flynn, National Security Advisor

- Anthony Scaramacci, Senior Advisor to the President

- Rob Porter, White House Staff Secretary

- Rudy Giuliani, cybersecurity advisor

- Andrew Bremberg, Director of Domestic Policy Council
- Peter Navarro, Director of national Trade Council

- Sean Spicer, Press Secretary

- Dan Scavino, Head of Social Media

- Ryan Zinke, Secretary of the Interior

- Andy Pudzer, Secretary of Labour

- Marc Short, Assistant to the President and Director of Legislative
Affairs

- Keith Schiller, Deputy Assistant to the President and Director of
Oval Office Operations

- Bill Stepien, White House Political Director

- Jason Greenblatt, Special Representative for International
Negotiations

We would like to stress that while Channel 4 News has seen these
passwords, we have not, and never will, attempt to record them and/or
gain access to these accounts.

We WILL NOT be broadcasting these email addresses or passwords in
any way however we may name those individuals listed above. Please
notify them accordingly.
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If you would like to comment please contact me by 17:00 GMT on
Wednesday 18th of January.

Please confirm you have received this message.

Kind Regards,

MULTIMEDIA PRODUCER, Channel 4 News

200 GRAY'S INN ROAD
LONDON

WCIX8XZ

UNITED KINGDOM
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Please Note: Any views or opinions are solely those of the author and do not
necessarily represent those of Independent Television News Limited unless
specifically stated. This email and any files attached are confidential and
intended solely for the use of the individual or entity to which they are
addressed. If you have received this email in error, please notify
postimaster@itn.co.uk Please note that to ensure regulatory compliance and
for the protection of our clients and business, we may monitor and read
messages sent to and from our systems.

b6 -3
b7C -3

b6 -3
b7C -3
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From: Abbate, Paul M. (WF) (FBI)

Subject: urgent: TV report on hacked passwords of Trump appointees
To: McCabe, Andrew G. (DO) (FBI)

Sent: January 18, 2017 10:27 PM (UTC-05:00)

Just spoke with Scott a few minutes ago. He is about to launch an e-mail summary to you, Dave, and me. [ believe
we are good, but standing by for the summary to evaluate whether everything is fully covered right now tonight and
moving forward.

———————— Original message --------
From: "McCabe, Andrew G. (DO) (FBI)" { S

Date: 01/18/2017 10:19 PM (GMT-05:00)

To: "Abbate, Paul M. (WF) (FBI)" { b

Subject: RE: urgent: TV report on hacked passwords of Trump appointees

Looks like you have this in hand. Everything good?
b7E -3

Andrew G. McCabe
Deputy Director
Federal Burean of Investigation

———————— Original message --------

From: "Abbate, Paul M. (WF) (FBI)"
Date: 1/18/17 8:20 PM (GMT-05:00)
To: "Smith, Scott S. (PG) (FBI)" |>, "Bowdich, David L. (DO) (FBI)" b7E -3

Cc: "McCabe, Andrew G. (DO) (FBD" { b
Subject: urgent: TV report on hacked passwords of Trump appointees

Copy, thanks Scott.

———————— Original message --------

From: "Smith, Scott S. (PG) (FBI)" { 3

Date: 01/18/2017 8:09 PM (GMT-05:00)

To: "Bowdich, David L. (I]>)O) (FBD" { b, "Abbate, Paul M. (WF) (FBI)"

b7E -3,4,8

Cc: "McCabe, Andrew G. (DO) (FBI)" { P
Subject: RE: urgent: TV report on hacked passwords of Trump appointees

We spoke with Tim Horne and he is reaching back out to the transition team for a POC. When I have the POC, I will

FBI(23-CV-30)-680
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I'will let you know as soon as we have anything, Scott

———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)" { b

Date: 01/18/2017 8:00 PM (GMT-05:00)

To: "Abbate, Paul M. (WF) (FBD)" { b, "Smith, Scott S. (PG) (FBI)"
Cc: "McCabe, Andrew G. (DO) (FB])" | 3

Subject: RE: urgent: TV report on hacked passwords of Trump appointees

Thanks Paul

———————— Original message --------

From: "Abbate, Paul M. (WF) (FBI)" | |>

Date: 1/18/17 7:46 PM (GMT-05:00)

To: "Bowdich, David L. (DO) (FBD)" { P, "Smith, Scott S. (PG) (FBI)"

Cc: "McCabe, Andrew G. (DO) (FBI)"
Subject: urgent: TV report on hacked passwords o 1rump appointees

Thanks Dave. Spoke with Scott and we're running with it.

———————— Original message --------

From: "Bowdich, David L. (DO) (FBI)" =

Date: 01/18/2017 7:41 PM (GMT-05:00)

To: "Abbate, Paul M. (WF) (FBD)" { [>, "Smith, Scott S. (PG) (FBD)"
1 b

Cc: "McCabe, Andrew G. (DO) (FBD)" 1 3

Subject: RE: urgent: TV report on hacked passwords of Trump appointees

Tim.horne(@gsa.gov, mobile number]

———————— Original message --------
From: "Abbate, Paul M. (WF) (FBI)" <| |>
Date: 1/18/17 7:32 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)" , "Smith, Scott S. (PG) (FBI)"

b7E -4

b7E -3

b7E -3

b7E -3

b6 Per GSA
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Cc: "McCabe, Andrew G. (DO) (FBI)" { 3
Subject: urgent: TV report on hacked passwords of Trump appointees

Copy, thanks Dave. Calling Scott now and we'll be on it.
Do you know who the primary point of contact will be, name and number if available on the victim side?

———————— Original message --------
From: "Bowdich, David L. (DO) (FBD)" { I> b7E -3
Date: 01/18/2017 7:24 PM (GMT-05:00)

To: "Smith, Scott S. (PG) (FBI)" { P, "Abbate, Paul M. (WF) (FBI)"

1
Cc: "McCabe, Andrew G. (DO) (FBD)" 4 =

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees

Paul/Scott,

I justreceived a call from Lee Lofthus who advised the below information was just sent to him by the President--
elect Transition lead from GSA. Long and short is a news outlet in the UK is going to report (if they have not
already done so) that 14 members of the President-elect's senior team have had their e-mails hacked. The victim
names include senior level people like Sean Spicer, Flynn, etc. I don't know the extent of any notifications which
have been provided to the victims. This is obviously one which needs your attention. The DAG was notified that it
was coming to us tonight. See details below.

DB

———————— Original message --------

From: "Lofthus, Lee J (JMD)" <Lee.J.Lofthus@usdoj.gov>
Date: 1/18/17 7:13 PM (GMT-05:00)
To: "Bowdich, David L. (DO) (FBI)" b b7E -3
Subject: FW: urgent: TV report on hacked passwords of Trump appointees

From: Timothy Horne - 8P [mailto:tim.horne@gsa.gov]

Sent: Wednesday, January 18, 2017 6:53 PM

To: Lee.).Lofthus@usdoj.gov

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
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Begin forwarded message:

From: Aimee Whiteman - WPB <aimies. whitemanipesa.gov>
Date: January 18, 2017 at 5:47:38 PM EST
To: Monica Block <mionica.j.biockiwpitpov>

c: Erik Simmons - IDP <eril simmonsGioss omg> | (PPD)" bé Per USSS
(PPD)" b7C Per USSS

| i hornegsa.gov
Subject: Re: urgent: TV report on hacked passwords of Trump appointees

Adding Tim,

Tim, can you loop on DOJ (Lee Loftus)?

Sent from my iPhone

On Jan 18, 2017, at 5:44 PM, Monica Block <menica.j.blockipnit gov> wrote:

Hi there - I know this isn't anyone's lane, but can y'all help route this?

—————————— Forwarded message ----------

From: Ory Rinat <¢rv.s ripai@pt gov>

Date: Wed, Jan 18,2017 at4:12 PM

Subject: Fwd: urgent: TV report on hacked passwords of Trump appointees
To: Monica Block <snonicaj.blockiwptt.gov>

Monica,

How do we elevate this to FBI and Secret Service? Please see below. We have been
told (two inquiries so far) that the people below have been hacked.

b6 -3
b7C -3
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Date: Wed, Jan 18,2017 at 7:16 AM

Subject: urgent: TV report on hacked passwords of Trump appointees
Tol

I L mediai@ptirov <giediampit oov>

To: Sean Spicer, Hope Hicks:

Channel 4 News in London is preparing to broadcast a news report on
internet security at 19:00 GMT on Wednesday the 18th of January.

Channel 4 News has discovered that 14 members of the President Elect’s
appointees have had their account details obtained by hackers and
published on websites including www.leakedsource com. The stolen
data, including email addresses and passwords to commonly used
websites, covered the period from 2012 until 2016.

These email address and passwords can be removed from some of these
public databases on request. The fact that these email addresses and
passwords are still viewable and can be purchased suggests that
potentially compromising information could be accessible. It also
suggests that insufficient due diligence may have been carried out to
protect the integrity of the Trump administration as these individuals
could be vulnerable to blackmail. This is a matter of significant public
interest in light of recent allegations about Russian hacking of officials at
the DNC.

The individuals we have identified as being potentially vulnerable, which
we have also seen passwords for, are:

- Michael Flynn, National Security Advisor

- Anthony Scaramacci, Senior Advisor to the President

- Rob Porter, White House Staff Secretary

- Rudy Giuliani, cybersecurity advisor

- Andrew Bremberg, Director of Domestic Policy Council
- Peter Navarro, Director of national Trade Council

- Sean Spicer, Press Secretary

b6 -5
b7C -5
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- Dan Scavino, Head of Social Media
- Ryan Zinke, Secretary of the Interior
- Andy Pudzer, Secretary of Labour

- Marc Short, Assistant to the President and Director of Legislative
Affairs

- Keith Schiller, Deputy Assistant to the President and Director of
Oval Office Operations

- Bill Stepien, White House Political Director

- Jason Greenblatt, Special Representative for International
Negotiations

We would like to stress that while Channel 4 News has seen these
passwords, we have not, and never will, attempt to record them and/or
gain access to these accounts.

We WILL NOT be broadcasting these email addresses or passwords in
any way however we may name those individuals listed above. Please
notify them accordingly.

If you would like to comment please contact me by 17:00 GMT on
Wednesday 18th of January.

Please confirm you have received this message.

Kind Regards,

b6 -3
b7C -3
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MULTIMEDIA PRODUCER, Channel 4 News

200 GRAY'S INN ROAD
LONDON

WCIX8XZ

UNITED KINGDOM

T b6 -3
E b7C -3
R R R R R T SN

S
QTN \
N 3

Please Note: Any views or opinions are solely those of the author and do not
necessarily represent those of Independent Television News Limited unless
specifically stated. This email and any files attached are confidential and
intended solely for the use of the individual or entity to which they are
addressed. If you have received this email in error, please notify
postimaster@itn.co.uk Please note that to ensure regulatory compliance and
for the protection of our clients and business, we may monitor and read
messages sent to and from our systems.
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From: Baker, James A. (OGC) (FBI)
Subject: Fwd: FBI Director Comey Must Be Questioned by Nunes at House Intel Hearing Monday on Apparent Cover-Up
of Trump "Wiretaps" and Intelligence Agency lllegal Surveillance!
To: McCabe, Andrew G. (DO) (FBI); Rybicki, James E. (DO) (FB|)%C. (OGC) (FBI); Brower, Gregory
(OGC) (FBI); Kortan, Michael P. (DO) (FBI); Abbate, Paul M. ( ; Ghattas _Carl (CTD) (EBJ); Priestap,
E. W. (CD) (FBI); Strzok, Peter P._(CD) (FBI)] ] (WF) (FBI); (WF) (FBI); b6 -1
Anderson, Trisha B. (OGC) (FBI);| [(OGC) (FBI) b7C -
Sent: March 19, 2017 10:56 PM (UTC-04:00)

Sorry. I have been in the car all day and just saw this.

b5 -1
Thanks. b6 -3
b7C -3
Jim
———————— Original message ------—-
From{] | b6 -1,3
Date: 3/19/17 3:17 PM (GMT-06:00) bic -1,3
To: "Baker, James A. (OGC) (FBI)" § b, "Curtis, Deborah (USADC)" b7E -3
<Deborah.Curtis@usdoj.gov>, | [ (WF) (FBD)" 9 I, Royce Lamberth
1.1.11'1 nnxxrpraﬁﬂr]r\r‘ necolte goy "anpxr Tqmpa p {nn\ {F‘DT\"I I>
"Culver, Jared" | I "Hollis, Kate (Sessions)" | — F,
[ [ A | b6 Per DOJ/OIP

Subject: Fwd: FBI Director Comey Must Be Questioned by Nunes at House Intel Hearing Monday on Apparent Cover-
Up of Trump "Wiretaps" and Intelligence Agency Illegal Surveillance!

—————————— Forwarded message ----------

From: "Freedom Watch" <info(@lisiZ feedomowaichusa. org™

Date: Mar 19, 2017 1:01 PM

Subject: FBI Director Comey Must Be Questioned by Nunes at House Intel Hearing Monday on Apparent Cover-Up of

Trump "Wiretaps" and Intelligence Agency Illegal Surveillance!

To: | b6 -3
Cec: b7C -3

=owoww FresdomiWalehUSa.org
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FBI Director Comey Must Be Questioned by Nunes at House
Intel Hearing Monday on Apparent Cover-Up of Trump
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"Wiretaps" and Intelligence Agency lllegal Surveillance!

Whistleblower Montgomery Provided Evidence to FBI

i The old expression about Washington, D.C., is that if you want a friend, get a dog! In the
i case of President Donald J. Trump, this is a lesson he has undoubtedly learned in his

i thus far short tenure as the commander in chief. Nowhere is this seen more than over the
i current controversy concerning the president's claims that he was "wiretapped," that is
! illegally spied upon, by his predecessor's administration, former President Barack

i Hussein Obama.

|, along with a few others, such as Fox News commentators Judge Andrew Napolitano

i and Judge Jeanine Pirro, two brave and courageous ethical souls who have stuck their

neck out in defense of The Donald's claims, believe what he said. There is a myriad of

evidence, direct and circumstantial, that this surveillance occurred, and | do not need to

i belabor all of it here. See www.ilresdomwaichusa.grg. But as | have written in my

: Mewarmax bieg and elsewhere particularly of late, my client, former NSA and CIA

i contractor Dennis Montgomery, holds the keys to "de-whoring" the false claims of those

| representatives and senators on the House and Senate inteligence commitiees, as well as FBI Director James Comey, that
i there is no evidence that the president and his men were "wiretapped.”

- Montgomery left the NSA and CIA with 47 hard drives and over 600 million pages of information, much of which is classified,

- and sought to come forward legally as a whistleblower to appropriate government entities, including congressional inteligence

| committees, to expose that the spy agencies were engaged for years in systematic illegal surveillance on prominent Americans,
| including the chief justice of the Supreme Court, other justices, 156 judges, prominent businessmen such as Donald Trump, and
i even yours truly. Working side by side with former Obama Director of National Intelligence (DIA), the "lying" James Clapper,

: and former Obama Director of the CIA, the equally ethically challenged John Brennan, Montgomery witnessed "up close and

. personal” this "Orwellian Big Brother" intrusion on privacy, likely for potential coercion, blackmail or other nefarious purposes.

i But when Montgomery came forward as a whistleblower to congressional intelligence committees and various other

i congressmen and senators, including Senator Charles Grassley, Chairman of the Senate Judiciary Committee, who, like

i Comey, once had a reputation for integrity, he was "blown off"; no one wanted to even hear what he had to say. The reason |

: suspect is that Montgomery's allegations were either too hot to handle, or the congressional intelligence and judiciary committees
| already knew that this unconstitutional surveillance was being undertaken. Moreover, given the power of the NSA, CIA and DN,

i for congressional committee heads to take action to legitimately and seriously investigate and if necessary recommend

| prosecution of officials like Clapper and Brennan could, given the way Washington works, result in the spy agencies disclosing

i and leaking (as occurred recently with General Michael Flynn), the details of their mass surveillance, ruining the careers if not

i personal lives of any politician who would take them on.

| After Montgomery was turned away as a whistleblower, he came to me at Freedom Watch. With the aid of the Honorable Royce
i C. Lamberth of the U.S. District Court for the District of Columbia, who | had come to respect and trust over the years of my

| public interest advocacy, we brought Montgomery forward to FBI Director James Comey, through his General Counsel James

i Baker. Under grants of immunity, which | obtained through Assistant U.S. Attorney Deborah Curtis, Montgomery produced the

| hard drives and later was interviewed under oath in a secure room at the FBI Field Office in the District of Columbia. There he

| laid out how persons like then businessman Donald Trump were illegally spied upon by Clapper, Brennan and the spy agencies
i of the Obama administration. He even claimed that these spy agencies had manipulated voting in Florida during the 2008

| presidential election, which illegal tampering resulted in helping Obama to win the White House.

| This interview, conducted and videotaped by Special FBI Agents Walter Giardina and William Barnett, occurred almost two

| years ago, and nothing that | know of has happened since. It would appear that the FBI's investigation was "buried" by Comey,

| perhaps because the FBI itself collaborates with the spy agencies to conduct illegal surveillance. In landmark court cases which
| filed after the revelations of Edward Snowden, the Honorable Richard Leon, a colleague of Judge Lamberth, had ruled that this
| type of surveillance constituted a gross violation of the Fourth Amendment to the Constitution. See www freedomwaichusa org.

i A few months ago, given the FBI's seeming inaction in conducting a bona fide timely investigation of the treasure trove of

i information Montgomery had produced and festified to, | went to Chairman Bob Goodlatte of the House Judiciary Committee, as
i | had done earlier with Senator Grassley, since Montgomery had revealed that judges had been spied upon, and asked his staff
: to inquire of Director Comey the status of the investigation. | have heard nothing back from Goodlatte or his staff and they have
! not responded to recent calls and emails.

So last Thursday, | traveled to Capitol Hill to personally meet with Chairman Devin Nunes (R. Ca.) of the House Intelligence
i Committee and, when his scheduler claimed that he was "unavailable,” forcefully pushed for a meeting with one of his committee
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| lawyers, Allen R. Souza, and fully briefed him about Montgomery and the FBI's apparent cover-up. | told this staff intel lawyer to
i inform Chairman Nunes of the facts behind this apparent cover-up before the committee holds its hearing on the alleged Trump

: wiretaps and questions Comey this Monday, March 20, in open session. My expressed purpose: to have Chairman Nunes of the
i House Inteligence Committee ask Comey, under oath, why he and his FBI have seemingly not moved forward with the

i Montgomery investigation while, on the other hand, the FBI Director recently claimed publicly, | believe falsely, that there is "no

i evidence" of surveillance on President Trump and those around him by the Obama administration.

' During my meeting with House Intelligence Committee counsel Allen R. Sousa, | politely warned him that if Chairman Nunes,

i who himself had that same day undercut President Trump by also claiming that there is no evidence of surveillance by the

i Obama administration, does not question Comey about the FBI's Montgomery investigation, | would go public with what would

| appear to be the House Inteligence Committee's complicity in keeping the truth from the American people and allowing the FBI
i to continue its apparent cover-up of the Montgomery "investigation."

: And, that is where it stands today. The big question: will House Intelligence Committee Chairman Nunes do his job and hold FBI

i Director Comey's feet to the fire about the Monigomery investigation, or will he, like virtually every other politician of the

i Republican Party establishment, run away from the president and in fact discredit the commander in chief to curry favor with the
i mainstream and "Fake News" media and save his own political skin?

| Please watch the House Inteligence Committee hearing closely this Monday and see if Chairman Nunes does his job and

| questions Comey about the FBI's Montgomery "investigation,” or figuratively hides under his desk, for fear that he could be the
| next victim, ala former Trump national security adviser General Michael Flynn, of the unconstitutional and illegal surveillance of
i our rogue intelligence agencies.

For more information or an interview, contact gdaji42 1828 emall. com or {424} 274 2578

3 Foliow us on Twitter and Facshook

Order Freedom Watch products through £azzis.com. Proceeds go directly to Freedom Watch and support
our fight for liberty and constitutional rights. Go to hiip:/fwww.zazzle comffresdorwatchiproducis

Contact Freedom Watch at gaii42182@amail.cam or {424 274 2578

If you wish not to receive future e-mails, click here:
hitp /il fresdomeaichuss. org/nfeklavmane40amaileom
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