Obtained by UndeadFOIA

From: (b)(B)

To:

Cc:

Subject: Clearances

Date: Thursday, October 31, 2019 10:54:06 AM
(b)(B)

Can you please send mine and [P)©) iclearances (TS/SCI) to the

following facility for a meeting on 13 November:

1SSO Security Office

10530 Riverview Road

Fort Washington, MD 20744

Security (Albert J. Smokes, 301-203-2630 / C. Williams, 301-203-2672)
FAX: 301-203-4750 /2700

Tech POC: Maxwell Potasznick
Phone: 301-203-7331
SMO code: 39998

Thank you!

Vi,

(0)(6)

(0)(B)

(office)
(cell)




Obtained by UndeadFOIA

(D)(6)

Subject: Constellation/Orion Contracting Questions

Location: 675 09-400 Medium Conference Room (TS/SCI/SAR)

Start: Tue 6/7/2022 3:00 PM

End: Tue 6/7/2022 3:30 PM

Show Time As: Tentative

Recurrence: (none)

Organizer: (OX%)

Required Attendee Ulrey, Scott

Resources: 675 09-400 Medium Conference Room (TS/SCI/SAR)



Obtained by UndeadFOIA

{b)(6)

From:

Sent: Tuesday, June 7, 2022 8:33 AM

To: b))

Cc: Ulrey, Scott
Subject: RE: Keymaster - 90COS

Signed By: darpa.mil

Hi|®XE)

Sounds good.

v/r

(D)(6)

DARPA Contracts Management Office
Phone: |(b)(5)
Mobile;

Email: |‘33(6) E)darpa.mil

From:|(®)®) [@darpa.mil>

Sent: Tuesday, June 7, 2022 8:32 AM

To:|P)6) @darpa.mil>

Cc:|)e) k@darpa.milz*;l(b:”a] |

[®)6) [@darpa.mil>;|P)©) |@darpa.mil>; Ulrey, Scott <Scott.Ulrey@darpa.mil>

Subject: Re: Keymaster - 90CQOS

{b)(6)

I'll be back in the office and available from 1430-1730. Any time then works. How about 1500-15307?

Regards,

On 6/7/22, 8:26 AM, [(5)(6) @ darpa.mil> wrote:

Hi (b)(B)

I am coming into the office to review a classified J&A from 10:30-11:30 and then | have a quick conference call from
11:30-12:00. We could meet and discuss any time after that.

v/r

(b)(6)

DARPA Contracts Management Office

0 Con—



M

Obtained by UndeadFOIA

obile:
Email: |P)6) @darpa.mil

-----Original Message-----

From{®)©) Pdarpa.mil>
Sent: Tuesday, June 7, 2022 8:09 AM
To]®X6) l@darpa.mil>;[*©) [@darpa.mil>
Cc:[P)®) @darpa.mil:-;l‘b)(s)
[B)E) [@darpa.mil>}®)©) @darpa.mil>

Subject: Re: Keymaster - 90COS

(0)®)

Regards,

0

n 6/7/22,7:59 AM,[?)® @darpa.mil> wrote:

(b)(6)

DARPA Contracts Management Office
Phone:[®®)
Mobile

EmaiI:I(bJ(BJ @darpa.mil

----- Original Message-----

From:|(®)(©) [@darpa.mil>

Sent: Tuesday, June 7, 2022 7:52 AM _

To:{®)6) [@da rpa.mil>;|(b](6] bdarpa.mib
Cc:[®X) @darpa.mil>

Subject: Re: Keymaster - SOCOS




Regards,

Obtained by UndeadFOIA

On 6/2/22,11:48 AM, [®)6) [@darpa.mil> wrote:

(b)(3). (b)(6)

v/r

(b)(B)

DARPA Contracts Management Office

Phone: [P)®)

Mobile:

Email: |( )(6) r@darpa.mil

From:|)©)

[@darpa.mil>

Sent: Thursday, June 2, 2022 9:54 AM

To: [0

l@darpa.mi|>

R

@darpa.mil>;|(b){6)

@darpa.mib

Subject: Re: Keymaster - 90COS

Regards,
(b)(6)

On 6/2/22, 9:49 AM, [(P)(©) k@Jdarpa.mib wrote:

Thanks,
(b)(6)




Obtained by UndeadFOIA

(0)(B)

Defense Advanced Research Projects Agency
Comptroller Office

Voice®)) |
Cell{X®) [
DSN:—I(DJ(G] |

Fa>¢:|“:’)(6J |

----- Original Message---—--

From:|®)0) [@darpa.mil>
Sent: Thursday, June 2, 2022 9:28 AM
To:|®R)E) darpa.mil>
Cc:|()©) [@darpa.mil> (0XO)
[(b)6) [@darpa.mil>

Subject: FW: Keymaster - 90COS

(0)(©)

(b)(3). ()(®)

Regards,
(b)(8)

Information Innovation Office

Defense Advanced Research Projects Agency NIPR Email:darpa.mil JWICS Email:
[P®) lpdarpa.ic.gov

work: [PX6)__ |

mobilgl(b)@ |

fax;l(b)(B) I

On 6/1/22, 4:14 PM, "Ulrey, Scott" <Scott.Ulrey@darpa.mil> wrote:

(b)(B)

I'm not familiar with that number. Check with COMP?

Scott

From: |[®)) [@darpa.mil>
Sent: Wednesday, June 1, 2022 3:54 PM
To:l(b)(B) darpa.mil>; Ulrey, Scott <Scott.Ulrey@darpa.mil>

Subject: FW: Keymaster - 90COS

Scott:



Obtained by UndeadFOIA

®)5)|
(b)(3). (b)(8)
Regards,
(b)(6)
From:[P/©) |cG-14 usAF Acc 90 cos/DD P l@us.af.mil>
Sent: Thursday, May 26, 2022 7:02 PM
To:[P)O) [@darpa.mil>
oS [BIE) [TSgt USAF ACC 90 COS/CYT 1) @ us.af. mil>;[E1®) |2d Lt
USAF ACC 90 COS/CYK {©)E) k@ us.af. mil>E1E) [GG-13 USAF ACC 90 COS/CYT
4)©) @us.af.mil>
Subject: RE: Keymaster - 90COS
(b)(3)
From:|™® I@darpa.mil

<mailtoi(b)(6) [@darpa.mil> >

Date: Thursday, May 26, 2022, 1:28 PM

To: 01 |GG-14 USAF AcC 90 cOS/DD P J@us.af.mil
<mai|to|(bﬁl(6'J |@us.af.mi|> >

Cc{®)X6) | TSgt USAF ACC 90 COS/CYT JOE o us.af.mil
<mailtofP)®) [ us.af. mil> >,[P)©) 2d Lt USAF ACC 90 COS/CYK {*)O) (@us.af.mil
<mailto|©) [@us.af.mil> >,[P)6) GG-13 USAF ACC 90 COS/CYT <1(b-“6-] t@us.af.mil

<mai|tci(b“6) k@us.af.mib >

Subject: RE: Keymaster - S0COS



Obtained by UndeadFOIA

Update from our contracting management office FYSA:

(b)(5)
v/r,
(b)(6)
| (0)(6)]
(b)(6) ® darpa.mil <mailto (bX6) @darpa.mil>
B darpa.ic.gov <mailto]®© [@darpa.ic.gov>
(0XE) (office)
(cell)
From{PI®) |GG-14 USAF ACC 90 COS/DD P hus.af.mil
<mailto|P)©) |@us.af.mil> >
Sent: Tuesday, May 17, 2022 11:26 AM
To:l(b)(a’ E)darpa.mil
<mailto[E)©) [@darpa.mil> >
Cc{b)®) | TSgt USAF ACC 90 COS/CYT JPIE) l@ us. af.mil
<mailto|b)®) [@us.af.mil> >{b)E) |2d Lt USAF ACC 90 COS/CYK (D)) [@us.af.mil
<mailtof®)®) [@us.af.mil> >;|(0)©) [GG-13 USAF ACC 90 COS/CYT <{P)®) [@us.af.mil
<mailto|b)®) us.af.mil> >
Subject: RE: Keymaster - 90COS
(b)(B)
| (b)(5)|




Obtained by UndeadFOIA

Vv/r,

)©) Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From: |(b)(6) kﬂdarpa.mil
<mailto:[P®) [@darpa.mil> >
Sent: Monday, May 16, 2022 2:57 PM
To{D)E] |GG-14 USAF ACC 90 COS/DD {BI6)____J@us.af.mil
<mailto|b)6) [@us.af.mil> >
Cc{()6) | TSgt USAF ACC 90 COS/CYT ) pus.af.mil
<mailtog®)®) [@us.af.mil> >;[©)E) 2d Lt USAF ACC 90 COS/CYK 4°)©) [@us.af.mil
<mailto["X®) [@us.af.mil> >;[P)E) G-13 USAF ACC 90 COS/CYT 4(b)(©) |@us.af.mil
<mailto|R)b) pus.af.mil> >
Subject: RE: Keymaster - 90COS
| (b)(5)
v/,
©)E)
| ®)©)]
(b)E) office)
cell)
(b)(B) (NSTS)
_From{®T0 |6G-14 usaF Acc 90 cos/DD @ J@us.af.mil
<mailt01“5”(6’ E)us.af.mi|> >



Obtained by UndeadFOIA

Sent: Monday, May 16, 2022 3:48 PM

To:[P)E) @darpa.mil
<mailto:[®)©) [@darpa.mil> >

Cc{®)0) [TSgt USAF ACC 90 COS/CYT 4“3)(6) bus.af.mil
<mailto{®)®) l@us.af.mil> >[P)E) 2d Lt USAF ACC 90 COS/CYK 4©)(©) |@us.af.mil
<mailto{/®) Pus.af.mil> >;|)©) GG-13 USAF ACC 90 COS/CYT ;I{b'}(s'] k@)us.af.mil

<mailto|'ib?(6) |@us.af.mi|> >

Subject: RE: Keymaster - 90COS

(0)(3)

V/r,

P® | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:l(b)w] I@darpa.mil
<mailto|P)0) [@darpa.mil> >

Sent: Monday, May 16, 2022 2:37 PM :

To[P® leG-14 usaF acc 90 cos/oD PO J@us.af.mil
<mailto|(P)®) j@us.af.mil> >

CcP®) |TSgt USAF ACC 90 COS/CYT B Bus.af.mil
<mailto{P)®) [ us.af.mil> >;|2)E) 2d Lt USAF ACC 90 COS/CYK 4®)©) Pus.af.mil
<mailto]®)®) [@us.af.mil> >{)©) GG-13 USAF ACC 90 COS/CYT <|(b)'16) t@us.af.mil
<mailto|®) r@us.af.mib >

Subject: RE: Keymaster - 90COS

(b)(3)
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v/r,
(b)(6)
(b)(5)|
(0X6) (office)
(cell)

O JNsTS)

From{®1®) |GG-14 usAF Acc 90 cos/pD {P©  |@us.af.mil
<mailto|(0)®) Pus.af.mil> >

Sent: Friday, May 13, 2022 6:13 PM

To|(P)XO) @darpa.mil
<mailto]®)0) @darpa.mil> >

Cc{®)®) | Tsgt USAF ACC 90 cOS/CYT {OIE lo us.af.mil
<mailto|®)®) |@us.af.mil> >{PX®) [2d Lt USAF ACC 90 COS/CYK {PI6) [@us.af.mil
<mailto[b)®) |@us.af.mil>>[BE ]GG-13 USAF ACC 90 COS/CYT {2)®) [@us.af.mil
<mailto| (L)) [@us.af.mil> >

Subject: RE: Keymaster - 90COS

(b)(6)

Thanks! Looking forward to it.

v/r,

[® | Civ, DAF

Deputy Director

90th Cyherspace Operations Squadron

From: Fbﬂs) bda rpa.mil
<mailto]®® [@darpa.mil> >




Obtained by UndeadFOIA

Sent: Thursday, May 12, 2022 6:24 AM

To:[P)6) |GG-14 USAF ACC90 COS/DD BIBI__ |@us.af.mil
<mailto[X®) [@us.af.mil> >

CclEB)E) | Tsgt USAF ACC 90 cOs/cyT {26 lo us.af.mil
<mailto|0)E) us.af.mil> >;{2)©) |2d Lt USAF ACC 90 COS/CYK 46 |@us.af.mil
<mailto|)6) |@us.af.mil> >0 |GG-13 USAF ACC 90 COS/CYT <[P/ |@us.af.mil
<mailto|®)E) |@us.af.mil> >

Subject: Re: Keymaster - 90COS

Yes, the base contact is expected to be awarded soon. | will get an estimated timeline today from the team
and give you an update.

V/r,

{b)(6)

On May 11, 2022, at 5:57 PM,{©)©) |GG-14 USAF ACC 90 COS/DD

J(0)6) @us.af.mil <mai|t0:|‘b)(6) E)us.af.mil> > wrote:

Any chance we’ve made any progress on this? | think we’ll have money soon but will we have
somewhere to send it?

V/r,

[©)6) |Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From{P)©) |GG-14 USAF ACC 90 COS/DD
Sent: Thursday, March 24, 2022 9:28 AM

10
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To:|)6) [@darpa.mil
<mailto]®)) [@darpa.mil> >;|P)0) [GG-13 USAF ACC 90 COS/CYK
JEIE) [@us.af.mil <mailto[®®) [@us.af.mil> >;[P)©) [TSgt USAF ACC 90 COS/CYT
{(bX6) |@us.af.mil <mailto|®)0) @us.af.mil> >;{*© |2d Lt USAF ACC 90 COS/CYK
{BE l@us.af.mil <mailto{®©) @us.af.mil> >{P)10) [5G-13 USAF ACC 90 COS/CYT
4(b)6) us.af.mil <mailtof?® [@us.af.mil> >

Subject: RE: Keymaster - 90COS

If a 3-star equivalent is signing at DARPA, we will likely need to go to the 16 AF/CC for signature.

v/r,

[EX6) | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:|®)X©) l@darpa.mil
<mailto]®)®) @darpa.mil> >
Sent: Thursday, March 24, 2022 9:25 AM

To:{(0)6) IGG-14 USAF ACC 90 COS/DD <|(b)(6) @us.af.mil

<mailto|®)E) |@us.af.mil> >;|2)O) [5G-13 USAF ACC 90 COS/CYK 4©)®) [@us.af.mil
<mailto[®)®) us.af.mil> >; [P | TSgt USAF ACC 90 COS/CYT JPIB)  |@us.af.mil
<mailto](®)®) us.af.mil> >;|)6) 2d Lt USAF ACC 90 COS/CYK q®)(®) [@us.af.mil
<mailto](®)0) [@us.af.mil> >;®)©) GG-13 USAF ACC 90 COS/CYT 4010 @us.af.mil
<mailto|)®) @us.af.mil> >

Subject: RE: Keymaster - 90COS

That’s great, who do you think will sign on your end? Do we need to elevate this to someone at 16AF?

No need to staff this at this point. Currently, we are working through our processes to get Constellation
approved. We should have direction from our leadership in the next few weeks. At that point, we can start the staffing
process.

11
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V/r,
mI6)
| ©)E)]
(b)6) (office)
(cell)
b)(6
i NSTS)
From:| (b)(6)]GG-14 USAF ACC 90 COS/DD { (b)(6) Pus.af.mil
<mailt (b)(&)@us.af.mil>>
Sent: Thursday, March 24, 2022 10:18 AM
To: [(®)©) jodarpa.mil
<mailto]®)©) [@darpa.mil> >;[0)E) |GG-13 USAF ACC 90 COS/CYK
(b)(©) [@us.af.mil <mailto|®)©) |@us.af.mil> >;|(0)6) |TSgt USAF ACC 90 COS/CYT
{26 [@us.af.mil <mailto[™©) [@us.af.mil> >;[1E) [2d Lt USAF ACC 90 COS/CYK
4(0)6) @us.af.mil <mailto[®)®) Bus.af.mil> >;|(©)6) [GG-13 USAF ACC 90 COS/CYT
40)E) [@us.af.mil <mai|to:|(b-“6] @us.af.mib >

Subject: RE: Keymaster - 90COS

Based on this convo, I'm comfortable proceeding with this as written.

V/r,

[EE) | civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:|®)®) [@darpa.mil
<mailto{®)®) |@darpa.mil> >

Sent: Thursday, March 24, 2022 8:26 AM

To{B)E) |GG-13 USAF ACC 90 COS/CYK P)®) [@us.af.mil
<mailto|P)0) j@us.af.mil> >;[©)©) |5G-14 USAF ACC 90 COS/DD 4P)(©) @us.af.mil
<mailto[®X0) |@us.af.mil> >;[F10) |TSgt USAF ACC 90 COS/CYT us.af.mil

12
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<mailto[P®) l us.af.mil> >; [P0 2d Lt USAF ACC 90 COS/CYK ¢®)©) (@us.af.mil
<mailto|b)6) |@us.af.mil> >;|2)6) GG-13 USAF ACC 90 COS/CYT <|(b)(6? |@us.af.mi|
<mailto|®)®) us.af.mil> >

Subject: RE: Keymaster - 90COS

(b)(5)
(b)(5)

v/r,

(b)(B)

| (b)(6)]

0)X6) (office)

(cell)

) NSTS)

From{®)©) |GG-13 USAF ACC 90 COS/CYK {®/©) [@us.af.mil
~:mai|tc>|“33(5J |@us.af.mi|> >

Sent: Thursday, March 24, 2022 9:17 AM

To{P)®) GG-14 USAF ACC 90 COS/DD {©IE) l@ us.af.mil
<mailtof®)) us.af.mil> >{P)©) [TSgt USAF ACC 90 COS/CYT <|P)(6) [@us.af.mil
<mailto{P)©) us.af.mil> >;{(©)0) 2d Lt USAF ACC 90 COS/CYK qb)6) @us.af.mil
<mailto:]®)6) [@us.af.mil> >;|®)6) GG-13 USAF ACC 90 COS/CYT ) @us.af.mil
<mailto|®)®) @us.af.mil> >

Cc: [0X6) @darpa.mil
<mailto](®)©) [@darpa.mil> >

Subject: RE: Keymaster - 90COS

Sorry for the delay, | thought | replied, but don’t see it in sent.

13
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(k)(3)

(b)(3)

(D)(B)
Senior Cyber Capability Developer
90 COS / CYK Weapons and Tactics

Comm:[(P)®)

From{®/©) |GG-14 USAF ACC 90 cOS/DD {PIE J@us.af.mil
<mailto|b)o) us.af.mil> >

Sent: Wednesday, March 23, 2022 11:16 AM

To:(P)E) |GG-13 USAF ACC 90 COS/CYK {P)©) [@us.af.mil
<mailto|b)5) j@us.af.mil> >{0)5) [TSgt USAF ACC 90 COS/CYT <|®)©) [@us.af.mil
<mailto|®)©) [@us.af.mil> >;|W%) [2d Lt USAF ACC 90 COS/CYK q()0) |@us.af.mil
<mailto|(b)®) |@us.af.mil> >{P)©) | GG-13 USAF ACC 90 COS/CYT 4)®) @us.af.mil
<mailto|b)(E) pus.af.mil> >

Cc:[)®) [@darpa.mil
<mailto|P)®) [@darpa.mil> >

Subject: RE: Keymaster - 90COS

Team,

Did y’all have a chance to look at this?

14
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v/r,

[E76) |Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:|)©) |GG-14 USAF ACC 90 COS/DD
Sent: Friday, March 11, 2022 11:31 AM
To{0®) GG-13 USAF ACC 90 COS/CYK 4P©) @us.af mil
<mailto|®)©) [@us.af.mil> >;|0)©) |TSgt USAF ACC 90 COS/CYT 4)®) [@us.af.mil
<mailto](b)(©) [@us.af.mil> >;|P)©) [2d Lt USAF ACC 90 COS/CYK 4P)©) (@us.af.mil
<mailto|®®) |@us.af.mil> >[P)©) | GG-13 USAF ACC 90 COS/CYT 4B)6) [@us.af.mil
)

<mailto|®

(
<mailto|®)E us.af.mil> >;|(b)(6) |GG-13 USAF ACC 90 COS/CYK ¢|(b)(5) pus.af.mil
j -

Subject: FW: Keymaster - 90COS

Can y’all take a first stab at any edits to make sure it says what you think it should say?

V/r,

[(b)(B) | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:{®)©) [@darpa.mil
<mailto{®) |@darpa.mil> >

Sent: Friday, March 11, 2022 10:26 AM

To®)6) 6G-14 USAF ACC 90 COS/DD J®IE) l@us.af.mil
<mailt0u5.af.mil> >;{R)6) [@darpa.mil <mailto{P)©) [@darpa.mil>>

Subject: RE: Keymaster - 90COS

(b)(E)

15
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Here is the draft MOA, please share, review, and make edits. | have marked it CUI out of caution, would
appreciate your review and assessment for the proper classification. | had to remove the rest of your team since we
haven’t exchanged digital signatures, feel free to share with them.

v/r,

I (b)6)|

darpa.mil <mai|t0|“3':’(6'J @darpa.mib

darpa.ic.gov <mai|to|(b)(5)

tﬂdarpa.ic.gow

G
(0)(B)

(cell)

From [0/ |6G-14 USAF ACC 90 COS/DD {PIE]—|@us.af.mil
<mailt01(b'3(6] |@us.af.mi|> >

Sent: Friday, March 11, 2022 10:45 AM

To:|(b)6) j@darpa.mil
<mailto{PI®) [@darpa.mil> >])©) [GG-13 USAF ACC 90 COS/CYK
®)6) [@us.af.mil <mailto[P)©) [@us.af.mil> >JBI6) [odarpa.mil
<mailto|(P)(6) l@darpa.mil> >
Cc{b)E) | TSgt USAF ACC 90 COS/CYT <|(b)(6:] |@u5.af.mi|
<mailto|)©) [@us.af.mil> >;[P)©) 2d Lt USAF ACC 90 COS/CYK <®)©) |@us.af.mil
<mailto[P)©) @us.af.mil> >;|P)©) GG-13 USAF ACC 90 COS/CYT ¢()(®) [@us.af.mil
<mailtof®)®) @us.af.mil> >;|©)6) [GG-13 USAF ACC 90 COS/CYK {2)®) [@us.af.mil
<mailtofP)®) us.af.mil> >

Subject: RE: Keymaster - 90COS

We don’t have a deadline per se, | just don’t want to imply a sense of urgency and then fail to execute
the funds. 2 months is a feasible timeline.

My understanding was that a $1.5M investment from us is what you'll need to make a much larger
investment on the DARPA side. So, that’s the amount I'm targeting. Does that align with what you’re thinking?

16
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V/r,

[® | civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:[P® [@ darpa.mil

<mailtoi{b){6:’ l@darpa.mil> >

Sent: Friday, March 11, 2022 9:39 AM

To:|®)6) |GG-14 USAF Acc 90 cOs/DD 4P k@ us.af.mil

<mailto[0)6] ____ J@us.af.mil> >;P)®) |GG-13 USAF ACC 90 COS/CYK {P)©) |@us.af.mil
<mailto|PX®) j@us.af.mil> >;{P)0) darpa.mil <mailto|®© |@darpa.mil> >

Cc:|()(®) |'I'Sgt USAF ACC 90 COS/CYT <|B)(6) us.af.mil
<mailto|®)6) [@ us.af.mil> >;|0)0) 2d Lt USAF ACC 90 COS/CYK 4©)(©) [@us.af.mil
<mailto|®)E) [@us.af. m|I> >;|(b)6) G-13 USAF ACC 90 COS/CYT<{ <6 @us.af.mil
<mailto|®)6) [@us.af.mil> >{®X6 |GG-13 USAF ACC 90 COS/CYK 4®)6 [@us.af.mil
<mailto(bl(6) us.af.mil> >

Subject: RE: Keymaster - 90COS

(0)(5)

(0)(5)

(b)(3)

For our SA, what level of funding are we talking about?

17
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(b)(5)
V/r,
T)0)
| (b)(5)|
(b)(6) @darpa.mil <mailto{ ™ bdarpa.mib
@darpa.ic.gov <mailto|®) [@darpa.ic.gov>
(0)(6) (office)
(cell)
From{®1®) |6G-14 USAF ACC 90 COS/DD {PIB— J@us.af.mil
<mai|t0us.af.mi|> >
Sent: Friday, March 11, 2022 10:05 AM
To:|)6) |@darpa.mil
<mailto]®)©) l@darpa.mil> >;|2)6) |GG-13 USAF ACC 90 COS/CYK
q0)6) {@us.af.mil <mailto[©)6) l@ us.af.mil> >fPIE) @darpa.mil
<mailto|)©) @darpa.mil> >
Cc:[D)E) | TSgt USAF ACC 90 COS/CYT {BIE) |@us.af.mil
<mailtof®)®) us.af.mil> >;[20) 2d Lt USAF ACC 90 COS/CYK «P)(®) [@us.af.mil
<mailtof ®)C) l@us.af.mil> >{*© GG-13 USAF ACC 90 COS/CYT <|/©) [@us.af.mil
<mailto]®©) us.af.mil> >{®)0) [6G-13 USAF Acc 90 cos/cYK 4P/©) [@us.af.mil
<mai|tdﬁb) 6) us.af.mil> >

Subject: RE: Keymaster - 90C0OS

Greetings All,

Jumping into this conversation finally.
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First — We're excited about Keymaster and this effort and want to get started as soon as possible. If
there’s anything we can do or communicate to jump start things while an MOA is routing, please let me know because
we're allin,

Second — If a 3-star equivalent is signing at DARPA, we will likely need to go to the 16 AF/CC for
signature. My preference is to work as much of the specifics as possible at our level and then do everything we can to
streamline staffing from the squadron to the NAF. I've found when it goes the other direction a lot of the intent gets
lost in translation.

Third — | have very high confidence that we will secure funding before an MOA is signed. Is my
assumption correct that we will not be able to move that money absent an MOA? If so, | want to make sure I'm
communicating correctly so that we don’t lose the money for not committing quickly enough.

Thanks to you all for working this.

V/r,

(b)(6) | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From{®P)©) [@darpa.mil
<mailto|P)®) [@darpa.mil> >

Sent: Friday, March 11, 2022 8:09 AM _—

To0® GG-13 USAF ACC 90 COS/CYK 4 l@us.af mil
<mailto{®® [@us.af.mil> >{1© [@darpa.mil <mailto|®®) [@darpa.mil> >

Cc]P)E) [GG-14 USAF ACC 90 COS/DD {®)6) |@us.af.mil
<mailto[1® [@us.af.mil> >;|©)°) [Sgt USAF ACC 90 COS/CYT i) [@us.af.mil
<mailto|®X®) @us.af.mil> >;|2)1C) 2d Lt USAF ACC 90 COS/CYK {®)©) [@us.af.mil
<mailto|)5) [@us.af.mil> >;{®)O) GG-13 USAF ACC 90 COS/CYT <|(P)©) [@us.af.mil
<mailto|®)®) @us.af.mil> >{)0) [6G-13 USAF ACC 90 COS/CYK {)©) [@us.af.mil
<mailto.af.mil> >

Subject: RE: Keymaster - 90COS

(£)(©)
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Sorry for the delay on the MOA, working on it now. Who will be signing itor someone
higher at the 16th AF? Qurs will be going to our director which is a 3 star equivalent. Typically we need someone close
to that rank, however, it also makes sense for the person that owns the resources (e.g. funding, personnel, data,
infrastructure, etc.) being provided to sign. Please advise on this.

The call with[PJE__Jwent great, he said he will be reaching out to the squadron commanders (90th
and 367th) at a minimum, maybe others. He was very supportive of the effort.

v/r,

(b)(B)

| 0]

(b)(6) darpa.mil <mai|t0|(b)‘6:’ bdarpa.mib

darpa.ic.gov <mailto["®) [@darpa.ic.gov>
(b)(6) (office)
(cell)
mei(b)(e) |

Sent: Wednesday, March 9, 2022 10:39 AM

To:[BIE) GG-13 USAF ACC 90 COS/CYK {7 l@us.af.mil

<mailto["X®) [@us.af.mil> >{°/©) [@darpa.mil <mailto[®)©) [@darpa.mil> >

Cc{P)O) GG-14 USAF ACC 90 COS/DD {P)E) [@us.af.mil
<mailto|®)®) us.af.mil> >;|2)6) [TSgt USAF ACC 90 COS/CYT qb)6) [@us.af.mil
<mailto|b)®) us.af.mil> >;{P)®) 2d Lt USAF ACC 90 COS/CYK {)©) [@us.af.mil
<mailto|P)®) @us.af.mil> >;|(0)6) GG-13 USAF ACC 90 COS/CYT <|*)®) Pus.af.mil
<mailto[0)©) [@us.af.mil> >; [PIE) |6G-13 USAF Acc 90 cos/cyk {*© [@us.af.mil
<mailto|®)®) us.af.mil> >

Subject: RE: Keymaster - 90C0OS

(b)(B)
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(b)(3)

MOA will be provided tomorrow. 0)6)

We are talking withomorrow. We will mention this collaboration and | assumeﬁrill want to
reach out. | do not know at this point but will be sure to mention it.

v/r,
(b)(6)
| (b)(6)|
(0)6) office)
(cell)

Pt

From{®)®) |GG-13 USAF ACC 90 COS/CYK ) [@us.af.mil
<mailto]®®) [@us.af.mil> >
Sent: Wednesday, March 9, 2022 10:04 AM
To:[P)6) [@darpa.mil
<mailto®)©) l@darpa.mil> >{© @darpa.mil <mailto|{b:’{6:’ I@darpa.mib >
Cc]D©) [6G-14 USAF ACC 90 COS/DD {0)(6) l@us.af.mil
<mailto[®IE) [@us.af.mil> >[00F) FSgt USAF ACC 90 COS/CYT 4®/0) [@us.af.mil
<mailto[D)6) ___ @us.af.mil>>;[P)O) 2d Lt USAF ACC 90 COS/CYK 4)©) |@us.af.mil
<mailto|®)E] @us.af.mil> >JPI6) G-13 USAF ACC 90 COS/CYT 4©)©) [@us.af.mil
<mailto](®)0) us.af.mil> >{P)©) |GG-13 USAF ACC 90 COS/CYK <|(b)(6) r@us.af.mil
<mailto|"1®) Eus.af.mib >

Subject: Re: Keymaster - 90CQOS

(k)(6)

Can you send me that quad slide we discussed so | can make sure our funding request is completely
aligned with yours?
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With that, I'll get our funding request slide done and sent to|®®)  |today, then waiting on the MOA.

|was the CC of the 91st, but I'm sure

Did you tell mlPX®___Jwanted to talk to|”® P[E)E)

they know each other.

GovCloud is ready to go, we have a non-ATO'd staging area and an IL4 final deployment area with

resources rea dy

Thanks,
BI)
From:l(b:’(BJ |
Sent: Tuesday, March 8, 2022 12:34 PM _
To{EI0) |GG-13 USAF ACC 90 cos/cyK;®®
cc{0® | GG-14 USAF ACC 90 COS/DD;[0/®) |TSgt USAF ACC 90 COS/CYT;
E® |L 2d Lt USAF ACC 90 COS/CYK;[PI®) |GG-13 USAF ACC 90 COS/CYT; GG-

13 USAF ACC 90 COS/CYK
Subject: RE: Keymaster - 90COS

To recap the plan:

(k)(5)
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(b)(5)

Let me know if this aligns with your understanding as well and if so I'll get started on the MOA.

V/r,

(b)(6)

©)6)]
(bX5) (office)
(cell)

OO LNsTS)

From:[®)© |GG-13 USAF ACC 90 COS/CYK {P/©) l@us.af.mil
<mailto]®)®) [@us.af.mil> >

Sent: Monday, March 7, 2022 5:14 PM _

To:|®)0) [@darpa.mil <mai|tcl(b)(6) darpa.mil> >;{)©)

[®)6) [@darpa.mil <mailto{®)®) [@darpa.mil> >

Cc|®)6) GG-14 USAF ACC 90 COS/DD 4(b)(6) [@us.af.mil
<mailtof®)©) us.af.mil> >;[0)6) [TSgt USAF ACC 90 COS/CYT 4©)0) [@us.af.mil
<mailto](b)(6) @us.af.mil> >{©)©) d Lt USAF ACC 90 COS/CYK 4©)©) us.af.mil
<mailto[®®) @us.af.mil> >{P)E) GG-13 USAF ACC 90 COS/CYT {)€) us.af.mil
<mailto|b)6) @us.af.mil> >{®)©) [6G-13 USAF ACC 90 COS/CYK {°/©) [@ us.af.mil
<mailto{(b)0) us.af.mil> >

Subject: Keymaster - 90COS

I’'m getting in touch to see what we can do about continuing to integrate Keymaster into 90COS
development processes.

In the short term, we’d like to
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1. continue the keymaster migration into our il4 ATO'd govcloud account.

2. extend keymaster as needed to interoperate with unified platform deployment tools and access
controls.

3. Extend or improve keymasters ability to export data or otherwise interact with an airgapped

development environment required by our partners.

I’'m unclear on where AMDA contract stops and where we are imposing additional requirements and
hear you may be able to help.

It’s my understanding that we don’t have funds ready today nor pricing from the contractor, but this is a
high priority for us to use keymaster output as the basis for work we’ve already made a commitment to deliver.

(0)(6) is our project lead
(D)(6) is VR lead with day-to-day interaction with Keymsater.
(b)(6) is our internal “customer” of the proof of concepts that are refined from keymaster and

expanded for downstream delivery.

Any of us can be available for questions.

(b)(6)

Senior Cyber Capability Developer
90 COS / CYK Weapons and Tactics

Comm:|(b)(6)

me:l(b)m ()(6) |:mai|to (b)(4), (B)(6) Ly

Sent: Monday, March 7, 2022 2:29 PM

To{P)E) |GG-13 USAF ACC 90 COS/CYK 4)E) [@us.af.mil
<mailto|)©) [@us.af.mil> >]P)6) |GG-13 USAF ACC 90 COS/CYT <|<b11{611 |@us.af.mi|
<mailtd()©) us.af.mil> >

Subject: [Non-DoD Source] DARPA Contacts

Here are the two folks you need to reach out to at DARPA to get this ball rolling.
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They're eager to help out - you all just need to ask for DARPA to pay for the first 90-120 days so we can
start like... this week.

b)(6) . . ) .
PO @darpa.mil <ma|It0|{b'](6) bdarpa.mlb

(0)(6) @darpa.mil <mailto® @darpa.mil>
Thanks all!
(b)(4), (b)(B)
(Signal)
B1@), B)6) |<mailto BT B0 |

10999 Interstate 10 Ste. 910
San Antonio, TX 78230
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{b)(B)
(0)6) Subject: _ Constellation/SCO[_discussion
Location: 675 10-500 Small Conference Room (TS/SAP/SCI)
Start: Mon 8/1/2022 9:00 AM
End: Mon 8/1/2022 11:00 AM
Show Time As: Tentative
Recurrence: (none)

Meeting Status:  Not yet responded

Organizer: (b)(6)

Required Attendees
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(b)(E)

From: (0)(6)

Sent: Tuesday, June 7, 2022 8:33 AM

To: (bJ'.'BJ

Cc: Ulrey, Scott
Subject: RE: Keymaster - 90COS

Signed By: (0)(6) @darpa.mil

Hi[e®

Sounds good.

(D)(6)

DARPA Contracts Management Office

Phone: )]
Mobile
Email: |(b)6) arpa.mil

From:|()®) [@darpa.mil>
Sent: Tuesday, June 7, 2022 8:32 AM
To:JR)E) @darpa.mil>
cc{®® |@darpa.mi|>;|(b:’{6) |
[P)6 @darpa.mil‘:’;l{b:’{a’ [@darpa.mib; Ulrey, Scott <Scott.Ulrey@darpa.mil>

Subject: Re: Keymaster - 90CQOS
(b)(B)
I'll be back in the office and available from 1430-1730. Any time then works. How about 1500-15307?

Regards,
(D)(6)

On 6/7/22,8:26 AM, | @ darpa.mil> wrote:

Hi (b)(6)

I am coming into the office to review a classified J&A from 10:30-11:30 and then | have a quick conference call from
11:30-12:00. We could meet and discuss any time after that.

v/r

(D)(B)

DARPA Contracts Management Office

Phone;
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Mobile:|®/®)
(5)

Email:l(b) t@darpa.mil

Original Message-----

From:|®)©) @darpa.mil>

Sent: Tuesday, June 7, 2022 8:09 AM

To:|®)©) [@darpa.mil>;[0)E) __[@darpa.mil>

Cc: [(0)E) [@darpa.mil>}©)©) |
[©)6) [@darpa.mil>;{(2)(©) [@darpa.mil>

Subject: Re: Keymaster - 90COS

(b)(®)

(b)(3)

Regards,

(b)(6)

On

6/7/22, 7:59 AM,|(b'“5'] |@darpa.mi|> wrote:

I
to be

spoke with|P)X®) |last week and he advised COMP can not convert the funds from O&M to R&D. In order for them
put under the Consortium OT, there would need to be tasks identified that fall within O&M vs. R&D. | am not

comfortable at this time to say | would agree there are such tasks available to us to fund through this mechanism and
we may be trying to cross a bridge too far within the limitations of the OT's purpose. However, if you can make a
compelling case, | am willing to listen.

v/r

(0)(6)

DARPA Contracts Management Office

Phone:
Mobile

----Original Message-----

From:|®)®) [@darpa.mil>

Sent: Tuesday, June 7, 2022 7:52 AM

To|®X6) [@darpa.mil>®®) [@darpa.mil>
Cc:[EiE) [@darpa.mil>

Subject: Re: Keymaster - SOCOS

(b)(6)

s this something COMP can do? I'd like to get back to the Air Force so they can start the process of moving money

on their end. This would go a long way in showing DIRO the value of Constellation/Orion OT that we are setting up.
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e

On 6/2/22,11:48 AM||

bX6) @Ddarpa.mil> wrote:

Hi (b)(6)

If COMP can and is willing to accept 3400 O&M funds and convert it to R&D funds, we could add it under one of
the TPAs to be issued under the consortium OT. The only trigger | can think of is for that particular order, whatever fund
type onverts it to, we would need to continue funding that order with that or a higher fund type. If the outside
agent fully funds the order, then this Is not an issue, but if it’s a split funded order, then we just need to make sure the
fund types are the same and appropriate.

(b)(B)

DARPA Contracts Management Office
Phone: [P)®)
Mobile

Email:l(bi"ﬁ) I@darpa.mil

Fromj®)6) [@darpa.mil>

Sent: Thursday, June 2, 2022 9:54 AM

To:[®)6) [@darpa.mil>

Cc:®)6) |@darpa.mil>;[P)XE) [@darpa.mil>

Subject: Re: Keymaster - 90COS

Thanks!

(b)(B)

Assuming that is true what steps do we need to take to leverage the Orion OT to utilize those funds. We would
use those funds for a "task order" (I am still not sure what the correct term to use is) under the OT.

Re%ard_s,
(b)(6)
On 6/2/22, 9:49 AM, |(b:’(6:’ k@darpa.mib wrote:

My best guess, based on the way 3400 is used below, is that it represents the Air Force basic symbol for their
Operation and Maintenance (O&M) appropriation.

Thanks,
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(b)(6)

Defense Advanced Research Projects Agency
Comptroller Office

Voice:|(P)©)
Cell: |)®)
DSN

Fax:

From{PI©) [@darpa.mil>
Sent: Thursday, June 2, 2022 9:28 AM
To:[E7®) [@darpa.mil>
Cc:[©X©) [@darpa.mil>; {®)©)

[*)6) [@darpa.mil>

Subject: FW: Keymaster - 90COS

(b)(B)

Can you shed some light on the thread below? A transition partner is asking if we can take 3400 money but | am

not sure what that is(Cc'ed} is helping award an OT contract that | would want to use to appy the funds
towards.

Regards,

(D)(6)

Information Innovation Office

Defense Advanced Research Projects Agency NIPR Email:darpa.mil JWICS Email:
[B@ " J@darpa.ic.gov

work: [b)() |

mob"e—:l(b)(ﬁj |

fax: [P0 [

On 6/1/22, 4:14 PM, "Ulrey, Scott" <Scott.Ulrey@darpa.mil> wrote:

(b)(®)

I'm not familiar with that number. Check with COMP?

Scott

From:|{b)(©) [@darpa.mil>
Sent: Wednesday, June 1, 2022 3:54 PM
To{®)®) [@darpa.mil>; Ulrey, Scott <Scott.Ulrey@darpa.mil>

Subject: FW: Keymaster - 90C0OS

Scott:
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Does 3400 money mean anything to you?

At our initial meeting for Constellation | know there was a discussion that the OT will be quite flexible and
able to take many different colors of money. Before we get back to Rebecca | wanted to make sure | wasn’t
overpromising.

Regards,
©16)
From{P® |k G6-14 UsAF Acc 90 cos/DD {70 laus.af.mil>
Sent: Thursday, May 26, 2022 7:02 PM
To[P)0) [@darpa.mil>
Cc{BIE) [TSgt USAF ACC 90 COS/CYT J)E] [ us.af.mil>{E)E) J2d Lt
USAF ACC 90 COS/CYK ) [@us.af.mil>;[P1®) [GG-13 USAF ACC 90 COS/CYT
(0)O) @us.af.mi >
Subject: RE: Keymaster - 90COS

Still planning to be able to execute 34007

From:[P)(©) @darpa.mil
<mailto]®®) [@darpa.mil> >

Date: Thursday, May 26, 2022, 1:28 PM

To P10 l66-14 USAF ACC 90 COS/DD P J@us.af.mil

<mai|to|(bﬁl(6) F@us.af.mib >

Cc{®)®) [Tsgt USAF ACC 90 cOS/CYT B lo us.af.mil __
<mailto[P)E] @ us. af. mil> > [0)©) Pd Lt USAF ACC 90 COS/CYK 4/ |@us.af.mil
<mailto|P)®) |@us.af.mil> >[E)6) |GG-13 USAF ACC 90 COS/CYT P [@us.af.mil
<mailto|P)®) us.af.mil> >

Subject: RE: Keymaster - S0COS
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Update from our contracting management office FYSA:

We are still targeting the base award at earliest June 23 (but NLT the end of June).

v/r,
(b)(6)
|(DJ(6) |
(b)) darpa.mil <mailto]®/® [@darpa.mil>
darpa.ic.gov <mailto[*® @darpa.ic.gov>
(b)©) (office)

(cell)

From{®10) |l66-14 UsAF Acc 90 cos/DD {P Taus.af.mil

<mai|to|(b'l(6) |§Jus.af.mi|> >
Sent: Tuesday, May 17, 2022 11:26 AM
To:[P)6) Bdarpa.mil
<mailto{®©) [@darpa.mil> >
Cc:J0)®) | TSgt USAF ACC 90 COS/CYT {PI6) b us.af.mil
<mailto|®©) [@us.af.mil> > d Lt USAF ACC 90 COS/CYK 4)0) [@us.af.mil
<mailtg®)©) |@us.af.mil> >;|)6) G-13 USAF ACC 90 COS/CYT {°)®) [@us.af.mil

<mailto|(b:’(6) |@ us.af.mil> >

Subject: RE: Keymaster - 90COS

(b)(B)

TBD —I'm guessing | can get them in about 6 weeks if there is a vehicle | can execute on.
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Vv/r,

[0X6) Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:|®)©) @darpa.mil
<mailto:[P)®) [@darpa.mil> >

Sent: Monday, May 16, 2022 2:57 PM

ToP)6) |6G-14 USAF ACC 90 cOs/DD {PIO " J@us.af.mil
<mailto®X©) [@us.af.mil> >

Cc|®)0) [TSgt USAF ACC 90 COS/CYT )] o us.af.mil
<mailto|®)®) |@us.af.mil> >;[P)E) 2d Lt USAF ACC 90 COS/CYK {P)®) [@us.af.mil
<mailto|®)®) [@us.af.mil> >)6) GG-13 USAF ACC 90 COS/CYT b)) [@us.af.mil
<mailto|)©) @us.af.mib >

Subject: RE: Keymaster - 90COS

When will the funds will be available to you?

v/r,

(b)(®)

[F® |

(b)) (office)

(cell)
(b)(6) {NSTS}
From{P10 |G-14 usaF Acc 90 cos/DD {BIE_ Taus.af.mil

<mailto|(b)(6] k@us.af.mib >
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Sent: Monday, May 16, 2022 3:48 PM

To:|®X6) [@darpa.mil
<mailto:{?© [@darpa.mil> >

Cc{P)®) |TSgt USAF ACC 90 COS/CYT 4BIE) l@us.af.mil _
<mailto[P1®) 1@ us.af.mil> >;[P1®) 2d Lt USAF ACC 90 COS/CYK 4°© |@us.af.mil
<mailtd®)®) [@us.af.mil> >;|0)(6) GG-13 USAF ACC 90 COS/CYT q(b)6) @us.af.mil
<mailto[®/®) us.af.mil> >

Subject: RE: Keymaster - 90COS

I’'m not sure that will be an issue but it may impact our ability to secure funding. Basically, until | can
guarantee that I'll be able to execute, | won’t be able to get the funds. Although, without the funds | know you’ll
struggle to execute.

V/r,

2 | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:{")©) |@darpa.mil
<mailto]®)®) Pdarpa.mil> >
Sent: Monday, May 16, 2022 2:37 PM

To.[F® |GG-14 USAF ACC 90 COS/DD us.af.mil

<mailto|P)5) |@us.af.mil> >

Cc:[0)6) |TSgt USAF ACC 90 COS/CYT {BIF) l@us.af.mil
<mailto|{™®) @ us.af.mil> >{FIE) |2d Lt USAF ACC 90 COS/CYK 42)©) [@us.af.mil
<mailto[PX®) |@us.af.mil> >{1©) |GG-13 USAF ACC 90 COS/CYT S RS [@us.af.mil

<mai|tc1(b)(63] r@us.af.mib >

Subject: RE: Keymaster - 90COS

{b)(6)

We believe Jul at the earliest, Aug more realistic, as an estimate for when the base OT will be awarded. If you
think that will be an issue, please let me know so that | can see if there is an opportunity to expedite.
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v/r,
(b)(E)
(b)(6) |
(0X0) (office)
(cell)
i (NSTS)

From{B1® l6G-14 usAF ACC 20 cos/0D PO J@us.af.mil

<mailto:|‘b’(6) l@us.af.mib >

Sent: Friday, May 13, 2022 6:13 PM

To:{®)®) @darpa.mil
<mailtof®)©) [@darpa.mil> >
Cc]PXe) [TSgt USAF ACC 90 COS/CYT PO l@us.af.mil __
<mailto]P)® l@us.af.mil> >{2© 2d Lt USAF ACC 90 COS/CYK {©©) Bus.af.mil
<mailto|®1®) [@us.af.mil> >;|©)©) GG-13 USAF ACC 90 COS/CYT 4°)6) [@us.af.mil
<mailto|P)) @us.af.mil> >
Subject: RE: Keymaster - 90COS
(b)(®)
Thanks! Looking forward to it.
v/r,
[F16) | Civ, DAF
Deputy Director
90th Cyherspace Operations Squadron
_ From: |(b)(6) bda rpa.mil
<mailto|(bJ(6’ E)darpa.mib >
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Sent: Thursday, May 12, 2022 6:24 AM

To[0®) |66-14 UsAF Acc 90 cos/0D {P0 J@us.af.mil

<mailto|®)®) [@us.af.mil> >

Cc:[®X®) [Tsgt USAF ACC 90 COS/CYT 4PI0) l@us.af.mil
<mailto(P)b) r@us.af.mib >{P)E) 2d Lt USAF ACC 90 COS/CYK 4P)©) |@us.af.mil
<mailto{®)E) |@us.af.mil> >;[20) GG-13 USAF ACC 90 COS/CYT 1@(@) pus.af.mil
<mailto]P}®) Pus.af.mil> >

Subject: Re: Keymaster - 90COS

Yes, the base contact is expected to be awarded soon. | will get an estimated timeline today from the team
and give you an update.

V/r,
(b)(8)
On May 11, 2022, at 5:57 PM,[P)®) |GG-14 USAF ACC 90 COS/DD
@us.af.mil <mai|t0|(b31(631 E)us.af.mil> > wrote:

Any chance we’ve made any progress on this? | think we’ll have money soon but will we have
somewhere to send it?

V/r,

[D)E) | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:[P)©) [GG-14 USAF ACC 90 COS/DD
Sent: Thursday, March 24, 2022 9:28 AM

10
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To:|®)0) @darpa.mil
<mailto]®® @darpa.mil> >}0)©) |GG-13 USAF ACC 90 COS/CYK
(b)6) |@us.af.mil <mailto[™©) [@us.af.mil> >;[)E) [TSgt USAF ACC 90 COS/CYT
{()®) [@us.af.mil <mailto;®© @us.af.mil> >;[P)6) [2d Lt USAF ACC 90 COS/CYK
(b)) [@us.af.mil <mailto|®)®) @us.af.mil> >;|*© [6G-13 USAF ACC 90 COS/CYT

{‘b’[m |@us.af.mil <mai|to:|(b-“6] k@us.af.mil> >

Subject: RE: Keymaster - 90COS

If a 3-star equivalent is signing at DARPA, we will likely need to go to the 16 AF/CC for signature.

v/r,

[2)@) | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:{P)(©) [@darpa.mil
<mailto{®/©) [@darpa.mil> >

Sent: Thursday, March 24, 2022 9:25 AM

To{®)6) GG-14 USAF ACC 90 COS/DD 4P)© l@us.af.mil
<mailto:[®®) _____|@us.af.mil> >;| 2% |GG-13 USAF ACC 90 COS/CYK {I©) |@us.af.mil
<mailto|(P)6) [@us.af.mil> >,-| D)(® |TSgt USAF ACC 90 COS/CYT q0)E) f@us.af.mil
<mailto|®/®) Bus.af.mil> >;|0/©) 2d Lt USAF ACC 90 COS/CYK <)(®) [@us.af.mil
<mailto[b)®) [@us.af.mil> >{2)©) GG-13 USAF ACC 90 COS/CYT {P©) [@us.af.mil
<mailto|P)6) us.af.mil> >

Subject: RE: Keymaster - 90COS

(b)(6)

That’s great, who do you think will sign on your end? Do we need to elevate this to someone at 16AF?

No need to staff this at this point. Currently, we are working through our processes to get Constellation
approved. We should have direction from our leadership in the next few weeks. At that point, we can start the staffing
process.
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v/,

(b)(B)

(b)(B) |

b (office)
(cell)

(©0)(6) (NSTS)

From:[0)6) |GG-14 USAF ACC90 COS/DD BI®) — J@us.af.mil
<mailt01(b3"5? |@us.af.mil> >

Sent: Thursday, March 24, 2022 10:18 AM

To:|®X0) l@darpa.mil
<mailto{®)©) [@darpa.mil> >{©)©) [GG-13 USAF ACC 90 COS/CYK
q)6) [@us.af.mil <mailto]®© |@us.af.mil> >E)E) [TSgt USAF ACC 90 COS/CYT
{)e) |@us.af. mil <mailto|®)©) @us.af.mil> >;[©)0) [2d Lt USAF ACC 90 COS/CYK
{)E) [@us.af.mil <mailto:{®)©) Pus.af.mil> >;[)) | GG-13 USAF ACC 90 COS/CYT
{X6) us.af.mil <mailto{®)0) [@us.af.mil> >
Subject: RE: Keymaster - 90COS
Based on this convo, I'm comfortable proceeding with this as written.
v/r,
[©)6) | Civ, DAF
Deputy Director
90th Cyberspace Operations Squadron
_ From:l(b](B) bdarpa.mil
<mailto[®/®) l@darpa.mil> >
Sent: Thursday, March 24, 2022 8:26 AM _
To{0)E) |GG-13 USAF ACC 90 COS/CYK qP)(©) [@us.af.mil
<mailto[®)C] [@us.af.mil> >{P)0) | GG-14 USAF ACC 90 COS/DD 4)©) @us.af.mil
<mailto]®/©®) Bus.af.mil> > {00 [TSgt USAF ACC 90 COS/CYT{PIO)  [@us.af.mil
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<mailto|®)©) k@us.af.mib >;|0)E) _ 2d Lt USAF ACC 90 COS/CYK <¢P)®) |@us.af.mil
<mailto|®)®) l@us.af.mil> >;|®X©) GG-13 USAF ACC 90 COS/CYT {©)®) us.af.mil
<mailtof(®)(®) [@us.af.mil> >

Subject: RE: Keymaster - 90COS

(b)(®)

The key points for these agreements for transition is the agreement to provide access for our
perfarmers to data, operational environments, platforms, etc. and the resources- people, infrastructure etc.

The technical details and requirements, e.g., the hundreds of modules, would be captured in a technical
proposal. Kudu will provide us a proposal and SOW that would capture these requirements.

v/r,

Do)

[O® |

(0)X6) (office)

(cell)

(0)6) (NSTS)

From{()®) |GG-13 USAF ACC 90 COS/CYK {P)®) [@us.af.mil

<mailto|)®) [@us.af.mil> >

Sent: Thursday, March 24, 2022 9:17 AM

To:{)©) GG-14 USAF ACC 90 COS/DD 4(*3')(5) t@us.af.mil

<mailto|®/©) !@us.af.mib > J0IE) |[TSgt USAF ACC 90 COS/CYT 4P)6) [@us.af.mil
<mailto{P)®) us.af.mil> >])©) 2d Lt USAF ACC 90 COS/CYK {(P)®) [@us.af.mil
<mailto[®)©) us.af.mil> >;|©1©) GG-13 USAF ACC 90 COS/CYT {°)®) @us.af.mil
<mailto|()6) [@us.af.mil> >

CcP® [@darpa.mil
<mailto|®X®) [@darpa.mil> >

Subject: RE: Keymaster - 90COS

Sorry for the delay, | thought | replied, but don’t see it in sent.
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| believe we're already performing the 16AF commitments, the only potential burden is our ability to
operate with 10x throughput starting year 1. That's a big ask given where we are with automation. That said, | see
nothing that needs changed.

I’'m hesitant with how loose this is worded — we could successfully execute this by holding meetings.

The success criteria is building a process to go from a handful of modules per year to hundreds of
modules ready to be used and delivering on that promise. At what point, if ever, do we document a commitment to
those numbers?

{b)(B)

Senior Cyber Capability Developer
90 COS / CYK Weapons and Tactics
Commb)(©)

From:[®)©) |GG-14 USAF ACC 90 OS/DD us.af.mil

<mailto[D®___ Ja@us.af.mil>>
Sent: Wednesday, March 23, 2022 11:16 AM

To P GG-13 USAF ACC 90 COS/CYK 4©)©) |@us.af.mil
<mailtol®)©) [@us.af.mil> >;|(b)©) |TSgt USAF ACC 90 COS/CYT q(®)(E) @us.af.mil
<mailto|()(©6) I@us.af.mib >,‘|(b)( ) d Lt USAF ACC 90 COS/CYK q(b)6) @ us.af.mil
<mailto|)©) [@us.af.mil> >10)6) GG-13 USAF ACC 90 COS/CYT <|(b)(61 |@us.af.mi|
<mailto]R)6) [@us.af.mil> >

Cc: |PX©) [@darpa.mil
<mai|to|(b'l(6'l pdarpa.mib >

Subject: RE: Keymaster - 90COS

Team,

Did y’all have a chance to look at this?
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v/r,

[D)6) | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:{®)©) |GG-14 USAF ACC 90 COS/DD

Sent: Friday, March 11, 2022 11:31 AM

To:{(0)E) IGG-13 USAF ACC 90 COS/CYK q(b)©) [@us.af.mil
<mailto|P)©) [@us.af.mil> >{)©) [TSgt USAF ACC 90 COS/CYT {P)©) |@us.af.mil
<mailto|®)®) [@us.af.mil> >[©)©) |2d Lt USAF ACC 90 COS/CYK /) [@us.af.mil
<mailto|®)®) @us.af.mil> >; [0)6) |GG-13 USAF ACC 90 COS/CYT <|P)©) [@us.af.mil
<mailto|(b)(©) [@us.af.mil> >;|<b><61 |GG-13 USAF ACC 90 COS/CYK <be6) pus.af.mil
<mailto|(P)(®) [@us.af.mib >

Subject: FW: Keymaster - 90COS

Can y’all take a first stab at any edits to make sure it says what you think it should say?

V/r,

[® | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From:l‘b]@ t@darpa.mil
<mailto{®®) @darpa.mil> >

Sent: Friday, March 11, 2022 10:26 AM

To:{P)6) l6G-14 USAF ACC 90 COS/DD {PI® k@ us.af.mil
<mailto[DX6)__ T@us.af.mil> >;|(b3](63’ I@darpa.mil «:m.’:!iltol‘b}(ESJ I@darpa.milb >

Subject: RE: Keymaster - 90COS

(b)(6)
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Here is the draft MOA, please share, review, and make edits. | have marked it CUI out of caution, would
appreciate your review and assessment for the proper classification. | had to remove the rest of your team since we
haven’t exchanged digital signatures, feel free to share with them.

v/r,

(b)(B)

(b)(B) |

(1) darpa.mil <mailto (bXE) @darpa.mil>
darpa.ic.gov <mailto|®/® darpa.ic.gov>

oXe) (office)

(cell)

From{®)© |GG-14 USAF ACC 90 COS/DD us.af.mil

<mai|tous.af.mi|> >
Sent: Friday, March 11, 2022 10:45 AM
ToP)E) [@darpa.mil
<mailtoB10) [@darpa.mil> >;[*/©) |GG-13 USAF ACC 90 COS/CYK
40)E) [@us.af.mil <mailto|®)©) [@us.af.mil> >; [P)6) [@darpa.mil
<mailto|)©) @darpa.mil> >
Cc{®)®) [TSgt USAF ACC 90 cos/cYT {PI®) l@us.af.mil
<mailto[P)O) [@ us.af.mil> >;|*©) 2d Lt USAF ACC 90 COS/CYK {®)©) [@us.af.mil
<mailto|?)®) [@us.af.mil> >;|)©) GG-13 USAF ACC 90 COS/CYT 4®)®) [@us.af.mil
<mailto°) @us.af.mil> >;[010) [GG-13 USAF ACC 90 COS/CYK {2©) (@ us.af.mil

<mailto @ us.af.mil> >

Subject: RE: Keymaster - 90COS

We don’t have a deadline per se, | just don’t want to imply a sense of urgency and then fail to execute
the funds. 2 months is a feasible timeline.

My understanding was that a $1.5M investment from us is what you'll need to make a much larger
investment on the DARPA side. So, that’s the amount I'm targeting. Does that align with what you’re thinking?
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v/r,

[©X6) | Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

: Fr(:urn:l(m(aJ I@darpa.mil

<mailto[®X®) [@darpa.mil> >

Sent: Friday, March 11, 2022 9:39 AM

To:[D)E) |GG-14 USAF ACC 90 COS/DD {PI®) k@ us.af.mil
<mailto[P)® us.af.mil> >; [F1) |GG-13 USAF ACC 90 COS/CYK {PI®) l@us.af.mil
<mailto|®)©) ___|@us.af.mil> >]PX®) [@darpa.mil <mailto{®)®) @darpa.mil> >

Cc]©)©) [TSgt USAF ACC 90 COS/CYT {1 [@us.af.mil
<mailtof)®) |@us.af.mil> >;)0) 2d Lt USAF ACC 90 COS/CYK ®)©) [@us.af.mil
<mailtd®"® l@us.af.mil> > P16 G-13 USAF ACC 90 COS/CYT {PI®) [@us.af.mil

<mailtd®© |@us.af.mil> >;|®)©) |GG-13 USAF ACC 90 COS/CYK {0)6) [@us.af.mil
<mai|to|fbil(611 @us.af.mib >

Subject: RE: Keymaster - 90COS

(D)(B)

Agree on working as much of the specifics as possible at our level, we should be able to work things in
parallel.

Ideally, we would like to roll this into one of the Constellation pilot efforts which has a larger scope but
aligns with this effort. Constellation is working as fast as possible to establish an OTA that would be able to accept
funding. I'll have to check on whether or not a MOA will be a requirement for this. We may be able to get away with a
7600, which is like an MOA but takes less time. Hopefully, we have the OTA established within the next two months.

What is your deadline, can you wait the two months for the Constellation OTA?

For our SA, what level of funding are we talking about?
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I'll find out what the requirement will be for accepting money from DoD organizations for Constellation
pilots. If it’s just a 7600, we should do that, and in parallel, route an MOA to 16AF to capture the larger goals of
Constellation. If it's an MOA, hopefully, we can expedite it.

v/r,
(b)(6)
|(b)(6) |
(b)©) [@darpa.mil <mai|t0|(b)(6) bdarpa.mib
@darpa.ic.gov <mailto[*® [@darpa.ic.gov>
(b)e) (office)
(cell)
From {B)6) [6G-14 USAF ACC 90 COS/DD PIB|@us.af.mil
<mailto|)©} us.af.mil> >
Sent: Friday, March 11, 2022 10:05 AM
ToP)6) [@darpa.mil
<mailto[®X®) [@darpa.mil> >;{)©) [5G-13 USAF ACC 90 COS/CYK
s QIO [@us.af.mil <mailto[©)6) [@us.af.mil> >;|(b3(6) t@darpa.mil
<mai|to|(b-’(6-’ @darpa.mib >
Cc:(b)E) _ _ITSgt USAF ACC 90 COS/CYT 4(b)(6) |§)us.af.mi|
<mailto|®X®) k@ us.af.mil> > | 2d Lt USAF ACC 90 COS/CYK JOI) [@ us.af.mil
<mailto|©) I@us.af.mi|>_ >:[£)(6) [GG-13 USAF ACC 90 COS/CYT {®)©) [@us.af.mil
<mailto|®)®) us.af.mil> >;|(b’(6-’ FG-13 USAF ACC 90 COS/CYK <|(b3’(6-7 pus.af.mil
<mai|td(b-](6-] us.af.mil> >

Subject: RE: Keymaster - 90C0OS

Greetings All,

Jumping into this conversation finally.
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First — We're excited about Keymaster and this effort and want to get started as soon as possible. If
there’s anything we can do or communicate to jump start things while an MOA is routing, please let me know because
we're allin,

Second — If a 3-star equivalent is signing at DARPA, we will likely need to go to the 16 AF/CC for
signature. My preference is to work as much of the specifics as possible at our level and then do everything we can to
streamline staffing from the squadron to the NAF. I've found when it goes the other direction a lot of the intent gets
lost in translation.

Third — | have very high confidence that we will secure funding before an MOA is signed. Is my
assumption correct that we will not be able to move that money absent an MOA? If so, | want to make sure I'm
communicating correctly so that we don’t lose the money for not committing quickly enough.

Thanks to you all for working this.

V/r,

[®)E) |Civ, DAF

Deputy Director

90th Cyberspace Operations Squadron

From ) @darpa.mil
<mailto[)0) @darpa.mil>>

Sent: Friday, March 11, 2022 8:09 AM

To{0)©) G-13 USAF ACC 90 COS/CYK 4°)©) |@us.af mil
<mailtod®)®) |@us.af.mil> >{P)®) @darpa.mil <mailto|®)©) [@darpa.mil> >

Cc{®)6) IGG-14 USAF ACC 90 COS/DD {®)©) |@us.af.mil
<mailto{)) [@us.af.mil> >;|()©) |TSgt USAF ACC 90 COS/CYT 4P)E) [@us.af.mil
<mailto[®X6 @us.af.mil>>;|[2)®) 2d Lt USAF ACC 90 COS/CYK 4®)©) (@us.af.mil
<mailto[)E) Pus.af.mil> >;{2)0) GG-13 USAF ACC 90 COS/CYT {PIE) [ous.af.mil
<mailto{®/®) us.af.mil> >;[PI©) |GG-13 USAF ACC 90 COS/CYK {PIE f@us.af.mil
<mailto|(P)(©) us.af.mil> >

Subject: RE: Keymaster - 90COS
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Sorry for the delay on the MOA, working on it now. Who will be signing it?r someone
higher at the 16th AF? Qurs will be going to our director which is a 3 star equivalent. Typically we need someone close
to that rank, however, it also makes sense for the person that owns the resources (e.g. funding, personnel, data,
infrastructure, etc.) being provided to sign. Please advise on this.

The call with[B)XE)___Jwent great, he said he will be reaching out to the squadron commanders (90th

V/r,
b))
- @darpa.mil <mai|t0:|{b](6:] l@darpa.mib
. . (b)(B) ;
darpa.ic.gov <mailto fdarpa.ic.gov>
) (office)
(cell)
Froml(b){s)
Sent: Wednesday, March 9, 2022 10:39 AM _
To{EV®) [6G-13 USAF ACC 90 COS/CYK ©)©) [@us.af.mil
<mailto[®)®) [@us.af.mil> >;|P)6) @darpa.mil <mailto|®)®) [@darpa.mil> >
Cc{®©) GG-14 USAF ACC 90 COS/DD qP)®) [@us.af.mil
<mailto{®/®) @us.af.mil> >;|0X0) [TSgt USAF ACC 90 COS/CYT {b)X6) [@us.af.mil
<mailto{b)@) us.af.mil> >;|(0)E) 2d Lt USAF ACC 90 COS/CYK {P)5) |@us.af.mil
<mailto|)©) l@us.af.mil> >J0)10) GG-13 USAF ACC 90 COS/CYT {°®) [@us.af.mil
<mailto|®)(®) @us.af.mil> >;[0)©) |GG-13 USAF ACC 90 COS/CYK <|<b.’<6.1 |@us.af.mil
<mailto @us.af.mil> >

Subject: RE: Keymaster - 90C0OS
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See attached, as discussed, this is purposely very high level. The team owes us a technical proposal once
the decision to move forward is made.

MOA will be provided tomorrow.

We are talking with[P)E]___Jtomorrow. We will mention this collaboration and | assume-,mll want to
reach out. | do not know at this point but will be sure to mention it. -

w6
v/r,
(b)(6)
[P® |
(b)6) (office)
(cell)
B)©) (NSTS)
From:[P)El |l6G-13 USAF AcC 90 cos/cYk {*® |@us.af.mil
<mailto{®)®) [@us.af.mil> >
Sent: Wednesday, March 9, 2022 10:04 AM
__Tof®® _ @darpa.mil
<mailto:[®®) @darpa.mil> >;|®1®) l@darpa mil <mailto |(b] bdarpa mil> >
CC:|(b](6] GG-14 USAF ACC90 COS/DD<I k@us af.mil
<mailto{)®) us.af.mil> >;[2)0) [rSgt USAF ACC 90 COS/CYT {®)®) [@us.af.mil
<mailto[P)®) us.af.mil> >;|P)6) 2d Lt USAF ACC 90 COS/CYK ¢[P)6) [@us.af.mil
<mailto[P)®) [@us.af.mil> >{0)6) |GG-13 USAF ACC 90 COS/CYT 4*)©) f@us.af.mil

<mailto]®)®) [@us.af.mil> ;{6 |GG-13 USAF ACC 90 COS/CYK 4<b)<6) [@us.af.mil

<mai|toi(b)(6) kcj)us.af.mib >
Subject: Re: Keymaster - 90CQOS

(G

Can you send me that quad slide we discussed so | can make sure our funding request is completely
aligned with yours?
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With that, I'll get our funding request slide done and sent ttoday, then waiting on the MOA.

Did you tell me[P)6)_ Jwanted to talk to[)©) P[P |was the CC of the 91st, but I'm sure
they know each other.

GovCloud is ready to go, we have a non-ATO'd staging area and an IL4 final deployment area with
resources ready.

Thanks,

{b)(6)

mei(b)(s) |

Sent: Tuesday, March 8, 2022 12:34 PM —

ToBI0) |GG-13 USAF ACC 90 cOs/cYk{ ™™

Cc:|(b)6) |GG-14 USAF ACC 90 COS/DD{®)6) | TSgt USAF ACC 90 COS/CYT;
[©)6) [2d Lt USAF ACC 90 COS/CYK|®)®) |GG-13 USAF ACC 90 COS/CYT;[B)XE)  ]GG-
13 USAF ACC 90 COS/CYK

Subject: RE: Keymaster - 90COS

(b)(6)

To recap the plan:

* DARPA will send a draft MOA to the 90th outlining the collaboration with Constellation and
HACCS

* 90th will review, edit, and staff the MOA for signature

* 90th will provide GovCloud access/resources to Kudu for initial integration with Keymaster

(Kudu’s initial LOE to be done under HACCS, pending PM’s approval)
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¥ 90th will request additional funding (O&M) to support the Constellation HACCS pilot and send

funds to DARPA
¥ DARPA will allocate these funds towards the Constellation HACCS pilot and continue the

transition effort

Let me know if this aligns with your understanding as well and if so I'll get started on the MOA.

V/r,
(b)(8)
e (office)
(cell)
i (NSTS)
From:[BE] |GG-13 USAF ACC 90 COS/CYK ) [@us.af.mil
<mailto[®)®) [@us.af.mil> >

Sent: Monday, March 7, 2022 5:14 PM

To ) bdarpa.mil <mai|to|(b:](6) k{ﬂdarpa.mib >;|)XO)

|(b)(6’ @darpa.mil <mailto:|®)©) [@darpa.mil> >
Cclb)©) [GG-14 USAF ACC 90 COS/DD {®)®) |@us.af.mil
<mailtofPI6)____J@us.af.mil> >;[0)6) | TSgt USAF ACC 90 COS/CYT 4P)XO) @us.af.mil
<mailto[Be ___ |@us.af.mil> >,.|(é;]('a;] 2d Lt USAF ACC 90 COS/CYK {2/©) [@us.af.mil
<mailto|®)E) |@us.af.mil> >PiE) GG-13 USAF ACC 90 COS/CYT 4P)®) [@us.af.mil
<mailtol®)6) @us.af.mil> >;|()6) [GG-13 USAF ACC 90 COS/CYK <i(b?(6) @us.af.mil

<mailto|®)6)  |@us.af.mil> >

Subject: Keymaster - 90COS

(b)(6)

I’'m getting in touch to see what we can do about continuing to integrate Keymaster into 90COS

development processes.

In the short term, we’d like to
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1. continue the keymaster migration into our il4 ATO'd govcloud account.

2. extend keymaster as needed to interoperate with unified platform deployment tools and access
controls.

3. Extend or improve keymasters ability to export data or otherwise interact with an airgapped

development environment required by our partners.

I’'m unclear on where AMDA contract stops and where we are imposing additional requirements and
hear you may be able to help.

It's my understanding that we don’t have funds ready today nor pricing from the contractor, but this is a
high priority for us to use keymaster output as the basis for work we’ve already made a commitment to deliver.

(0)6) is our project lead
(D)(B) is VR lead with day-to-day interaction with Keymsater.
mis our internal “customer” of the proof of concepts that are refined from keymaster and

expanded for downstream delivery.

Any of us can be available for questions.

(b)(B)

Senior Cyber Capability Developer
90 COS / CYK Weapons and Tactics

Comm;|(®)(E)

From:l{b]@ bkududyn.com <mailto| */® Pkududyn.com> >

Sent: Monday, March 7, 2022 2:29 PM

To P)E) GG-13 USAF ACC 90 COS/CYK {®)©) [@us.af.mil
<mailto|®)®) [@us.af.mil> >;|®)6) |GG-13 USAF ACC 90 COS/CYT {*/© [@us.af.mil
<mailto|®)6) [@us.af.mil>>

Subject: [Non-DoD Source] DARPA Contacts

Here are the two folks you need to reach out to at DARPA to get this ball rolling.
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They're eager to help out - you all just need to ask for DARPA to pay for the first 90-120 days so we can
start like... this week.

|(b]{6) (b)(6)

t@darpa.mil <mailto darpa.mil>__
[©)6) [@darpa.mil <mailtu:J|{b-’{BJ @darpa.mil>

Thanks all!

(b)(6)

(Signal)

[PE J@kududyn.com <mai|tokududyn.com>
10999 Interstate 10 Ste. 910
San Antonio, TX 78230
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(b)(B)

Subject: FLTCYBER SMOKE discussion
Location: OPS3

Start: Thu 12/16/2021 10:00 AM
End: Thu 12/16/2021 11:00 AM
Show Time As: Tentative

Recurrence: (none)

Meeting Status:

Organizer:

Required Attendees:

Not yet responded

(b)(6) I
BIE) [o)€) [USN CSA-63 (USA){®)E)
©)6) [CDR USN FLTCYBER/COMTENTHFLT (USA); |®)5)

(b)(B) I



PRYILINUN UonNQLISIq ‘25eajey Jand o parolddy

(0Z1) 0140 UoRAOUUT UORRULIOMU]

(g)ig)

Obtained by UndeadFOIA

(IIOWS) Sauawuo.iAug
pue abpajmouy] jeuonjesadg buisn jJuswiabeuepy a1njeubis



C PRYILINUN UonNQLISIq ‘25eajey Jand o parolddy

JUBWSSISSe
3SII uoiNqLYIe pue ‘uonejnuwe ‘buluueld pawJojul-jealyy pajewoine ybnouyy (D) suonessdo
J9QAD Wed) paJ SAJRIR[RIIR 1By 2INJINASIUI JBGAD SAISBAS S)esausb 0) SaIbojouyd) dojpasg

Obtained by UndeadFOIA

|eo5) Wwelboid




¢ palILLIUN uennqLIsiq ‘aseajay Jand o) panoiddy
" suonetado JuaLnd Jo uondnisiq .
[10Z-STOZ | (suonesado beyj asjej “a°1) 5|00 Jo buisodind-ay
suonelado Jualnd Jo buppes]
S9|JUR DIYM 2JNPNASRIUI
20 93 nPe (Jo diysiaumo 3003 "3'1) pajoupuis
PUR SISA[RUR Je|ILUIS Pa1dNpu0d ,SIOPUIA AJIND3S, JBA0

S JBAO 2INJINSEIUI
63 buieswnua ydelb paysuuod Ajybiy e ajeausb 03 y3
POMO]|e SUOISSILWD adeds A34b Wou) SUOReosse Bumimun

1010 1e3JU3 SIY3 UIIM PaIRID0sSe anpnuiselul
[euoiIppe pRJRA0dSIp 3 ‘(93) dnous) uonienb3 uo podsa.
21|gnd e Wouj S4I S pue sulewop €17 wodj buipeis

(Buiwn ‘syaxyoed ‘sbej 4J1 ‘sjoo0304d ‘suod

"H'3) $9|(PAIBSAO YIOMIBU dAISSed Jo SiSAjeue diyely anbiupn .
2JNONJISeIUI 77 [euonelado umouy 03 JoIAeya(q

JO suJanied JejiLus JIGIYX Jey) SYIOMIBU pue Sassalppe df
(21000 ‘syuridiabul

19smouq ‘s q1 ‘seuostad “B-a) Ayiaoe Juswabeuew Junody .

Obtained by UndeadFOIA

:suaned
0.7 uogepossy Bugmun Ju3)e| BuLiaAcIUN pue S)9selep JagAd 3|eds-abie|
! % % L4 .
0102-500¢ (Ll leqo|b BuIsny AQ 2InPNLSEIUI |ISIA 0 S3SIW0IdW
£102-0007 wo.j dnois uonenb3 Aq pasn a1mpnsesul 3|qISIA UMOUY Pa3isuuod (3) uonnquny poueyuy .

..q_o(_.wo._

SaJnjeubis bunymun Seyeal) ssaualemy UoNgLY Jo yoe] \iddya




b PRYILINUN UonNQLISIq ‘25eajey Jand o parolddy

peingLne
pUB Pa10)ap A|ISea aJe UORBLIoINe SAIBU WOJ) SURYed

JuswAodap burnp Alowaw BUBUOM Ul SUOISDAP PIOH
OUBIUSAUOI JO AIOWBW [RUOINIISUI “JIgeY UO paseg

(sabueyp uaasalojun ‘saxelsiw *6'3) sulaned ajgenguie
A|n WLIOJ 1By} S1oejie 3|qeAlasqo djelauab suoisaq

O saibojouyda) uoydhig

SUOIIR dURNOJ UdAS 10y dooj 3y Ul 3q 03 Siojesado asnbay  »
JawAoldap
10J 2Jnjonaselul JagAd burtedaid syjuow Jo sysam pusds .

LONBWOINE 3|Geud J0U S0P 1X3) 38.) aSnedsq
SUONRIRA0 JURLINILOD JO JaGUINU 3SEa.OUI 03 YNJILIQ

Sau|yPew pasiLoidwiod

Buiyse) Usym asn 0) SIaAJBS 21LIPAULRIUI YIIUM
5|00

ol paA0jdap YYIM UOREIIUNLULLOI J0j 3N 0] $03030Jd JBUM

[YHOMI3N 139v1 | [$¥0.10341034 | [ s¥3A%35 73| |STIANIS NAOALHN SIONDS NU

. Bunsoy 1o} asn 03 SYIOMIU Jo/pue SIAIRS AYed p,€ JRUM

..nm >m_uo._. mc_c_._m_n_ 2/NJINJSelut ._83 U
O 33 U0 3oussald Jo syulod [eniul J0j asn 03 SdI JeYM
O 3Weu ujewop e bupeisibal usym asn 03 euossad YIIYM

2JMpINASeIUl
[UOIDUN 0JUI PSULIOJSURI) PUB 1X) 33J) Ul PaqLISap
2Je SUOISIDaP JuspuadapJaiul ‘xeidwod Jo siaquinu abe

s24neubiS 9|qeIngLIy $93eal) pue 3|eag 1,Usa0q uoneledald a.njnaseljur [enuely :Aepor <n_ mﬁn_




Q palILLIUN uenngLIsiq ‘aseajay Jjqnd o) panoiddy

uoewo3ne ybno.yy awiy JuswiAojdap pue ubissp sonpal ‘Buruueyd ybnoiy sioineyaq 3jqeIngLRR NPy

W] JuswAojdag pue ubisa(

Stjuow z1-9

Aepo] ann) buluueyd JRgAY ~

Obtained by UndeadFOIA
sioineyag 9|qeinqruny

YbiH




R JUBISISIRd PAOUBADY = LdY paILLIUN uonNaLIsiq ‘a5eajRy and o) panoiddy

aJnpnaiselul Jaghd Jo Juswabeuew (jesodsip pue ‘abesn ‘uonisinbae “a°1) apAdajl| pajenwa JeaJy) pue ‘a|qe[eds ‘pajewoiny

[ 2 i \
< vl Ly m TVl
—~ sainjeubis |
O £ Aresianpe § m
n
E >
© | g N TR sued :
() > subledwe) IHOIWS m aImanaselL) <
© b W04 SUOISSILLT ) azjeal w.
C g sain =
eubis
D) b Aesianpe @E W
T [ =111]
> 8 M N m
< ﬂ_w 08V QY %
d & AT / %
- & saumeubys _ _ | ysiy uonngLmy S
nld 0 Aesinpe W
-— 2 o
O 4 <
O | &
1] 0
sainjeubis aInpnisenu] 19qA) alemy uonnquy
2INJONIISELUT D)LIBUIL pue IFA0IS! 0 uoign23x3 pue bujuue ewojn
| ¥ Pnijsedu] 93 op Id 40 uoinIRXg p luuejd pajewolny

Sealy [aIUYRL HOWS  (LEENL



s \.
‘
sueyd _ f
aunonAsesul
A azy/eal %
F '
©
% Tav Q08Y
O saouabuguoy N I N B Y
C ym sueyd
>
O *
w Jojesadg Juaby anig
= o
"© + G
a mmE
o =N
(zv1 woy) | [
saimeusis | |
Atesianpy , , |

palILLIUN uenngLIsiq ‘aseajay Jjqnd o) panoiddy
uoigndaxs pue uonesauab ued Jo paads pue ‘AjisiaAp ‘BJeds ‘Adeinddy .
1SOLIBN

SJURLURPR 24nJONJISEIUI JO 135 3SIRAIP Al[eqo|b e BuLioyuow Ajsnonunuod pue

‘buibeuew ‘buiAojdap Ajsnowouoine Jo ajqeded wiojieyd e eia suejd ainjonaselul
3z/|ea. 0) $3160JOUYIR) BP0 SB aInPNASeLUl pue abues Jaghd Juaind buipusixg .

SUOISIDAP B4NJINJISELUI JaqAd OJul UOKRNGLIIE IN0GR UoKeULIojUI d)elodiodul pue
Auiezoun Japun suejd 3noge uoseal 03 senbiuydsy bulules| JuswsdioRl buisn

:sayoeosddy ajqissod
sainjeubis

10 185 B ‘3peAd 10 ‘0] ULI0Juod suejd ainjonJiselul Moy 0} Se suoneue|dxs spinold
UOISeAD

pue paads JO SWa) Ul SSBUSAIDRYS pue Adusidle Buowe LJoapes sy} nsealy e

SJURAS UOINGLIIL JO UORDSIBP Usasaoun 03 303l puR SYSH Uonnguie noge
uoneuwsoul Uieb ‘Aurepaoun Japun U0seas ‘sjualuuoliAuD paiuap Ajjended ulsjeledp -

SJUSWIUOIAUR YIOMIBU 3SISAIP JO SalxaldLuod Aeme ensqy  »
:sabudjjey) yo1easay Asy

(SjuaLSSasSe AJLINJ3S Wea) pal “69) SIUBLULOIIAUD YIOMIBU J1SI[es.
U0 SYOBJR PR)RINLUIS Ul 8)eNn|eAs pue Sjusuodwiod se suejd ainyniselul aziesy

HOMIPBU
10b.1e) e BuIyoeal Jo 3jqeded suoneinbuod a.njonJiselul uies| 03 syusbe ues .

(Ayaioe Alesiaape ajeinwis *6+a) saanyeubis
PaJISSP 0] WLIOJUOD IO 3PRAD JRU} SYORYIR 3SI9AIP JO S[apow SzAjeue pue pjing

1S9AIR(qQ [edIuyda)




SJILLIUN LonNQuUISia ‘25ea(RY JNjgnd of paroldd
3 7 1d¥ Aq pasn sielsibay Jo Lopngiisia peyiWiun uonnaLasia 2d Jljand 104 p v

n 0 f5 R I
Rigsd g3
w 85y @ SR IY SJUBLUSSASSE YSIi pue sainjeubls AleSIoApe JO SSaURAdRY pue Adeindy .
S3iiciteinEcig 'SP
ll-ll-lll-l - B .
SUOISSIWD
2JNJONASRAUI WO $3100S Y51 UORNGLIIR 2INSBIW 0} SPOYIRW pue sainjed) ubisaq  »
vy = 9duJRJuI paseq-ydesb pue uoniuboda. useped pajewone
(bnoJyy SUOIRINOSSE dNINJISeIul [9pow 0} saydeoidde Buiules| sulyoe  »
:sayoeolddy 9|qissod

s3.nJeublis paJisap ‘apeAs 1o 0} W00 ||IM SuoieInbiuod
aInpNJIselul [[am moy 1pald 03 siauuejd 10j SINSILIS [Njasn 2jeiaUss)
Spadxe-uou 03 sanbiuyds) UORNGLYL JO 3sn ayj puedxg

s19se3ep J2gAd 9eas abue| ul (sanbiuyd)
buiuies| pasimadnsun buisn “63) suoieiosSe 3S19ARL) pue pjing Ajjednewoiny .
SJUBWAJD 2INJINJISRLUI UIMIB] SUOIRID0SSE JUDIE| JSA0DSI]  »
1s3bud||ey) yoieasay Aay

o

asn Ul alnynayselul
13GA2 Jo BdueyiRAINS pue Buluued J0j SYUBLUSSBSSE YSU UONGLIIE BPIAO)d

Obtained by UndeadFOIA

awin-[ea
Ul aanponuasesjur )gAd aledaid Ady) Se sainjeubis Alesiaape Jo Siojesodo WOJU]
'S9AI3(qO [e21uYdd)

S2MeubIS ainjon.seljur )eisuas) pue JaA0dsIq 7yl Emﬁﬁ_




6 PRYILIUN UonNQLIsIq ‘a5eajey Jand o parosddy

SIS
sanl|iqeded Uogeiadg sadAj030.d
uonanpo.d aseajay :

19gAd dojpasg
uonenjeA3 pue 1se] |euonesrdo

| INFN 4 /.\/ . siadopnag

A 1awdojansq adAyojoid
O WAYAVYAN
LL
UoJeasay payddy g [equawepund
T
O |
O e e e e S i |
n _ “ ] “ |
! | | | |
[ " H | “
= | “ | |
0, " “ “ !
_ . " | “
m _ | seqpaeg s puz | | i i
I Juawdopasg pue | 14 | | i
.m_ [euatua.du] pue sedf10)01d [puonesRdp | “ AL |
of eI _ A | | _ !
roy | m | |
_ ! | " “
O _ : ! __ i _
| " sainjeubis __ " aInpniselyur 12qA) asemy uognqupy _
I " 2INJINIISELU] AJRIAUDD PUB JaA02SI] | ” J0 uoindax3 pue buiuueld pajewoiny |
— IIIIIIIIIIIIIIIIIIIIIIII d e eeee..- - - - 4
_ DIOWS

saiyl|iqeded JagAd Jo uonisuesy snonunuo) :AARY HModdns uonisuel| VdHya




01 palILLIUN uenngLIsiq ‘aseajay Jjqnd o) panoiddy
w | ; m | | |
i H H H
w ; W | 3U1193|A J0Je811saAU| [ed1aulId pue Jjoyary
i i | i m
| u i m i m i “
R L L
w M m m M pays!|gelsa sauljaseg
i w i i { i |
m m m i m m w “ (s359130/1d) uoiEN(EAR [BUOIIEIAAQ
< 4 1 A | | | |
W W W W | suolleJisuowsap pajesdau| m
O i i { ” i . | g
: : g
_ _ Av Av AV AV SuOljen|ena pue sagueyoxa [eAluydal | =
! ! S
d i | ! | | t 7 | § |
Duoi3pJado Uo o
a (s)unofzojd uoissiwt uo addrozoid paroabagu) Ajinf a3pisuowiag ! RSP
adfiojoid gyl % U0 7y ‘03op pajnjnus ILETRUEIIENG]Y
e 0I0p [DUORDIAND U0 7| B TVL A)0AsUOWA]
IV1 a1pJsuotuaq | Uoadfiojord Ty ajpasuowag
U , : ; EES _smu ws|paJ bujsnaioul , ; : _
C m M — m m m “,
U m w { | { | |
1 ! 5 i 5 I !
JUAWU0LAUI
y suuofio/d |puoppiado uo sjuauodwod 3nibaju| wofivjd 350N uo suauodwio apibaju) wawdoparap  JANAIPRY Moddns uopisues|
o) Juiof ysyqois3 2
7 T T T T T 7 T T e
¥ ®] ! ! ! m w ! ! w i m 2,
(2]
e PofeRLp mMcEEHq yopgpaaf pup bujuuojd waofur o} Ty yim voioiBajul oy SBINJEUSIS BINYINJISEL | em
TV yam aypibaul Afjnd
Aanoasip ainyoubis aimanaspifu) apwoin v ]
n Aranoasip aimnubls aimanasaifus ajowony 1P UGAUDIS ARSI W oy 9)eJauaD pue Janodsiq gyl .m
" — i | i | i ; | } i 9
a t | i i | t i ! b | H
2INPNAIsejul 3
-— Dyop [puonpIado =
b (Paiouioino) v (i ajoibaiu fjng ZvL Aq pauuofus sunjd aypiau3b 03 i1 yum vopoibajuy oy [1aGA) a1emy uolNgURY JO UoIINIAXI ‘
Djop [puoypiado uo uonpiaual ubjd ainanasniful sjowoIny
O 0J0pP PAAOINWIS U0 U0)DIUE UD|d 2inInasoful appwoiny pue Sujuuelq pajewoiny :yL
t ) [ 1 i w "m_ m
O | €0 | 0 § 0 | tb | € |  { W | 0 | €0 [ W |
sjuauodwod wesdoird JunesBaiuiAg pawuoy suonen|eaa anesedwa) sjuauoduiod |ENPIAIPUL 3)EN|BAS pUE 3)esjsuowap ‘dojanag
z aseyd T aseyd
£ B3 _ zZ1eaj _ Teaj

IUOIOU) JJNPAYDS




Obtained by UndeadFOIA

S1EAIY | JUBISISIad PAdURADY = |dY

057 AQ 2l 95eOUI
puR 3UI[9seq Wea) an|q ysijqels3

%01 Aq 21 9seasoul
pu 3UI[RSeq Wea) an|q ysiiqeisa

uonngue
Wea) an|q 40} ||223J PUB UOISIDRId

S1dY Jo J=equinn

sainjeubis aunjonsseur
9)eJauan pue JaA0dSIq :ZVL

(Syuawissasse Aylindas Wes)
paJ “b'3) SYUSWILOIIAUD POM-[eal U]

SN0y g LILAIM
007
0z

SaANUIL 09 UILIM
Sepou
000'T Yum SyJomau g 15e3] Iy

%S Aq 31 2onpal
pue auIjeseq Wwea) an|q ys!iqeis3

SIUSWIUOIIAUS PJRJNWR U

SAep Z uiyim

01

SN0y 8 UIyMm

Sopou Q0T YIIM SH}loMlau € 1Seo| 1Y

%07 Aq 31 2onpal
pue dUuIj9seq LWes} an|q ys!iqeis3

7L UaIM Uonensuowap pajesbagu]

ainpnJiselul Aojdap 03 swi]
|9|esed
Ul SYUSWUOJIAUS jdiyjnw S3enw3
Suone|nwa
uejd yoeye Jus4INdU0d JO Jaquiny
uejd dojaaap 03 awi|
}lomsu
P3JeINWIS Ul S3pOU Jo Jaquiny

uonnqLne
Wea) an|q Joj [|e2aJ PUB UOISIRI]

24npnJjseljur

13qA) alemy uonnquUny
JO uonndaxg pue

buluueld pajewoiny Tyl

(syauow gT)
g oseyd

(syauow gT)
T °seyd

LN

eaJy [edIuyda)

SO




Obtained by UndeadFOIA

PRYILINUN UonNQLISIq ‘25eajey Jand o parolddy

suopesado 12g4) = )

UOREPI/eA PUB UONEILLSA JUBPUATaPUT = ABAL

uewIoLad uonnqLUYIL PUR LORI3IBP 2INSEIW 0) PASh 3 [|IM [[e384 PUB UOISIIRI

¥oeqpas)
InjBuiueawu apircid Jeyy SJosuaS Se pajesodiodul 3G ued AU |[oM MOY PuB ‘SUoie|NLUS S3YAIBW JUSLUSSISSE ¥sL uonngLne
oM Moy ‘spadxa uonngune Jo Juawabpnl ayy yoew sanjeubis [|am moy 03 buIpIodIe painsesil 3q |[iM Suauodwod gL

sainjeubis buindaep pue bunessuab uo Snoj SaUPRW ZyL

slaupied W3y pal 0} SUOISIDEP pajewione puiyaq afeuonel ayj uleidxa
puE ‘UoNNQLINR JaYe 3noNnJiSelul JaA0da) ‘uonnguye punojuod 0y Ayjige Jisy) Aq pabpnl aq [im suejd ainonaseur

paingLne bureg Inoyam suonesado JuaLINdu0d 3|dyNL UiRJuRW pue
‘youne| 03 Ajige 8y pue - aw asuodsal () 2anpal 0 siojetado JagAd Jo AYjige Bu) UO Pajen|eAs aq [IIM Susuodwod Ty

uonngLne pue ‘Ajigeless ‘awi uo Snaoj SaLBW YL

suoijesado ajejnuwis 03 SHOYR OFI
pajeja. Joiid AQ pawliojul SoLeURIS 3|dinW a)esausB |jimM Jey) Wea) ARAT Ue Aq paubisap aq [|IM asiiaxa yoed

L]

siauped weay pal Ag pawiopiad
SJUDLUSSISSE AJLIND3S PlIOM-|2a JO Led Se 15a13ul JO SYI0MIBU U0 Sjuauodulod 33en|eAs [|IM INOIWS

S|IeJ9Q UONEeN[eAd




Obtained by UndeadFOIA

PaYILIIUN uonnglIsiq ‘asealRy and o) paaosddy
JUBLLLLIBAOS) SBIEIS PaIUN = 95N

S3INJeUDIS

AIBSISAPE JUS1IND PUB [BIM0ISIY JO UORDBIIXS 9} 9|qeus 1y} $90n0s ejep aJe 1saujul Jejnoiped Jo ‘gyL Jo4
SJUSWDP 2INPNASEAUl 21epIpued

1O SYIOMISU [eqOjb SWn-[eal JO UOIRZIISIRIRL 3Y) 9|qeus Jey) S32In0s eyep ale 1saisiul Jendiied Jo 'TyL 104
JUSLIdO[PASD [RRIUI D3YI[I08) [|IM 1B SI9S BIep UmO JIy) ansind 03 pabeinooua

Aibu013s 519500014 “JUSLULIDAOCL) B JO UORRIISIP 3|0S BY3 IR PasIdIRXa 3 Jou Aew Jo Aew suondo asayl

$30.N0S BJep UMO Jiay} 0} SSa0de apim-welbo.d Joj suondo dn saj0 03 pabeinodus Ajbuosys ale siasodold

A[232J0u02 Spasu
e1ep JIay) Ajuapi 03 pue ‘spoyiawu pue $92.n0s e3ep UMO Jialy asodo.d 0y pabeinodua Ajbuoss ale siasodold
Sjuswaa.1be abueydxa eyep pue ‘sdiysuonef.
05N ‘sdiysuoneja. [ensewwod bulbesans| Ag $92n0S B1ep JUBASJR. 0] SSDJ8 J1RNI[I.) [|IM YdYva

$324n0S BIe(]




Obtained by UndeadFOIA

aunongsesu 18G4
buIsIXa Jo aaugjlianins SnonUUOd 1o}

'S)uaWaJINbaJ A314nd3s |euonesado
UIYIIM SUIRWIRJ InJonJiselyul

INSU3 0] SJUBLLISSASSE YSI uonnqLye
aWI-|eal apinoid pue sjselep
lernJawwiod Jo d1gnd i Jeadde

1RY) S1BJIUR 2NJ0NAISeAUI JoYUOW
Ued Jeyy S10Suas dojeAap ||IM INOWS
|eob siy) aAsIyde 0] *SIapuajep
J19gAY JaY0 0 SaliesaApe Aq
AJBACDSIP 03 pea| Aew 1Ly SUOISSIWD
leuonelado pue ainpnuselul

U0 Y2Bqpas) aWN-|eal apiAld

SUOISSIWD
|euoizesado pue ainjonajseul
12qA2 J10j Yoeqpasy/sjualussasse
ASH Wi [edy

payLuIun L 11511 ‘35832Y qnd 1o) p

SYIOMBU (OQ JO SIUALSSISSe
A1ines 18GAo Wea pa. a)elsjaie 0}

Sylomau gog
3|dinjnw Jo S)uBWSsasse Ajlundasiagha
SNOBUBYNLUIS J0J BINJONLSeIU
7D dbeuew pue dn 1S 0)
SJuabe SnoLIOUOIN. §Se) pue 33ndaxa
03 Suejd ydIym 3S00UI URD SWes) pay
sue|d 2JnINJISLLUI PAPUBLILIODR oYUl
S2Injeubis Ay} SpodUS pue Ses ejep
JURADJR. WOJj Sainjeubis Alesiaape
10R1X3 Jey) SonAjeue dojpasq
512843 J8qAd paoueApe S33e|NWd
1ey3 ainpniselul ) dn 39S pue
suejd xoexe 23esauab Ajjeanewoiny
S)40m3au gog
10} sjuawissasse Ajandasiaqhd
snoadue)|nuwis djqeus
0} 38104 410j suoneiado Jaqhd
Jua3sisiad snowouojne-Iwas

suonesado JagAd 1oy uoiesedaid ui

S9|ljo.d UOISSIL YJIM

90URPIOD. Ul SIUSWIJR 24n3oNn.iseyul

9|qejieAe Jo [ood 3SJaAIp e abeueu

pue JoeJa)ul ‘aunboe Ajsnowouoine
pue AjgeljaJ ‘ApJes ued jeyy sjusby

91e15-pUd palIsap e buiyoesl

JO SaIIqeqod ayy uiejdxs pue
pueisiapun Jeyy swpioble buluueld

sue|d

10} SJUSWSJD INJINLSLUI PUSLULIOID!

pue Ajuapi 03 syoseep JueAsjal

Bunsixe yym buoje ‘sanbiuyda)

SISAjeue diyjely pue uoResRwNUd
90IASp 103.JIpul pue aAIssed ‘DAY .

sa|yo.d s

13S0 03 2Jaype Jeyy suoneinbiuod

PUBWILLOD3] pU. SUOISIap

2JNJINIISLUI YJIM Pa)RID0SSe YSid
uonnquye Jo sisuueld JagAd wiojup .

s9|ijo.d
¥su (33Sd0) AJLindas jeuonyesado
0} W.0juod Jeyy suoneinbiyuod
24n30N43seljul Jo uoielaudn

S958) 35N OWS Alejduwsx3




Obtained by UndeadFOIA

PRYILINUN UonNQLISIq ‘25eajey Jand o parolddy

aouesea) Alndas
e JO U0Issassod Aue Jo ssajp.ebal ‘pabeinodus Apididxa si uoiedinied Auedwod |jews pue dJiwapedy

suonen|eas [esodoid 7y pue

TV.L BuLInp paJapisuod 3q 10U ||IM [d PaJe3p e Jo [puuosiad pates|o buiAey jou Jo buirey pue palinbal
10U S1313nq '1DS 1o} 3|qibije S| pue dueies)d S e Sey Jeu Id e Jejnoied ul ‘pue 1) o4 a|qibije

2Je 1By S0uRIes) 191035 do] Yam [puuosiad buley woly Jyausq Aew sipwopd 2y] J0 YL 24nnd
AjpAIsod pamaIA 3q [im (1DS) uoreuLIoju]

pajusWpedwo)) SARISUIS J0j 9|qibIje aJe Jey) Seaueleap (S1) 391098 doj Yum [puuosiad buiey

INq ‘Saaueiead AJINIaS UILIgo 1o pjoy 03 palinbal J0u ale i1 Jo TyL Jayie buissaippe siasodold

9A3] QITHISSYIDNN BU3 38 pa1anpuod aq ||im weibold ay |

S)USWR.IND3Y 23ueIea) pue LUonedlIsse)




a1 PRYILINUN UonNQLISIq ‘25eajey Jand o parolddy

JUSLILIDAO
9U3 JO UOIDIDSIP DJ0S DY} 18 PaSIIRXD 3¢ J0u Aew Jo Aew suo-ppe [euondo asay] *suondo [esodold 03 walp Bm_uommw
pue S3SLJ 3sh [euonelado ayy aseatoul Jeys saibojouyda) [euonippe Ajuapi 03 pabeinodus ale siasodoid ‘uonippe uf
Z BaJy [RIIULYI3L pue T BaJy [eDIUYI3L Ul pajedionue aie spaeme ajdiynjy :Spieme Jo Jaquinu pajedpinuy
uorjesynou
pJeme JO peaye adejd Ul Sjuswaaibe peme-gns aAey 03 pabeinodus ale siasodold ‘Bundesuod pieme 33padxs of
adA10304d Joj suonesuel| JBPO e

(Sjuei) 0U) 1PRAUOD JUBWINI0NG
ZVL 10J BUO pue Ty Joj uo Ajpweu ‘sjesodod om) 3sow e Joj UoRNJASUI pe| Se Jwans Aew siasodold ‘Ajg3alouo)
VL U0 Ajuo ssaippe isnw sjesodoad pue v Jod uonnynsul pes| se jesodod auo Jwgns Ajuo Aew siasodoid
(patewiisa) zz0z 1snbny :a3ep pess weiboud pajedinuy
7207 '1¢ Aenuer uo anp sjesodoid

Obtained by UndeadFOIA

S|1e39( Jljewwelbold




L1 paywUN uonnguLasiq ‘sseafy lignd 40 paroiddy

d0d 33 JO pua 33 e pue aseyd Loes Jo pul 3yl Iy

d0d 34 JO pus 3y} Iy

aseyd yoea Jo pus ay} Jaye Yauow auo UILIIM

aseyd yoes Jo pua sy} Jaye Yuow auo UILIM

aseyd Yoea Jo 1e3s a3 JO Lpuow T UILIM

Ayuon

Jaylenb weiboud Yoea Jo pus 3y Jaye sAep Jepuajed o1 uiyum ‘Apsuend
buIloaW MIIASI 2B pue oMY Jaye SY9am ¢ UILRIM

Obtained by UndeadFOIA

SH0day [ed1uyas) [eul4 pue aseyd
2JempJeH
U0I3_IURLLND0( SJeMY0S
9IeMY0S
Ue|d JusidopAasq WalsAS
su0day [enueuld
S0dY UOReuIpIo) [BAIUYIRL
sbuijaliq pajeiouuy

. N N

soigessnpa (RN



81 PRYILINUN UonNQLISIq ‘25eajey Jand o parolddy

103 IWd 0:Z 38 u1baq [|im UOISS3S ¥RD  »

UOISS3s S,Aepo) Ul
PaJaMSUR 34 0] |d3 Wd 0Z:Z Aq paniLgns aq 1snw pue TBdRPOINOWS 0} 03 06 3snw suonsanb |y

¥or|S bulwes] INOWS Ydyya au3 uo abebus 03 noA sbeinoouy .

Obtained by UndeadFOIA

uoIssas () buiwoddn ay3 ui ajediniped 0] wooz ojul pabboj urewdy .

sde)s N




Obtained by UndeadFOIA

www.darpa.mil

19

Approved for Public Release, Distribution Unlimited



Obtained by UndeadFOIA

From: (b)(B)
To:
Cc:
Subject: FW: Cognitive State Measurement & Red Flag data
Date: Friday, November 22, 2019 11:10:49 AM
Attachments: PACCS-infosheet.pdf
Vi,
(D)(B)
(b)(6) (office)
(cell)

From:|(b)(6) @ainfosec.conp

Sent: Monday, May 20, 2019 6:15 PM

To:|()E) @ darpa.mil>;
I(b)(ﬁﬁl [@darpa.mil>
“Ce|b)6) lwainfosec.com=>

Subject: Cognitive State Measurement & Red Flag data

(b)(B)

the Red Flag data should be in your SIPR account. Please let us know
if there were any issues or if you need anything else. I've given the folks
at Nellis a heads up, so they should be aware if you need anything from

them has been our primary POC for the data transfer:
B)(E) @us.af.mil <mailto[®©) f@us.afmil> .

Also, I've attached the info sheet on the IR&D that we mentioned about using
keystrokes to detect cognitive states. Our brief discussion on this reminded

me of a related concept that we wanted to look into - Human Battle Damage
Assessment. We've done some previous work in BDA for cyber operations, but
D5 effects that target the operators (e.g., disruption, deception) were
challenging because they require understanding the operator - have you
induced a mental state, do they believe you? Similarly, if we can understand
the operators' states, can we determine which actions will be most effective
against them or automatically reconfigure them to back off when we determine
the operator becomes suspicious?

Summary of the IR&D results: While we were operating on a very small
dataset, we were able to distinguished between four levels of cognitive load
with ~70% accuracy and two levels (high and low) with ~85% accuracy, though
we suspect this accuracy would significantly increase with a larger, more
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representative dataset (both number of users and amount of keystrokes).
Similarly, our models are trained for individual users, but we suspect that
if we can get a better dataset, then we may be able to identify clusters of

individuals who manifest states in a similar enough way to build generalized
models.

I'd love to talk more about this to see if this research could be useful for
you! Let me know what you think.

Best Regards,

(b)(6)

(b)(6)

Assured Information Security, Inc.

(0)(B)




PACCS

Prediction and Analysis of Cyber Scenarios

Predicting Mental States with Keystrokes
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o] I ]
_ L 1 Jo)
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ASSURED INFORMATION SECURITY PACCS

PACCS

Predicting Mental States with Keystrokes

OVERVIEW
KEY FEATURES
PACCS is an Assured Information Security (AlS) internal research and

development effort focused on predicting cognitive load using behavioral eIk kel staladalasiny

biometrics, such as keystrokes. AlS developed novel deep learning models + No additional or expensive
to accurately predict changes in cognitive load using only keystrokes. hardware required
These models were developed from data collected during a small pilot

Discrete and unobtrusive

study.

Research Methodology

Fourteen subjects participated in an experiment where
cognitive load varied as subjects were asked to remember
different sequences of numbers while performing

typing tasks. The experiment was designed to minimize
interference between the memorization and typing tasks.
EEGs were used to collect ground-truth data.

Results
Generalized model that predicts workload
across all users proved infeasible
Differences in load varied between users

Models trained for an individual user successfully
distinguished between four levels of cognitive load:

Levels: Baseline (0 digits), low (4 digits),
medium (5 digits), and high (6 digits).

69.4% distinguishing between all four levels

84.8% distinguishing between high and low workload

Additional data is required to further
refine the models and validate the results

FOR MORE INFORMATION

ABOUT Als bd@ainfosec.com
AlS is a cyber and information technology company that plays a leading role

in supporting critical cyber operations for the United States Department of
Defense and Intelligence Community. AIS employs cyber engineers and scientists
throughout the United States.

B
New York + Colorado + Georgia *+ Oregon + Massachusetts + Maryland - Virginia o] 1 ]
: : 000
Assured Information Security - 215.336.3306 + WWW.AINFOSEC.COM L Jo]

Copyright ©® 2019 Assured Information Security, Inc. All rights reserved.
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From: {b)(B)

To:

Subject: Fwd: DARPA Enhanced Analytics Briefing
Date: Friday, November 16, 2018 7:52:22 AM
Attachments: 20181108-EA-DODIN.pdf

Untitled attachment 00054.htm

Wow, this looks way bigger then I thought (see below). I did not confirm anything with this
guy yet. Do you still want to push it until next year?

Begin forwarded message:

From:[P® WFHQ-DODIN J2 (US)"
®ie) @mail.mil>
To: '[0®) OL USARMY JFHQ-DODIN J2 (US)"

B)E) mp TO)E) [JFHQ-DODIN J2 (US)"
JoT®) eI JUSN (US)"

(0)(B) I;w;majl mj|>,|(b.}(61 |USARMY JFHQ-
DODIN J2 (US)" {010) iLmil>, T® |
JFHQ-DODIN J2 (USA)" J7® @mail.mil>, [P® |
®)X0) [USARMY JFHQ-DODIN J2 (US)" ﬂ{bj{BJ @MZ
e [IFHQ-DODIN J2 (US)"

GO mail.mil>, '[PX®) [JFHQ-DODIN J2
(US)" J0®) @mailmil>. '[P© [USARMY
JFHQ -DODIN J2 (US)" 470 <Ijg§m.aﬂ~mﬂ> "0I0) |
(b)6 LCDR USN JFHQ-DODIN J2 (US)" 4)® [@mail. mil>,
o) (6 |JFHQ-DODIN J2 (US)"

Jom [@mail.mil>, '[©© [JFHQ-DODIN J3

(US)" 4P)6) B @mail. mil>, 06 [JFHQ-
DODIN J3 (US)" 4P)©) _ @mail.mil>, "[?© |USAF
JFHQ-DODIN J3 (US)" 42 @mail.mil>, "Radesky, Sandra J CIV

DISA ID (US)" <sandra.j.radesky.civ@mail.mil>, "Sheranko, Timothy P CIV
DISA ID (US)" <1;1m9_th¥,g,§hgmnkg,gy_;mgﬂ,mﬂ "Vlllwock Amanda Jo CIV
DISA ID (US)" < il.mil>, |<b |

JFHQ-DODIN J5 (US)"
JFHQ-DODIN J8 (US)" <®

_ >, 0X6) I
@mail.mil>, 'Fbil(ﬁ)

JFHQ-DODIN J5 (US)" b)(6) | _(b)(6)= (b)
(©)E) arpa. mil> (3)10;%&
)], (D)3 10 USC. § 1300]
(b)(8), (b) J— | ®)® J@radium.nesc.mil>
(3)10 U.S Lo "guhiect: DARPA Enhanced Analytics Briefing

§ 130b

(b)(5)
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From: (D)(B) |

To: ©)6)_CVUSN[D)E) ]

cc: ®)E) |
Subject: Fwd: EA PI meeting: November 28th

Date: Monday, November 26, 2018 2:46:12 PM

Attachments: EA Agenda 20181128 Final.pdf

ATT00001.htm

(b)(B)

Great meeting you too, thanks for attending. I look forward to future collaboration/partnering
efforts. Details for the meeting are below, agenda should be attached. (Sorry, trying to work
from phone)

Registration 1s closed but if you come early, 0800, you can in process through security. If you
have any problems please tell security to call me.

Parking is available across the street at the Ballston Mall/ Medstar ice rink.

Begin forwarded message:

From:|®® (@ darpa.mil>
Date: October 29, 2018 at 10:16:38 PM EDT

To: '[P)©) us.af.mil" 4®©) {@us.af.mil> (b)(8)
(b)) [Qus.afmil>, [ (B)6). (B)3):10 USC_§ 1300]

(b)(3):50 U.S.C. 3605 Section 6 Public Law 86-36

|R)0) M" 4DIo) i) =
| (b)(3):50 U.S.C. 3605 Section 6 Public Law 86-36
| (£)(3):50 U.S.C. 3605 Section 6 Public Law 86-36]®)®) Jus.af.mil"
D)) @us.al.mil>.| (b)(6) il.mil"
?—LM ()& @mail.mil>, | B)E)lam: f
| (0)®)mail.mil>, [0F [Qus.af. mil"

(B)6) [aus.af.mil>, PO I

B 1) B>, '{©X0) @us.af.mil"
{7 usaftmil>) B)(6), (B)(3):10 U.S.C. § 130]
[ BO) ] BIE) 7 v

TGYE)

D) b,

[O) |

(b)(sﬁ@nﬁs eop gsni"‘l ®)6) [mpn =
'[eXC)

_|06) l@mail.mil" < @mail.mil>,
| (b)(3):50 U.S.C. 3605 Section 6 Public Law 86-36'
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(b)(3):50
U-Ss;gﬁ_?;“g (b)(6), (0)(3):10 U.S.C. § 130b, (b)(3):50 U.S.C. 3605 Section 6 Public Law 86-36 —
Public L3l ... (3):10 US.C.
86-36 Pe  Tousmaedw” . 8130, (B)
[ ] i g%)(?s(g)
©lgmalmi™{  ®GE)pmaillwl> 000000000 i) 1
] D){b) : “§ 130b
(b)(6), (b} (0)(6)fwmail.mil" 4 (b )( camall mil>, (b)(6), (b)
(3)10US.C. B lamail. mil" mail m11>_ @1a0sC
319 B)(6), (B)3:70 US.C. § 1%3% 3G =~ § 130b
=y [ILILedr, (b)(8). (B)(T)C). (b)(7)(E) (b)(6), (b)(3):10
| U.S.C. § 130b, (b)
(b)(3):50 | R [Zusafml" - 3):50-U.S.C. 3605
USC.3605  TIEE s, oo Tmil” Joe [>, Section 6 Public
Section 6~ HI® us.at.mil>, [[;yus.a : <] @us,ai,ml it e
rne e . >,| ©)©), B3 10USC.§1300]  (b)(3):50 U.S.C.
| (0)(6), (b)(3):10 U.S.C. § 1300] ! 3605 Section 6
(b)(3):50 | —— [©® | Public Law 86-36
USE 3009 ...l B, "1e)6) [@cox.com"
Sec_-;t-lon"ﬁ Jom k- _
Public Law (b)(3):50 U.S.C.
86-36 G i o ..605 Section 6
2 e e
(b)(8), (b) (B)(E), (O)7)(C). B)T)E)] |
(9510 §U183é:b (b)) k@us.afmil" B
(b)O) [@us.af.mi>, [©)X©) l@inmchase.com"
JE76) l@ipmehase.com>, (6)E). BIT)C). BITIE)..
| B)E). BX7)C). BXNE)] Sy oy £k
QUL — I (350 US.C_3605 Seclion 6 Public Law 86-36] L)J("s)ia( é( 1)3-%
(C). (BX7NE) ©)(6), (0)(3): 10 US.C. § 130b| (s [Zus.af il e
4(b)(6) a) mil>, |(Pio)
(0)(6) @gmail.com>, bJ B)7)E
(b)(6), (b)(7) I (b)(3) 50 U.S.C. 3605 Section 6 Public Law 86- 36'
(©). (B)T)E) '{E)6) laus.af.mil" {*© >,
[6)(6), (0)(3):10 U.S.C. § 130b
. |[P® |
| S(té)(:%)égg [0 [@us.af. mil” JOC [@us.af. mil>,
" Section 6 108 [@us.afmil" {*® @us.afmil>[ o ] - SONSRBX)
Public Caw--._| (©)(€)wnsc.cop.gov' CHEImE
86-36 E ©)E)kn v>] |
I - (0)(6)J@diux. mil"
(b)(8) i n (3)_2%)(8).-8(3)
o 110 U.S.C.
(b)(3):50 . [@us.af.mil | § 130D, (b)
U.S.C. 3605 . = | (3):50 U.s.C.
Sectiofi 6"" i 3605 Secﬂon
Public Law aus.af mil" 6 Public Law
86-36 = ' 86-36
). [(0)(6) [wpacketforensics.com”
(3);(1?(8.)’3.(8? P Q0 ) >| (b)(®). (®)3):10U.SC§ 130b|
§ 130b, (b~ | (0)(6), (b)(3):10 US.C. §130b[| @
(3):50 U:S.C.

3605 Section
6 Public Law
86-36
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BE) @ ii>[ ®)(6). (0)3):10 US.C.§ 1308]
(b)(6), (b)(3):10 U.S.C. § 130b (b)(6). (b)(7)(C). (B)T)(E)]
(B)(E). B)TNC). BITNEN™(1)(3):50 U.S.C. 3605 Section 6 Public Law 86-36]
(6)(6), (6)(3):10 U.S.C. § 130b

(b)(6). (b)(3):10 U.S.C. § 130b[p)(6) |

(b)(6)
(b)6) || () |l@mail.mil"
(b)(€) iL.mil>, | (b)(G)@mﬂgmn
I ; o Rig T Rig
(b)(6) (b)(3):50
(b)(3):50 (D16 U.S.C. 3605
U.S.C. 3605 _..Section 6
Section.b.......... —— Public Law
86-36 |
(b)(®)

Ce: [©)6) _ = il>, [P® |
B)o) [@darpa.mil>, [P [

Subject: EA PI meeting: November 28th

Greetings,

The next DARPA Enhanced Attribution program PI meeting is confirmed for
November 28th at DARPA. Please see attached meeting agenda. We'll be meeting
in the DARPA Conference Center. Address is 675 N. Randolph St, Arlington,
VA.

If you plan to attend this event, please register using the following link:
Registration website:

— haf | | 0 0i/2018/

Please let us know if you have any questions.

Vir,
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(b)(6)

(b)(6)

(cell)
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Enhanced Attribution PI Meeting
Wednesday, November 28, 2018
DARPA, 675 N Randolph St, Arlington, VA

8:00AM - 9:00AM Registration

9:00AM - 9:05AM Security Brief
MDARPAMOFW? |

9:05AM - 9:10AM Opening Remarks __
[ | DARPA/120(®®) |

9:10AM - 11:00AM (b)(4)
[oX®. B)6) |

11:00AM - 11:45AM (b)(4)
[©)©) JUSC Information Sciences Institute

11:45AM - 1:00PM Lunch

1:00PM -3:00 PM (;)(4)
[P)E) |Georgia Institute of Technology

3:00PM - 3:15PM Break

3:15PM - 4:00PM Enhanced Attribution
(b)) Assured Information Security

4:00PM - 4:45PM (b)(4)
(0)6) Two Six Labs

4:45PM - 5:00PM Closing Remarks

[P® B [DARPA/120(®/®)
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From: (b)(©)

To:

Subject: Fwd: Invitation to an ENISA event in Brussels
Date: Wednesday, October 3, 2018 12:28:59 PM
Attachments: CTI-EU Event Final Agenda.docx

Untitled attachment 00141.htm

Do either (but not both) of you want to attend and/or speak on my behalf there?

Begin forwarded message:

From:| (b)(6)| 1(b)t6) |

Date: October 3, 2018 at 09:19:17 EDT

To: [P® Jakududyn.com" [®® Jakududyn.com>

Ce: |0)E) 2] " <|{b){61 a >

{0® " T@gmail.com” {P®  |Jugma = (b)(6)

[0)E) is IR |
Subject: FW: Invitation to an ENISA event in Brussels

Dear|®©)

on 5th and 6th November ENISA plans to organise the event CTI EU
(hxxxps://xxx.enisa.europa.eu/events/2018-cti-eu-event). This event is a “bonding”
event for the European CTI Community, just as the one last year in Rome.

Being in the phase to engage speakers, we would like to invite you to support with a
presentation for the session with the (provisional) title “Active Defence” . A
presentation similar to the one ofin the summer school would be great. The
presentations are foreseen for 30 Minutes.

| attach a draft agenda to this message.

It would be great if you could inform us about your availability at your earliest
convenience (time pressure).

| thank you in advance for responding to this invitation at your earliest convenience.
Kind regards,

(b)(6)

(0)(8)
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Fingerprint:

(b)(®)




) Obtained by UndeadFOIA

** '; ENISA CTI - EU: Final Agenda of the Event
, enisa

#

¥ *

ENISA CTl — EU: Final Agenda of the Event

The event is organized in cooperation with:

-‘ Etérl_gopsm
s ENCE
=== DERT-EU & AGENCY

= EURPOL
E ': 3 Eurn:pean Cybercrime
DG Connect/H1 Europol EC3 CERT-EU European Defence Agency
30 October 2017

Opening Session: CTl in EU Institutions

e \Welcome address
[ (b)(6)|Link Campus University

e Introduction, organisational issues

(b)(6)

e Cyber Threat Intelligence Information Sharing for EU-led military
Operations — Is the time ready now?

14:00 - 16:00 | (b)(6)| European Defence Agency
e Cyber Threat Intelligence at CERT EU
[ (b)(6)|CERT EU
e CTI at ENISA: now and then
| ®)E)l
e Cyber Intelligence within EC3 operations
| (b)(5)|
16:00 — 16:30 Break
an 19 e Diggingin the dark web
16:30-17:00 PG
17:00 END OF DAY ONE

European Union Agency for Network and Information Security
ENISA - The EU Cyber Security Agency 01
Follow the EU cyber security affairs of ENISA: www.enisa.europa.eu & Facebook, Twitter, Linkedin, YouTube, RSS feeds
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31 October 2017
Parallel Session 1 — CTl Information Sharing
Facilitators ] (0)(6)]
e Introduction
(b)(6)] CERT-EU
e Active supporters’ contributions
09:00-11:30 B (B)(6)
CONTRIBUTIONS FROM PARTICIPANTS
11:30-12:00 Break
e Stand up pitches from the audience (anyone can join, no slides needed)
e Active discussion with all participants
- What are the issues faced by audience members?
- What are the challenges?
12:00 - 13:00
- Brainstorming on objectives for CTl information sharing
- What does the future look like?
(b)(6)|Moderation
CONSOLIDATION OF DISCUSSIONS
13:00 - 14:00 Lunch Break

European Union Agency for Network and Information Security
ENISA - The EU Cyber Security Agency
Follow the EU cyber security affairs of ENISA: www.enisa.europa.eu & Facebook, Twitter, Linkedin, YouTube, RSS feeds
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31 October 2017

Pa

rallel Session 2 — Active Defence

Facilitators:|

(b)(8)]

* Introduction

6]

e Active supporters’ contributions

What is active defence & areas of applicability

®))]

Real cases of active defence

09:00-11:30 i

(b)(8)]

Active defence tools (honeypots & traps & canaries)

6]

Active defence strategies, methods & frameworks
| (b)(8)]
Potential implications (legal, defence etc.)

o)

CONTRIBUTIONS FROM PARTICIPATS

11:30-12:00

Break

12:00-13:00 -

e Stand up pitches from the audience (anyone can join, no slides needed)

e Active discussion with all participants

What are the issues faced by audience members?
What are the challenges?

Brainstorming on objectives for CTl information sharing
What does the future look like?

CONSOLIDATION OF DISCUSSIONS

13:00 - 14:00

Lunch Break

ENISA - The EU Cyber Security Agency

European Union Agency for Network and Information Security

Follow the EU cyber security affairs of ENISA: www.enisa.europa.eu & Facebook, Twitter, LinkedIn, YouTube, RSS feeds

03
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31 October 2017

Parallel Session 3 — Automation of CTI

09:00—-11:30

Fac:'ﬁtarorsl (b)(6)|

e Introduction
(b)(8)

e Active supporters’ contributions

- CTlelements

- Formulation of CTl program requirements
Purpose/use cases of CTl information; target groups

- CTlI modelling, taxonomies, frameworks and workflow issues
Integrating/Mapping CTI to related internal processes and
available governance and control

- Tailoring CTl information to own needs
Identify role of CTlin internal value creation processes and
integrated it in decision making

- Legal aspects of CTI

- The role of CTl in coverage of legal/compliance requirements

| (b)(&)]

e CTl Automation Exercise
- MISP Galaxy Cluster — ATT&CK Pattern DT exercise
- IntelMQ - Incident Handlin,
I (B)(6)

CONTRIBUTIONS FROM PARTICIPATS

11:30-12:00

Break

12:00-13:00

e (Tl Automation Exercise Feedback
- MISP Model — OSINT feed (Malware Information Sharing
Platform)

- IntelQM
| (b)(5)|

e Stand up pitches from the audience (anyone can join, no slides needed)

e Active discussion with all participants
- What are the issues faced by audience members?
- What are the challenges?
- Brainstorming on objectives for CTl information sharing
- What does the future look like?

CONSOLIDATION OF DISCUSSIONS

13:00 — 14:00

Lunch Break

European Union Agency for Network and Information Security
ENISA - The EU Cyber Security Agency
Follow the EU cyber security affairs of ENISA: www.enisa.europa.eu & Facebook, Twitter, LinkedIn, YouTube, RSS feeds
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31 October 2017
Parallel Session 4 — Embedding CTl in security organisation and good practices
Facilitators: (P)(6)
e Introduction
(b)(B)
e Using CTI for prioritizing security improvements
09:00 — 11:30 e Active supporters’ contributions
- Scaling Intelligence for communities
- Translating intelligence for the business
l (k)6
- CTl capability framework
| ()©)]
CONTRIBUTIONS FROM PARTICIPATS
11:30-12:00 Break
e Stand up pitches from the audience (anyone can join, no slides needed)
e Active discussion with all participants
- What are the issues faced by audience members?
12:00 - 13:00 - What are the challenges?
- Brainstorming on objectives for CTl information sharing
- What does the future look like?
CONSOLIDATION OF DISCUSSIONS
13:00 - 14:00 Lunch Break

05
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Parallel Session 5 — CTI capabilities, skills, education training and research

Facilitators| (b)(6)]

e Introduction to CTI capabilities, skills, education training and research
| B

e Active supporters’ contributions
- CTl analyst’s skillset — practical application, what is done in
Finland
“Why is Finland so cyber threat free?” — What skills & methods
can we learn from Finland?
I (b)(6)]
CTl analyst’s skillset — a syllabus
SANS - FOR578: Cyber Threat Intelligence
09:00-11:30
Current training & educational opportunities: An academic
approach & what the employers need
(b)(6)]
Current EU research efforts in the area of CTl and Horizon 2020
research:
The metrics and mapping the threats — SAINT
Getting the threat data — SISSDEN
l (b)(6)]
Current skills gap for capable CTl analysts: Training for forensics
& analysis
l (b)(6)]

'

'

[

CONTRIBUTIONS FROM PARTICIPATS

11:30-12:00 Break

e Stand up pitches from the audience (anyone can join, no slides needed)

e Active discussion with all participants
- Whatis the CTl analyst’s skillset?
12:00 - 13:00 - Current skills gap and how this gap can be bridged?
- What and where are CTl training & educational opportunities?
- EU research efforts in the area of CTl and Horizon 2020?

CONSOLIDATION OF DISCUSSIONS

13:00 - 14:00 Lunch Break

European Union Agency for Network and Information Security
ENISA - The EU Cyber Security Agency 06
Follow the EU cyber security affairs of ENISA: www.enisa.europa.eu & Facebook, Twitter, LinkedIn, YouTube, RSS feeds
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Afternoon Plenary Session
e Presentation of session results
- CTl Information Sharing
| (b)(5)|
- Active Defence
| (b)(6)]
- Automation of CTI
14:00 - 16:30 | ®)6)]

- Embedding CTl in security organisation and good practices

(b)(8)

- CTI capabilities, skills, education, training and research

| ®)E)]

Concluding remarks

(b)(6)

END OF EVENT

European Union Agency for Network and Information Security
ENISA - The EU Cyber Security Agency
Follow the EU cyber security affairs of ENISA: www.enisa.europa.eu & Facebook, Twitter, Linkedin, YouTube, RSS feeds
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Demonstrators
30th and 31st October
SISSDEN Project H2020 Project, https://sissden.eu/
SHIELD H2020 Project, https://www.shield-h2020.eu/
AEGIS H2020 Project, http://aegis-project.org/
C3ISP H2010 Project, http://c3isp.eu
MISP Malware Information Sharing Platform,
http://www.misp-project.org/
Incident Handling Automation,
IntelMQ https://github.com/certtools/intelmg
AbuseHelper https://github.com/abusesa/abusehelper
Palo Alto Networks,
MineMeld https://www.paloaltonetworks.com/products/secure-
the-network/subscriptions/minemeld
; Cyber threat intelligence platform,
Eutach Cybar Thimar kel lgance https://security.lutech-group.com/
ENISA ETL App ETL visualisation tool, https://etl.enisa.europa.eu

European Union Agency for Network and Information Security
ENISA - The EU Cyber Security Agency 08
Follow the EU cyber security affairs of ENISA: www.enisa.europa.eu & Facebook, Twitter, LinkedIn, YouTube, RSS feeds
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Rhamnousia’s STATEMENT OF WORK

Technical Area 1

Task 1 Data Engineering (b)(4), (B)(7)E), (B)T7)F), (b)(3):50 US.C. § 3024(i)(1)

Description & Objective | In this task the key goal is the systematic collection, storage and exposure
of the key datasets that the team will use in order to perform against all
deliverables of this project. Because we expect our networks to be targets
of attacks, we will re-architect, place honeypot/decoys and develop the
necessary process that will help us monitor and assess the security
posture of our research and operational networks involved in this project.

Phase 1 Subtask 1.1 Initial cluster setup and configuration of the data pull, push and serve
operations.

Subtask 1.2 Preliminary data collection framework setup and operational security
tuning.

Subtask 1.3  |(b)4)

Phase 2 | Subtask 1.1 | Continues data pull, push and serve operations.

Subtask 1.2 | Continues data collection framework maintain and operational security
monitoring.

Phase 3 Subtask 1.1 | Continues data pull, push and serve operations.

Subtask 1.2 | Continues data collection framework maintain and operational security

monitoring.

Deliverables Documentation

Milestone 1.1.a) Start Date: November 2016, End Date: December 2016.|")(%)
(D)(4)

1.1.b) Start Date: November 2016, End Date: December 2016. Begin the
transfer of historic network datasets, for initial attribution analysis.

1.1.c) Start Date: November 2016, End Date: May 2018|(b)(4)
(b)(4)

1.2.a) Start Date: February 2017, End Date: June 2017.[0)%)
&

1.2.b) Start Date: March 2017, End Date: June 201 7.|(bil(4il |

(b)(4)

1.2.c) Start Date: March 2017, End Date: June 2017.[°)%)
(b)(4) |
(b)(4) |

1.3.a) Start Date: February 2017, End Date: April 2017. Cloud based
development of the API prototypes while we order the hardware to
implement the API at GT owned physical rack space.

1.3.b) Start Date: March 2017, End Date: August 2017.|°*) |
[)4) |
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{b)(4)

1.3.c) Start Date: August 2017, End Date: February 2018./"'*)

(D)(4)

Task 2

Signal Analysis (0)(4)

Description & Objective

With this task we will investigate a series of algorithms that will help us
reason about network attacks with the respect of attribution. The first
approach will be statistical, where we will investigate what class of
statistical learning methods will assist us in attribution reasoning. At the
same time we will measure the signal quality that various network and
system datasets often yields in an attack attribution context. Finally, we
will examine in the context of forensic analysis how we can efficiently
reconstruct attack path in a post mortem environment.

Phase 1 | Subtask2.1 | Preliminary Research on Edge Flavor Taxonomy.
Subtask 2.2 Preliminary Tensor Analysis and Statistical Learning Algorithm Analysis.
Subtask 2.3 | Initial Statistical Feature Analysis and Information Gain on Ground Truth.
Subtask 2.4 | Initial Data Reduction and Signal Enrichment.

Phase 2 | Subtask 2.1 | Alpha-level Research on Edge Flavor Taxonomy.
Subtask 2.2 | Alpha-level Tensor Analysis and Statistical Learning Algorithm Analysis.
Subtask 2.3 | Alpha-level Statistical Feature Analysis and Information Gain on Ground

Truth.

Subtask 2.4 | Alpha-level Data Reduction and Signal Enrichment.

Phase 3 | Subtask 2.1 | Final Research on Edge Flavor Taxonomy.
Subtask 2.2 Final Tensor Analysis and Statistical Learning Algorithm Analysis.
Subtask 2.3 Final Statistical Feature Analysis and Information Gain on Ground Truth.
Subtask 2.4 | Final Data Reduction and Signal Enrichment.

Deliverables Documentation, machine learning code and models

Milestone 2.1.a) Start Date: February 2017, End Date: April 2017. Develop

application program interface (API) for intra-team data sharing.

2.1.b) Start Date: December 2016, End Date: May 2017. Intra-team code
integration and APl update.

2.1.c) Start Date: December 2016, End Date: June 2017. Sinkhole, DDoS
and HTTP data analysis.

2.2.a) Start Date: July 2017, End Date: August 2017. Porting and Testing
of tensor algorithms into SPARK.

2.2.b) Start Date: August 2017, End Date: October 2017. Initial tensor
decomposition and unsupervised learning experimentation.

2.2.c) Start Date: August 2017, End Date: October 2017. Initial tensor and
spectral modeling and attack forecasting efforts.

2.3.a) Start Date: May 2017, End Date: February 2018.{°)®)

[P)4) |
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2.3.b) Start Date: September 2017, End Date: February 2018. Preliminary
Information Gain (IG) analysis and model selection.

2.4.3) Start Date: March 2018, End Date: May 2018. Cross network
protocol temporal signal decomposition.

2.4.b) Start Date: January 2018, End Date: May 2018.[P/® |
I(b)(ﬂlﬁl |

2.4.c) Start Date: February 2018, End Date: May 2018. Cross network
protocol signal dedublication.

Technical Area 1

Task3 Link and Causality Analysis o
Description & Objective ||/
Ak [At the same time we

will develop causality reasoning algorithms able to digest large diverse
dataset and reconstruct attribution graphs. Finally, we will develop
processes that will be able to fingerprint a network environment according
to the loT devices in the remote network.

Phase 1 | Subtask 3.1 | Initial attribution analysis of historic attacks and event-based link
reasoning.
Subtask 3.2 | Preliminary network infrastructure and attack causality analysis.
Subtask 3.3 | Preliminary Device identification and Internet of Things (loT) network
profiling.
Phase 2 Subtask 3.1 | Alpha-level attribution analysis of historic attacks and event-based link
reasoning.
Subtask 3.2 | Alpha-level network infrastructure and attack causality analysis.
Subtask 3.3 | Alpha-level Device identification and Internet of Things (IoT) network
profiling.
Phase 3 | Subtask 3.1 | Final attribution analysis of historic attacks and event-based link reasoning.
Subtask 3.2 | Final network infrastructure and attack causality analysis.
Subtask 3.3 | Final Device identification and Internet of Things (loT) network profiling.
Deliverables Documentation, code andl(b)(‘”
Milestone 3.1.a) Start Date: September 2017, End Date: December 2017. Knowledge

Based Generation of Historic Threats.

3.1.b) Start Date: September 2017, End Date: December 2017 [0)7) |
[o7® |

3.1.c) Start Date: September 2017, End Date: December 2017. Cross
Protocol Threat Risk Analysis.

3.2.a) Start Date: April 2017, End Date: December 2017. Cross Protocol
and Multi Network Event Causality Analysis.
3.2.b) Start Date: January 2017, End Date: December 20170/ |
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Causality Analysis.
3.3.c) Start Date: November 2017, End Date: May 2018. Causality Analysis
in Historic Cyber Attacks.

3.3.a) Start Date: December 2016, End Date: March 2018.
B)4)  |1dentification.

3.3.b) Start Date: December 2017, End Date: April 2018. |oT Network
Environment Fingerprint and War-Driving.

3.3.c) Start Date: December 2016, End Date: March 2018.|®)%) |
@IEY)

Technical Area 1

Task 5

Data Enrichment, Threat Reports, ||"/4)
and Public Attribution

Description & Objective

Through this task we will develop the necessary processes that will help us
share various intelligence and modeling results with the various performers
in the program. In the same task we will develop the necessary processes
and infrastructure that will enable the systematic open source intelligence
collection. These processes and datasets will be constantly enriched by the
periodic feedback we will have with the rest of the teams and the program
manager.

Phase 1 | Subtask 5.1 | Initial information feedback loop and cross team process integration
Subtask 5.4 | Prototype active domain name system interrogation system
Phase 2 | Subtask 5.1 | Alpha-level information feedback loop and cross team process integration
Subtask 5.4 | Alpha-level active domain name system interrogation system
Phase 3 | Subtask 5.1 | Final information feedback loop and cross team process integration
Subtask 5.4 | Final active domain name system interrogation system
Deliverables Code, threat feeds and active domain name system (DNS) datasets
Milestone 5.1.a) Start Date: March 2017, End Date: August 2017. Architectural
debrief and coordination with program manager.
5.1.b) Start Date: August 2017, End Date: September 2017. Signal
requirements feedback loop between classified and unclassified
environments.
5.1.c) Start Date: September 2017, End Date: January 2018. Performers
cross pollination and API specifications.
5.4.a) Start Date: January 2017, End Date: May 2017|")*) |
(b)(4)
5.4.b) Start Date: June 2017, End Date: August 2017. Distributed Multi-
type DNS and DNSSEC Scanning Engine
5.4.c) Start Date: February 2017, End Date: April 2017. Water-holing Web-
Crawling Engine
5.4.d) Start Date: February 2018, End Date: April 2018. Public Exposure of
Raw Network Data
Task 6 Development, Quality Assurance |”/*/

and Packaging
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Description & Objective

In this task the participants in our project will have to work with the
Georgia Tech Research Institute team to translate the proof of concept
(POC) code intofb)(4) | This “tech-transfer” process will
include testing, code coverage and continues integration efforts
throughout the project. Our goal here is to minimize the risk of potential
code portability issues between the Georgia Tech networks and any other
(potentially classified) networks that the Rhamnousia framework will need
to be deployed.

Phase 1 | Subtask 6.1 | Initial development of [P)(4) I

Subtask 6.2 | Initial development of tensors methods, and forecasting engines

Subtask 6.4 | Initial link causality analysis system

Subtask 6.5 | Initial signal analysis and cross protocol enrichment systems
Phase 2 | Subtask 6.1 | Alpha-level development of [?)4) |

Subtask 6.2 | Alpha-level development of tensors methods, and forecasting engines

Subtask 6.4 | Alpha-level link causality analysis system

Subtask 6.5 | Alpha-level signal analysis and cross protocol enrichment systems
Phase 3 | Subtask 6.1 | Version 1.0/ |

Subtask 6.2 | Version 1.0 tensors methods, and forecasting engines

Subtask 6.4 | Version 1.0 link causality analysis system

Subtask 6.5 | Version 1.0 signal analysis and cross protocol enrichment systems
Deliverables Documentation, code, packages and code repository history
Milestone ALL SUBTASKS: Start Date: January 2017, End Date: May 2018

6.1.a) Packaging of proof of concept code.
6.1.b) Quality assurance and code review.
6.1.c) Continue integration according to feedback from the program.

6.2.a) Packaging of proof of concept code.
6.2.b) Quality assurance and code review.
6.2.c) Continue integration according to feedback from the program.

6.4.a) Packaging of proof of concept code.
6.4.h) Quality assurance and code review.
6.4.c) Continue integration according to feedback from the program.

6.5.a) Packaging of proof of concept code.
6.5.b) Quality assurance and code review.
6.5.c) Continue integration according to feedback from the program.
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Technical Area 3

Task 1

Data Engineering Georgia Tech, Georgia Tech

Research Institute

Description & Objective

b)(4)

Phase 1 Subtask 1.3 | Design and development of core application program interfaces (APIs)

Phase 2 Subtask 1.3 | Update, support and enrichment of core application program interfaces
(APIs)

Phase 3 | Subtask 1.3 | Finalization of core application program interfaces (APIs)

Deliverables Code and Application program interfaces (APIs)

Milestone 1.3.a) Start Date: November 2016, End Date: February 2017."‘33{4’ |
|(b)(41 |
1.3.b) Start Date: February 2017, End Date: May 2017"*) |
|(b){4) |

Task 4 Data Reduction and Modeling Georgia Tech, Georgia Tech

Research Institute

Description & Objective

(b)(4)

Phase 1 | Subtask4.1l | Preliminary operational ground truth validation of public attacks
Subtask 4.2 | Public attack attribution of historic attacks reports
Subtask 4.3 [®)4) |
Subtask 4.4 [®®) |
Phase 2 | Subtask 4.1 | Alpha-level operational ground truth validation of public attacks
Subtask 4.2 | Public attack attribution of historic attacks reports
Subtask 4.3 || |
Subtask 4.4 |[®/® |
Phase 3 Subtask 4.1 | Final operational ground truth validation of public attacks
Subtask 4.2 | Public attack attribution of historic attacks reports
Subtask 4.3 ||®*) |
Subtask 4.4 |[®)%) |
Deliverables Detection and attribution reports.
Milestone 4.1.a) Start Date: April 2017, End Date: June 2017.[7*)

(b)(4)

(D)) |
4.1.b) Start Date: October 2017, End Date: January 2018.|(b:“4-‘ |
|(b)(4j1
4.1.c) Start Date: September 2017, End Date: December 201 7.

|(b)(4j1 |
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i _.24 ._a} Start Date: June 2017, End Date: October 201 7.

(b)(4)

|4.2.b) Start Date: September 20|17, End Date: February 201 8

(b)(4)

(4b_.(24 .C) Start Date: September 2017, End Date: February 2018. |(b)(4) |
)@)

|4.2.d) Start Date: December 2017, End !‘.‘Jate: May 2018. Threat Console

For Open Public Attribution.

4.3.a) Start Date: October 2017, End Date: January 2018. Domain
Graveyard Creation and Sinkhole Generation.

4.3.b) Start Date: October 2017, End Date: January 2018.|°)4)

(b)(4)

4.3.c) Start Date: October 2017, End Date: January 2018.

|(b)(4j1 |

4.4.3) Start Date: February 2017, End Date: April 2017{°') |
|(b_)(4_1

4.4.b) Start Date: February 2017, End Date: April 2017.[P% |
|(b)(4)
4 4.c) Start Date: June 2017, End Date: April 2018[°1%) |Analysis.

4.4.d) Start Date: June 2017, End Date: May 2018./P) !
|(b)(4j1 |

Technical Area 3

Task 5

Data Enrichment, Threat Reports, and Public | Georgia Tech, Georgia
Attribution Tech Research Institute

Description & Objective

Through this task we will develop the necessary processes that will help us
share various intelligence and modeling results with the various performers
in the program. In the same task we will develop the necessary processes
and infrastructure that will enable the systematic open source intelligence
collection. These processes and datasets will be constantly enriched by the
periodic feedback we will have with the rest of the teams and the program
manager.

Phase1l | Subtask5.2 | Preliminary information signal normalization

Subtask 5.3 | Initial research and design of open threat intelligence data repository
Phase 2 | Subtask 5.2 | Alpha-level information signal normalization

Subtask 5.3 | Alpha-level research and design of open threat intelligence data repository
Phase 3 | Subtask 5.2 | Final information signal normalization

Subtask 5.3 | Final research and design of open threat intelligence data repository
Deliverables Code and attribution reports
Milestone

5.2.a) Start Date: August 2017, End Date: September 2017. Code
Portability Requirement.

5.2.b) Start Date: November 2017, End Date: December 2017.Data and
Model Summarization For Shipping Them Alongside the Code.




Obtained by UndeadFOIA

Rhamnousia’s STATEMENT OF WORK

5.2.c) Start Date: November 2017, End Date: May 2018. Obfuscated
Synthetic red-space test-case generation for code quality and performance
assurance.

5.3.a) Start Date: September 2017, End Date: May 2018. Public black lists
and threat exchange-clearing house.

5.3.b) Start Date: June 2017, End Date: December 2017. Dynamic Analysis
of malware and low Reputation Zones.

5.3.c) Start Date: January 2017, End Date: December 201 7.
[©X4) |

Task 6

Development, Quality Assurance and Georgia Tech, Georgia
Packaging Tech Research Institute

Description & Objective

In this task the participants in our project will have to work with the
Georgia Tech Research Institute team to translate the proof of concept
(POC) code into robust Debian packages. This “tech-transfer” process will
include testing, code coverage and continues integration efforts
throughout the project. Our goal here is to minimize the risk of potential
code portability issues between the Georgia Tech networks and any other
(potentially classified) netwaorks that the Rhamnousia framework will need
to be deployed.

Phase 1 | Subtask 6.3 | Initial development of data reduction and enrichment algorithms
Subtask 6.6 | Initial open source intelligence data collection system
Phase 2 | Subtask 6.3 | Alpha-level development of data reduction and enrichment algorithms
Subtask 6.6 | Alpha-level open source intelligence data collection system
Phase 3 | Subtask 6.3 | Version 1.0 data reduction and enrichment algorithms
Subtask 6.6 | Version 1.0 open source intelligence data collection system
Deliverables Documentation, code, packages and code repository history
Milestone ALL SUBTASKS: Start Date: January 2017, End Date: May 2018

6.3.a) Packaging of proof of concept code.
6.3.b) Quality Assurance and Code Review.
6.3.c) Continue Integration According to Feedback From The Program.

6.6.a) Packaging of proof of concept code.
6.6.b) Quality Assurance and Code Review.
6.6.c) Continue Integration According to Feedback From The Program.
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From: (b)(6)

To:

Cc:

Subject: latest EA program review slides

Date: Thursday, June 14, 2018 8:38:57 AM
Attachments: 2018 05 09 120 EA Program Review v3.pptx
Vi,

(b)(B)

Office: |(0)(6)
Cell:[(b)(6)
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From: (b)(6)

To:

Subject: New EA highlights slides

Date: Tuesday, December 4, 2018 3:10:01 PM
Attachments: 20180802-EA-highlights v3.pptx

Here is what I came up with for the new highlight reel. This is how I
organized the flow of the presentation:

- Program level overview

- Demonstration of Capability- Proof of Concept (manual analysis case
studies)

- Development/progression of tools and techniques

- Demonstration of Capability- Automation

- Transition

If you like this flow, we can start from here and add or delete pending the
audience and how long we want to go.

Vi,

(b)(B) (office)
(cell)
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From: {b)(@)
To:
Subject: new slides
Date: Friday, June 3, 2022 4:21:24 PM
Attachments: Constellation v9.1.poptx
Vir,
(b)(B)
(b)(6) (wdarpa.mil

(darpa.ic.gov

(office)
(cell)
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(b)(3):50
(D)(B) u.s.C.
................... — 3605
. e R Section 6
Location: 675 09-500 Small Conference Room (TS/SAP/SCI) | aw 8A-3
Start: Tue 7/19/2022 1:00 PM
End: Tue 7/19/2022 3:30 PM
Show Time As: Tentative (b)(3):50
LLS.E.
Recurrence: (none) 3605
_Section 6
Meeting Status: Not yet responded - Public

Organizer:
Required Attendees:

Resources:

Proposed Agenda:

1300-1345:
1345-1430:
1430- 1515:
1515-1530: Discussion

(b)(6)

(b)(8)
675 09-500 Small Conference Room (TS/SAP/SCI)

portfolio
portfolio

.portfolio

PM's feel free to attend all or just your portion

Visitor Information:

https://www.darpa.mil/policy/visitor-information



(b)(4). (b)
(3):50
U.s.C.

3605

Section-6....

Public Law
86-36
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From: (b)(4), (b)) I
To: (DIG) |
cc: (b)(4), (b)(6) |

Subject: Rei szg.q!!
Date: Monday, ober 727, :03:51 PM

From: [(P)6)

fpdarpa.mil>

Sent: Monday, October 22, 2018 7:01:57 PM
To: [(b)4), (b)(6)
Cc:
Subject: Re: | (b)(4)]

> On Oct 22, 2018, at 5:29 PM J®)(4). (£)(6)

b wrote:

=

(b)(4)

VoW Y WYY

>
» Froni: I(b)(4). (0)(6) I
> Sent: Monday, October 22, 2018 5:20:34 PM
> To: [BI@), B)(6) |
> Ce{(PXO) [o@®E ]
> Subject: Re:| (b)(4)]
=
(0)(®)
=
> (0)(4)]
=
> Regards,

(b)(4), (b)(®)

=
=

>On Mon, Oct 22, 2018 at 5:18 PM|?X4). ®)6)

wrote:

B
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(b)4), b)B)

(b)(4), (b)(6)
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From: (b)6)

To: (b)(4), (b)(B) |

Cc: (b)4). (b)  [lib)(6) |
Subject: Rel| (B)(4)

Date: Wednesday, October 24, 2018 7:32:02 PM

That info is NOFORN

> On Oct 24, 2018, at 7:25 PM{P)4), (£)(6)

fwrote:

=

1 (b))

=
e

(b)(4), (b)(6)

LV

VooV AL A

>

> From: I{b-}(G)

@darpa.mil>

> Sent: Wednesday, October 24

> To: D)), B)E) |

, 2018 7:23:12 PM

> Cc . 16 [

), (b)(B) "(bl(ﬁl

> Subject: Re:]__ (b)(4)]

>

>

VoMWW

> On Oct 23, 2018, at 5:37 PM,
>

(B)(4). (b)(B)

P> wrote:

> Concur.(. w;(hl |n0tl

>
-

(b)(4), (b)(6)

>

> 0On Tue, Oct 23, 2018 at 5:36

> I hate you.
=

Teils il

PMJ(D)4), (b))

|>> wrote:

(b)(4), (b)(B)
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>

> From:l(b){s) @darpa.mil<milt ()0 |adarpa.mil>>
> Sent: Tuesday, October 23, 2018 5:34:09 PM

> To:[(D)4), (b)(6) l

> Cc:|()(6) J|R)4), o) Hib)(6) |

> Subject: Re:| (P)(4)

>

> Run with it.

>

>>On Oct 23, 2018, at 5:31 PMJP)4). (©)E) |> wrote:
>>

>>{0)6) | ®)@)]

>>

-3 (b)(4)

>

>

33

>> Thanks,

>>

>>

(b)(4), (b)(8)

LR
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From: {b)(6)

To:

Cc:

Subject: RE: Constellation draft pitch deck
Date: Tuesday, February 22, 2022 4:15:17 PM
Attachments: Constellation Proposer Day v2.pptx

Sorry, new new version, use this one

Vi,
(b)(6)
(b)(©) cdarpa.mil
_ idarpa.ic.gov
(b)(6) office}

cell)

-----Original Message-----

From:|(0)(6) B |

Sent: Tuesday, February 22, 2022 4:12 PM

To:|(P)E) fadarpa.mil>

Cc:|b)(B) l@darpa.mil>
Subject: RE: Constellation draft pitch deck

New version

Vi,
(b)(6)
(D)(6) (@darpa.mil
(wdarpa.ic.gov
(0)(6) (office)
(cell)

----- Original Message-----

From:|(b)(6)

Sent: Tuesday, February 22, 2022 2:10 PM

To:|b)(5) [@darpa.mil>

Cec: [(0)(6) j@darpa.mil>

Subject: Constellation draft pitch deck
(b)(6)

Here is a draft slide deck for our Constellation pitch. I think we can pull a couple slides from here to use for the
CIO. Let me know what you think.

(b)(B)

Feel free to help clean these up or add in any edits/suggestions that you may have.
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Vi,

(D)(6)

(D)(6) (wdarpa.mil
(adarpa.ic.gov

(D)(G) (office)

(cell)
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From: (b)(B)

To:

Cc:

Subject: RE: Constellation draft pitch deck
Date: Tuesday, February 22, 2022 4:12:32 PM
Attachments: Constellation Proposer Day v2.pptx

New version

Vi,
(D)(6)
(b)(6) kdarpa.mil
darpa.ic.gov
(b)) (office)
(cell)

-----Original Message-----

From: |(b)(6) B |

Sent: Tuesday, February 22, 2022 2:10 PM

To:|(0)®) |@darpa.mil>

Cc:|(D)E) [a)darpa.mil>
Subject: Constellation draft pitch deck

Here is a draft slide deck for our Constellation pitch. T think we can pull a couple slides from here to use for the
CIO. Let me know what you think.

(b)(®)

Feel free to help clean these up or add in any edits/suggestions that you may have.

Vi,
(0)(6)
(@darpa.mil
(@darpa.ic.gov
(0)(6) (office)
(cell)
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From: (D)(B)

To:

Subject: RE: CPB Briefing

Date: Monday, November 23, 2020 11:07:32 AM

Good catch, I assumed it was going to be Teams. I reached out to®)(®)
(0)(6) to see about getting a Teams dial-in. It will be unclass

EIE) (office)
(cell)

From:{®)(®) fdarpa.mil>

Sent: Monday, November 23, 2020 9:38 AM

To:|()(B) [@darpa.mil>;
6] fadarpa.mil=]0)©) |

(b)(6) [adarpa.mil=;|0)(€) [ darpa.mil>;
(b)(6) [@darpa.mil>

Subject: RE: CPB Briefing
Looks like this invite for Dec 2 is still for an in-person meeting. Is it
unclass and going to be a MS Teams call? If it needs to go classified, |

have reserved 07-500.

-----Original Message-----

From3(b)(6) |USARMY CYBER PRO BDE (USA)

4(b)(6) [@mail.mil>

Sent: Thursday, November 12, 2020 1:17 PM

To:|(b)(E) [wdarpa.mil>
Cc:|0)B) jwdarpa.mil>{(P)©) |

|(b){6] fgdarpa. mil>;[(®)(©) [@darpa.mil>{(P)6) I
(b)(B) [@darpa.mil>;|(b)(6)

(b)(B) [@wdarpa.mil>

Subject: RE: CPB Briefing

(b)(6)

(0)(3)
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(b))

Respecttully,

From:|(P)(©) fodarpa.mil]

Sent: Thursday, November 12, 2020 12:23 PM

To[D)E) JUSARMY CYBER PRO BDE (USA)

Ce:|(L)(6E) |
J0)6) |
Subject: CPB Briefing

(b)(6)

We have multiple threads going on about this briefton 02 Dec.
Since all of us work closely together, to avoid confusion and help with
coordination, let's start a new thread. As we discussed on Teams, 02
December looks like a good day. [ would propose a 2-hr window to brief EA
and CHASE back to back from 1400-1600.

Proposed Agenda:

1400-1500: CHASE
1500-1600: EA

1 am happy to set this up via Teams, let me know if you would like us to
handle the meeting logistics or if the CPB will do that.

BREAK
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(b)(®)

Please mention this to___(b)(6)]and see if she would like to attend as
well. I know she has been actively involved in previous engagements.

Vir,

(b)(6)

| (b)e)}
Office: [(b)(6)

Mobile
NSTS{OTTT ]
(b)(B)

[@darpa.mil
[@darpa.ic.gov
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From: |(b)(6) I

To: (0)E) USARMY CYBER PRO BOE (USA)

ca: ©)6) |
Subject: RE: CPB Briefing

Date: Monday, November 23, 2020 11:06:34 AM

We got the invite for the 02 Dec mtg but no dial in or VTC instructions. Is
the CPB setting that up or do we need to create a Teams dial in?

Vi,

(b)(6)

(b)(6) (office)
(cell)

----- Original Message-----

From|(P)(©) |[USARMY CYBER PRO BDE (USA)

H(b)(6) f@mail.mil>

Sent: Thursday, November 12, 2020 1:17 PM

To:|[(0)E) fdarpa.mil>
Cc:[P)6) [@darpa.mil>;|(b)(©) |

(b)6 [@darpa.mil>;|(0)(6) fodarpa.mil>{(b)6) |
(b)(6) jpdarpa.mil>;|(0)(©)

(b)(6) adarpa.mil> I—I

Subject: RE: CPB Briefing
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From:|P)(©) [@darpa.mil]

Sent: Thursday, November 12, 2020 12:23 PM

To]{ b)) JUSARMY CYBER PRO BDE (USA)

Cc;l(b)(GJ I
[®)X6) |

Subject: CPB Briefing

We have multiple threads going on about this briefto| ~ (0)(6)}on 02 Dec.
Since all of us work closely together, to avoid confusion and help with
coordination, let's start a new thread. As we discussed on Teams, 02
December looks like a good day. [ would propose a 2-hr window to brief EA
and CHASE back to back from 1400-1600.

Proposed Agenda:

1400-1500: CHASE
1500-1600: EA

1 am happy to set this up via Teams, let me know if you would like us to
handle the meeting logistics or if the CPB will do that.

BREAK

Please mention this t (b)(6)|and see if she would like to attend as
well. Tknow she has been actively involved in previous engagements.

Vir,

(0)(6)

Office:|(P)(©)
Mobile
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NsTs{PE ]

(b)(E) (@darpa.mil
wdarpa.ic.gov
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From: ()(6)

To: (D)(6) USARMY ARCYBER (USA)
Cc: (b)(B)

Subject: “RE: draft ARCYBER MOA (UNCLASSIFIED)

Date: Thursday, March 17, 2022 8:09:52 AM

(b)(B)

Happy to add an ARCYBER LNO/SETA or whatever position you all want to commit
to. USCC had issues with that so it got removed. I'll fix the Marine
language. Everything else look good?

That would be a disappointment if you were not the Rep for this, perhaps|)(©)
can make a request- assuming you want to continue. . .

Vi,

(b)(6)

(0)(6) (office)
(cell)

(0)(6) I(NSTS)

-----Original Message-----

From{(®)(®) [USARMY ARCYBER (USA)
<(0)(6) warmy.mil>

Sent: Wednesday, March 16, 2022 8:46 PM

To: (b)) |@darpa.mil>
Cc: [b)6) [zdarpa.mil>

Subject: RE: draft ARCYBER MOA (UNCLASSIFIED)

CLASSIFICATION: UNCLASSIFIED

(b)5)

(b)(®)

----- Original Message-----

From:{(b)(6) [@darpa.mil>
Sent: Monday, March 14, 2022 1:22 PM

To{(b)(6) JUSARMY ARCYBER (USA)

4(®)6) lwarmy.mil>

Ce: [P)E) ladarpa.mil>

Subject: RE: draft ARCYBER MOA (UNCLASSIFIED)

(b)(6)

Just don't start adding (Sel) to your signature block. Lol

Yes, I tried to make them generic. [2)(®) (MARFOR),
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(JCW), and 16AF are reviewing very similar ones

Vir,

(b)(6)

(0)(6) wdarpa.mil
darpa.ic.gov

(b)(6) (office)

(cell)

----- Original Message-----

FromJ0)®) JUSARMY ARCYBER (USA)
40Xe) f@army.mil>

Sent: Monday, March 14, 2022 1:14 PM

To:[PX®) fodarpa.mil>
Cc:|0)E) [@darpa.mil>

Subject: RE: draft ARCYBER MOA (UNCLASSIFIED)

CLASSIFICATION: UNCLASSIFIED

(0)(6)
(0)(5)

{(b)(ﬁi) |

----- Original Message-----

From:|(b)(6) l@darpa.mil>
Sent: Monday, March 14, 2022 1:06 PM

To[D1®) J[USARMY ARCYBER (USA)

®I6) [warmy.mil>

Cc:[bXB) |@darpa.mil>

Subject: draft ARCYBER MOA

2] I

Here is the draft MOA for Constellation. Can you please forward to the

group

to start the review and edit process? Nothing in this MOA is set in stone.

At this point, the goal is to get the MOA language to a point where ARCYBER
is

ready to staff. This will allow us to tell our leadership with confidence

that we have an operational partner willing to support Constellation.

Thanks

for all your help.

I marked it CUI out of an abundance of caution, I don't think it needs to be
CUI but T will leave that to Army's discretion.

Vir,

(b)(6) [@darpa.mil
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(0)(6) |@darpa.ic.gov

(D)(B) (ottice)
(cell)

CLASSIFICATION: UNCLASSIFIED

CLASSIFICATION: UNCLASSIFIED
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From: (b)(6)

To:

Subject: RE: Hack-A-Thon after action

Date: Wednesday, November 21, 2018 1:13:17 PM

Rgr- I'll work on it

Vi,

(b)(6)

(b)(6) (cell)

----- Original Message-----

From:|P)(©) l@darpa.mil>

Sent: Wednesday, November 21, 2018 1:12 PM

To:|(P)6) [@darpa.mil>

Subject: Re: Hack-A-Thon after action

|<b)(5J |

>0n Nov 21, 2018, at 12:33,[®)®) |
©)(©) [@darpa.mil> wrote:
b
{b)(®)
=
= This is what I am planning on sending to the transition partners, let
= me know if you have any issues or changes:
=
= ALCON,

(0)(4), (B)(3)
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(b)(4), (b)(3), (BXT)E)

Vi,

(b)(®)

(b)(6)

V.V VYV VYV VY

(cell)
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> Original Message-----

> From:|(0)(5) B kW gatech.edu>

> Sent: Tuesday, November 20, 2018 8:37 PM

> To:|(P)E) @darpa.mil>
> Cc:
> {(b)(B) [&}dal—pa‘mi[>;

>[(b)(6) @darpa,mi]>|(b)(6] |

)6 @cynnovative.com) <|(b)(6) Id/}cynnovative‘comz

>|\P1P) @ kndudyn.com)-q-—-  [@kududyn.com>
> Subject: Re: Hack-A-Thon after action

(B)(4), (P)), ()(T)E)

(b)(®)

>
>|(0)6) ) gatech.edu

> Georgia Institute of Technology

>|(b)(6)

>

=

>

> From:|(2)(6) jadarpa.mil>
> Sent: Tuesday, November 20, 2018 8:28:44 PM

> To: |(R)(B)

= Ce:
>|(b)6 @cynnovative.com); [P)(6) @kududyn.com)
> Subject: Re: Hack-A-Thon after action

>
(b)(4), (b)(5)

>

>> On Nov 20, 2018, at 17:20,|(P)(6) [@gatech.edu> wrote:
>>
(b)(4), (b)(5), (b)(6)
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(B)(4), (B)S), (B)(T)E)

>> Thanks,

>>

o

>>|{b)(6) @gatech.edu

>> Georgia Institute of Technology

>>|{b)(6)

>>

>>

>>

>> From: [P)(©) [@darpa.mil>

>> Sent: Tuesday, November 20, 2018 4:35 PM

>> To:|(b)(6)

=>> Cc:
(b)(®) cynnovative.com);}(b)(6) wkududyn.com)

>> Subject: Re: Hack-A-Thon after action

=5
(b)(4), (b)(5), (B)6), (B)(T)NE), ()3):50 US.C. § 3024()(1)

>> On Nov 20, 2018, at 11:32|P)®) |

> [0 @ darpa mil<mailto[)0) |adarp
> a.mil>

> wrote:

=
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==

B

(0)(4), (b)(3), (B)(T)E)




Obtained by UndeadFOIA

(b)(4), (b)(3), (bX7)(E)
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(b)(4), (b)(3)

>> Vi,
>
>>[(D)(6)
>

>3

==

>>|(B)(6)
>>
>>
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From: (b)(6)

To:

Subject: Re: Last ECP

Date: Tuesday, May 29, 2018 2:44:43 PM
Attachments: Proposal.txt

(0)(6) |this was the original proposal I sent to AFRL about this ECP. Forgot to include it in the first email. We will
absolutely need something like this for this one.

I(b)(S) @gatcch.edu
Georgia Institute of Technology

) |

From{®©/®

Sent: Tuesday, May 29, 2018 2:36:15 PM
To:|(b)(5) |
Subject: Last ECP

For your reference, these are the two docs.

[E)6) [@gatech.cdu

Georgia Institute of Technology
|( b)(6)




Y@, BI7TNE), B)3) 10 USC.§ 33000), (b@ﬁfgrﬁ(@d Dy U nd ead F@ IA
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From: (b)(B)

To:

Subject: Re: Monday visit

Date: Tuesday, May 1, 2018 6:34:02 PM

(b)(4). (b)(5)]

>0On May 1, 2018, at 17:22,|(b)(6)

l@,darpa.mil> wrote:

=

(b)(4). (B)(5). (b)(6)

=

=

>>On May 1, 2018, at 4:09 PM,[P){4). ®)©)

wrote:

S8
>> Any news on this|®)(©)
>

EON

~=|(b)(4), (b)(6)
>
>

>
>>
>>

>> From;l(b){6)

@darpa.mil>

== Sent: Wednesday, April 25, 2018 3:00:27 PM
>> To:|(b)4), (b)(5) |
> Cc:l{b)(B) |

== Subject: RE: Monday visit

>>

== Rgr, we'll see!

>>

==>|(b)(6) |

==|(b)(6) |

>> Office:|P)®)

>> Cell:|(b)(6)

>>

>> From: [(b£){4), (b)(6)

== Sent: Wednesday, April 25, 2018 2:55 PM
>>To: |(b){4)- (b)(6) |

>> Cc:|(b)(6)

@darpa.mib;l(b)@

1b)(6) kodarpa.mil>
== Subject: Re: Monday visit
>>

(B)(4). (k)(3), (k)(6)

oy
== o

>=|(b){4), (b)(6)
o]
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>[I BE)
>

==
==

>> From:|(b)(4), (0)(6) l
>> Sent: Wednesday, April 25, 2018 2:51:21 PM
>> To:|D)4), (b)(6) |

>> Cc|®0) ||(b}{6)

>> Subject: Re: Monday visit
>>

==

>

(b)(4). (BD)5)|

pe

>> Regards,

=

>>|(D){4), (b)(6)
>
>
>
>

==

>>On Wed, Apr 25, 2018 at 2:36 PM, [P)(4). (B)(6)

(b)(4), (B)(B), (b)(7)E)

>>
>>

>> (0)(4), (b)(5)]
>>

>
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>> [0 B6)

>> Georgia Institute of 1echnology

>:|(b)(4)- (b)(E)
>>

=
P

> From;l(b)(ﬁ)

|
4()6) [&darpa. mil<mailto]®)®)

Iudarpﬂ,mil>>

>> Sent: Wednesday, April 25, 2018 2:29:36 PM
>> To: [(b)(4), (D)(6) |

> Cc;l(b)(6) I

>> Subject: RE: Monday visit

>>

>

(B)(4). (b))

>=
>>|(b)(6)

>>{(b)(B
>> Office:|(P)(©)
>> Cell:

==
=

>> -----Original Message-----

== From: |(b](4) (b)(6)

>

>> Sent: Wednesday, April 25, 2018 2:05 PM

>> To:|b)4), (b)(B)

|>>

>> Ce:|(b)(B)

|
4(0)(6) fodarpa.mil<mailto{(°)(®)

Eldamg_mi]>>;|(b)(6)

o)) |&)darpa.mi]<mgiltg|(b.7{611 |@dgmﬂ,m‘;l>>

>> Subject: Re: Monday visit
>>

o L—

Kty

(0)(4), (b)(8), (L)T)C), (b)T)E)
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(D)(4), (D)(6), (L)(7)E)

>=
= B)@). B)O)]

>>

>> .

(b)(4), (b)(8)

>>{D0T Do) ]

>>{(b)(4), (b)(6)

>>

>>

>>

>> From:{0)4), (0)(6) |

>> Sent: Wednesday, April 25, 2018 1:59:05 PM

> To:l(b){4).(b)(6) |

> Cc;l(b)(6) I
>> Subject: Re: Monday visit
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>>
>> Attached.
>>

>>|(b)(4)- (B)(T)E)
>>

>> .

>=[)4), (b)(6)
>>
>>|(0)(4), (b)(6) |

>>

>>

>>

>> Fromjl(b){d')- (b)(6) |>>
>> Sent: Wednesday, April 25, 2018 1:56:48 PM

>> To: [()4), (B)(E) |

>> Cc:|(b)(6) |

>> Subject: Re: Monday visit

>>

> (b)(4), (b)(S)I'!b)HJ. (®)(7)(E)

(Bley
==
>> Regards,

>>

<=[b)(4), (b)(B)
>>
==
>>
>>
>>

;On Wed, Apr25, 2018 at 1:45 PM.|(0)4), (b)(6)

<(b)(4), (0)(6) k== wrote:

(b)(4), (B)(B), (D)(7)C), (b)(7)E)

==

=

>] ©)@), )5
==

= -

>>{{b)4), (b)(B)
2

>>{(b)4), (b)(6) |
2
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2

>>

>> From: |0)4), (0)(5) |

>> Sent: ngnggggi Agrii 2; 2018 1;3'29'48 PM

>> To:|(0)E) I
>> Cc:|(b)4), (b)(B)

>> ject: Re: Mon 151

_>|{b1  (b)(B), (P)T)(C), B)7)NE) |
2:

>S[o@, B L
>>)

>>{(b)(4), (b)(6)

2

2

= Frgml(b (0)(6)

>> Sent: Wednesdav, April 25, 2018 11:54:14 AM
>> To:|®)6)
>> Cc:|(b)4), (b)(&

>> tR'Mnavii

2'&:)(4). (b)(6), (B)(TNC), (RYTIE)

>> From:|(P)©) |

[®)6) adarpa.mil<mailto](P)(6) darpa.mil>
<mailto{(b)(5) [a@darpa.mil>>>
> Sent: Wedn April 25,2018 10:23 AM
>> To: [b)(), (0)(E) }(b)(6)

>>Cc:
>> ject: RE: Mon Visit

2

>> Rgr, thanks!

>

~=4(b)(6)

>{(b)6) |
>> Office]®)6) |
11:{(b)E)

P riginal M ———mm

== Frgm'l(b)("—lﬁl_. {b)(B)

>> Sent: Wednesdav, April 25, 2018 10:21 AM

>> To:[P)(6) da il<mailtol®)©) arpa.mil>
<mailto|(0)(€) [@darpa.mil>>>:()(6)

4(b)i6) wdarpa.mil<mailto:|(0)(€) wdarpa,mil>

<mailto:|(b)(6) @ mil>>>

>> Cc:|(b)(4), (b)(6) b>=>

>= ject: Re: Mon Jisi
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e

(0)(4), (b))

2>

&

>={(b)(4), (b)(B) >
>
>=|(b){4), (b)(6) |
2

2

>>
>> me-l(b){s)

<mailtof(P)(©) jodarpamil>>>
>> Sent: Monday, April 23, 2018 9:37:42 PM
>> To:|P)6)
>> Ce:[D)@), b))

== ject: Re: Mon isit

2

| (b)(4), (b)(5)|

==

>>>On Apr 23, 2018, at 21:05.JP)5) |

|(b)®) wdarpa.mil<mailto:|(0)(©) wdarpa.mil>

<mgiltg|(b)(6) Et)dg rpa.mil>>> wrote:

pr ol

(B)(4), (B)(S). (b)(E)

2

>>>|(b)(4), (B)(©). (b)THE) F
wEz (b)(4), (b)(5)
>
>
>
>>>f0E | (b)(4). (b))

>

-]

>

>m

>

>>>> On Apr 23, 2018, at 9:01 PM, |()(4), (b)(6) }
1)4) b)6) == wrote:

===

>>>> D we are still in April

>

2= -

>>>>[(b)4), (b)(6) >

>>>> From: (b)(4), (b)(B) >
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=>>> Sent: Mon April 23, 2018 8:56:54 PM

>>>> To:[(D)(B)

>>>> Ce: [b)4). (b)) J|R)6) |
>>>> Subject: Re: Monday visit

>>>>

>>> (B)(4), (b)(5)|

>=>>=|(b)(4), (0)(B) |>_>
<(b){4), (0)(6) p>>

>>>> On Mon, Apr 23, 2018 at 8:30 PM !(b){S) I
(0)(6) fudarpa.mil<mailto(b)(6) @Qmm_ilxmailtd(b){ﬁ) )darpa.mil>>
mﬂu&miﬂq{b)@—pdama mil>>>> wrote:

>>=> April lst to present.

===

>>>> On Apr 23, 2018, at 20:28 [P)#), (0)©) .

<(b)(4), (D)(6) F>>> wrote:

S>>

S>>
>>>§: (b)(4). (b)(5)|

el

), (0)(6) | =
T)4). (D)(©) p>>

S>>

>>>> On Mon, Apr 23, 2018 at 8:27 PM,[P)%). ©)6) b

<mailto]®)i4), (b)(6) [>>>> wrote:

SB3> 1

>>>>

>>5> -

>»>>[(D)(4), (0)(6) | =

<mailto]®)4), (b)(6) b>>

=== |(D)(4), (b)(6) |

>>>{(B)@), B)0) |

>om>

>>e>

S>>

2>>> Ergm'l(b){s) a mil<mailto](®)(®) wdarpa.mil>

<mailto:](b)(6) ) mil=><mailto|(b)( 7 mil>

<mailto] i[>>>>

>>>> Sent: Mon ril 23, 2018 8:26:08 PM

>>>> To:|(0)4). (b)(6)

>>>> Ce|R)©) f[b)4), (b)(6)

<mgiltgi<b){4). (b)(B) >

>>>> Subject: Re: Monday visit

>>>>

:

T

T
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>>>> (A)

===

>>>>> On Apr 23, 2018, at 20:24.[®)4). (0)©) 3
<mailto]b)4), (b)(6) E>>> wrate:
S>>

>>>>> S0, |0)O) |the right one is this:

S5

>>5>>[(0)(4), (b)(6), (b)(T)(C), (D)T)E)

S
S
S
SHES>
S
S>> 7
S

>>>>> Thanks,
P

>EEEE -
>>>>>[B)14). B)0) p>

<mailto§(®)4), (b)(5) ==

>>=>>|b)4), (b)6
>>>>=|(b)(4), (0)(6) I

I
ﬂ(b)(ﬁ) w mil<mailto](b)(®) rpa.mil>
<mailto}()(6) a mil>><mailto{(P)0) ddarpa.mil>
<mailtol @ mil>>>>
>>=>> Sent: Monday, April 23, 2018 8:19:28 PM
>>>>> To:|b)4), (0)(6) b=
<mailtod(b)(4), (b)(B) | =
>>>>> Ce: l(b)(B)
>>>>> Subject: Fwd: Monday visit
SOO>>

(0)(4). (b)(3)

>>>>> Begin forwar mess

S>> Frgm'|{b’{4)‘ (B)(6), (PI7)C), U7 NE) | =
<mailto](®)i4), (b)(E), LITNC). (RITHE) =

>>>>> Date: April 23, 2018 at 5:59:53 PM EDT

>>>>> To: |(bJ(6) adarpa.mil<mailto](P)(6) mil>
<mailto}(b)(6) kdarpa m;l>>{ma|]tg:|(b)(6) @ darpa.mil>

<mailto darpa.mil=>><mailto}(b)(6) W il>

<mail mil>><mailto:|(b)(5) 1) mil>

<mailto I mil=>>>>

DS fgl{b](ﬁ)

4(D)(6) [@darpa.mil<mailtob)[) E‘ﬂmﬂﬂ>

<mailto](b)6) lzdarpa.mil>><mailto](0)(6) @ mil>

=)

E

J
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<mailto](b)(6) @wdarpa mil>>><mgiltg| )(6) @da[pa,mil>
<mailto @darpa.mil>><mailto](b)(5) ) mil=
<mailto @darpa.m I>>>>> |(0)(6)

adar; m1|><m§|11tg|(bl B) E}dama mil=>

(b)(6) ddarpa mll>>>

[®@), B)6) I
<mailtod(b)4), (b)(5) =

<mailto; ]( )(6 @mltrg Qrg=>>>> | T ___l‘ﬂ_\_{F! (FBD)"

L i (0)(4). (0)(6)

- s e, M i LD PRy vt b 7 C ; D
<_mam (b)(4J (bj(?)(cj (bj(?)(EJ ..... L ( )()( (;)((E;

<mailto
>>=>> Subject: Re: Monday visit
SO

>>>>>]0)4), (P)(1)(E)

>>>>> From; i {arpa.mi i )(B) wdarpa.mil>
mailto]®)®) i o darpa.mi

<mailto _@m mll>>><mallto @darpa.mil>

<mailto [wdarpa m1|>>4ma|]tg,|(b){6) Ié)dgr_‘pa mil>

>>>>> Date: 4/23/18 5:40 PM (GMT-05:00)

>>>>> To{B)(6), BINKBS) (FBN' (0)(8), (B)(7)(C)|

<mailto](P)4), (0)(B), (L)7)H(C) B>

<mailto

>>>>> Cc:|b)(6) |

4(b)©) lwdarpa mll<ma|ltg;|(b (6 @darpﬂ.mib

<mailto](b)(6) ) )(6) W mil>

<mailto ) >

<mailto

@darpa.mil>
<mailto

[(b)6) [adarpa mllﬂmal]tgl(b ludarpa mil><mailtg|(b)(6) Igzda[pa mil=>
<mailto](b)(6) i darpa.mil=<mailto:|(b)(6) cdarpa.mil=>>
<mailto i darpa.mil><mailto: odarpa.mil>>

<mailto] darpa.mil><mailto: ) mil==>>> [(0)(6)
ib)4), (0)(G) F<mailto](b)(4), (b)) ><majlto](®)(4), (©)(6)
<mailto]®)@), (0)(5) >>><mailto](0)(4), (0)(©) B<mailto]®)#). ©)6) ><mailto] b)), ()E)
<mailto >>>> (b)(8), (0)(7)(C)|WF) (FBI

o7, ©)6). BNTIC) -

|

(0)(4), (R)(6), (0)(6). (B)(7)(C) (b)f)(E)I

BYTUC)B)L e TS B
E) (b)(4), (B)(B). (BY(TNC), (R)T)E)

P



(D)(4), (b)(6), (b)
(XC) .

(b)4), (b)(B), (b)
(TXC). (OKD)E)

Obtained by UndeadFOIA

e

>>=>> April | to present i time frame t with

>>>>> From: [P)©) I

4bi©) mil<mailto]®)®)

rpa.mil=>

<mailto](P)(6)

wdarpa.mil>

) .mil>

@ darpa.mil>

>>>>> SentMa

April 2 18 1:
>>>>> To:

>35> (| (P)O) |

.. 2>>>> Subject: Re: Monday visit

YOS

(b)(4), (0)(B).

('b)(-?l(f:) >>>>> Anyway, thanks again and we'll talk with yvou all more soon.
(b)(4), (b)
(6). (b)7)
(e e
(b)(4), (b)(B), >>>>Z -
O}THC)  >>>>>gal e 1

SEmes

S>>

PP

22222l |

el

P

>>>>>{(0)(4), (0)(7)(E)

P

>>>>> Thanks
P

S>> (0)(6)
S>>

>>>>> On Apr 23, 2018, at 12:03 PMJP)O). ®X7XC)

i11oJETE, BXTIC)

(0)(4), (B)(E). (B)(T)(C)

e
SO
>>>>> Thanks all for meetin We really enj

more in the future,

>z
P

the di

ssion an |

king fc rd to worki

together

>>5>>>|(0)(4), (0)(7)(E)

(D)(4), (b)(6),

(b)(4), (b)(7)(E)

h ""9}_;.)) (b)(4), (b)(6), (b)(7)(C)

Sz
=z

S>>
>>>> T |




-\._____\?>>>) S”biggt' RE: Mg;ndgy visit
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>>>>[(0)(6), (b)7)(C) I

S>>

>>>>> From:|®)© I

fl(b)(ﬁ) Ié)darpﬂ mil<mailto]P)©) @darpa,mib
<mailto](b)(®) @darpa.mil>><mailto|P)©) darpa.mil>
<mailto i darpa.mil>>><mailtof(®)(®) mil>
<mailto idarpa mil>><mai][g;|(b)(6) @' darpa.mil>
<mailto] Wdarpa.mil>>>>>

>>>>> Sent: Fri April 20, 2018 4:04:47 PM

>>55> To:JON0L BN BS) (FBI):[0I6) |

>>>>> Ce:|0)(6). O)T)(C) Jf(®)©) |

S>Eme>

>>>>> | ook forwar neeting evervon Monda tached i verview (b)(T)(E)l

S35
>>>>> Thanks

S>>

>>5>>|(0)(6)

>>>>>[b)(4), (b)(6) |
>>>>> OfficedP)E)

>>55> (el ()6)

S>>

S>>

S>> eaeee iginal Message---—-

>>>>> From] (P)(4), (0)(6).BS) (FBDI (B)(4). (b)(B). (BUTHC)
(b)(4). (b)(6). (b)(7)(C)

(0)(€). (0)(T)(C)

o Sgng' Frigggl AEril le 2018 12:47 PM
(b)(6)

<mailto](b)(6) (o darpa.mil>><mailto](b)(6) ledarpa.mil>

<mailto fodarpa. mil>>><mailto|(b)(6) lodarpa.mil>

<mailto b darpa. mil>><mailto{(b)(6) p}darpa,mib

<mailto mil>>>>>

>>>>> Ce|b)6) |

4(b)6) I&Jdamﬂ mil<mailto|(®)(©) [a,darpa,miP

<mailto}()(6) (@ a.mil>><mailto§(b)(6) arpa.mil>

<mailto; @ mil=>><mailto](P)E) wdarpa.mil>

<mailto; @darpa.mil>><mailto])©) ledarpamil>

<mailto: [@darpa.mil>>>>>:{(b){4), (0)(6) Fmailto](0)4), (D)) F
<mailto|([D)(4), (b)(6) ><mailto](b)(4), (b)(6) ><mailto](0)(4). (D)(6) >><mailto](®)). (b)(6)

=
<mailto|(b)(4), (0)(6) ><mailt ><mailt >>>>- [ (b)(4), (B)(6). (0)(7)(C)
WEF) (FBI (b)(h‘rmm‘rmmm]_l. :

(0)(4), (B)(E), (L)7)(C)

>>>>> Subject: Re: Monday visit
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e
P
>
oz

(0)4)

S>>
P —

S>>

S>>

P —

>>>>> [f we could push the meeting to 8:30 that would be best for everyone on our side. Please make sure
everyone brings a CAC card and/or an official DARPA badge. Our security will want to see those.

S>>

P —

P —

S>>

>>>>> Thanks and see you all on Monday!

S5
>>>>> From: [P)©) hi)dama_mil<m_ai]m|(b)(6) fudarpa.mil>
<mailtoB)6) 2 darpa.mil>><mailto]©)©) [@darpamil>
<mailto; wdarpa.mil>>><mailto](b)(6) [adarpa.mil>
<mailto: @ darpa mil>><mgil];g;|(b)(6) FaJdarpﬂ,mi]>
<mailto; E)dg[pa,mil>>>>>

>>>>> Sent; Fridav, April 20, 2018 12:35:08 PM

>>55> To @), (B)6), B)T7)C) |

>>5>> g‘gl(b)(ﬁl I

>>>>> Subject: Monday visit

~>>> DI, BI), BITXC) |

th ress and room number?

>>>>>|(D)(6)

S5
>>>>> Respectfully

S>>

>35> (0)(6)

>>>>>[b)(4) I
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>>>>> Ph [(0)(6)
>>>>> Cell 4(b)(6)

P
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From: (D)(B)
To:
Cc:
Subject: RE: NCPT FAK POC
Date: Friday, May 27, 2022 11:14:43 AM
S— (b)(6), (b)(3):10
-y S U.S.C. § 130D, (b)
| ____________________ T R— -(3):50 1.8.C. 3605
Vir Section € Public Law
’ 86-36
(b)(6)
e (B)(6), (b)(3):10
(b)(6) @darpa.mil U.SC. § 130b
wdarpa.ic.gov
(b)(6) (office)
(cell)

-----Original Mcssage-----

From:|(P)(6) ladarpa.mil>

Sent: Friday, May 27, 2022 11:13 AM

To:[b)6) fodarpa.mil>
Ce:|(b)(6) [@darpa.mil>

Subject: RE: NCPT FAK POC

Hi[0)E)

Thank you. Do you have email addresses for those names?
Regards,

(0)(6)

-----Original Message-----

From:[b)(®) [@darpa.mil> (b)(6), (b)(3):10

Sent: Friday, May 27, 2022 8:31 AM (5(%%0%1 g[]cb

(b)(6), (b) To:fP)E) @darpa,mil> AR .C.
3):10.U.s.C. :|b)® 7 i ST 3605 Section 6

§ 130b  Subjoct: Rer NCPT FAK POC

> On May 26, 2022, at 6:10 PM, [D)©) o darpa.mil> wrote:
=
> I'm trying to track down someone connected to 1‘ne| (b)(3):10 USC 1306'

ay know: can you send his name my way?

©)6), (B)
(340 > Thanks,

USC.§ -y
T Rl
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> From:[P)©) ] l@darpa.mil>

> Sent: Friday, February 18, 2022 5:32 PM (D)(8), (b)(3):10
> To(b)B) @darpa‘mib U.S.C. § 130b, (b)
> Ce[0D) [odarpa.mi> _(3:10.USC 130e
> Subject: Re: NCPT FAK POC

>

> The name isn’t ringing a bell but kn{m{ |What do you need?
>

>>On Feb 18, 2022, at 4:26 PM,[0)10) [@darpa.mil> wrote: (b)(6), (b)(3):10

T U.S.C. § 130b,
>> Hi [0X6) e AB)3):10 USC

>> eeeen e e e e st i b A S s 1 3oe

>> My notes sayy — —
>>

>>[0)6) |po you recognize the name or have an email address?

(b)(a)c(%)(fg 1b0 >> He should |- I |

(b)(3):10-USC>>"

130e>> Regards,
>

>>
>>
>>|(b)(6)

>> DARPA 120 Technical SETA




(b)(4). (R)(7)E),
(B)(7)(F). (b)
(350 U.S.C. §
3024(i)(1)

Obtained by UndeadFOIA

From: (b)(6)

To:

Subject: Re:|ib){4

Date: Thursday, April 26, 2018 3:39:42 PM
Ok

> On Apr 26, 2018, at 14:09,'(13)(6)

fodarpa.mil> wrote:

>
>|(b)6)

W

has received them as well. I will touch base with

him next week on the next step.
=
>|(0)(6)

=

> Office](b)(E)
S o

> From:|)(®) @ieam.neustar=>
= Sent: Thursday, April 26, 2018 8:44 AM

> To:|(L)E)

kvdarpa.mil>

> Cc:|(b)(E)

> Subject'(b){4) |

=

(0)(6)

=

[cteam neustar>

BVA), (B)(3)50 US.C.§ 30240)(1)

=
=

= Can you share with the appropriate folks? My hope would be we could narrow down interest and get more
detailed on any relevant information. Also of note, there are some expansion plans that I will capture and share
should they be interesting. Please feel free to reach out with questions.

=
S
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= (GHG) team.neustar <mailto

>

> 1(b)(4) |>




Obtained by UndeadFOIA

From (b)(B)

To:

Subject: Re: [Non-DoD Source] Re: meeting
Date: Friday, April 20, 2018 10:36:16 AM

Let’s get the small conference room (09-400) if we can, otherwise my office.

> On Apr 20, 2018, at 09:02, [°)©) [@darpa.mil> wrote:

< |(b)(6)
=
is good to go.
=
=
= Do I need to book a conference room for a TS level discussion or can we do it in your office?
=
=|(b)(6)
=
> Office:|(P)(6)
o
=
> -----Original Message-----
> From:|(b)(6)
> Sent: Friday, April 20, 2018 7:18 AM

> To: [b)6) [ centergate.com>
= Subject: RE: [Non-DoD Source] Re: meeting
=

= [ won't know the status until 8am. That’s when they get in apparently. Did you send it through JPASS or fax?
=

=[(b)(B)

>

> Office:|(L)(6)

>

>

= oo Original Message-----

> From:|(b)(6) fucentergate.com=>

> Sent: Friday, April 20, 2018 7:03 AM

> To: [()E) [@darpa.mil>

> Cc:|(b)(6) Jwmail.mil

= Subject: Re: [Non-DoD Source] Re: meeting

>

> Ack. I talked with|P)®) | He asked me to bring Mith. We passed clearances to your SMO last night.
Could you please confirm?

>

>>On Apr 20, 2018, at 5:19 AM, [P/©) @ darpa.mil> wrote:
>>

>> That all will work for us. 1200 at DARPA

>>

>>On Apr 19, 2018, at 7:39 PM,|(b)(©) JUSARMY ARCYBER (US)
4®)©) @mail.mil*~<1_1:|.aj_l],;1|“3)'{6'J I@‘-;m.ail,mjl>> wrole:

>>

== | can come to DARPA
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>>
>> Respectfully,
>>{(D)(6)

>>
>>
>>
>>
>>
>>
>>0n Apr 19, 2018, at 18:37,[®)6) |@centergate.com<m
>>

>> | can. Where? That would affect what|(P)(5)  |can do, I suspect.

>>

>>

>>On Apr 19, 2018, at 6:27 PM,[P)®) |USARMY ARCYBER (US)
q(0)6) [@mail.mil<mailto](P)(®) [@mail. mil>> wrote:

>>

ilto](b)(B) om>> wrote:

>> Can we do 1200777
>>

>> Respectfully,
>>{(D)(6)

>>
>>
>>
>>
>>
>>
>>
>>On Apr 19, 2018, at 16:49,|P)(©) |

{b)(6) 7 darpa.mil<m ilto](b)(E) cdarpa.mil==> wrote:
-

>> Yes, that’s what [ meant. Waiting to hear back from|(®)(©) Ifit’s a go, 'l ask|®)6)  |about attendees.
>>

>>On Apr 19, 2018, at 4:36 PM, |(2)(©) [@centergate.com<mailto -(b](6) wcentergate.com>> wrote:

==

>> | think you meant 1100 a site.

=

(b)(4)

>>
> could you please check if[P)6)  |would be OK with|®)©) |our Classified Tech Lead
also joining, or if he thinks it should just be me?
>>

>> Thanks

>>

>>

>>On Apr 19, 2018, at 12:45 PM, [L)(©)

{®)o) [@darpa.mil<mailtof(®)©) ladarpa.mil>> wrote:

>>

>> That could work,|(P)(®) just has to be back by 1300.

>>

>>[(b)E)

>>

>> Are you available tomorrow at 13007 It might be too late for clearances forat your site but we could all
meet out at|P)6)  |location.
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>>
>> Thanks,
>>
>>|(0)(6)
>>
>> Office: |(P)(E)

>

o Original Message-----

>> From:|(bl(6) I

>> 4(b)(6) [a@centergate.com<mailto:(®] entergate.com>>

>> Sent: Thursday, April 19, 2018 1Z3Z7PM

> To:l(b](m |

>> 4(b)(6) [@darpa. mil<mailto{®)(©) [@darp
>>amil>>

>> Cc:|(0)(6) |JUSARMY ARCYBER (US)

>> 4(b)(8) f@mail. mil<mailto}(®)() [@mail.mil>>
>> Subject: Re: meeting

>>

>> If we could do 11 tomorrow it would be the grand prize for me. I have an 8am in Chantilly.
>>

>>On Apr 19, 2018, at 12:25 PM, [©)6) |

qm)(6) | darpa. mil<mailto](®)6) fa.darpa.mil>> wrote:
>>

>> We could do it tomorrow morning 10ish if|(£)(6) was available then.

=

>>[E)E)

> (b)(6)]
>> Office: |(D)(B)

>>

>

o Original Message-----

> From;l(b:l(a] |

>> <(b)(B) wcentergate.com<m@ weenterg m>>

>> Sent: Thursday, April 19, 2018 12:08 PM

>> To:|(D)(6) |

>> (b)) [ darpa.mil<mailto:|2)(©) [wdarp
>> amil>>

>> S&)(B) |JUSARMY ARCYBER (US)

>> 4(b)(6) l@mail.mil<mailto|®)(6) lamail. mil>>
>> Subject: Re: meeting

>>

>> | am available tomorrow or most of next week. However I am likely OCONUS the week after.
>>

>>On Apr 19, 2018, at 11:41 AM, [(2)(©) |

4(b)(6) [@darpa.mil<mailto|P)®) [@.darpa.mil>> wrote:

>
>>|b)6) |
=

>> ] talked with [[0)6)  |and I think we should have the meeting to make sure everyone is on the same page. Let
me know when everyone is available? Wan't be available until May 3-4. Let me know if one of those days
would work.

>>

>> Thanks,

>>
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>=|(b)(6)
> (b6
o C—
>>

>>

>> -—--Original Message-----

>>From:[B)6) |

>> <|(b)(6) I@centergate.com<mailgg,(bﬁl(ﬁﬁl [@center m==
>> Sent: Thursday, April 19, 2018 9:34 AM
>> To:|()(6) |USARMY ARCYBER (US)
>> {(0)(6) [@mail.mil<mailto|®)(®) [@mail.mil>>
>> CcJ0)E) 1

>> b)) [ darpa.mil<mailto:{(0)(®) [wdarp
>>amil>>

>> Subject: Re: meeting

>>

>> Hello[®)(6) | and [P)X0) |

>>

>> Apologies for the delay. [ am available whenever you are. What options do you have for time and place? I am
located in Tysons Corner when I am in the office, but can meet anywhere, including up your way.

>>

>> Regards

>>{(b)(6)

>>
>=|(b)(6)
>>
>3 (B)6)f

>> Neustar, Inc.

>> 1861 International Drive, 6th Floor

>> McLean VA 22102

>> USA

>>(b)(6) Direct

>3 Cell

>>{(b)(6) a team.neustar<>

>>

>>On Apr 19, 2018, at 9:22 AM{®)(©) [USARMY ARCYBER (US)

<1(b}{6) @mail‘mikmai]tgvb)@ Iwmail mil>> wrote:

==

(0)(5)

5>
>>

>> Respectfully,
>>{(D)(B)

>>
>
>
>>
>>
>>
>>
>> From:|(P)(©) |

>> b)) [@darpa.mil<mailto(P)(©) fodarp
=>>a.mil>]
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>> Sent: Wednesday, April 18, 2018 7:56 AM

>>Toj
=06

(b)(6) JUSARMY ARCYBER (US)
(0)(6) wcentergate.com<maiItgl(b)@ |&}ggnt§rgg1§.ggm>

>> Subject: meeting

>>
})I(b)(s) hndl(b)(a) |
>>

>> First,[PX®)  |we didn't get the chance to meet but I am|®X®)  Inew technical SETA. Nice to meet you, Im
sure we will run into each other soon.

>

>>[(b)(6) I wanted to connect you and|[PX®)  |(Neustar) together because I think|(®)(€) an provide you
y 2 p ¥

with some valuable opportunities and I know you weren't able to make it the last time|()(®) as at DARPA. If
you want, we can arrange another meeting at DARPA or maybe back out at your facility. Either way, I didn't want
the ball to drop, let me know if you need anything from me.

>

>> VIR,

=
>

>>|(b)(6) I

>

(0)6)]

>> Office:|(R)(6)
- can

>
==
=
>
==
==
==
=
=
=



(b)3)50US.C.
3605 Section 6
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Public Lavr86-36

From: " -._ (D)(G)

i

Subject: Re{ ™ ]

Date: Wednesday, September 4, 2019 1:34:23 PM

I'll come by the back at 1400.

(b)(@)

> On Sep 4, 2019, at 1:32 PM,|[P)(©)

[@darpa.mil> wrote:

=

= When you get a chance, I want to show you something on nsanet
=

=V,

>
(b)(E)

XL

(b)(®) (office)
(cell)

VOOV NN N Al
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From: (D)(B)

To:

Subject: RE: SMOKE discussion - HACCS
Date: Monday, May 24, 2021 11:37:47 AM
Attachments: imaae001.ipa

Do you need this to be remote? Will the HACCS team want to come into DARPA?
It's easier to do a classified mtg but can adapt if things need to be virtual
v/,

(b)(6)

(b)XC) (office)
(cell)

From: [*/©

Sent: Monday, May 24, 2021 11:25 AM
To: (b)(6)

Cc:
Subject: Re: SMOKE discussion - HACCS

Hey 70 |

Tuesday (06/01) from 1330-1400 works fine for us.

Thanks,
{b)(B)

(D)®)

_ MACHINE LEARNING
Q) [@twosixtech.com
(b)(B) (m)

twosixtech.com
On Mon, May 24, 2021 at 5:24 AM|W6) @darpa.mil> wrote:

(b)(®)

How does next Tuesday (06/01) from 1330-1400 look?

Regards,
{b)(6)

From:[)X6) [@twosixtech.com>

Date: Friday, May 21, 2021 at 4:49 PM

To:|[PXe) @dama.mib

Ce: [O00) l@cvr.mil>
Subject: SMOKE discussion - HACCS

Today I was talking with ourl(b)@ about some of the C2
infrastructure emulation/simulation work that we're doing on that program. I think it could
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be highly relevant to your new program concept TA3. I'm not sure how long it's been since
you were briefed on HACCS, but maybe we could have a short meeting to discuss what

we're up to there?

Best
b)(B)
(b)(6)
_ machine learning
(D)) ) ixtech.com|®/®) twosixtech.com>
(b)(B) (m)
twosixtech.comtwosixtech.com/>

[Image removed by sender. Two Six Technologies]twosixtech.com/>
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(B)(T)(E), (k)

(3):50 U.S.C. §
02000 T
Too e [0
Cc: b PACO
Subject: K ED)
Date: Friday, September 10, 2021 3:17:50 PM

will know. You are looking for the Maui HPCC guys right? The ones sending data to GN?

Vi,
(b)(®)
(b)(6) ) darpa.mil
wdarpa.ic.gov

(b)) (office)

(cell)
-----Original Message-----
From:{B)E) JUSARMY ARCYBER (USA) 4P/ [@army.mil>
Sent: Friday, September 10, 2021 3:01 PM
To:[(®)E) [@darpa.mil>

Subject:| (B)(7)(E), (|UNCLASSJHbD)

CLASSIFICATION: UNCLASSIFIED

(D))

From:|(b)(6) jadarpa.mil>

Sent: Friday, September 10, 2021 10:23 AM

To{EXE) JUSARMY ARCYBER (USA) {®)©) fwarmy.mil>
Ce:|(b)6) |@darpa.mil>

Subject: RE: (UNCLASSIFIED)

Vi,
(b)(6)
(b)(6) darpa.mil
darpa.ic.gov
(b)(6) (office)
(cell)

From:[P)©) JUSARMY ARCYBER (USA) {P)©) f@army.mil>
Sent: Friday, September 10, 2021 10:03 AM
To: [D)E) kodarpa.mil>

Subjcet: (UNCLASSIFIED)
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CLASSIFICATION: UNCLASSIFIED

|(b){6) |

Do you have |P)6) |email?
PG

CLASSIFICATION: UNCLASSIFIED

CLASSIFICATION: UNCLASSIFIED
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(b)(6), (b)
§ 1 30b__ - _,-.
e S I
-
o (b)(6)
(b)(6), (b) Subject: Re: USCC J9 LOSD discussion
(3):10 U.S.C. Date: Monday, October 7, 2019 11:23:30 AM

§130b

Affirmative, see u then!

>O0n Oct 7,2019, at 11:18 AM,| (b)(6), (b)(3):10 U.S.C. § 130b|wrote:
=

q—

>

> Just confirming we are still meeting tomorrow at 1230 in my office.
>

(B)(B), (0)(3):10 US.C. § 130b

GV I SR Y e Y AR I

=

> -----Original Appointment-----

> From: |(b)(6) lwdarpa.mil>

> Sent: Thursday, September 12, 2019 2:38 PM T

> Subject: USCC J9 LO5D discussion

> When: Tuesday, October 8, 2019 12:30 PM-1:30 PM (UTC-05:00) Eastern Time (US & Canada).
> Where: OPS1 3W160

=

>

=

(b)(6), (b)
(3):10
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From: (b)(6)

To:

Subject: Re: Useful Links

Date: Tuesday, May 26, 2020 5:54:55 PM

Cool, these are good for how we do it.

Need to add in the attribution piece

(b)(B)

> 0On May 26, 2020, at 2:55 PM, I@‘;darpa.mib wrote:

=

> [(b)(B)

=

= Some links that might be useful.

> The image at the top might make a good overview slide:

=

= Latent space maps to multiple TA1

= Real samples maps to multiple TA1

o

= Generator maps to TA2

=

> Discriminator maps to TA3

=

= [s this correct maps to TA4

=

> hitns:/slazebni.cs.illingis.cd ingl7/lecl] i

=

= Overview of GANs

=

= hlln“ffﬂ[z ]‘] E[gm d[}!] SQE QZISS I!CI[

=

> You can think of text sequences as realized playbooks.

=

= htps:/arxiv.org/pdf/1811.03850.pdf

=

> Page 4 has two images about multi-discriminator GAN. I haven't fully understood the paper but might be
something with respect to the notion of reasoning independently over multiple stages in a kill chain and then
"sharing" results between the discriminators and/or generators (i.e. what you do in one part of the playbook directly
affects other parts of the playbook.

=

= Regards,
=(b)(6)

-]
=

> Defense Advanced Research Projects Agency
> Information Innovation Office

> email: |[(P)(©) @darpa.mil

> work: {(b)(6)

> mobile:|(b)(6) |

> fax:|(b)(5) |

=

o
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From: (b)(6) I

To: (b)(6) |

cc: b)(E) I
Subject: RE: visit request 10NOV

Date: Friday, November 6, 2020 11:10:51 AM
(b)(6)

This mecting got pushed to 10 NOV, can you please approve this update?

Meeting Date: 10 Nov from 1330-1600

(b)(®)

Thank you,

Vi,

(b)(6) (office)
(cell)

-----Original Message-----
Frorn:|(b)(6)
Sent: Monday, October 26, 2020 9:27 AM

To:[(b)6) [ darpa.mil>

Cc:[P)6) @darpa.mil‘>
|{b)(b) @darpa.mil>

Subject: visit request 280CT

I apologize for the late request- Ive been coordinating on the high side

with these folks and it took a while to get confirmation. Can you please
approve the following people for a visit request on 280CT from the Army PdM
Office and TOTEMHAWK team to talk about LO5D:

(b)(6)

Vi,

(b)(®)

(D)(B) (office)
(cell)
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From: (D)(B)

To:

Subject: RE: Visit to SATX, 16-17 August

Date: Wednesday, August 8, 2018 11:44:17 AM

WTF, who is that guy? He's not part of the team that came to GT though right?

(b)(6) (cell)

----- Original Message-----

From:|(b)(6)

Sent: Wednesday, August 8, 2018 11:42 AM

To:{b)B) [@darpa.mil>

Ce:[P)B) [ darpa.mil>
Subject: Re: Visit to SATX, 16-17 August

ROTFL

So we’re good.

>On Aug 8. 2018, at 11:41{®X®)
>|®X6) J@darpa.mil> wrote:
=

= Chase is AFOSI....

>

>

>>On Aug 8, 2018, at 8:27 AMf®)®)

>>|(b)(6) @darpa.mlb wrote:
>>

>> Alright, well we can't do AFOSI and] (b)(6)} something has to get
== bumped. I think we should do AFOSI if we can. I'll keep trying to
== get ahold of AFOSI guys.

>>
>> Itinerary for
>>

== 15AUG:

== Flight DL 2229 Atl-SAT

== 6pm- 728pm

>>

=> 16AUG:

== Morning (Time: TBD): AFOSI or HACCS

=> Afternoon (Time: TBD): 24th AFCYBER brief on EA, HACCS, TC
>>

== 17AUG:

=> Morning (Time: TBD): EA/HACCS classified talk/transition efforts
== Afternoon (Time: TBD): SWRI tour and visit

>>

=>Flight DL 1871 SAT-ATL

== 607pm-939pm
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5>

>>

>> Hotel Preferences?? These look good and have govt rates

>> https://www.marriott.com/ |s/travel/satcr- rd-san-antonio-ri
== yverwalk/

>> http://emba; ites3.hilton.com/en/hotels/texas/embassv-suites-bv-hi
>> |ton-san-antonio-riverwalk-downtown-SATESES/index.html

>>

5>

>> Let me know what changes need to be made and I will get this sent off
>>1to0 120 travel
>>

== Vir,

>>

>(b)®)

>
>>|(b)(6) (cell)
>
>>

B Original Message-----
>> From{P)6) |
>> Sent: Wednesday, August 8, 2018 10:50 AM

>> To:{(D)6) |

>> {0)E) [@darpa.mil>

>> Ce: [(b)(6) [wdarpa.mil>

>> Subject: Re: Visit to SATX, 16-17 August

>>

>3 (b)(6)|our other POC for HACCS is available, just confirmed.
>>

>>> On Aug 8, 2018, at 4:51 AM,[(P)©) |
>>>(D)(0) |@darpa.mil> wrote:

>>>

>>> Ror, | asked our POC'@'from SATX if he was available that
>>> morning- waiting for his response.

>

>>> Vi,
S>>
>>=>[(b)(6)
>
> (0)(6) cell)
>
P
>
e Original Message-----

>>> From:|(b)(6)

>>> Sent: Tuesday, August 7,2018 11:33 PM

>>> To{R)6) l@darpa.mil>
> Ce:|0)(6) |

>>> {b)(6) cdarpa.mil>

=== Subject: Re: Visit to SATX, 16-17 August

>>>

>>> [f we need the morning of the 16 for AFOSI, then I'll take the 6pm
>>> Delta flight from ATL on the 15. Otherwise, the 8:21am Delta flight
>>> from ATL on the 16. Return to ATL with the 6:07pm flight on the 17.
>>>

>>>>On Aug 6, 2018, at 14:34,|P)6)
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>>>>{(D)(6) darpa.mil> wrote:
5>
>>>> https://matrix.it war m/#view-details:r rch=ATLSAT-SATATL

>>>> 50 lution=0eTpfTAFMIPPPkbskRARNI1/NCX030OHCpWINfgFDPMSTuAO0F
>>>>

B Original Message-----

S From;l{b)(m |

>>>> Sent: Monday, August 6, 2018 2:34 PM

>>>> To: [0)6) f@darpa.mil>
>>>> Cc(0)(6) |

>>>>|(b)(6) @darpa.mil>

>>>> Subject: Re: Visit to SATX, 16-17 August

S>>

>>>> What’s the latest I can take back to ATL on Friday?

>>>>

>>>>> On Aug 6, 2018, at 14:32,|P)6)
>>>>> darpa.mil> wrote:

ZEEmE

>>>>> There's a number of flights starting at 5:39am that get you there
>>>>> before 10am.

S>>

B Original Message-----

>>>>> From:|(0)(6)

>>>>> Sent: Monday, August 6, 2018 2:29 PM

>>>>> To:|(0)(6) fodarpa.mil>
>>5>> Cc: | (R)E) [

>>>>> {b)(6) f@darpa.mil>

>>>>> Subject: Re: Visit to SATX, 16-17 August

S>>

>>>>> | don’t want to spend three nights in SA...can you see if there’s
>>>>> g super early flight from Atlanta in the morning of the 16th that
>>>>> | can take?

S>>

>>>>>> On Au 6, 2018, at 14:22{P)X®)

SIS I( E}darpa mil> wrote:

S>>

>>>>>> My suggestion is that we try to fly out on the 15th and get AFOSI
>>>>>> knocked out on the morning of the 16th, since an hour likely
>>>>>> won't be enough (we have 37 parties there to speak with).
S>>

>>>>>> -----(riginal Message-----

SR From:l{b]{@]

>>>>>> Sent: Saturday, August 4, 2018 11:40 AM

>>5555 To:[P)6) faus.af.mil>

555555 Cc:[0)6) [@darpa.mil>;
>>>>>>{(0)(6)

>>>>>>[(D)(6) [ darpa.mil>;

>>>>>> [[0)(6) fudarpa.mil>{b)(©) I
>>>>>{0 [CIV USAF AFMC AFRL/RIGB {P)©) J@us.af.mil>;|®)©) |
>>>>>>{(D)(6) CTR USAF AFMC AFRL/RIGA

>>>>>> {(0)(6) f@us.af mil>[P)E) Ia}cynnovative‘com;

>>>:>>>|(b)(6]. (0)(4)

>>>>>> Subject: Re: Visit to SATX, 16-17 August

S>>

>>>>>> Looks like a busy schedule.

S>>

>>>>>> How deep in each of these do you want me to go? I'm thinking
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>>>>>> detailed briefs for EA (focus of EG and the Russian work; 1.5
>>>>>> hours) and TC (approach, status of technologies, results from E3,
>>>>>> transition to USTRANSCOM:; 1 hour); and a probably shorter brief
>>>>>> on HACCS (with some early results highlighted;

>>>>=> 3() minutes).

S>>

>>>>>> On the 17th, depending on how long the morning discussion goes,
>>>>>> perhaps I can have an hour with AFOSI (before the SWRI tour).
S>>

S>>

>>>>>>](D)(6)

S>>

S>>

>>>>>>>0n Aug 3, 2018, at 22:24 CIV USAF AFMC 24
>>>>>>> AF/AFRL/RIG/OL-SATX {P)6)  [@us.af.mil> wrote:
S>>

>>>>>>> Hi|b)E)

S>>

>>>>>>> Wanted to follow up on an earlier e-mail thread about a visit to
>>>>>>> San Antonio. The 16th and 17th would be ideal dates and we could
>>>>>>> cover a few topics with the locals. What do you think about
>>>>>>> coming on those dates and covering the following topics?

B

>>>>>>> |6 August, afternoon - brief 24th Air Force (Air Forces Cyber)
>>>>>>> and 25th Air Force (Air Force ISR Agency) personnel on EA,
>>>>=>> HACCS, and TC

>>>>>>> -~ There were a few topics to follow up from the EA briefing to
>>>>>>> Maj Gen Weggeman a few months ago and it would be useful to
>>>>>>> start engaging with 24th and 25th on those

>>>>>>> -~ Additionally, related to EA, there have been quite a few
>>>>>>> discussions around the Air Force about purchasing a subscription
>>>>>>>to a commercial threat intelligence service - there is very
>>>>>>> little knowledge about these services within the Air Force,
>>>>>>> putside of what vendors are claiming. An EA briefing may help
>>>>>>> some of these folks get a better understanding of this landscape.
>>>>>>> -- HACCS is especially relevant to organizations like the 90th
>>>>>>> Cyberspace Operations Squadron and the Lifecycle Management
>>>>>>> Center program offices, due to the capabilities they develop and
e acquire

>>>>>>>-- TC is especially relevant to Cyber Protection Teams (service
>>>>>>> and

>>>>>>> national)

>>>>>>> 17 August, morning - classified discussion on potential EA
>>>>>>> transition/integration activity and HACCS collaboration with a
>>>>>>> mission partner

>>>>>>> 17 August, afternoon - tour of Southwest Research Institute

P

>>>>>>> (Quite a few folks around here interested in these topics and I
>>>>>>> think the mission partner discussions should be worthwhile. John
>>>>>>> Perretta was planning to join, as well. Of course, since you'd
>>>>>>> probably want to catch up with AFOSI while you're here, can
>>>>>>> shift schedules to accommodate their availability.

S>>

>>>>>>> [nfortunately it doesn't look like I'll be going to RAID. I've
>>>>>>>heen on the road too much, lately, and am planning to be at D60
>>>>>>> and an AF/NASA/NRO Space/Cybersecurity TEM in the NCR around
>>>>>>> that timeframe, as well...
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S>>
>>>>>>> Thanks (b)(6)
S>>
>>>>=>> AFRL/RI Liaison to AFCYBER
SEESSE> Cel]

SEEEEE
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From: (b)(B)

To:

Subject: RE: Visit to SATX, 16-17 August

Date: Monday, August 6, 2018 4:10:02 PM
(b)(6)

Can you reply with your concur for this trip so that we can get the approval
process going?

Thanks,

b)(E) (cell)

From{(b)(6) |

Sent: Monday, August 6, 2018 2:34 PM

To:|(P)E) fadarpa.mil>

Cc:|0)6) [@darpa.mil>
Subject: Re: Visit to SATX, 16-17 August

What's the latest [ can take back to ATL on Friday?

> On Aug 6, 2018, at 14:32,[®/©)
1{b)(6) @ darpa.mil> wrote:

> There's a number of flights starting at 5:39am that get you there before
10am.
=

> From:|(b)(6) |

> Sent: Monday, August 6, 2018 2:29 PM

> To: [(L)E) f@darpa.mil>

> Cc:l(b){B) |

> {0)(6) darpa.mil>

= Subject: Re: Visit to SATX, 16-17 August

=

= [ don't want to spend three nights in SA...can you see if there's a
= super early flight from Atlanta in the moming of the 16th that [ can
take?

=

>> On Aug 6, 2018, at 14:22,[°)©)

>>|(b)(6) |¢Ddarpa.mil> wrote:
>

== My suggestion is that we try to fly out on the 15th and get AFOSI

== knocked out on the morning of the 16th, since an hour likely won't be
== enough (we have 37 parties there to speak with).

>>
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>> -—--Original Message-----
>> From:|(D)(6) |
>> Sent: Saturday, August4, 2018 11:40 AM

>> To:[P)E) [@us.af.mil>

>> Ce:|(0)(O) {@darpa.mil>;

>=>|(b)(6) [wdarpa.mil>;

>>{(b)(6) ludarpa.mil>;|(D)(6) |

>>CIV USAF AFMC AFRL/RIGB {0)0) us.af.mil>;[)6) |
>>CTR USAF AFMC AFRL/RIGA 42)(©) [aus.af.mil>;

>={(b)(6) Jcynnovative.com;|(P)(6), (0)4) |>

>> Subject: Re: Visit to SATX, 16-17 August

>>

>> Looks like a busy schedule.

>>

>> How deep in each of these do you want me to go? I'm thinking detailed
>> briefs for EA (focus of EG and the Russian work; 1.5 hours) and TC
>> (approach, status of technologies, results from E3, transition to

>> USTRANSCOM; | hour); and a probably shorter brief on HACCS (with some
>> early results highlighted;

>> 30 minutes).

>>

>> On the 17th, depending on how long the morning discussion goes,

>> perhaps [ can have an hour with AFOSI (before the SWRI tour).

>>

>>

>>|(0)(6)

>>

>>

>>> On Aug 3, 2018, at 22:24 {(0)(5) CIV USAF AFMC 24

>>> AF/AFRL/RIG/OL-SATX 4P)®)  [@us.af.mil> wrote:

>

>>> Hilb)E)

>>> Wanted to follow up on an earlier e-mail thread about a visit to San
>>> Antonio. The 16th and 17th would be ideal dates and we could cover a
>>> few topics with the locals. What do you think about coming on those
>>> dates and covering the following topics?

>

>>> 16 August, afternoon - brief 24th Air Force (Air Forces Cyber) and
>>> 25th Air Force (Air Force ISR Agency) personnel on EA, HACCS, and TC
>>> -- There were a few topics to follow up from the EA briefing to Maj
>>> (Gen Weggeman a few months ago and it would be useful to start

>>> engaging with 24th and 25th on those

>>> .- Additionally, related to EA, there have been quite a few

>>> discussions around the Air Force about purchasing a subscription to
>>> a commercial threat intelligence service - there is very little

>>> knowledge about these services within the Air Force, outside of what
>>> vendors are claiming. An EA briefing may help some of these folks
>>> oet a better understanding of this landscape.

>>> .- HACCS is especially relevant to organizations like the 90th

>>> Cyberspace Operations Squadron and the Lifecycle Management Center
>>> program offices, due to the capabilities they develop and acquire

>>> .- TC is especially relevant to Cyber Protection Teams (service and
>>> national)

>>> 17 August, moming - classified discussion on potential EA

>>> transition/integration activity and HACCS collaboration with a

>>> mission partner
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>>> 17 August, afternoon - tour of Southwest Research Institute

>>>

>>> Quite a few folks around here interested in these topics and I think
>>> the mission partner discussions should be worthwhile. John Perretta
>>> was planning to join, as well. Of course, since you'd probably want
>>> to catch up with AFOSI while you're here, can shift schedules to
>>> accommodate their availability.

>>>

>>> Unfortunately it doesn't look like I'll be going to RAID. I've been
>>> on the road too much, lately, and am planning to be at D60 and an
>>> AF/NASA/NRO Space/Cybersecurity TEM in the NCR around that
>>> timeframe, as well...

>>>

>>>
>>> AFRL/RI Liaison to AFCYBER

>>> Cell:

==
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R Y

Subject: EA PI meeting: November 28th

Greetings,

The next DARPA Enhanced Attribution program PI meeting is confirmed for
November 28th at DARPA. Please see attached meeting agenda. We'll be meeting
in the DARPA Conference Center. Address is 675 N. Randolph St, Arlington,
VA.

1f you plan to attend this event, please register using the following link:

Registration website:
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https:// hafert m 1 /pi/2018/Mnov.
Please let us know if you have any questions.

Vir,

(0)(6)

(b)(6) cell)
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1:00PM -3:00 PM

3:00PM - 3:15PM

3:15PM - 4:.00PM

4:00PM - 4:45PM

4:45PM - 5:00PM

Enhanced Attribution PI Meeting
Wednesday, November 28, 2018
DARPA, 675 N Randolph St, Arlington, VA

Registration

Security Brief

w DARPA/120 [F16) |

Opening Remarks

me IDARPA/120[0®) |

(b)(4)
Nations
[F® " ]Kudu Dynamics
(k)4)

(D)(0) |USC Information Sciences Institute

Lunch

(b)(4)

[R°? | Georgia Institute of Technology

Break

Enhanced Attribution

ssured Information Security

(b)(4)

TONG) Two Six Labs

Closing Remarks
[)6) |DARPA/I20 Program Manager
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(0)(6)

reviewers
Monday, November 8, 2021 1:51:37 PM

| think this is a pretty g-(\JEJuam'i'iEfOt included. (0)(6)[the new USCC J3 (b)(6)

replacement) is not in this list, don’t have low side email.

PE_ P@us.afmil
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D)(6) cybercom.mil
X8 J@cybercom.mil
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From: (b)(B)

To:

Subject: (b)(4) |presentation

Date: Monday, July 9, 2018 12:49:19 PM

Attachments: 20180713-EA-SCORE Talk.pptx
(b)(B)

Here is a draft for|(P){4) If I missed anything or if you want me to add anything else let me know. See you
Thursday!

Vi,
(0)(6)
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(D)(6)

From: |{b](6]

Sent: Thursday, September 23, 2021 4:21 PM
To: I(b)(B) |

Subject: slides

Attachments: EA_CNMF_092021.pptx

Do something useful, make these better :)

v/r,
(b)(B)
(B)(O) @darpa.mil
@darpa.ic.gov
BIe) (office)
(cell)
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Obtained by UndeadFOIA

From: (D)(B)
To:
Subject: RE{(b)(4) |
Date: Tuesday, August 7, 2018 3:32:57 PM
Attachments: (b)4) botx
(b)(4) Jpotx
{b)(6)

| (0)(5)]
B)5)|
(b)(5)] Let me

know what you think.

1 figured this could also be the brief for (b)(8)|minus a few

slides. How many slides can you rip through in 15 mins. [ figured you
could move pretty fast through some of the highlight slides if needed.

(b)) (cell)

From:{(P)(5) |

Sent: Friday, July 27, 2018 9:19 AM

Tg;|(b)(6) @darpa.mil>
Subject: Re: CCI meeting

Sure, let's do that. Put it on my calendar?

> On Jul 27, 2018, at 09:15,{®)6)
4(0)(6) [@darpa.mil> wrote:
>

(b)(6)
>
> They came back with 22 August from 1200-1400. Would that work for you or
do you want to propose a different day? I will be at my Reserve Training

that week, is free.
>

=V,
=

(0)(6)

(b)(6) (cell)

VoV ALYV
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From: (D)(B)
To:
Cc:
Subject: RE: CENTCOM Visit on 6 July 2018: NEED to forward slide decks this Monday
Date: Friday, June 29, 2018 8:57:09 AM

Attachments: | (b)(4)]potx

(b)(6)

Here are the slides for EA

Vi,
(b)(6)

Office](P)0)

celt

DARPA's 60th Anniversary Symposium
Sept 5 - 7, 2018 - Washington, D.C.

Join us to explore DARPA's next 60 years - Register now at:
hxxxps://D60.DARPA.MIL

-----Original Message-----

From:|()(5) B |

Sent: Thursday, June 28, 2018 3:27 PM

To:|(b}6) jpdarpa.mil>;
(b)(6) fadarpa.mil>; |(bﬁl(6) |

(0)(B) jedarpa.mil>

Ce:|(b)6) |wdarpa.mil>

Subject: CENTCOM Visit on 6 July 2018: NEED to forward slide decks this
Monday

|(b)(61 |

1 will need your program slides to forward to CENTCOM on this Monday.

Ihas already approved them, please forward to me now, as CENTCOM
is asking if T can forward any early.

Thanks,

(0)(6)

DARPA/20

(0)®) (Office)

(Fax)

NIPR{()(6) @darpa.mil
SIPR:|()(®) darpa.smil.mil

JWICS: |(b)(6] @darpa.ic.gov

DARPA's 60th Anniversary Symposium
Sept 5 - 7, 2018 - Washington, D.C.
Join us to explore DARPA's next 60 years
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From: {b)(G)

To:

Subject: RE: EA DIRO Charts

Date: Monday, October 22, 2018 9:54:00 AM
Attachments: EA Fall 2018 DIRO Program Review-md print out.pptx

Here is the print out version

Vi,

(b)(6)

(D)(6) (cell)

-----Original Mcssage-----
From:|(P)(®) |
Sent: Monday, October 22, 2018 8:25 AM

To:{()E)

[adarpa.mil>

Cc|(b)E)

|@darpa.mil>

Subject: RE: EA DIRO Charts
Right... I'll fix
-----Original Message-----

From:|(b)(©)
Sent: Monday, October 22, 2018 8:23 AM

To:[(R)E)

fwdarpa.mil>

Ce:|(b)(®)

fodarpa.mil>

Subject: Re: EA DIRO Charts

>On Oct 22, 2018, at 08:08,|P)©)

> {b)(6) |@darpa.mil> wrote:
=

>|(b){51 |

> Minor tweaks that| (b)(Ejand I did. Attached.

(k)(3)

> NOTE: I need the 'print’ version as soon as possible (not the animated

> transition customer slide)

> Belcan Government Services

> DARPA 120 Technical Support
> [|(b)(B)

>
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To:
Cc: O Coordinato ;I(b){BJ

(b)(6)
Subject: RE: 120 internal program review template
Date: Friday, June 15, 2018 8:32:16 AM
Attachments: 2018 05 09 120 EA Program Review v4.pptx

Updated slide deck for EA with financials updated.

Vi,

(0)(6)

Office:|(0)(6)

S CON—

From:|(b)(6)
Sent: Friday, June 15, 2018 7:43 AM

To:|(b)(6) l@darpa.mil>;[P)E) |

1BX6) [a@darpa.mil=>; fb}(©) Jadarpa.mil>
Cc: 120 Coordinators {(2)(©) fodarpa.mil>; [P)(©) |
(b)(6) [idarpa.mil=>; (b)(B)
() darpa.mil=>]
(BY0) )darpa.mil>;[P10) |
(D)(6) [@darpa.mil>;{)©) I
(b)(6) [@darpa.mil>

Subject: RE: 120 internal program review template

Thank you

From:{(b)(6)
Sent: Thursday, June 14, 2018 8:18 PM
To:|P)6) ladarpa.mil=>;|(b)6)
(b)(6) jadarpa.mil>;|()©)
(0)(6) jodarpa.mil>
Cc: 120 Coordinators {)(©) [ darpa.mil>{(®)©) |
BIE) ) darpa.mil=:|)(0)
(i darpa.mil>]
{)e) pdarpa.mil>;{(0)(6) |
(b)(6) [@darpa.mil>{)(6) I
1b)6) [@darpa.mil>

Subject: RE: 120 internal program review template

Here is the updated slide deck for WASH with the financials updated.

From:|(0)(®) |

Sent: Thursday, June 14, 2018 11:05 AM _
To:{0)6) ladarpa.mit>;| P/

(0)(6) jwdarpa.mil>;|(b)(6) |

(0)(6) le@darpa.mil>

Ce: 120 Coordinators {(P)(©) ladarpa.mil=>)©) |
510 0 darpa.mil=J010)

[@darpa.mil>
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{oE) fudarpa.mil>{(0)(6) I
(b)(6) {@darpa.mil>;|)6)

(b)(6) [@darpa.mil>
Subject: RE: 120 internal program review template

Please see attached deck for WASH. | (b)(5)|

From:{(D)(6)

Sent: Wednesday, June 13, 2018 7:41 AM
To:|(0)6) @darpa.mi]>;|(b)(6) |
|b)E) [wdarpa.mil>
Cc: 120 Coordinators {(0)(5) [adarpa.mil>; I(b){S) I
BIG) ) darpa. mil=0)6)

o darpa.mil>;|(b)(6) |

(b)(6) [@darpa.mil>{(D)(6) |

(0)(6) [@darpa.mi>])®) |

(0)(6) [@darpa.mil>|(0)(6) |

|(b)(61 @darpa.mib

Subject: FW: 120 internal program review template

Reminder -- send the internal program review slides to 120 Coordinators NLT
1200 on Jun 14.

(b)(6)

From:|(D)(6)
Sent: Wednesday, May 09, 2018 12:08 PM

To: 120 Coordinators {0)©) ladarpa.mil>
Ce: 120-Guests 1(b)(6) |tD,darpa.rnil>

Subject: 120 internal program review template

All:

Please find attached the 120 internal program review template.
You should have received calendar invites for your reviews in late June.

- Plan to arrive 15 min early in case the presenter before you ends early
- It is highly recommended that the SETA team attend the reviews.

- No read-aheads are needed but slides are due to 120 Coordinators:
1200 on Jun 14 for those briefing on Jun 15

1200 on Jun 20 for those briefing on Jun 21 and 22

1200 on Jun 27 for those briefing on Jun 28 and 29

Thanks,
(b)(6)

Belcan Government Services
DARPA 120 Technical Support
(b)(B)
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From: I(b){G) I

To: 120 Coordinators

ca: [E7E) |
Subject: RE: 120 internal program review template

Date: Thursday, June 14, 2018 2:01:02 PM

Attachments: 2018 05 09 120 EA Program Review v4.pptx

All,

Please use this version, I made a typo on the title page.

Vi,
(b)(6)

Office:|(b)(B)
carf ]

-----Original Message-----

From:{(b)(6) |

Sent: Thursday, June 14, 2018 12:21 PM

To: 120 Coordinators <|(bﬁl(6] |c:?)darpa.mil>

Cc{(b)6) @darpa.mil>;[016) |

(b)) fdarpa.mil>:|(b)(6) |

(b)(6) [@darpa.mil>

Subject: RE: 120 internal program review template

120 Coordinators,

Please ﬁndnhanced Attribution Program Review slides

attached.
Vi,

DARPA 120 SETA

Office O
S R

-----Original Message-----

From(b)(6)
Sent: Wednesday, June 13,2018 7:41 AM
To:[0)E) J@ darpa.mil>{P)©) |
(0)(6) [@darpa.mil>
Cc: 120 Coordinators {(b)®) l@darpa.mil>;{(b)(6) |
(b)(6) @ darpa.mil>;|(£)6)
(@darpa.mil>;
{bii6) jodarpa.mil>; |(0)(6) |
{R)©) fvdarpa.mil>; [P)(®)
4(b)(6) lzdarpa.mil
(b)(6) wdarpa.mil>

Subject: FW: 120 internal program review template

Reminder -- send the internal program review slides to 120 Coordinators NLT
1200 on Jun 14.
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From:|(b)(6)
Sent: Wednesday, May 09, 2018 12:08 PM

To: 120 Coordinators D)) [ darpa.mil>

Ce: 120-Guests 1“3](5) t@darpa.mib
Subject: 120 internal program review template

All:

Please find attached the 120 internal program review template.
You should have received calendar invites for your reviews in late June.

- Plan to arrive 15 min early in case the presenter before you ends early
- It is highly recommended that the SETA team attend the reviews.

- No read-aheads are needed but slides are due to 120 Coordinators:
1200 on Jun 14 for those briefing on Jun 15

1200 on Jun 20 for those briefing on Jun 21 and 22

1200 on Jun 27 for those briefing on Jun 28 and 29

Thanks,
(b)(6)

(b)(B)

Belcan Government Services
DARPA 120 Technical Support
(b)(6)
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From: |(b)(6) |

To: 120 Coordinators

Cc: (b)(B) |
Subject: RE: 120 internal program review template

Date: Thursday, June 14, 2018 12:21:26 PM

Attachments: 2018 05 09 120 EA Program Review v3.pptx

120 Coordinators,

Please find Enhanced Attribution Program Review slides
attached.

Vir,

(b)(6)

Office:|(0)(6)
o —

-----Original Message-----
From:|(b)(6)
Sent: Wednesday, June 13, 2018 7:41 AM

To:[P)6) f@darpa.mil>{°)®) |
{b)6) [adarpa.mil>
Cc: 120 Coordinators 4P)(©) fodarpa.mil>;|(P)(©) |
@) ) darpa mi [ ET0)
i) darpa.mil>}

) Tadarpa.mil>; [OX® |

(b)(6) l@darpa.mil>; [(b)(6)
4b)6) lwdarpa.mil

(b)) [:i)darpa.mib
Subject: FW: 120 internal program review template

Reminder -- send the internal program review slides to 120 Coordinators NLT
1200 on Jun 14.

(b)(6)

-----Original Message-----

From:[D)(®) |

Sent: Wednesday, May 09, 2018 12:08 PM

To: 120 Coordinators <|(b)(6) @darpa.mil>
Cc: 120-Guests <1(b)(6) [@darpa.mil>

Subject: 120 internal program review template

All:

Please find attached the 120 internal program review template.
You should have received calendar invites for your reviews in late June.

- Plan to arrive 15 min early in case the presenter before you ends early
- It is highly recommended that the SETA team attend the reviews.

- No read-aheads are needed but slides are due to 120 Coordinators:
1200 on Jun 14 for those briefing on Jun 15

1200 on Jun 20 for those briefing on Jun 21 and 22
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1200 on Jun 27 for those briefing on Jun 28 and 29

Thanks,
(b)(6)

Belcan Government Services
DARPA 120 Technical Support
(b)(6)
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From: (b)(6)

To:

Subject: RE: Mueller analysis metrics

Date: Wednesday, October 3, 2018 8:41:22 AM
Attachments: | {b)(4)]pptx

Here are the new slides- instead of adding a new slide, I thought we could
add it to the existing one about overlapping campaigns/groups. Let me know
if this is good.

Vi,

(b)(©)

(b)(E) cell)

-----Original Message-----

From: |(b)(6)

Sent: Monday, October 1, 2018 2:38 PM

To:[(b)E) |wdarpa.mil>
Subject: Re: Mueller analysis metrics

|(b)(5J |

>On Oct 1, 2018, at 14:36,[)E) |
®)e) | darpa.mil> wrote:

=

> All,

=

(b)(3)

(b)(®)

(cell)

VOV V.V OV VY
z
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From: (b)(B)
To:
Subject: {(b)(4)]

Date: Friday, June 22, 2018 4:02:25 PM
Attachments: (b)(4)

Vir,
(b)(6)

Office:|P)(®)

DARPA's 60th Anniversary Symposium

Sept 5 - 7, 2018 - Washington, D.C.

Join us to explore DARPA's next 60 years - Register now at:
hxxxps://D60.DARPA.MIL

From:|(0)(6)

Sent: Friday, June 22, 2018 8:58 AM

To:|P)6) [ darpa.mil>
Subject:| (b)(4)]

Yup

> On Jun 22, 2018, at 08:29,[0©) |
1{b)(6) E}darpa.mlh wrote:
>

> From:|(b)(6)

> Sent: Friday, June 22, 2018 8:21 AM

> To:|[R)6) |@darpa.mil>
> Subject:| (0)(4)]

=

(b)(4)
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(b)(‘i)l

-

>>On Jun 21, 2018, at 15:38, [P1©) |
>> {b)6) fodarpa.mil> wrote:

>>

P

(b)(4)

B

(b)(4)

==
>> Vi,
>=(0)(6)
>
>> Office: |(0)(B)

S —

>>

>>DARPA's 60th Anniversary Symposium

>>Sept 5 - 7, 2018 - Washington, D.C.

>> Join us to explore DARPA's next 60 years - Register now at:
>> hxxxps://D60.DARPA . MIL

>>

>>
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From: (b)(B)
To:
Subject: RE:[(b)(4), (D)(8)
Date: Tuesday, December 11, 2018 2:53:42 PM
Attachments: LOS5D.pptx
Vir,
(b)(6) |
(b)(B) |
(D)(E) office)
cell)
----- Original Message-----
From: |(D)(6) [@darpa.mil>
Sent: Tuesday, December 11, 2018 2:52 PM
To: [(2)(6) |@darpa.mil>
Subject: RE:|{b)(4)‘ (b)(6) |

Yes, can you send me the PowerPoint version?

(0)(©)
(0)(4), (0)(©)

Tel: [(b)(©B)
Fax:
Email:|(P)©) @darpa.mil

From:|(b)(6) jadarpa. mil>
Sent: Tuesday, December 11, 2018 2:49 PM

To:|(R)(6) jodarpa.mil>

Subject: RE:l(b)(ﬁr)‘ (b)(6) |_

Is PDF ok? I have a pptx as well

(0)(6) |
6) office)
cell)

From:|(0)(6) [@darpa.mil>
Sent: Tuesday, December 11, 2018 2:43 PM
To:[(b){4). (D)(6) ||(b)(6)
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10)6) f@darpa.mil>

CC:I(D){BJ @darpa_mi]}; {b)(8)
[P)6) ladarpa.mil>

Subject: RE:|(0)(4), (£)(6) |

(b)(4),

D)6

Any updates on your slides for tomorrow?

Tel {57

Fax

Email: |®)€) adarpa.mil <mailto _z) rpa.mil>

From:|®)©)

Sent: Tuesday, December 11, 2018 10:55 AM
Tﬂ(b)(‘”' (b)(6) (b)(6)

4(b)(©) |&/darpa.ml>

Cc:|(b)©) [wdarpa.mil>
Subject: RE:|(b)4). (£)(6) |

Can you forwardprogram slides to| a nd I? Please and thank

you!

(0)(©)

(£)(6)

Belcan Government Services

Tel: [FT®

Fax:

Email:|(0)(6) @darpa.mil <mailto{®)©) @darpa.mil>
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From{()4). ®)(E) [<mailtof D). ©)E) |»>

Sent: Tuesday, December 11, 2018 10:53 AM

To:|(R)6) lodarpa.mil

<mailto|(b)(6) ledarpa.mil> >;{(b)(6) |
{0)6) lwdarpa.mil <mailto|()(®) @ a.mil>
>

Cc:[P)XO) [ darpa.mil

<m§|ilj;g|(b)(6) I{t)darpﬂ mil> >

Subject:l(bl(4). (0)B) I

(b)(©)

I am having trouble emailing the slides for tomorrow's presentation. DARPA
ITD has provided me with a DARPA Box account but the only person I found to

have an account it{(0)(6) so | have sent the slides to him via Box.

If this is not acceptable please let me know alternatives and I'll work on
them.

The complications is the PPTX and PDF are over 20 MB each and contains some
images that are Distribution C and Distribution F.

Regards,

(©)4), (b)E)
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From: (b)(6)

To:

Cc: 120 Coordinators{(b)(5)

Subject: updated DIRO Slides

Date: Thursday, October 11, 2018 9:01:22 PM

Attachments: 2018-120 TriCharts EA.pptx

2018 EA DIRO Program Review.pptx

(b)(®)

I placed updated EA Slides (also attached) for the DIRO review and Tri-Chart
in the 2018 DIRO Program Review Folder.

Vi,
(b)(6)

Office:|(b)(6)
Cell:|R)E)

DARPA's 60th Anniversary Symposium

Sept 5 - 7, 2018 - Washington, D.C.

Join us to explore DARPA's next 60 years - Register now at:
hxxxps://D60.DARPA.MIL
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