Obtained by UndeadFOIA
From: [ TJiose) Fa))

Subject: Fwd: Mother Jones story
To: Mccabe, Andrew G. (DO) (FBI)
Sent: October 31, 2016 9:37 PM (UTC-04:00)

b6 -1
b7C -1

———————— Original message -------- b7E -3

From| |(DO) (FBD" { =

Date: 10/31/2016 9:33 PM (GMT-05:00)

To: "Strzok, Peter P. (CD) (FBD)" | Al (CD) (FBI)" :
| (OGC) (FBD)" | |>, "Kortan, Michael P. (DO) (FBI)
| }."Quinn, Richard P (DO) (FBI)" b | |

(DO) (FBD" > | (DO) (FBD™ = |
| |(CTD) (FBD" | P

Subject: Mother Jones story

bitpyYmanotherones. convoolitics/201 6/ 18/ veleran-spy-gave-fhi-info-alisgingrussian-operanon-cultivate-donald-

MotherJones
A Veteran Spy Has Given the FBI Information Alleging a Russian Operation to Cultivate Donald Trump
Has the bureau investigated this material?

DAVID CORN OCT. 31, 2016 7:52 PM

The

On Friday, FBI Director James Comey set off a political blast when he informed congressional leaders that the
bureau had stumbled across emails that might be pertinent to its completed inquiry into Hillary Clinton's handling of
emails when she was secretary of state. The Clinton campaign and others criticized Comey for intervening in a
presidential campaign by breaking with Justice Department tradition and revealing information about an
investigation—information that was vague and perhaps ultimately irrelevant—so close to Election Day. On Sunday,
Senate Minority Leader Harry Reid upped the ante. He sent Comey a fiery letter saying the FBI chief may have
broken the law and pointed to a potentially greater controversy: "In my communications with you and other top
officials in the national security community, it has become clear that you possess explosive information about close
ties and coordination between Donald Trump, his top advisors, and the Russian government... The public has a right
to know this information."

Reid's missive set off a burst of speculation on Twitter and elsewhere. What was he referring to regarding the
Republican presidential nominee? At the end of August, Reid had written to Comey and demanded an investigation
of the "connections between the Russian government and Donald Trump's presidential campaign," and in that letter
he indirectly referred to Carter Page, an American businessman cited by Trump as one of his foreign policy
advisers, who had financial ties to Russia and had recently visited Moscow. Last month, Yahoo News reported that
US intelligence officials were probing the links between Page and senior Russian officials. (Page has called
accusations against him "garbage.") On Monday, NBC News reported that the FBI has mounted a preliminary
inquiry into the foreign business ties of Paul Manafort, Trump's former campaign chief. But Reid's recent note hinted
at more than the Page or Manafort affairs. And a former senior intelligence officer for a Western country who
specialized in Russian counterintelligence tells Mother Jones that in recent months he provided the bureau with
memos, based on his recent interactions with Russian sources, contending the Russian government has for years
tried to co-opt and assist Trump—and that the FBI requested more information from him.

"This is something of huge significance, way above party politics," the former intelligence officer says. "I think
[Trump's] own party should be aware of this stuff as well."
Does this mean the FBI is investigating whether Russian intelligence has attempted to develop a secret relationship
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with Trump or cultivate him as an asset? Was the former intelligence officer and his material deemed credible or
not? An FBI spokeswoman says, "Normally, we don't talk about whether we are investigating anything." But a
senior US government official not involved in this case but familiar with the former spy tells Mother Jones that he
has been a credible source with a proven record of providing reliable, sensitive, and important information to the
US government.

In June, the former Western intelligence officer—who spent almost two decades on Russian intelligence matters and
who now works with a US firm that gathers information on Russia for corporate clients—was assigned the task of
researching Trump's dealings in Russia and elsewhere, according to the former spy and his associates in this
American firm. This was for an opposition research project originally financed by a Republican client critical of the
celebrity mogul. (Before the former spy was retained, the project's financing switched to a client allied with
Democrats.) "It started off as a fairly general inquiry," says the former spook, who asks not to be identified. But
when he dug into Trump, he notes, he came across troubling information indicating connections between Trump and
the Russian government. According to his sources, he says, "there was an established exchange of information
between the Trump campaign and the Kremlin of mutual benefit."

This was, the former spy remarks, "an extraordinary situation." He regularly consults with US government agencies
on Russian matters, and near the start of July on his own initiative—without the permission of the US company that
hired him—he sent a report he had written for that firm to a contact at the FBI, according to the former intelligence
officer and his American associates, who asked not to be identified. (He declines to identify the FBI contact.) The
former spy says he concluded that the information he had collected on Trump was "sufficiently serious” to share
with the FBI.

Mother Jones has reviewed that report and other memos this former spy wrote. The first memo, based on the former
intelligence officer's conversations with Russian sources, noted, "Russian regime has been cultivating, supporting
and assisting TRUMP for at least 5 years. Aim, endorsed by PUTIN, has been to encourage splits and divisions in
western alliance.”" It maintained that Trump "and his inner circle have accepted a regular flow of intelligence from
the Kremlin, including on his Democratic and other political rivals." It claimed that Russian intelligence had
"compromised" Trump during his visits to Moscow and could "blackmail him." It also reported that Russian
intelligence had compiled a dossier on Hillary Clinton based on "bugged conversations she had on various visits to
Russia and intercepted phone calls."

The former intelligence officer says the response from the FBI was "shock and horror." The FBI, after receiving the
first memo, did not immediately request additional material, according to the former intelligence officer and his
American associates. Yet in August, they say, the FBI asked him for all information in his possession and for him to
explain how the material had been gathered and to identify his sources. The former spy forwarded to the bureau
several memos—some of which referred to members of Trump's inner circle. After that point, he continued to share
information with the FBI. "It's quite clear there was or is a pretty substantial inquiry going on," he says.

"This is something of huge significance, way above party politics," the former intelligence officer comments. "I
think [ Trump's] own party should be aware of this stuff as well."

The Trump campaign did not respond to a request for comment regarding the memos. In the past, Trump has
declared, "I have nothing to do with Russia."

The FBI is certainly investigating the hacks attributed to Russia that have hit American political targets, including
the Democratic National Committee and John Podesta, the chairman of Clinton's presidential campaign. But there
have been few public signs of whether that probe extends to examining possible contacts between the Russian
government and Trump. (In recent weeks, reporters in Washington have pursued anonymous online reports that a
computer server related to the Trump Organization engaged in a high level of activity with servers connected to Alfa
Bank, the largest private bank in Russia. On Monday, a Slate investigation detailed the pattern of unusual server
activity but concluded, "We don't yet know what this [ Trump] server was for, but it deserves further explanation." In
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an email to Mother Jones, Hope Hicks, a Trump campaign spokeswoman, maintains, "The Trump Organization is
not sending or receiving any communications from this email server. The Trump Organization has no communication
or relationship with this entity or any Russian entity.")

According to several national security experts, there is widespread concern in the US intelligence community that
Russian intelligence, via hacks, is aiming to undermine the presidential election—to embarrass the United States
and delegitimize its democratic elections. And the hacks appear to have been designed to benefit Trump. In August,
Democratic members of the House committee on oversight wrote Comey to ask the FBI to investigate "whether
connections between Trump campaign officials and Russian interests may have contributed to these [cyber] attacks
in order to interfere with the US. presidential election." In September, Sen. Dianne Feinstein and Rep. Adam Schiff,
the senior Democrats on, respectively, the Senate and House intelligence committees, issued a joint statement
accusing Russia of underhanded meddling: "Based on briefings we have received, we have concluded that the
Russian intelligence agencies are making a serious and concerted effort to influence the U.S. election. At the least,
this effort is intended to sow doubt about the security of our election and may well be intended to influence the
outcomes of the election." The Obama White House has declared Russia the culprit in the hacking capers, expressed
outrage, and promised a "proportional” response.

There's no way to tell whether the FBI has confirmed or debunked any of the allegations contained in the former
spy's memos. But a Russian intelligence attempt to co-opt or cultivate a presidential candidate would mark an even
more serious operation than the hacking.

In the letter Reid sent to Comey on Sunday, he pointed out that months ago he had asked the FBI director to release
information on Trump's possible Russia ties. Since then, according to a Reid spokesman, Reid has been briefed
several times. The spokesman adds, "He is confident that he knows enough to be extremely alarmed.”
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President Barack Obama Holds News Conference

All right, everybody. Good afternoon. This is the most wonderful press conference of the year. | have got a list of who has
been naughty and nice to call on. But let me first make a couple of quick points and then | will take your questions.

Typically I use this year-end press conference to review how far we have come over the course of the year. Today,
understandably, I'm going to talk a little bit about how far we have come over the past eight years.

As I was preparing to take office, the unemployment rate was on its way to 10 percent. Today it is at 4.6 percent, the lowest in
nearly a decade. We've seen the longest streak of job growth on record, and wages have grown faster over the past few years

than at any time in the past 40.

When I came into office, 44 million people were uninsured. Today we have covered more than 20 million of them. For the
first time in our history, more than 90 percent of Americans are insured.

In fact, yesterday was the biggest day ever for health care.gov, more than 670,000 Americans signed up to get covered, and
more are signing up by the day.

We've cut our dependence on foreign oil by more than half, doubled production of renewable energy, enacted the most
sweeping reforms since FDR to protect consumers and prevent a crisis on Wall Street from punishing main street ever again.

None of these actions stifled growth as critics are predicted. Instead, the stock market has nearly tripled.

Since I signed Obamacare into law, our businesses have added more than 15 million new jobs, and the economy undoubtedly
more durable than it was in the days when we relied on oil from unstable nations and banks took risky bets with your money.

Add it all up, and last year the poverty rate fell at the fastest rate in almost 50 years, while the median household income grew
at the fastest rate on record. In fact, income gains were actually larger for households at the bottom and the middle than for

those at the top.

And we have done all this while cutting our deficits by nearly two-thirds, and protecting vital investments that grow the middle
class.

In foreign policy, when I came into office we were i the midst of two wars. Now nearly 180,000 troops are down to 15,000.
Bin Laden, rather than being at large, has been taken off the battlefield, along with thousands of other terrorists.

Over the past eight years no foreign terrorist organization has successfully executed an attack on our homeland that was
directed from overseas. Through diplomacy, we have ensured Iran cannot obtain a nuclear weapon without going to war with

Iran.

We opened up a new chapter with the people of Cuba. And we have brought nearly 200 nations together around a climate
agreement that could very well save this planet for our kids.

And almost every country on Earth sees America as stronger and more respected today than they did eight years ago.
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In other words, by so many measures our country is stronger and more prosperous than it was when we started. It is a
situation that I'm proud to leave for my successor. And it's thanks to the American people, to the hard work that you have put
in, the sacrifices you have made for your families and your communities, the businesses that you started or invested in, and the
way you looked out for one another. And I could not be prouder to be your president.

Of course, to tout this progress does not mean that we are not mindful of how much more there is to do. In this season in
particular, we are reminded that there are people who are still hungry, people who are still homeless, people who still have
trouble paying the bills or finding work after being laid off.

There are communities that are still mourning those who have been stolen from us by senseless gun violence, and parents who
still are wondering how to protect their kids.

And after I leave office I intend to continue to work with organizations and citizens doing good across the country on these and
other pressing issues to build on the progress that we have made.

Around the world as well, there are hotspots where disputes have been intractable, conflicts have flared up, and people,
innocent people are suffering as result, and nowhere is this more terribly true than in the city of Aleppo. For years, we've
worked to stop the civil war in Syria and alleviate human suffering. It has been one of the hardest issues that ['ve faced as
president.

The world as we speak is united in horror at the savage assaults by the Syrian regime and its Russian and Iranian allies on the
city of Aleppo. We have seen a deliberate strategy of surrounding, besieging and starving innocent civilians. We've seen
relentless targeting of humanitarian workers and medical personnel, entire and neighbors reduced to rubble and dust. There are
continuing reports of civilians being executed. These are all horrific violations of international law.

Responsibility for this brutality lies in one place alone, with the Assad regime and its allies, Russia and Iran, and this blood and
these atrocities are on their hands. We all know what needs to happen. There needs to be an impartial mternational observer
force n Aleppo that can help coordinate an orderly evacuation through say corridors. There has to be full access for
humanitarian aid, even as the United States continues to be the world's largest donor of humanitarian aid to the Syrian people.
And beyond that, there needs to be a broader cease-fire that can serve as the basis for a political rather than a military solution.

That's what the United States is gonna continue to push for, both with our partners and through multilateral mstitutions like the
U.N.

Regretfully, but unsurprisingly, Russia has repeatedly blocked the Security Council from taking action on these issues, so we're
gonna keep pressing the Security Council to help improve the delivery of humanitarian aid to those who are in such desperate
need and ensure accountability, including continuing to monitor any potential use of chemical weapons in Syria.

And we're gonna work in the U.N. General Assembly as well, both on accountability and to advance a political settlement
because it should be clear that although you may achieve tactical victories, over the long-term, the Assad regime cannot
slaughter its way to legitimacy. That's why we'll continue to press for a transition to a more representative government, and
that's why the world must not avert our eyes to the terrible events that are unfolding.

The Syrian regime and its Russian and Iranian allies are trying to obfuscate the truth. The world should not be fooled and the
world will not forget.

So even i a season where the incredible blessings that we know as Americans are all around us, even as we enjoy family and
friends and are reminded of how lucky we are, we should also be reminded that to be an American involves bearing burdens
and meeting obligations to others. American values and American ideals are what will lead the way to a safer and more
prosperous 2017, both here and abroad. And by the way, you (ph) embody those values and ideals like our brave men and
women in uniform and their families.

So I just want to close by wishing all of them a very merry Christmas and a happy new year.

With that, I will take some questions, and I'm gonna start with Josh Lederman of A.P.

QUESTION:

Thank you, Mr. President.
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There's a perception that you're letting President Putin get away with interfering in the U.S. election and that a response that
nobody knows about (inaudible) don't cut it. Are you prepared to call out President Putin by name for ordering (inaudible)?
And do you agree with Hillary Clinton now says, that the hacking was actually partially responsible for her loss?

And is your administration open to correlate with Trump and his team on this issues, tarnishing (ph) the smooth transition of
power that you have promised?

OBAMA:

Well, first of all, with respect to the transition, I think they would be the first to acknowledge that we have done everything we
can to make sure that they are successful, as I promised, and that will continue. And it's just been a few days since I last talked
to the president-elect about a whole range of transition issues. That cooperation’s gonna continue.

There hasn't been a lot of squabbling. What we've simply said is the facts, which are that based on uniform intelligence
assessments, the Russians were responsible for hacking the DNC and that as a consequence, it is important for us to review all
elements of that and make sure that we are preventing that kind of interference through cyber attacks in the future. That
should be a bipartisan issue, that shouldn't be a partisan issue.

And my hope is that the president-elect is going to similarly be concerned with making sure that we don't have a potential
foreign influence in our election process. I don't think any American wants that. And that shouldn't be a source of an argument.

I think that part of the challenge is that it gets caught up in the carryover from election season. And I think it is very important
for us to distinguish between the politics of the election and the need for us as a country, both from a national security
perspective but also in terms of the integrity of our election system and our democracy to make sure that we don't create a
political football here.

Now, with respect to how this thing unfolded last year, let's just go through the facts pretty quickly. At the beginning of the
summer, were alerted to the possibility that the DNC has been hacked. And I made (ph) an order, law enforcement, as well as
our intelligence teams to find out everything about it, investigate it thoroughly to brief the potential victims of this hacking, to
brief on a bipartisan basis the leaders of both the House and the Senate and the relevant intelligence committees.

And once we had clarity and certainty around what in fact had happened, we publicly announced that in fact Russia had
hacked into the DNC. And at that time, we did not attribute motives or you know any interpretations of why they had done so.

We didn't discuss what the effects of it might be. We simply let people know -- the public know just as we had let members of
Congress know that this had happened.

And as a consequence, all of you wrote a lot of stories about both what had happened and then you interpreted why that might
have happened and what effect it was going to have on the election outcomes. We did not -- and the reason we did not was
because m this hyper-partisan atmosphere, at a time when my primary concern was making sure that the integrity of the
election process was not in any way damaged, at a time when anything that was said by me or anybody in the White House
would immediately be seen through a partisan lens.

I wanted to make sure that everybody understood we were playing this thing straight, that we weren't trying to advantage one
side or another. But what we were trying to do was let people know that this had taken place.

And so if you started seeing effects on the election, if you were trying to measure why this was happening and how you should
consume the mformation that was being leaked, that you might want to take this into account. And that's exactly how we
should have handled it.

Imagine if we had done the opposite, it would become immediately just one more political scrum. And part of the goal here
was to make sure that we did not do the work of the leakers for them by raising more and more questions about the integrity of
the election right before the election was taking place -- at a time, by the way, when the president-elect himself was raising
questions about the mtegrity of the election.

And finally, I think it's worth pomting out, that the information was already out. It was in the hands of Wikileaks, so that was
going to come out no matter what.

What I was concerned about in particular was making sure that that wasn't compounded by potential hacking that could
hamper vote counting, affect the actual election process itself.
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And so in early September when I saw President Putin in China, I felt that the most effective way to ensure that that did not
happen was to talk to him directly and tell him to cut it out, there were going to be some serious consequences if he did not.

And in fact, we did not see further tampering of the election process. But the leaks through Wikileaks had already occurred.

So when I look back in terms of how we handled it, I think we handled it the way it should have been handled. We allowed
law enforcement and the intelligence community to do its job without political influence.

We briefed all relevant parties involved in terms of what was taking place. When we had a consensus around what had
happened, we announced it, not through the White House, not through me, but rather through the intelligence communities that
had actually carried out these investigations.

And then we allowed you and the American public to make an assessment as to how to weigh that going into the election.

And the truth is, is that there was nobody here who did not have some sense of what kind of effect it might have. I am finding
it a little curious that everybody is suddenly acting surprised that this looked like it was disadvantaging Hillary Clinton, because
you guys wrote about it every day, every single leak about every little juicy tidbit of political gossip, including John Podesta's
risotto recipe.

This was an obsession that dominated the news coverage. So I do think it is worth us reflecting how it is that a presidential
election of such importance, of such moment, with so many big issues at stake and such a contrast between the candidates
came to be dominated by a bunch of these leaks.

What is it about our political system that made us vulnerable to these kinds of potential manipulations which, as I've said
publicly before, were not particularly sophisticated. This was not some elaborate, complicated espionage scheme.

They hacked into some Democratic Party e-mails that contained pretty routine stuff, some of it embarrassing or uncomfortable
because I suspect that if any of us got our emails hacked into there might be some things that we would not want suddenly
appearing on the front page of a newspaper or a telecast, even if there was not anything particularly illegal or controversial
about it.

And then it just took off. And that concerns me, and it should concern all of us. But the truth of the matter is, is that
everybody had the information. It was out there, and we handled it the way we should have.

Now, moving forward, I think there are a couple of issues that this raises. Number one is just the constant challenge that we
are going to have with cyber security throughout our economy and throughout our society.

We are a digitalized culture. And there's hacking going on every single day. There is not a company, there is not a major
organization, there is not a financial institution, there is not a branch of our government were somebody is not going to be
fishing for something or trying to penetrate or put in a virus or malware.

And this is why for the last eight years I have been obsessed with how do we continually upgrade our cyber security systems.
And this particular concern around Russian hacking is part of a broader set of concerns about how do we deal with cyber
issues being used in ways that can affect our infrastructure, affect the stability of our financial systems, and affect the mtegrity
of our institutions like our election process.

I just received, a couple of weeks back, it wasn't widely reported on, a report from our cyber-security commission that outlines
a whole range of strategies to do a better job on this. But it's difficult because it's not all housed -- the target of cyberattacks is
not one entity, but it's widely dispersed and a lot of it is private, like the DNC. You know, it's not a branch of government. We
can't tell people what to do.

What we can do is inform them, get best practices. What we can also do is to on a bilateral basis warn other countries against
these kinds of attacks, and we've done that in the past. So just as I told Russia to stop it and indicated there will be
consequences when they do it, the Chinese have in the past engaged in cyberattacks directed at our companies to steal trade
secrets and proprietary technology, and I had to have the same conversation with President Xi.

And what we've seen is some evidence that they have reduced but not completely eliminated these activities, partly because
they can use cutouts. One of the problems with the internet and cyber issues is there's not always a return address, and by the
time you catch up to it, you know, attributing what happened to a particular government can be difficult, not always provable n
court, even tough our intelligence communities can make an assessment.
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What we've also tried to do is to start creating some international norms about this to prevent some sort of cyber arms race
because we obviously have offensive capabilities as well as defensive capabilities, and my approach is not a situation which
everybody's worse off because folks are constantly attacking each other back and forth, but putting some guardrails around
behavior of nation states, including our adversaries, just so that they understand that whatever they do to us, we can potentially
do to them.

We do have some special challenges because ofientimes, our economy is more digitalized. It is more vulnerable partly because
we're a wealthier nation and we're more wired than some of these other countries and we have a more open society and engage
in less control and censorship over what happens over the internet, which is also part of what makes us special.

Last point, and the reason I'm going on here is because I know that you guys have a lot of questions about this and I
addressed all of you directly about this. With respect to response, my principal goal leading up to the election was making sure
that the election itself went off without a hitch, that it was not tarnished and that it did not feed any sense in the public that
somehow, tampering had taken place with the actual process of voting and we accomplished that. That does not mean that we
are not going to respond, it simply meant that we had a set of priorities leading up to the election that were of the utmost
mportance.

Our goal continues to be to send a clear message to Russia or others not to do this to us because we can do stuff to you, but it
is also important for us to do that in a thoughtful, methodical way. Some of it, we do publicly. Some of it, we will do in a way
that they know but not everybody will. And I know that there have been folks out there who suggests somehow that if we
went out there and made big announcements and thumped our chests about a bunch of stuff, that somehow that would
potentially spook the Russians.

But keep in mind that we already have enormous numbers of sanctions against the Russians. The relationship between us and
Russia has deteriorated, sadly, significantly over the last several years. And so how we approach an appropriate response that
increases costs for them for behavior like this in the future but does not create problems for us is something that's worth taking
the time to think through and figure out. And that's exactly what we've done.

So, at a pomt in time where we've taken certain actions that we can divulge publicly, we will do so. There are times where the
message will be directly received by the Russians and not publicized. And I should pomt out by the way, part of why the
Russians have been effective on this is because they don't go around announcing what they're doing. It's not like Putin's gone
around the world publicly saying, look what we did. Wasn't that clever? He denies it.

So the idea that somehow public shaming is gonna be effective, I think doesn't read the -- the thought process in Russia very
well. OK.

QUESTION:
Did Clinton lose because of the hacking?
OBAMA:

I'm gonna let all the political pundits in this town have a long discussion about what happened i the election. It was a
fascinating election. So, you know, I'm sure there are gonna be a lot of books written about it. I've said what I think is
important for the Democratic Party going forward, rather than try to parse every aspect of the election.

And I -- T've said before, I couldn't be prouder of Secretary Clinton, her outstanding service and she's worked tirelessly on
behalf of the American people and I don't think she was treated fairly during the election. I think the coverage of her and the
issues was troubling, but having said that, what ['ve been most focused on -- appropriate for the fact I am not going to be a
politician in about -- what is it, 32 days, 31, 347

What I've said is that I can maybe give some counsel advice to the Democratic Party. And I think the -- the -- the thing we
have to spend the most time on -- because it's the thing we have most control over -- is, how do we make sure that we're
showing up in places where I think Democratic policies are needed, where they are helping, where they are making a
difference, but where people feel as if they're not being heard?

And where Democrats are characterized as coastal, liberal, latte- sipping, you know, politically correct, out-of-touch folks, we
have to be in those communities. And I've seen that, when we are in those communities, it makes a difference. That's how 1
became president. I became a U.S. Senator not just because I had a strong base in Chicago, but because I was driving
downstate [llinois and going to fish fries and sitting in V.F.W. Halls and talking to farmers.
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And T didn't win every one of their votes, but they got a sense of what I was talking about, what I cared about, that I was for
working people, that I was for the middle class, that the reason I was interested i strengthening unions and raising the
minimum wage and rebuilding our infrastructure and making sure that parents had decent childcare and family leave, was
because my own family's history wasn't that different from theirs even if I looked a little bit different. Same thing in lowa.

And so the question is, how do we rebuild that party as a whole, so that there's not a county in any state -- [ don't care how
red -- where we don't have a presence and we're not making the argument, because I think we have a better argument. But
that requires a lot of work. You know, it's been something that ['ve been able to do successfully in my own campaigns.

OBAMA:

It is not something ['ve been able to transfer to candidates in mid-terms and sort of build a sustaining organization around.
That's something I would have liked to have done more of, but it's kind of hard to do when you're also dealing with a whole
bunch of issues here in the White House. And that doesn't mean, though, that it can't be done, and I think there are gonna be a
lot of talented folks out there, a lot of progressives who share my values, who are gonna be leading the charge in the years to
come.

Michelle Kosinski (ph) of CNN.
QUESTION:
Thank you.

This week we heard Hillary Clinton talk about how she thinks that the FBI director's most recent announcement made a
difference in the outcome of the election. And we also just heard in an op-ed her campaign chairman talk about something
being deeply broken within the FBI.

He talked about thinking that the investigation early on was lackadaisical, in his words. So what do you think about those
comments? Do you think there's any truth to them? Do you think there's a danger there that they're calling into question the
integrity of institutions in a similar way that Donald Trump's team has done?

And the second part to that is that Donald Trump's team repeatedly -- I guess, given the indication that the mvestigation of the
Russian hack as well as retaliation might not be such a priority once he's in office.

So what do you think the risk is there? And are you going to talk to him directly about some of those comments he made?

OBAMA:

Well, on the latter point, as I said before, the transition from election season to governance season is not always smooth. You
know, it's bumpy. There are still feelings that are raw out there. There are people who are still thinking how things unfolded.
And I get all that.

But when Donald Trump takes the oath of office and is sworn in as the 45th president of the United States, then he has got a
different set of responsibilities and considerations.

And I've said this before. I think there is a sobering process when you walk into the Oval Office. And, you know, I haven't
shared previously private conversations ['ve had with the president-elect. I will say that they have been cordial and in some
cases have mvolved me making some pretty specific suggestions about how to ensure that regardless of our obvious deep
disagreements about policy, maybe I can transmit some thoughts about maintaining the effectiveness, mtegrity, cohesion of the
office, our various democratic institutions, and he has listened.

I can't say that he will end up implementing, but the conversations themselves have been cordial as opposed to defensive in
any way. And I will always make myself available to him just as previous presidents have made themselves available to me as
issues come up.

With respect to the FBI, I will tell you, I've had a chance to know a lot of FBI agents. I know Director Comey. They take
their job seriously. They work really hard. They help keep us safe and save a lot of lives.

And it is always a challenge for law enforcement when there's an intersection between the work that they are doing and the
political system. It's one of the difficulties of democracy generally.
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We have a system where we want our law enforcement investigators and our prosecutors to be free from politics, to be
independent, to play it straight. But sometimes that involves investigations that touch on politics and particularly in this hyper-
partisan environment that we've been in, everything is suspect, everything you do one way or the other.

One thing that I have done is to be pretty scrupulous about not wading into investigation decisions or prosecution decisions or
decisions not to prosecute. [ have tried to be really strict in my own behavior about preserving the independence of law
enforcement, free from my own judgments and political assessments, in some cases. And I don't know why it would stop now.

Mike Dorney (ph) of Bloomberg.
QUESTION:
Thank you, Mr. President.

On Aleppo, your views of (ph) what happens there, the responsibility of the Russian government, the Iranian government, the
Assad regime (inaudible), but do you, as president of the United States, leader of the free world, feel any personal moral
responsibility now at the end of your presidency for the carnage we're all watching in Aleppo, which I'm sure disturbs you
(inaudible)?

Secondly, also on Aleppo, you've again made clear your practical disagreements with (inaudible) and President-elect Trump
has throughout his campaign, and he said again last night, that he wants to create safe zones in Syria. Do you feel like in this
transition, you need to help him toward implementing that or is that not something you need to be doing?

OBAMA:

Mike, I always feel responsible. I felt responsible when kids were being shot by snipers. I felt responsible when millions of
people had been displaced. I feel responsible for murder and slaughter that's taken place in South Sudan that's not being
reported on, partly because there's not as much social media being generated from there.

There are places around the world where horrible things are happening and because of my office, because I'm president of the
United States, I feel responsible. I ask myself every single day, is there something I could do that would save lives and make a
difference and spare some child who doesn't deserve to suffer. So that's a starting point. There's not a moment during the
course of this presidency where I haven't felt some responsibility.

That's true, by the way, for our own country. When I came into office and people were losing their jobs and losing their homes
and losing their pensions, I felt responsible and I would go home at night and I would ask myself, was there something better
that T could do or smarter that I could be that would make a difference in their lives, that would relieve their suffering and
relieve their hardship.

So with respect to Syria, what I have consistently done is taken the best course that I can to try to end the civil war while
having also to take into account the long-term national security iterests of the United States. And throughout this process,
based on hours of meetings -- if you tallied it up, days and weeks of meetings -- where we went through every option in painful
detail with maps and we had our military and we had our aid agencies and we had our diplomatic teams, and sometimes, we'd
bring in outsiders who were critics of ours.

Whenever we went through it, the challenge was that short of putting large numbers of U.S. troops on the ground uninvited,
without any international law mandate, without sufficient support from Congress, at a time when we still had troops in
Afghanistan and we still had troops in Iraq and we had just gone through over a decade of war and spent trillions of dollars and
when the opposition on the ground was not cohesive enough to necessarily govern a country and you had a military
superpower in Russia prepared to do whatever it took to keep its (inaudible) involved and you had a regional military power in
Iran that saw their own vital strategic interests at stake and were willing to send in as many of their people or proxies to support
the regime.

And in that circumstance, unless we were all in and willing to take over Syria, we were going to have problems. And
everything else was tempting because we wanted to do something and it sounded like the right thing to do but it was going to be
impossible to do this on the cheap. And in that circumstance, I have to make decision as president of the United States as to
what is best -- I'm sorry.

What's going on? Somebody's not feeling good. All right. Why don't we have -- we got -- we can get our doctors back there to
help out. Somebody want to go to my doctor's office and just send them -- all right. Where was [? So we couldn't do it on the
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cheap. Now, it may be --

QUESTION:

Can we get a doctor in here? Can that be arranged?

OBAMA:

Can somebody help out, please, and get Doc Jackson in here? Somebody grabbing our doctor?
QUESTION:

Thank you, Mr. President.

OBAMA:

Of course. In the meantime, just give her a little room. Doctor will be here in a second. You guys know where the doctor's
office is? So just go through the palm doors. Its right -- its right next to the map room. There he is. All right. There's Doc
Jackson. He's all right. OK. The doctor -- the doctor's in the house.

So -- And I don't mean that -- I mean that with all sincerity. I understand the impulse to want to do something, but ultimately
what I've had to do is to think about, what can we sustain, what is realistic? And my first priority has to be, what's the right
thing to do for America? And it has been our view that the best thing to do has been to provide some support to the moderate
opposition so that they could sustain themselves.

And that you wouldn't see anti-Assad regime sentiments just pouring into Al- Nusra and Al-Qaeda or ISIL that we engaged
our international partners in order to put pressure on all the parties involved. And to try to resolve this through diplomatic and
political means. I cannot claim that we've been successful. And so that's something that, as is true with a lot of issues and
problems around the world, T have to go to bed with every night.

But I continue to believe that it was the right approach given what realistically we could get done. Absent a decision, as I said,
to go into much more significant way. And that, I think would not have been a sustainable or good for the American people
because we had a whole host of other obligations that we also had to meet, wars we had already started and that were not yet
finished.

With respect to the issue of safe zones , it is a continued problem, a continued challenge with safe zones is if you are setting up
those zones on Syrian territory, then that requires some force that is willing to maintain that territory in the absence of consent
from the Syrian government and now the Russians or the Iranians.

So it may be that with Aleppo's tragic situation unfolding that in the short term, if we can get more of the tens of thousands
who are still trapped there out , that so long as the world's eyes are on them and they are feeling pressure, the regime in Russia
concludes that they are willing to find some arrangement, perhaps in coordination with Turkey, whereby those people can be
safe.

Even that will probably be temporary, but at least it solves a short-term issue that's going to arise.

Unfortunately we are not there yet because right now we have Russians and Assad claiming that basically all the innocent
civilians who were trapped in Aleppo are out when international organizations, humanitarian organizations who know better and
who are on the ground, have said unequivocally that there are still tens of thousands who are trapped and prepared to leave
under pretty much any conditions.

And so right now our biggest priority is to continue to put pressure wherever we can to try to get them out.

Mike, | can't have too much...

QUESTION:

(OFF-MIKE) but do you see, responsibility notwithstanding, moving in that direction or help President-elect Trump move in
that direction?
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OBAMA:

I will help President Trump -- President-elect Trump with any advice, counsel, information that we can provide so that he,
once he's sworn in, can make a decision.

Between now and then, these are decisions that [ have to make based on the consultations that [ have with our military and the
people who have been working this every single day.

Peter Alexander (ph).

QUESTION:

Mr. President, thank you very much.

Can you, given all the mtelligence that we have now heard, assure the public this was once and for all a free and fair election?
And specifically on Russia, do you feel any obligation now as they have been insisting that this isn't the case to show the proof,
as it were? They say, put your money where your mouth is and declassify some of the itelligence and the evidence that exists.
And more broadly, as it relates to Donald Trump on this very topic, are you concerned about his relationship with Viadimir
Putin, especially given some of the recent cabinet picks, including his selection for secretary of state, Rex Tillerson, who
toasted Putin with champagne over oil deals together? T hank you.

OBAMA:

I may be getting older because these multipart questions, I start losing track.

OBAMA:

I can assure the public that there was not the kind of tampering with the voting process that was our concern and will continue
to be of concern going forward, that the votes that were cast were counted, they were counted appropriately.

We have not seen evidence of machines being tampered with, so that assurance I can provide.
That doesn't mean that we find every single, you know, potential probe of every single voting machine all across the country,
but we paid a lot of attention to it. We worked with state officials, et cetera, and we feel confident that that didn't occur and

that the votes were cast and they were counted.

And so that's on that point. What was the second one?

QUESTION:
Say more about declassification.
OBAMA:

Declassification. Look, we will provide evidence that we can safely provide, that does not compromise sources and methods.
But I'll be honest with you, when you are talking about cybersecurity, a lot of it is classified and we're not going to provide it,
because the way we catch folks is by knowing certain things about them that they may not want us to know and if we're gonna
monitor this stuff effectively going forward, we don't want them to know that we know.

So, this is one of those situations where, unless the American people genuinely think that the professionals in the CIA, the
FBI, our entire intelligence nfrastructure, many of whom -- by the way, served in previous administrations and who are
Republicans -- are less trustworthy than the Russians. Then people should pay attention to what our intelligence agencies say.

This is part of what I meant when I said we've got to think what is happening to happening to our political culture here. The

Russians can't change us or significantly weaken us. They are a smaller country, they are a weaker country, their economy
doesn't produce anything that anybody wants to buy except oil and gas and arms. They don't innovate.
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But they can impact us if we lose track of who we are. They can impact us if we abandon our values. Mr. Putin can weaken
us just like he's trying to weaken Europe if we start buying into notions that it's OK to intimidate the press, or lock up
dissidents, or discriminate against people because of their faith or what they look like.

And what I worry about -- more than anything -- is the degree to which because of the fierceness because of the partisan
battle, you start to see certain folks in the Republican Party and Republican voters suddenly finding a government and
individuals who stand contrary to everything that we stand for as being OK, because that's how much we dislike Democrats.

I mean, think about it. Some of the people who historically have been very critical of me for engaging with the Russians and
having conversations with them, also endorsed the president-elect, even as he was saying that we should stop sanctioning
Russia and being tough on them and work together with them against our common enemies.

It was very complimentary of Mr. P utin personally. Now that -- that wasn't news. The president-elect during the campaign
said so. And some folks who had made a career out of being anti-Russian, didn't say anything about it. And then after the
election, suddenly they're asking, oh, why didn't you tell us that maybe the Russians were trying to help our candidate? Well,
come on.

There was a survey some of you saw where -- not this just one poll, but pretty credible source, 37 percent of Republican
voters approve of Putin. Over a third of Republican voters approve of Viladimir Putin, the former head of the KGB. Ronald
Reagan would roll over in his grave. And how did that happen? It happened in part because for too long, everything that
happens i this town, everything that's said is seen through the lens of does this help or hurt us relative to Democrats or relative
to President Obama. And unless that changes, we're going to continue to be vulnerable to foreign influence because we've lost
track of what it is that we're about and what we stand for.

With respect to the president-elect’s appointments, it is his prerogative, as [ have always said, for him to appoint who he thinks
can best carry out his foreign policy or his domestic policy. It is up to the Senate to advise and consent. There will be plenty of
time for members of the Senate to go through the record of all his appointees and determine whether or not they're appropriate
for the job.

Martha (inaudible).
QUESTION:

Mr. President, I want to talk about Vladimir Putin agam. Just to be clear, do you believe Vladimir Putin himself authorized the
hack? And do you believe he authorized that to help Donald Trump?

And on the mtelligence, one of the things Donald Trump cites is Saddam Hussein and the weapons of mass destruction and
that they were never found. Can you say unequivocally that this was not China, that this was not a 400-pound guy sitting on
his bed as Donald Trump says? And do these types of tweets and kinds of statements from Donald Trump embolden the
Russians?

OBAMA:

When the report comes out before I leave office, that will have drawn together all the threads, and so I don't want to step on
their work ahead of time. What I can tell you is that the mtelligence that I've seen gives me great confidence in their assessment
that the Russians carried out this hack.

QUESTION:

Which hack?

OBAMA:

The hack of the DNC and the hack of John Podesta.

Now, the -- but again, I think this is exactly why I want the report out, so that everybody can review it. And this has been
briefed and the evidence in closed session has been provided on a bipartisan basis, not just to me, it's been provided to the
leaders of the House and the Senate and the chairmen and ranking members of the relevant committees. And I think that what
you've already seen is, at least some of the folks who've seen the evidence don't dispute I think the basic assessment that the
Russians carried this out.
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QUESTION:

But specifically, could (ph) you not say that...

OBAMA:

Well, Martha, I think what I want to make sure of is that I give the intelligence community a chance to gather all the
information.

But I'd make a larger point, which is, not much happens in Russia without Vladimir Putin. This is a pretty hierarchical
operation. Last I checked, there's not a lot of debate and democratic deliberation, particularly when it comes to policies
directed at the United States. We have said and I will confirm that this happened at the highest levels of the Russian
government and [ will let you make that determination as to whether there are high-level Russian officials who go off rogue
and decide to tamper with the U.S. election process without Vladimir Putin knowing about it.

QUESTION:

So I wouldn't be wrong in saying the president thinks Vladimir Putin authorized the hack?
OBAMA:

Martha, I've given you what I've -- what I'm gonna give you.

What was your second question?

QUESTION:

Do the tweets and do the statements by -- by Donald Trump embolden Russia?
OBAMA:

As I said before, I think that the president-elect, you know, is still in transition mode from campaign to governance. I think he
hasn't gotten his whole team together yet. He still has campaign spokespersons sort of filling in and appearing on cable shows.
And there is just a whole different attitude and vibe when you're not in power as when you are in power.

So rather than me sort of characterize the appropriateness or inappropriateness of what he is doing at the moment, I think what
we have to see is how will the president-elect operate and how will his team operate when they've been fully briefed on all
these issues. They have their hands on all the levers of government. And they have got to start making decisions.

One way I do believe that the president-elect can approach this that would be unifying is to say that we welcome a bipartisan
independent process that gives the American people an assurance not only that votes are counted properly, that the elections
are fair and free, but that we have learned lessons about how internet propaganda from foreign countries can be released into
the political bloodstream and that we have got strategies to deal with it for the future.

The more this can be non-partisan, the better served the American people are going to be, which is why I made the point
earlier and I'm going to keep on repeating this point, our vulnerability to Russia or any other foreign power is directly related to
how divided, partisan, dysfunctional our political process is. That's the thing that makes us vulnerable.

If fake news that's being released by some foreign government is almost identical to reports that are being issued through
partisan news venues, then it's not surprising that that foreign propaganda will have a greater effect. It doesn't seem that far-
fetched compared to some of the other stuff that folks are hearing from domestic propagandists.

To the extent that our political dialogue is such where everything is under suspicion, and everybody is corrupt, and everybody
is doing things for partisan reasons, and all of our institutions are, you know, full of malevolent actors, if that's the story line
that is being put out there by whatever party is out of power, then when a foreign government mtroduces that same argument,
with facts that are made up, voters who have been listening to that stuff for years, who have been getting that stuff every day
from talk radio or other venues, they're going to believe it.

So if we want to really reduce foreign influence on our elections, then we had better think about how to make sure that our
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political process, our political dialogue is stronger than it has been.

Mark Langley (ph).

QUESTION:

Thank you, Mr. President.

I wonder whether I could move you from Russia to China for a moment.
OBAMA:

Absolutely.

QUESTION:

Your successor spoke by phone with the president of Taiwan the other day, and declared subsequently that he wasn't sure why
the United States needed to be bound by the One China Policy.

He suggested it could be used as a bargaining chip perhaps to get better terms on a trade deal or more cooperation on North
Korea. There's already evidence that tensions between the two sides have increased a bit, and just today, the Chinese have
seized an underwater drone in the South China Sea.

Do you agree, as some do, that our China policy could use a fresh set of eyes and what's the big deal about having a short
phone call with the president of Taiwan? Or do you worry that these types of unorthodox approaches are setting us on a
collision course with perhaps our biggest geopolitical adversary?

OBAMA:
That's a great question.

I'm somewhere in between. I think all of our foreign policy should be subject to fresh eyes. I think one of the -- I've said this
before, I am very proud of the work I've done. I think I'm a better president now than when I started. But you know, if you're
here for eight years in the bubble, you start seeing things a certain way and you benefit from -- the democracy benefits,
America benefits from some new perspectives.

And I think it should be not just the prerogative, but the obligation of a new president to examine everything that's been done
and see what makes sense and what doesn't. That's what I have done when I came in and I'm assuming any new president's
gonna undertake those same exercises.

And given the importance of the relationship between United States and China, given how much is at stake in terms of the
world economy, national security, our presence in the Asia-Pacific, China's increasing role in international affairs, there's
probably no bilateral relationship that carries more significance and where there's also the potential if that relationship breaks
down or goes into full conflict mode that everybody is worse off. So I think it's fine for him to take a look at it.

What I have advised the president-elect is that across the board on foreign policy, you want to make sure that you're doing it in
a systematic, deliberate, intentional way.

And since there's only one president at a time, my advice to him has been that before he starts having a lot of interactions with
foreign governments other than the usual courtesy calls, that he should want to have his full team in place, that he should want
his team to be fully briefed on what's gone on in the past and where the potential pitfalls may be, where the opportunities are,
what we've learned from eight years of experience so that as he's then maybe taking foreign policy in a new direction, he's got
all the information to make good decisions, and by the way, that all of government is moving at the same time and singing from
the same hymnal.

And with respect to China -- and let's just take the example of Taiwan, there has been a longstanding agreement essentially
between China and the United States, and to some agree the Taiwanese, which is to not change the status quo. Taiwan
operates differently than mainland China does. China views Taiwan as part of China, but recognizes that it has to approach
Taiwan as an entity that has its own ways of doing things.
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The Taiwanese have agreed that as long as they're able to continue to function with some agree of autonomy, that they won't
charge forward and declare mdependence. And that status quo, although not completely satisfactory to any of the parties
involved, has kept the peace and allowed the Taiwanese to be a pretty successful economy and -- of people who have a high
agree of self-determination. What I understand for China, the issue of Taiwan is as important as anything on their docket.

The idea of One China is at the heart of their conception as a nation. And so if you are going to upend this understanding, you
have to have thought through what the consequences because the Chinese will not treat that the way they'll treat some other
issues. They won't even treat it the way they issues around the South China Sea, where we've had a lot of tensions. This goes
to the core of how they see themselves.

And their reaction on this issue could end up being very significant. That doesn't mean that you have to adhere to everything
that's been done in the past, but you have to think it through and have planned for potential reactions that they may engage .
All right. Isaac Dovere, Politico.

QUESTION:

Thank you Mr. President. Two questions on where this all leaves us.

OBAMA:

What leaves us? Where my presidency leaves us? It leaves us in a really good spot.
OBAMA:

If we make some good decisions going forward.

QUESTION:

What do you say to the electors who are going to meet on Monday and are thinking of changing their votes? Do you think they
should be given an intelligence briefing about the Russian activity or should they bear in mind everything you have said and
have said already (ph)? Should they -- should votes be bound by the state votes as they've gone? And long-term, do you think
that there is need for Electoral College reform that was tied to the popular vote?

OBAMA:

Sounded like two but really was one.

OBAMA:

I love how these start. I've got two questions, but each one has four parts.
QUESTION:

On the Democratic Party, your labor secretary is running for -- to be the chair of the Democratic National Committee. Is the
vision that you've seen him putting forward what you think the party needs to be focused on? And what do you think about the
complaint that say that the future democratic committee shouldn't be a continuation of some of your political approach? Part of
that is complaints that decisions that you have made as president and leader of the party has structurally weakened the DNC
and the Democratic Party and they think that that has led to or has help lead to some of the losses in elections around the
country. Do you regret any of those decisions?

OBAMA:

I'll take the second one first and say that Tom Perez has been, I believe one of the best secretaries of labor in our history. He is
tireless. He is wicked smart. He has been able to work across the spectrum of you know, labor, business, activists. He has
produced. I mean, if you look at his body of work on behalf of working people, what he's pushed for in terms of making sure
that workers get a fair deal, decent wages, better benefits, that their safety is protected on the job. He has been extraordinary.

Now others who have declared are also my friends and fine people as well. And the great thing is, I don't have a vote in this.
So - 80 - so we'll let the process unfold, I don't think it's going to happen any time soon. I described to you earlier what I think
needs to happen, which is that the democratic party, whether that's entirely through the DNC or through rebuilding of state
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parties, or some other arrangement, has to work at the grassroots level, has to be present i all 50 states, has to have a
presence in counties.

Has to think about in that extension (ph) how are we speaking directly to voters.

I will say this, and I'm not going to engage i too much punditry. But that I could not be prouder of the coalition that I put
together in my -- each of my campaigns. Because it was iclusive and it drew in people who normally weren't interested in
politics and didn't participate.

But I'd like to think -- I think I can show that in those elections, I always cast a broad net. I always said first and foremost
we're Americans, that we have a common creed, that there's more that we share than divides us. And I want to talk to
everybody and get a chance to get everybody's vote.

I still believe what I said in 2004 which is this red state-blue thing is a construct. Now it is a construct that has gotten more and
more powerful for a whole lot of reasons from gerrymandering, to big money, to a way that the media is splintered.

And so people are just watching what reinforces their existing biases as opposed to having to listen to different points of view.
So there are all kinds of reasons for it.

But outside the realm of electoral politics, I still see people the way I saw them when I made that speech, full of contradictions
and some regional differences but basically, folks care about their families.

They care about having meaningful work. They care about making sure their kids have more opportunity than they did. They
want to be safe. They want to feel like things are fair.

And whoever leads the DNC and any candidate with the Democratic brand going forward, I want them to feel as if they can
reach out and find that common ground and speak to all of America. And that requires some organization.

And you're right that -- and [ said this in my earlier remarks, that what [ was able to do during my campaigns, I wasn't able to
do during midterms. It's not that we didn't put in time and effort into it. I spent time and effort into it. But the coalition I put
together didn't always turn out to be transferable.

And the challenge is that -- you know, some of that just has to do with the fact that when you are in the party in power and
people are going through hard times like they were in 2010, they are going to punish to some degree the president’s party
regardless of what organizational work is done.

Some of it has to do with just some deep standing traditional challenges for Democrats like during off-year elections the
electorate is older and we do better with the younger electorate. But we know those things are true.

And I didn't crack the code on that. And if other people have ideas about how to do that even better, ['m all for it.

So with respect to the electors, I'm not going to wade into that issue. Because, again, it's the American people's job and now
electors’ job to decide my successor. It is not my job to decide my successor.

And I have provided people with a lot of information about what happened during the course of the election, but more
importantly, the candidates themselves I think talked about their beliefs and their vision for America.

The president-elect I think has been very explicit what he cares about and what he believes in. And so it's not in my hands
now, it's up to them.

QUESTION:
what about long term about the Electoral College?

OBAMA:

Long term with respect to the Electoral College, the Electoral College is a vestige, it's a carry-over from an earlier vision of how
our federal government was going to work that put a lot of premium on states, and it used to be that the Senate was not elected
directly, it was through state legislatures. And it's the same type of thinking that gives Wyoming two senators and -- with about
half a million people and California with 33 million get the same two.
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So there's -- there are some structures in our political system as envisioned by the founders that sometimes are going to
disadvantage Democrats, but the truth of the matter is is that if we have a strong message, if we're speaking to what the
American people care about, typically, the popular vote and the electoral college vote will align.

And T guess -- T guess part of my overall message here as I leave for the holidays is that if we look for one explanation or one
silver bullet or one easy fix for our politics, then we're probably going to be disappointed. There are just a lot of factors in
what's happened, not just over the last few months, but over the last decade that has made both politics and governance more
challenging. And I think everybody's raised legitimate questions and legitimate concerns.

I do hope that we all just take some time, take a breath, that's certainly what I'm going to advise Democrats, to just reflect a
little bit more about how can we -- how can we get to a place where people are focused on working together based on at least
some common set of facts? How can we have a conversation about policy that doesn't demonize each another? How can we
channel what I think is the basic decency and goodness of the American people so it reflects itself in our politics, as opposed to
it being so polarized and so nasty that in some cases, you have voters and unelected officials who have more confidence and
faith in a foreign adversary than they have in their neighbors?

And those go to some bigger issues. How is it that we have some voters or some elected officials who think that Michelle
Obama's healthy eating initiative and school nutrition program is a greater threat to democracy than, you know, our
government going after the press if they're issuing a story they don't like? I mean, that's -- that's an issue that I think, you
know, we've got to -- we've got to wrestle with. And we will.

People have asked me how you feel after the election and so forth and I say well, look, this is a clarifying moment. It's a
useful reminder that voting counts, politics counts. What the president- elect is going to be doing is gonna be very different than
what I was doing and I think people will be able to compare and contrast and make judgments about what worked for the
American people. And I hope that building off the progress we've made, that what the president-elect is proposing works.

What I can say with confidence is that what we've done works. That I can prove. I can show you where we were in 2008 and
I can show you where we are now. And you can't argue that we are not better off, we are.

And for that, I thank the American people and then more importantly I thank -- well, not importantly, as importantly -- [ was
going to say Josh Earnest...for doing such a great job.

For that, I thank the American people, I thank the men and women in uniform who serve. [ haven't gotten to the pomnt yet
where I've been overly sentimental. T will tell you that when I was doing my last Christmas party photo -- I know many of you
have participated in these, they're pretty long.

Right at the end of the line, the President's Marine Corps Band comes in, those who have been performing. And I take a

picture with them. And that was the last time that I was going to take a picture with my Marine Corps Band after an event.
And I got a little choked up.

Now I was in front of marines so I had to like tamp it down. But it was just one small example of all of the people who have
contributed to our success. I am responsible for where we've screwed up, the successes are widely shared with all of the

amazing people who have been part of this administration.

OK? Thank you, everybody. Mele Kalikimaka!
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From: McCabe, Andrew G. (DO) (FBI)

Subject: WaPo

To: McCabe, Andrew G. (DO) (FBI)

Sent: December 28, 2016 7:56 AM (UTC-05:00)

The Washington Post

National Security
Obama administration is close to announcing measures to punish Russia for election interference

President Obama speaks about counterterrorism during his visit to MacDill Air Force Base in Tampa on
Dec. 6. (Kevin Lamarque/Reuters)
By Ellen Nakashima December 27 at 8:24 PM

The Obama administration is close to announcing a series of measures to punish Russia for its
interference in the 2016 presidential election, including economic sanctions and diplomatic censure,
according to U.S. officials.

The administration is finalizing the details, which also are expected to include covert action that will
probably involve cyber-operations, the officials said. An announcement on the public elements of the
response could come as early as this week.

The sanctions portion of the package culminates weeks of debate in the White House on how to revise a
2015 executive order that was meant to give the president authority to respond to cyberattacks from
overseas but that did not cover efforts to influence the electoral system.

The Obama administration rolled the executive order out to great fanfare as a way to punish and deter
foreign hackers who harm U.S. economic or national security.

The threat to use it last year helped wring a pledge out of China’s president that his country would cease
hacking U.S. companies’ secrets to benefit Chinese firms.

What the U.S. knows about Russia’s election hacks, and what it can do about it

Embed Share

Play Video3:19

In December, during a closed door briefing with senators, the CIA shared a secret assessment. The
agency concluded it was now “quite clear” that Russia’s goal was to the help Donald Trump win the White
House. (Jason Aldag/The Washington Post)

[Treasury, Justice officials pushed for economic sanctions on China over cybertheft]

But officials concluded this fall that the order could not, as written, be used to punish the most significant
cyber-provocation in recent memory against the United States — Russia’s hacking of Democratic
organizations, targeting of state election systems and meddling in the presidential election.

With the clock ticking, the White House is working on adapting the authority to punish the Russians,
according to the officials, who spoke on the condition of anonymity to discuss internal deliberations.
President Obama pledged this month that there would be a response to Moscow’s interference in the
U.S. elections.

Russia had denied involvement in the hacking.

One clear way to use the order against the Russian suspects would be to declare the electoral systems
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part of the “critical infrastructure” of the United States. Or the order could be amended to clearly apply to
the new threat — interfering in elections.

Content from BP

Technology boosts oil and gas safety

The industry uses the latest technology to identify, measure and manage potential risks.

Administration officials would also like to make it difficult for President-elect Donald Trump to roll back any
action they take.

“Part of the goal here is to make sure that we have as much of the record public or communicated to
Congress in a form that would be difficult to simply walk back,” said one senior administration official.
President Obama and Chinese President Xi Jinping at a news conference in Beijing in 2014. A year later,
Xi reached an agreement with Obama that his country would stop commercial cyber-spying. (Feng
Li/Getty Images)

Obama issued the executive order in April 2015, creating the sanctions tool as a way to hold accountable
people who harm computer systems related to critical functions such as electricity generation or
transportation, or who gain a competitive advantage through the cyber--theft of commercial secrets.

The order allows the government to freeze the assets in the United States of people overseas who have
engaged in cyber-acts that have threatened U.S. national security or financial stability. The sanctions
would also block commercial transactions with the designated individuals and bar their entry into the
country.

But just a year later, a Russian military spy agency would hack into the Democratic National Committee
and steal a trove of emails that were released a few months later on WikiLeaks, U.S. officials said. Other
releases followed, including the hacked emails of Hillary Clinton’s campaign chairman, John Podesta.

‘Fundamentally, it was a low-tech, high-impact event,” said Zachary Goldman, a sanctions and national
security expert at New York University School of Law. And the 2015 executive order was not crafted to
target hackers who steal emails and dump them on WikiLeaks or seek to disrupt an election. “It was an
authority published at a particular time to address a particular set of problems,” he said.

So officials “need to engage in some legal acrobatics to fit the DNC hack into an existing authority, or they
need to write a new authority,” Goldman said.

Administration officials would like Obama to use the power before leaving office to demonstrate its utility.

“When the president came into office, he didn’t have that many tools out there to use as a response” to
malicious cyber-acts, said Ari Schwartz, a former senior director for cybersecurity on the National Security
Council. “Having the sanctions tool is really a big one. It can make a very strong statement in a way that
is less drastic than bombing a country and more impactful than sending out a cable from the State
Department.”

CONTENT FROM RAYTHEON

Finding success after service

From school to the workplace, vets face unique challenges as they transition to civilian life.

The National Security Council concluded that it would not be able to use the authority against Russian
hackers because their malicious activity did not clearly fit under its terms, which require harm to critical
infrastructure or the theft of commercial secrets.

“You would (a) have to be able to say that the actual electoral infrastructure, such as state databases,
was critical infrastructure, and (b) that what the Russians did actually harmed it,” said the administration
official. “Those are two high bars.”

Although Russian government hackers are believed to have penetrated at least one state
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voter-registration database, they did not tamper with the data, officials said.

Some analysts believe that state election systems would fit under “government facilities,” which is one of
the 16 critical infrastructure sectors designated by the Department of Homeland Security.

Another option is to use the executive order against other Russian targets — say, hackers who stole
commercial secrets — and then, in either a public message or a private one, make clear that the United
States considers its electoral systems to be critical infrastructure.

The idea is not only to punish but also to deter.

“As much as | am concerned about what happened to us in the election, | am also concerned about what
will happen to us in the future,” a second administration official said. “I am firmly convinced that the
Russians and others will say, ‘That worked pretty well in 2016, so let’s keep going.” We have elections
every two years in this country.”

Even the threat of sanctions can have deterrent value. Officials and experts point to Chinese President Xi
Jinping’s agreement with Obama last year that his country would stop commercial cyber-spying. Xi came
to the table after news reports that summer that the administration was preparing to sanction Chinese
companies.

Complicating matters, the Trump transition team has not yet had extensive briefings with the White House
on cybersecurity issues, including the potential use of the cyber sanctions order. The slow pace has
caused consternation among officials, who fear that the administration’s accomplishments in
cyber--security could languish if the next administration fails to understand their value.

[Trump turning away intelligence briefers since election win]

Sanctions are not a silver bullet. Obama noted that “we already have enormous numbers of sanctions
against the Russians” for their activities in Ukraine. So it is questionable, some experts say, whether
adding new ones would have a meaningful effect in changing the Kremlin’s behavior. But in combination
with other measures, they could be effective.

Criminal indictments of Russians might become an option, officials said, but the FBI has so far not
gathered enough evidence that could be introduced in a criminal case. At one point, federal prosecutors
and FBI agents in San Francisco considered indicting Guccifer 2.0, a nickname for a person or people
believed to be affiliated with the Russian influence operation and whose true identity was unknown.

Before the election, the administration used diplomatic channels to warn Russia. Obama spoke to
Russian President Vladi-mir Putin at a Group of 20 summit in China in September. About a week before
the election, the United States sent a “hotline™-style message to Moscow using a special channel for crisis
communication created in 2013 as part of the State Department’s Nuclear Risk Reduction Center. As part
of that message, the officials said, the administration asked Russia to stop targeting state voter
registration and election systems. It was the first use of that system. The Russians, officials said,
appeared to comply.

Read more:

Here’s what you need to know about Russia’s election hacking
Obama says ‘we will’ retaliate against Russia for election hacking
Moscow has the world’s attention. For Putin, that’s a win.

6.8K
Comments
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Ellen Nakashima is a national security reporter for The Washington Post. She focuses on issues relating
to intelligence, technology and civil liberties.

Follow @nakashimae
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A new theory for why Trump voters are so angry — that actually makes sense

"It's absolutely racist to think that black people don’t work as hard as white people. So what? We write off
a huge chunk of the population as racist and therefore their concerns aren’t worth attending to?”

The Donald Trump transition to the presidency, through the eyes of America’s cartoons
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terry4000

7:55 AM EST

Obama the clown is wanting to sanction Russia..HA HA HA HA HA. Pajama Boy needs to go back to
Chicago and community organize again. It's all he can do.
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DontFuseMeWitFacts

7:55 AM EST

"Obama issued the executive order in April 2015, creating the sanctions tool ".

Overturned first day. Why waste the time? Why this article besides trying to make a point / create a fake
legacy?
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It's astonishing to see leaks on this topic coming clearly from senior White House sources. The concept of
treason comes to mind.
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daf62757

7:54 AM EST

Is he going to punish the DNC for rigging the primaries?

Ignore User

LikeReportReplyShare

2

CryLosersCry

7:54 AM EST

WikiLeaks claims that the emails they put out did not come from Russia, but from that moron who let his
password leak to a pfishing email. Pedesta is a moron and these people are not smart enough to run the
govt. They proved it beyond any doublt.
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USMC 70-82

7:54 AM EST

| like it when you see all the conservatives at the WAPO comments just burying the little pantywaist
liberals....Yes lib's times are a changing....
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LikeReportReplyShare
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Dale Doback UUI ETC PHD MTS

7:53 AM EST

This Administration is not very bright. Why the hell are you going to tell your enemies what you are
planning? My god, the incompetence with Obama and those around him is mind numbing.
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4

ltsANewDay

7:53 AM EST

I honestly don't care what political party controls the Presidency or Congress when it comes to punishing
Russia and Vladimir Putin. So long as it happens. He is a murderous tyrant. He is the enemy of the west.
Ignore User

LikeReportReplyShare

maverick13

7:53 AM EST

Three more weeks of Obama, only three more weeks of Obama
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7

Leo D. Lion

7:53 AM EST

All dems have a speed dial set up for their shrinks,,,, on a quiet night you can hear them pressing it.
Ignore User

LikeReportReplyShare

2

wormwar1

7:53 AM EST

Democrats have completely lost their mind. Maybe it's finally time that the party of slavery and the KKK is
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abolished.
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bluenation2016

7:52 AM EST

A fantastic, quiet, damning essay about how pathetic Trump really is:

http://www.alreporter.com/the-toughest-man-in-amer...

Putin knows. He’s a former KGB agent. It was his job to manipulate weak boys like Donald.

Ignore User
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bill clintoon
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Scramble JERK.
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JuanGonzalez23
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Well gee, if you can't trust a website founded with Go Daddy and a dream who can you trust. Try looking
at someone other your employers website their at Media Matters. Yeah, its getting the obvious.
Ignore User
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bill clintoon

7:52 AM EST

0-bama, the irrelevant guy from Kenya, is struggling to stay in the headlines.

Ignore User

LikeReportReplyShare
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Hazmat77

7:52 AM EST

Has anyone seen or heard ONE BIT of evidence supporting the otherwise foolish Obama conclusion?
The only substantiation so far is the claim that 17 Federal Agencies believe the Russians did it! The
obvious response is why do we have 17 agencies involved? And where's the evidence?
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Hazmat77

7:52 AM EST

Has anyone seen or heard ONE BIT of evidence supporting the otherwise foolish Obama conclusion?
The only substantiation so far is the claim that 17 Federal Agencies believe the Russians did it! The
obvious response is why do we have 17 agencies involved? And where's the evidence?

Ignore User

LikeReportReplyShare

2

Zabaglione

7:54 AM EST

Tons of evidence, all over the place. The question is no longer if they did it, but it is what we do about it.
Ignore User

LikeReportReply

1

question-guy

7:51 AM EST

Israel and Russia SPIES on us and the traitorous Republicans (and their racist, poor, uneducated
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supporters) tells us to befriend them?
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Troy Dynes

7:54 AM EST

how funny!!! obama claims racist white men elected Trump and they claims they would have voted for him
if he ran for prez....

Ignore User
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CryLosersCry

7:51 AM EST

Obama never seemed concerned until HIlLIARYy lost the election? Wonder why, he did nothing when he
and other fools thought HilLIARy was a shoo-in?
Ignore User

LikeReportReplyShare
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Zabaglione

7:52 AM EST

He explained all that twice. weren't you listening?
Ignore User

LikeReportReply

2

CryLosersCry

7:54 AM EST

which lie do | believe, the first one or the second?
Ignore User
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From: Strzok, Peter P. (CD) (FBI)

Subject: IJ&F__&uzz@gs published some of the reports

To: (OGC) (FBI); Priestap, E. W. (CD) (FBI); Moffa, Jona b6 -1
(FBI); Kortan, Michael P. (DO) (FBI); Baker, James A. (OGC) (FBI);‘@ b7C -1
[CXOGC) (FBI); Rybicki, James E. (DO) (FBI); Burton, Dawn (DO) (FBI)

Cc: McCabe, Andrew G. (DO) (FBI)

Sent: January 10, 2017 7:56 PM (UTC-05:00)

Attached: Trump-Intelligence-Allegations.pdf
Sorry to fill everyone's inbox, this is what Buzzfeed put up

----- Original Message-----
FromL——](0Gc) (FB

Sent: Tuesday, January 10, 2017 7:44 PM

To: Strzok, Peter P. (CD) (FBI) 4 b: Priestap. E. W. (CD) (FBI b6 -1

P; Moffa, Jonathan C. (CD) (FBI) ; Kortan, Michael b7C -1
P. (DO) (FBI) { }; Baker, James A. (OGC) (FBI) 4 F; b7E -3
l 1 (OGC) (FBI) 4 X icki BI)

- Burton, Dawn (DO) (FBI) 1
Cc: McCabe, Andrew G. (DO) (FBI) 4
Subject: RE: Buzzfeed published some of the reports

Adding Andy.
Buzzfeed has 16 of the reports. Includes Ritz, allegations about Page, Manafort, Cohen, and the

identities of various foreign actors.

From: Strzok, Peter P. (CD) (FBI)
Sent: Tuesday, January 10, 2017 7:36 PM

To: Priestap, E. W. (CD) (FBI) { }; Moffa, Jonathan C. (CD) (FBI) b6 -1
I>; Kortan, Michael P. (DO) (FBI) 4 }: Baker, James  p7c -1
A. (OGC) (FBI) 4 & |(OGC) (FBI) 4 1 | b7E -3
(OGC) (FBI) ~Rybicki, James E. (DO) (FBI) ] F.
Burton, Dawn (DO) (FBIY] =

Subject: Buzzfeed published some of the reports
Importance: High

https://www.documentcloud.org/documents/3259984-Trump-Intelligence-Allegations.htmi

These Reports Allege Trump Has Deep Ties To Russia

A dossier, compiled by a person who has claimed to be a former British intelligence official, alleges
Russia has compromising information on Trump. The allegations are unverified, and the report contains

errors.

Ken Bensinger
BuzzFeed News Reporter

Miriam Elder
BuzzFeed News Reporter

Mark Schoofs
BuzzFeed News Investigations Editor
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A dossier making explosive — but unverified — allegations that the Russian government has been
“cultivating, supporting and assisting” President-elect Donald Trump for years and gained compromising
information about him has been circulating among elected officials, intelligence agents, and journalists for
weeks.

The dossier, which is a collection of memos written over a period of months, includes specific, unverified,
and potentially unverifiable allegations of contact between Trump aides and Russian operatives, and
graphic claims of sexual acts documented by the Russians. CNN reported Tuesday that a two-page
synopsis of the report was given to President Barack Obama and Trump.

Now BuzzFeed News is publishing the full document so that Americans can make up their own minds
about allegations about the president-elect that have circulated at the highest levels of the US
government.

The document was prepared for political opponents of Trump by a person who is understood to be a
former British intelligence agent. It is not just unconfirmed: It includes some clear errors. The report
misspells the name of one company, “Alpha Group,” throughout. It is Alfa Group. The report says the
settlement of Barvikha, outside Moscow, is “reserved for the residences of the top leadership and their
close associates.” It is not reserved for anyone, and it is also populated by the very wealthy.

The documents have circulated for months and acquired a kind of legendary status among journalists,
lawmakers, and intelligence officials who have seen them. Mother Jones writer David Corn referred to the
documents in a late October column. Harry Reid spokesman Adam Jentleson tweeted Tuesday that the
former Senate Democratic leader had seen the documents before writing a public letter to FBI Director
James Comey about Trump’s ties to Russia. And CNN reported Tuesday that Arizona Republican John
McCain gave a “full copy” of the memos to Comey on Dec. 9, but that the FBI already had copies of many
of the memos.

Peter P. Strzok I

Deputy Assistant Director, Branch |

Counterintelligence Division

(O) b7E -3
(C)
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From: Kortan, Michael P. (DO) (FBI)
Subject: NYT
To: McCabe, Andrew G. (DO) (FBI); Bowdich, David L. (DO) (FBI)'l ff?ﬁf ? ffmey; Steinbach, Michael B. (DO)
(FBI); Priestap, E. W. (CD) (FBI); Strzok, Peter P. (CD) (FBI) (OGC) (FBI); Rybicki, James E. b6 -1
(DO) (FBI); Burton, Dawn (DO) (FBI) b7C -1
Sent: January 20, 2017 3:47 PM (UTC-05:00)

Some internal NYT debate over s own reporting..

hipsrwwwovtimes.cory201 7/01/20/public-editor/nmnp-russia-thi-liz-spavdepabliceditor himl

Pubie Fditer

-

LATE fall was a frantic perio for N imes reporters covering the coﬁntry’s secret ty apparatus.
Working sources at the F.B.L, the C.LLA., Capitol Hill and various intelligence agencies, the team chased several bizarre
but provocative leads that, if true, could upend the presidential race. The most serious question raised by the material was
this: Did a covert connection exist between Donald Trump and Russian officials trying to influence an American election?
One vein of reporting centered on a possible channel of communication between Trump’s organization and a Russian bank
with ties to Vladimir Putin. Another source was offering The Times salacious material describing an odd cross-continental
dance between Trump and Moscow. The most damning claim was that Trump was aware of Russia’s efforts to hack
Democratic computers, an allegation with implications of treason. Reporters Eric Lichtblau and Steven Lee Myers led the
cffort, aided by others.

Conversations over what to publish were prolonged and lively, involving Washington and New York, and often including
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the executive editor, Dean Baquet. If the allegations were true, it was a huge story. If false, they could damage The Times’s
reputation. With doubts about the material and with the F.B.I. discouraging publication, editors decided to hold their fire.
But was that the right decision? Was there a way to write about some of these allegations using sound

I have spoken privately with several journalists involved in the reporting last fall, and I believe a strong case can be made
that The Times was too timid in its decisions not to publish the material it had.

I appreciate the majority view that there wasn’t enough proof of a link between Trump and the Kremlin to write a hard-
hitting story. But The Times knew several critical facts: the F.B.I. had a significant and sophisticated investigation
underway on Trump, possibly including FISA warrants. (Some news outlets now ¢ i that the F.B.1. did indeed have such
warrants, an indication of probable cause.) Investigators had identified a mysterious communication channel.

At one point, the F.B.I. was so serious about its investigation into the server that it asked The Times to delay publication.
Meanwhile, reporters had met with a former British intelligence officer who was building the dossier. While his findings
were difficult to confirm, Times reporting bore out that he was respected in his craft. And of his material that was
checkable, no significant red flags emerged. What’s more, said one journalist frustrated with the process, a covert link
seemed like a plausible explanation for the strange hromance between Trump and Putin.

There were disagreements about whether to hold back. There was even an actual draft of a story. But it never saw daylight.
The deciding vote was Baquet’s, who was adamant, then and now, that they made the right call.

“We heard about the back-channel communications between the Russians and Trump,” he said. “We reported it, and found
no evidence that it was true. We wrote everything we knew — and we wrote a lot. Anybody that thinks we sat on stuff is
outrageous. It’s just false.”

o
LY

HERN

campaign chairman Paul Manafort. But the idea that you only publish once every piece of information is in and fully vetted
is a false construct.

If you know the F.B.L is investigating, say, a presidential candidate, using significant resources and with explosive
consequences, that should be enough to write. Not a “gotcha” story that asserts unsubstantiated facts. But a piece that
describes the nature of the investigations, the unexplained but damning leads, with emphasis on what is known and what
isn’t.

Running every detail of the dossier, as BuzzFeed did, would have been irresponsible. Writing about a significant

each took a turn at such pre-election articles. Their stories may not have been precisely what The Times would have done,
but they offered a model.

and Russia that broke Thursday night. Nor would it have so relentlessly documented the F.B.1.’s pursuit of Hillary
Clinton’s emails until all facts were resolved. That investigation was fair game, and so was Trump’s.

Among them was Michael Russo of Brooklyn, who had this to say:

I can appreciate that journalistic diligence requires your paper to describe these memos as “unsubstantiated.” But the
“unsubstantiated” allegations described in this article have been circulating for months. While your editors made a value
Jjudgment about the veracity of these claims, American intelligence agencies apparently took the memos seriously enough to
open their own investigations. How is this not newsworthy in its own right?

There is an unsettling theme that runs through The Times’s publishing decisions. In each instance, it was the actions of
government officials that triggered newsroom decisions — not additional reporting or insight that journalists gained. On the
computer server, once the F.B.I. signaled it had grown wary of its importance — without explaining why — the paper
backed off. Weeks later, the Senate Democratic leader, Harry Reid, publicly admonished the F.B.L. for being secretive
about its probe of Trump. That gave The Times cover to wriic what it knew about the bureau’s investigation into the bank
server.

It was the same pattern on the dossier. Only after learning from { MM that Trump and President Obama had been briefed on
the document did The Times publish what it had known for months. Its confidence in the material had not changed, nor did
its editors know whether the top level briefing meant the government believed the information was true. But the briefing
became justifiable cause to publish.

In this cat-and-mouse atmosphere between a manipulative government and a reluctant press, the government won.
After-action insights are easier than in-the-moment decisions. Back then, the media still thought Trump was a weak
challenger to Clinton, a mind-set that might have made taking the risk of publishing explosive allegations all the more
fraught.

But it’s hard not to wonder what impact such information might have had on voters still evaluating the candidates, an issue I

already know the essential facts?
If the new president was in fact colluding with a foreign adversary, journalists and investigators should feel enormous
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pressure to conclusively establish that fact. If it is not true, both Trump and the country deserve to have this issue put to
rest.

Follow the public editor on Twitter {@spaydl and reach her by email at pablic@nyiines.com.
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From: Rybicki, James E. (DO) (FBI)

Subject: Just saw this on CNN

To: McCabe, Andrew G. (DO) (FBI); Ghattas, Carl (CTD) (FBI); b6 -1
(DO) (FBI) b7C -1

Sent: February 23, 2017 4:21 PM (UTC-05:00)

White House effort to justify travel ban causes growing concern for some intelligence officials

By Jake Tapper and Pamela Brown, CNN

- Updated 4:04 PM ET, Thu February 23, 2017

Washington (CNN) — President Donald Trump has assigned the Department of Homeland Security,
working with the Justice Department, to help build the legal case for its temporary travel ban on
individuals from seven countries, a senior White House official tells CNN.

Other Trump administration sources tell CNN that this is an assignment that has caused concern among
some administration intelligence officials, who see the White House charge as the politicization of
intelligence -- the notion of a conclusion in search of evidence to support it after being blocked by the
courts. Still others in the intelligence community disagree with the conclusion and are finding their work
disparaged by their own department.

"DHS and DOJ are working on an intelligence report that will demonstrate that the security threat for
these seven countries is substantial and that these seven countries have all been exporters of terrorism
into the United States," the senior White House official told CNN. "The situation has gotten more
dangerous in recent years, and more broadly, the refugee program has been a major incubator for
terrorism."

The report was requested in light of the Ninth Circuit Court of Appeals' conclusion that the Trump
administration "has pointed to no evidence that any alien from any of the countries named in the order
has perpetrated a terrorist attack in the United States." The seven counties are Iraq, Iran, Libya, Somalia,
Sudan, Syria and Yemen.

The senior White House official said the desire to bolster the legal and public case that these seven
countries pose a threat is a work in progress and as of now, it's not clear if DHS and DOJ will offer
separate reports or a joint report.

One of the ways the White House hopes to make its case is by using a more expansive definition of
terrorist activity than has been used by other government agencies in the past. The senior White House
official said he expects the report about the threat from individuals the seven countries to include not just
those terrorist attacks that have been carried out causing loss of innocent American life, but also those
that have resulted in injuries, as well as investigations into and convictions for the crimes of a host of
terrorism-related actions, including attempting to join or provide support for a terrorist organization.

The White House did not offer an on-the-record comment for this story despite numerous requests.
Dissension and concern

The White House expectation of what the report will show has some intelligence officials within the
administration taking issue with this intelligence review, sources told CNN.

First, some intelligence officials disagree with the conclusion that immigration from these countries should
be temporarily banned in the name of making the US safer. CNN has learned that the Department of
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Homeland Security's in-house intelligence agency, the Office of Intelligence and Analysis -- called I&A
within the department -- offered a report that is at odds with the Trump administration's view that blocking
immigration from these seven countries strategically makes sense.

It's not clear if this was the conclusion of the 1&A report but many DHS officials have said they do not
think nationality is the best indicator of potential terrorist inclinations.

DHS press secretary Gillian Christensen confirmed CNN's report but dismissed it.

"While DHS was asked to draft a comprehensive report on this issue, the document you're referencing
was commentary from a single intelligence source versus an official, robust document with thorough
interagency vetting," she said.

A Department of Homeland Security source who asked for anonymity since he was not authorized to
speak on the record said the report from the 1&A officials did not meet the standards of the agency since it
relied upon open source material and did not utilize necessary data from the intelligence community,
specifically the FBI.

Others in DHS disagree with that assessment of the I&A report and a senior official in the Department of
Homeland Security told CNN that some DHS officials are concerned that the new I&A director -- Acting
Undersecretary for Intelligence David Glawe -- may be politicizing intelligence. One source familiar with
the department told CNN that Glawe came into I&A "like a bull in a china shop."

The seven countries were originally designated by DHS in the Obama administration for tighter
immigration scrutiny -- removing them from the visa waiver program -- but not for a temporary suspension
of immigration, as the Trump administration has attempted.

A second issue for many in the intelligence community is the notion of the Trump White House seeking
an intelligence report to fit the policy instead of the other way around, sources tell CNN.

Trump&#39;s travel ban wouldn&#39;t have stopped these deadly terrorists

Related Article: Trump's travel ban wouldn't have stopped these deadly terrorists

A senior government official told CNN that the normal procedure would be for the Office of the Director of
National Intelligence to be tasked with creating such an intelligence report, working with all relevant
agencies and providing dissenting views. Theoretically, this would be done before the policy was
formulated.

The senior White House official told CNN that it's possible that the National Counterterrorism Center, via
the Office of the Director of National Intelligence, and perhaps the National Security Council might also
provide reports on the same subject.

A senior government official told CNN that the National Counterterrorism Center, via the Office of the
Director of National Intelligence, has already been tasked with such a report, separately from DHS and
DOJ. This has prompted some in government to wonder whether the White House is shopping around
among agencies for the report that best bolsters their policy and legal support for it.

Other intelligence officials told CNN that such discussions among agencies about differing interpretations

of the existing intelligence are not unusual and do not necessarily reflect an effort to "shop around" for
intelligence to support a particular policy.
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White House to make its case

The White House is determined to prove that the Ninth Circuit argument is wrong, as are Democrats and
those in the media, that terror attacks do not predominantly originate from the seven countries targeted by
Trump's order.

Rep. Jerrold Nadler said on CNN late last month that "the various people who have, in fact, committed
terrorist acts in this country, from 9/11 on, none of them came from any of the seven countries that are
the subject of the President's executive order."

The senior White House official told CNN that the Ninth Circuit's language that no one from those seven
countries has "perpetrated a terrorist attack" or Nadler's comment that none had "committed terrorist acts"
is false.

Ohio State University attack investigation: FBI asks public for help

Related Article: Ohio State University attack: FBI asks public for help

"It's using the most narrow definition of the term you can use," the official said -- referring only to those
who had successful killed an innocent civilian. That definition does not include those who wounded
Americans, or those who plotted but failed in their attacks, or those who tried to join or provide material
support to a terrorist group. Information will soon be presented to the public that makes this stronger case
using the broader definition.

A case in point: Somali-born Abdul Razak Ali Artan attempted to run over and stab 13 innocent people at
Ohio State University last November. He and his family left Somalia in 2007 and moved to Pakistan,
arriving in the US in 2014. He was a legal permanent resident. His attack would not count using the more
narrow definition.

"In most cases, the American people don't hear about these cases," the senior White House official said,
"but these cases have required thousands of man-hours by law enforcement in any number of plots to
commit terrorism against this country. The threat is very jarring."

The White House official said the Obama administration tried to downplay the threat while the Trump
administration believes in a culture of "very robust disclosure."

CNN's Jim Sciutto contributed to this report
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From: Kortan, Michael P. (DO) (FBI)

Subject: Expected WP story

To: McCabe, Andrew G. (DO) (FBI); Bowdich, David L. (DO) (FBI); Priestap, E. W.
(CD) (FBI); Rybicki, James E. (DO) (FBI); Ghattas, Carl (CTD) (FBI)

Sent: February 24, 2017 7:49 PM (UTC-05:00)

All:

The Washington Post is prepared to write a story as early as this weekend that will discuss the so-called
“Trump dossier” and how it was handled. The Washington Post has confirmed through a number of
sources that a former MI-6 intelligence officer prepared the alleged dossier in 2016 that contained
information about then-presidential candidate Trump, his associates and Russia. The story draws upon
non-government sources in describing how the FBI and Christopher Steele, known to us for his work in
the FIFA investigation, discussed payment for his services including the dossier. It will say that the
money has never been paid. It will make clear he worked for opponents of President Trump and had
provided credible information during the FIFA investigation. It will also discuss the intelligence
community’s ability to corroborate some aspects of the dossier but not others. It will include a quote from
former DNI Clapper that was released at the time the IC briefed President-elect Trump in NYC.

Importantly, it will not include the FBI agent’s name who received the dossier nor the location of the
where agent is located or where the meeting took place. It will state that FBI declined to comment for
the story.

A second story will detail an individual named Sergey Milian as a main source for some of the information
included in the dossier. It will discuss his background and credibility. It will state that he was associated
with an organization with ties to Russia that had been investigated by the FBI. The association with this
organization will suggest that he did have connections to Russia. At the same time, it will quote
associates and acquaintances of Milian that will raise doubts about his credibility.

M.
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From: [ loce) (FaI

Subject: Fwd: Grassley Examines Potential Conflicts in Top FBI Official's Role in Russia Collusion Probe
To: McCabe, Andrew G. (DO) (FBI)
Sent: March 28, 2017 5:03 PM (UTC-04:00)

I have not seen this from OCA yet.

———————— Original message --------
From: "Kortan, Michael P. (DO) (FBI)" b
Date: 03/28/2017 4:56 PM (GMT-05:00

To:[___ ](OGC) (FBD"{

Subject: FW: Grassley Examines Potential Contlicts in Top FBI Official’s Role in Russia Collusion Probe

From] | (DO) (FBI)

Sent: Tuesday, March 28, 2017 4:47 PM

To: Beers, Elizabeth R. (DO) (FBI) { >

Cec: Kortan, Michael P. (DO) (FBI) <| b: Quinn, Richard P. (DO) (FBI)
| H | (DO) (FBI) { >

Subject: FW: Grassley Examines Potential Conflicts in Top FBI Official’s Role in Russia Collusion Probe

Grassley apparently has sent us 8 letter regarding the DI
Y app 3 g g

From: "Chairman Grassley (Judiciary-Rep)" <| |>

Date: March 28,2017 at 4:15:15 PM EDT

To: "Foy, Taylor (Judiciary-Rep)" 4 |>, "Levine, Beth (Judiciary-
Rep)" g

Subject: Grassley Examines Potential Conflicts in Top FBI Official’s Role in Russia Collusion
Probe

M

FOR IMMEDIATE RELEASE

Tuesday, March 28, 2017

Grassley Examines Potential Conflicts in Top FBI Official’s Role in

b6 -1
b7C -1

b6 -1
b7C -1
b7E -3

bée -1
b7C -1
b7E -3

b6 -3
b7C -3
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Russia Collusion Probe

Deputy Director under review for political conflict in Clinton email case also in position
to oversee inquiry into Trump campaign associates

WASHINGTON - Senate Judiciary Committee Chairman Chuck Grassley today called on the FBI to
detail the involvement in the probe of alleged collusion between Trump campaign associates and
Russia of one senior official who is under investigation for political conflicts in the Clinton email
matter. Deputy Director Andrew McCabe helped oversee the FBI’s investigation in the Clinton case
even though his wife received nearly $700,000 from close Clinton associates during her campaign for
Virginia state senate. As the FBI’s second-in-command, McCabe could have significant influence over
the ongoing investigation into allegations of collusion between Trump campaign associates and Russia
as well.

should have recused himself from overseeing the Clinton matter following raparts that his wife
received campaign contributions from longtime Clinton associate, Virginia Governor Terry McAuliffe,
and his political organizations. The contributions occurred while the investigation was underway. In a
l=tter today to FBI Director James Comey, Grassley is seeking details on McCabe’s involvement in the
alleged collusion matter, whether it, too, constitutes an appearance of conflict, and whether he
should be recused from any involvement in the collusion investigation as well.

“These circumstances undermine public confidence in the FBI’s impartiality ... FBI’s senior
leadership should never have allowed that appearance of a conflict to undermine the
Bureau’s important work. ... If Mr. McCabe failed to avoid the appearance of a partisan
conflict of interest in favor of Mrs. Clinton during the presidential election, then any
participation in this inquiry creates the exact same appearance of a partisan conflict of
interest against Mr. Trump,” Grassley said in the letter.

that the FBI sought to pay the author of the ynsuisiantizted and poiitically funded opposition
research dossier on then-candidate Donald Trump. Grassley is now seeking details on McCabe’s
involvement in the Trump campaign associates probe, including whether he was a part of any
decision to continue funding the opposition research or whether he based investigative actions, such
as surveillance, on information in the unsubstantiated dossier.

Text of Grassleyv's letter to Comey follows:

March 28, 2017
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VIA ELECTRONIC TRANSMISSION

The Honorable James B. Comey, Jr.
Director

Federal Bureau of Investigation
935 Pennsylvania Avenue, N.W.
Washington, DC 20535

Dear Director Comey:

At your speech last Thursday at the University of Texas, you referenced former FBI Director J. Edgar
Hoover’s short letter to Attorney General Robert Kennedy, which sought authorization for FBI
surveillance of Dr. Martin Luther King Ir. without any proper basis for doing so. You mentioned that
you keep this letter on your desk, and place FISA applications awaiting your review on top of it, as a
reminder. You cited this to emphasize the importance of oversight over the FBI, even over well-
meaning FBI officials, to ensure the propriety of the FBI’s actions. You are right to call attention to
the importance of such oversight. As Chairman of the Senate Judiciary Committee, it is my
constitutional duty to conduct that oversight over the FBI and the Department of Justice.

Pursuant to its authority under the Constitution and the Rules of the Senate, the Committee requires
information to determine: (1) the extent to which FBI Deputy Director Andrew McCabe has been
involved in the FBI's investigation of President Trump’s associates and Russia; (2) whether that
involvement raises the appearance a conflict of interest in light of his wife’s ties with Clinton
associates; and (3) whether Mr. McCabe has been or should be recused from the investigation.

As you know, Mr. McCabe is under investigation by the Department of Justice Office of the Inspector
General. That investigation is examining whether the political and financial connections between his
wife’s Democratic political campaign and Clinton associates warranted his recusal in the FBI’s Clinton
email investigation. On March 7, 2015, just five days after the New York Times broke the story about
Secretary Clinton’s use of private email for official business, Mr. McCabe met with Virginia Governor
Terry McAuliffe, a longtime, close associate of the Clintons—along with his wife, Dr. McCabe. Mr.
McAuliffe recruited Dr. McCabe, who had not previously run for any political office, to be the
Democratic candidate for a Virginia state senate seat. Dr. McCabe agreed, and Governor McAuliffe’s
political action committee subsequently gave nearly $500,000 to her campaign while the FBI’s
investigation of Secretary Clinton was ongoing. The Virginia Democratic Party, over which Mr.
McAuliffe exerts considerable control, also donated over $200,000 to Dr. McCabe’s campaign. While
Mr. McCabe recused himself from public corruption cases in Virginia—presumably including the
reportedly ongoing investigation of Mr. McAuliffe regarding illegal campaign contributions—he failed
to recuse himself from the Clinton email investigation, despite the appearance of a conflict created
by his wife’s campaign accepting $700,000 from a close Clinton associate during the investigation.

You have publicly stated that the people at the FBI “don’t give a rip about politics.”ﬂ»;E However, the
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fact is that the Deputy Director met with Mr. McAuliffe about his wife’s run for elected office and
she subsequently accepted campaign funding from him. The fact is that the Deputy Director
participated in the controversial, high-profile Clinton email investigation even though his wife took
money from Mr. McAuliffe. These circumstances undermine public confidence in the FBI’s
impartiality, and this is one of the reasons that many believe the FBI pulled its punches in the Clinton
matter. FBI’s senior leadership should never have allowed that appearance of a conflict to
undermine the Bureau’s important work. The Department of Justice Office of the Inspector General
is now investigating that matter, as part of the work it announced on January 12, 2017.

Last week, you publicly testified that in late July of 2016, the FBI began investigating the Russian
government’s attempts to interfere in the 2016 presidential election, including investigating whether
there was any collusion between individuals associated with the Trump campaign and the Russian
government. Given the timing of the investigation and his position, it is likely that Mr. McCabe has
been involved in that high-profile, politically charged inquiry as well. If Mr. McCabe failed to avoid the
appearance of a partisan conflict of interest in favor of Mrs. Clinton during the presidential election,
then any participation in this inquiry creates the exact same appearance of a partisan conflict of
interest against Mr. Trump. As you testified last week, you believe that if someone had a bias for or
against one of them, he would have the opposite bias toward the other: “they’re inseparable, right;
it’s a two person event.”

According to public reports, the FBI agreed to pay the author of the unsubstantiated dossier alleging
a conspiracy between Trump associates and the Russians. It reportedly agreed to pay the author,
Christopher Steele, to continue investigating Mr. Trump. Clinton associates reportedly paid Mr.
Steele to create this political opposition research dossier against Mr. Trump. The FBI has failed to
publicly reply to my March 6 letter asking about those reports. That leaves serious questions about
the FBI’s independence from politics unanswered.

Mr. McCabe’s appearance of a partisan conflict of interest relating to Clinton associates only
magnifies the importance of those questions. That is particularly true if Mr. McCabe was involved in
approving or establishing the FBI’s reported arrangement with Mr. Steele, or if Mr. McCabe vouched
for or otherwise relied on the politically-funded dossier in the course of the investigation. Simply put,
the American people should know if the FBI’s second-in-command relied on Democrat-funded
opposition research to justify an investigation of the Republican presidential campaign. Full disclosure
is especially important since he is already under investigation for failing to recuse himself from the
Clinton matter due to his partisan Democrat ties.

The Committee requires additional information to fully understand this situation. Please provide the
following information and respond to these questions by April 11, 2017:

1. Has Mr. McCabe been involved in any capacity in the investigation of alleged collusion
between Mr. Trump’s associates and Russia? If so, in what capacity has he been involved?
When did this involvement begin?
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Has Mr. McCabe been involved in any requests or approvals for physical surveillance,
consensual monitoring, searches, or national security letters relating to the investigation? If
so, please provide all related documents.

In the course of the investigation, has Mr. McCabe been involved in any requests or
approvals relating to the acquisition of the contents of stored communications from
electronic communication service providers pursuant to the Electronic Communications
Privacy Act? If so, please provide all related documents.

Has Mr. McCabe been involved in any FISA warrant applications relating to the investigation?
If so, in what capacity? Please provide all related documents.

In the course of the investigation, has Mr. McCabe, or anyone under his supervision, made
any representations to prosecutors or judges regarding the reliability of information in the
FBI’s possession as part of seeking judicial authorization for investigative tools? Has he or
anyone under his supervision made any such representations about the political opposition
research dossier compiled by Mr. Steele and Fusion GPS? If so, please explain and provide
copies of all relevant documents.

Was Mr. McCabe involved in any FBI interactions with Mr. Steele? If so, please explain.

Did Mr. McCabe brief or otherwise communicate with anyone in the Obama administration
regarding the investigation? If so, who did he brief, and when? Please provide all related
documents.

Has Mr. McCabe been authorized by the FBI to speak to the media, whether as an
anonymous source or otherwise, regarding the investigation? If so, please provide copies of
such authorizations. If he was so authorized, to whom did he speak, and when? If he was not
authorized to do so, does the FBI have any indication that he nonetheless spoke to the
media?

To the best of your knowledge, has anyone within the FBI raised concerns within the Bureau
that Mr. McCabe appears to have a conflict of interest in the investigation of Trump
associates? If so, who raised such concerns, when did they do so, and how did FBI respond?

To the best of your knowledge, has anyone within the FBI filed a complaint with the
Department of Justice Office of the Inspector General regarding Mr. McCabe’s involvement in
the investigation?
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11. Have personnel from the Department of Justice Office of the Inspector General spoken with
you yet as part of that Office’s investigation into Mr. McCabe’s alleged conflict of interest in
the Clinton investigation? If so, did they also raise concerns as to whether Mr. McCabe’s
alleged partisan conflict would also apply to the investigation of Mr. Trump’s associates?

12. Has anyone at FBI, the Department of Justice, or the Department of Justice Office of the
Inspector General recommended or requested that Mr. McCabe recuse himself from the
investigation of Mr. Trump’s associates or from any ongoing investigations of the Clinton
Foundation? If so, what action was taken in response?

| anticipate that your responses to these questions may contain both classified and unclassified
information. Please send all unclassified material directly to the Committee. In keeping with the
requirements of Executive Order 13526, if any of the responsive documents do contain classified
information, please segregate all unclassified material within the classified documents, provide all
unclassified information directly to the Committee, and provide a classified addendum to the Office
of Senate Security. Although the Committee complies with all laws and regulations governing the
handling of classified information, it is not bound, absent its prior agreement, by any handling
restrictions or instructions on unclassified information unilaterally asserted by the Executive Branch.

Thank you for your prompt attention to this important matter. If you have any questions, please
contact Patrick Davis of my Committee staff at (202) 224-5225.

Sincerely,

Charles E. Grassley
Chairman

Committee on the Judiciary

cc:
The Honorable Dianne Feinstein

Ranking Member
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Senate Committee on the Judiciary

The Honorable Dana Boente
Acting Deputy Attorney General

United States Department of Justice

The Honorable Michael E. Horowitz
Inspector General

United States Department of Justice

-30-

Lil Evan Perez, FBI Chief on Clinton Investigation: My People ‘Don’t Give a Rip About Politics” CNN (Oct. 1,
2015).
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From: Kortan, Michael P. (DO) (FBI)

Subject: WSJ

To: McCabe, Andrew G. (DO) (FBI); Bowdich, David L. (DO) (FBI); Ghattas, Carl (CTD) (FBI); Rybicki, James
E. (DO) (FBI); Brower, Gregory (OGC) (FBI)

Sent: March 30, 2017 7:30 PM (UTC-04:00)
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Mike Flynn Offers to Testify in Exchange for

Immunity

Former national security adviser tells FBI, the House and Senale
intelligence commitiess he's willing 1o be interviewed in exchange
for deal, officials say

Ry
Shane Harris, Carol £, Lee and Jullan £, Bames
Tha Wal Street Jownal

Updatad March 30, 2017 641 pom. ET
WASHINGTOM—Mks Flynn, President Donald Trumg’s formar national secuwrity adviser, has fold the Federal Bursau of
Investigation and congressiona officials investigating the Trump campaign's potential fes o Russia that he s wiling o be
inferviewed in exchange for 2 grant of immunity from prosecution, according o officiais with knowledge of the matter,
As an adviser o M. Trump's presidential sampaign, and laler one of Mr. Trunp's fop aides in the White House, Mr. Fiynn was
orivy o some of the most sensitive forsigr-policy deliberations of the new administration and was directly involved in
discussions about the possible ifting of sanciions on Russia imposed by the Ohama administration.
Ha has mads the offer 1 the FBI and the House and Senale inteligence committees though his lawyer but has so far found no
fakers, the officials said.
WM. Flynm's attorney, Robert Kelnar, declined o commant,
wasn't olear if Mr, Flvnn had offered o falk about specific aspects of his ime working for Mr. Trump, but the fact that he was
sesking immunity suggested Mr. Flynn fesls he may be in legal jeopardy following his briefl stind as the national security
advisar, one official said.

_______________________ ign after acknowiedging that he misled White House officials about the nature of his phone
conversations with the Russian amibassador to the U.S, during the prasidential fransition.
M. Flynm's communications with the Russian ambassador, Sergel Kislyak, have been scrutirdzed by the FBI, whichis
examining whether Trump campaign personngd colluded with Russian officials who are alleged fo have interfered with the
presidential election, according to current and former ULS. officials. Russia has denied the allegations.
M. Flynn also was paid fens of thousands of dofiars by three Russian companies, including the siate-sponsorad media
network KT, for speeches he made shortly before he became a formal adviser o Mr. Trump's campaign, acoording o
documents obtained by a congressional ovarsight commities.
Deamocratic lawmakers have requasted & copy of the security-clearanse form that Mr. Flynn was raquired o filz before ioining
M. Trumnp in the White House, 0 see i he disciosed sources of forsign incoms.
And thay have asked the Defense Department to invastigate whather Mr. Flynn, & retired Arnw general, viciated the
Constitution’s emoluments clause by accepting moray fFom RT, which U8, infelligence officisls say is part of a state-funded
media apparalus.,
—A&rung Viswanatha contributad o this arficie.
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bject: OPA Horizon - 4/14/17 b7Cc -1
: NPO
Sent: April 14, 2017 4:46 PM (UTC-04:00)
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FBI Office of Public Affairs
The Horizon
Friday, Aprd 14, 2817

National Issues

Rusgsia: OPA - The Washington Times asked whether the FBI made a financial agreemeant with a former British
ntefligence official who was looking into ties between then presidential candidate Donald Trump and Russia. OPA
declined comment.

Child Porn Case Plea: OPA - In coordination with CID, NPO provided a quote to from AD Richardson for a8 DOJ prass
release announcing two men pleading guilty in a large-scale, international child pornography case: "Crimes against
children are among the most heinous crimes that the FBI investigates. This case is a prime reminder of the FBI's
unwavering commitment to delivering justice to those who victimize the most vuinerable members of our society. It
also serves as a waming that we will stop at nothing 1o find those whoe commit thesa despicable acts. T am incredibly
proud of the Immense amount of time and effort that men and wamen throughout the FBI devoted to this
nvestigation. I am ako grateful o all of our partners whose collaboration was vital to making this a successful case.

L4

Best Buy/Geek Squad Inquiry: OPA ~ NBC Nightly News inquired about cooperation betweaen the FBI and Best Buy's
Geek Sguad in general, but also spacifically in regards to allegations made in US v. Mark Rettenmaier that some of the
repai technicians are working as paid informants of the Louisville Field Office. OPA declined to comment since the case
& Ongoing.

Int’'t Human Rights & FGM: OPA -~ CIl¥'s International Human Rights Unit provide information on the unit and the FBI's
dedication to investigating FGM to Detroit's "The Qakland Press” related to coverage on the recent arrest of a doctor
for FGM,

Iris Scanning in Smart Phones: OPA ~ A reporter with Businass Insider inquired about irls scanning in smart phones, as
private sector claims that iris recognition technology is maors accurate than the FBI's fingarprinting practices. The
reporter askad ¥ the FBLuses iris scanning tachnology and if the FBI racagnizas thatl iris scanning i more sacure or a
better identifier than fingerprints. OPA daclined to comment on technology used by the FBI and on which techneology is
hetter,

Laura Poitras: OPA - The Associatad Press is expected to publish a story soon that will profile filmmaker Laura Poitras,
The story will look at her interactions with the U.5. government gver the years and her possible involvement in an
incident in Irag in 2006 as well as with the Edward Snowden case. She allegas that the investigations resultad in
noreasad screening whan she travelled through domestic airports betwean 2006 and 2012, Much of the story will be
hased on FOIA documents received from the Blectronic Frontier Foundation. The FBI declined to comment for the
story,

Gang Statistics: OPA - The AP is working on a story about the 4 likely MS-13-related murders in NY this week, and

inquired about MS-13-specific crime data and whethar i shows an increase in violent crimes committed by the gang.
OPA explainad that we don't have M5-13-specific gang statlistics, but suggested the reporter take a look at the UCR
statistics.

Local Stories

Jackson - SAC Freeze was interviewed by WDAM (NBC Affiliate) in Hattieshurg about a variety of topics related to the
FBIin Mississippl. Topics included public corruption,; viclent arime, gangs, and healthcare fraud. SAC Freeze refterated
that the FBI will continue to have a presence in the Pine Belt region of Mississippi, and we will continue to refine our
strategic approach to combat crime in the area. The interviews will air over the next few weeks.

Miwaukee - Mikwakee SAC Justin Tolomeo participatad in a joint press confarencs announcing the details surraund
the arrest oti f Janesville, Wisconsin, wanted for allegedly robhbing multiple weapons from a local
gurn store, and malng a 161 page manifesto to President Trump expressing his willingness to carry out vislent acts and
pasing a threat to public safety.

St Loudis - 5A respondad o written questions from BBC/PRI radio show "The World." Reporter Danial
Gross asked ganerat questions aboul hate crimes specific to the St Louls area. b6 -1,3

b7Cc -1,3
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Bulletin Inteligence
FBI Public Affairs News Briefing Friday, September 08, 2017

September 8, 2017 6:56 AM (UTC-04:00)
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s Wray: No "Whiff Of Interference” By White House In

Russia Probe.
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¢« FBI Continues Probe OF Pipe Bomb Explosion At Indiana Post Office.

L» Counterfelt Sneaker Market Tied To Terrorism Financing.

¢« Damaocrats Seek Seiact Commities On White Supremacy, Domestic Terrorism.
‘s Paris "Bomb Factory” Suspects Made Phone Calls To Contacts In Syria,

i+ Stete Department Rejects Russian Complaints About Search OF Facilities.
¢ Dally Caller Continues To Examine Case OF Ex-Wassarman Schultz IT Aide.
a Former Turkish Minister Charged With Violating Iran Sanctions.

L» Menender Judge Warns Prosecutors Against "Tabloid Trial”

= Guadagns To Unvell Sthics Plan Amid Menendez's Federal Corruption Trial

Le Hunter's Chief Of Staff Leaving To Take Pentagon Post.

= Former Mississippi Prosecutor Santenced To Probation For Taking Bribe To Lower Bond,

= Former Alabama Lawmaker Pleads Guilty To Bribery Conspiracy, Fraud, Tax Bvasion.

= Three Minnesota Men Charged With Kidnapping And Raping Teen For A Month.

= Man Faces 26 Federal Charges Inciuding Child Pornography Distributions And Making Threats,
= VA Official Accused Of Taking Bribes Following Undercover FBI Oparation.

s New Mexico Library Received Bomb Threats Before Fatal Shooting.

« Colorado Man Sentenced To 20 Years In Prison For Trafficking Teen,

= Violant Boston Gang Leader Sentencad To More Than 12 Years For Trafficking Oxyoodone,

= New York Mobster Sentanced To Seven Years In Prison For Extortion.

‘s FBI Assists In Proba Of Ghio Island’s Government Gffices,

= Minnesota Probation Officer Charged With Harassing Women He Supervised.

L» New Jersey “Serial Sextortionist” Sentenced To 25 Years In Prison,

« Washington Man Sentenced To Nine Years In Prison For Recelving Child Pornography.

« (akiand Fire Department Capiain Arrested For Possassion Of Child Pernogranhy.

« Taxas Veteran Who Thraatened VA Hospital Arrastad,
a Authoritias Bust $20 Million San Diego-Based Shoplifting Ring.

= Arrest Of Michigan Bank Hobbery Suspect Attributad To Tracking Device.

= Suspect In Custody Foliowing Thursday Morning Liinols Bank Robbery.

= Portiand, Oregon Bank Robbed,

L+ Suburban Cleveland Bank Robbed On Tuesday.

+ Louisiana Bank Robbed On Thursday,

L» Two Charged With Making “Prank” Threat That Closed Massachusetts College,

« Connecticut Man Sentenced To Thras Years OFf Probation For Distributing Piis And Sterpids,

e Prosecutors Want To Revoke Shkrell’s Ball Over Request For Clinton Hair.

= Two More Jamaican Lottery Defendants Reach Piea Deals.

e Mew Mexico Doctor Who Defrauded Medicare Faces Additional Ohstruction Charges,
s Taxas Bank Emplioyee Accused Of Emberziing Daposits,

e Former Arnazon Financial Analyst Pleads Guilty To Insider Trading.

(e Equifax Reports "Massive Seaurity Breach.”
¢ Bosser? Discusses Administration’s Approach To Deterring Cyberattacks, Pushes Bliateral Cyber
 Discussions,

¢ Wagner: Threats Against Critical Infrastructure Growing.

‘s New Democratic National Committee CTO Launches Simulated Phishing Attacks,
¢ WPosth Recent Maiware Wave Highiights Growing Importance OF Cybersecurity,
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Buffalo Woman Pleads Guilty To 1983 Murder After DNA Evidence Linked Her To Crime Soens,

e

Members Of White Supremacist Gang Moved Foliowing Murder OF Colorado Prisons Cfficial
FBI Asked To Probe Arrest OF Utah Nurse,
Justice Departmeant Declinags To Pursue Chargss In Alabama Police Shooting.
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Private Lawver Appears On Behalf OF 'El Chapo’ In Brookiyn Court.
Elderty Colombian Man Sentanced To 50 Monthis In Priseon For Laundering Drug Monsy,

&
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45th Anniversary Of First Femals FBI Agents Celebrated This Year.

S

Wife Of Trump Organization Ethics Attorney Arrested For Sex With Jall Inmate.
e Feinstein, Durbin Question Judicial Norminee’s Catholic Faith,

e Trump Nominates Katsas To DU Circuit Court OF Appeatls,

« lustice Department Says Sanctuary Citles Are Lower On Grant Pricrity.,

= DO Confirming Sessions Resignation Letter Would Violate His Privacy.,

e Report: DOI Faults BDEA Over Dangerous Agent Liagison,

= Tillerson, Mattis Concernad By Proposed AUMF Amendment.

¢ Trump Expresses Cpenness To Mediating Gatar Dispute.

= Trump Says US Killing ISIS Fighters At Record Pace.

¢ USA Teday Analysis: Defeal OF ISIS In Syria Bolstering Assad Regime,

e Tranian-Backed Militla Vows To Target Americans Onee ISI5 Defeated.

¢ [srasl Strikes Milltary Facility Deep In Syrig, Killing Two.

e Trump: I'd “Prafer Not Going” Military Route With North Korea, But It "Could Happen.”
s Tap Mavy Admiral Says Ships Kept At Saa Despite Training, Maintenance Shortfalls,
e fficial: New Venezuels Sanctions Focused On Behavior, Not Regime Changs.

s Pape Francis Urges Reconciliation In Colembia.

= Massive tarthguake Hits Mexico,

s Ceongressional Leaders Condemn Viclence In Burma.

e Egnatius: Tilerson Working "Very, Very Quietly” With China And Russia.

i » Headlines From Today’s Front Pageas.

e Today's Evants In Washington.

§Wray: No “"Whiff Of Interference” By White House In Russia Probe.

Reuters (977, Lyneh) reports that in his first public comments since being confirmed as FBI
| Director, Christopher Wray said during a panel discussion at the Intelligence and National Security
Sumimit in Washington Thursday that he has “not detectad any whiff of interference” by the White
House in regards to the investigation of Russian meddling in the 2016 presidential election.
' Thea Washinglon Examiner {(9/7, Quinn, 465K} quotes Wray as saving, 1 can say very

confidently that T have not detected any whiff of interference with that investigation.” The Flnangial
fTimes (977, Lynch, Subscription Publication, 1.34M) and the Wall Street Journal {8/7, Wilber, ;
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Subscription Publication, £.45M) aiso draw attention to Wray's comments regarding the White
House's distance from the ongoing probe

: The Washington Thmes (9/7, Noble, 541K notes Wray told the same audience “that he has
‘confidence in those working the probe” and “encrmous resped” for special counsel Robert Mueller,
White the Administration “has raised doubts about Mueller's impartiality,” the New York Post (%/7,
Fredericks, 4.31M) reports that Wray “saild he had no concerns.” Wray s quoted as saying: "1 have
‘enormous respect for former Director Mueller, who I got to work with almost daily in the early :
F2000s, a5 a consummate professional. .. Me's reslly running that investigation.”

: The Washingion Examiner (8/7, Guinn, 465K} notes Wray also praised Mueller's team,
‘saying, “Thera's a great group of people working on it and I have confidence in thern to be able to
do their job.”

The Washington Post (977, Nakashimaea, 10.38M) says that while the President “has publicly
expressed doubts about the intelligence community’s conclusion that Bussia intervened in the
‘election in part to help him win,” Wray said in July that “he had no reasen o second-guess the spy
‘agencies’ assessment,” and says his opinion “hasn’t changed now that he has seen the dassified
report on the subject.”
Likewise, CNN {9/7, Watkins, 33.59M) reports that on Thursday, Wray, “who was seated next
to NSA Director Mike Rogers, said he has confidence in the intelligence community’s abllities and
' said he accepts the findings of the bombshell report from the intelligence community in January ‘
that accused Russia of atternpting to maddie in the 2018 election to help Trump and hurt Democrat |
Hitlary Clinton.” CNN adds that Wray said he “reviewad the unciassified version of the report as he
Cwent through the confirmation process, and that since his swearing-in, he has ‘had the opportunity
to see @ lob more’ that bolstered his confidence in the intelligence community report. I have no ‘
reason to doubt the conclusions that the hardworking people who put thet together came to,” Wray
' said of the January report,” 5
According to The DRally Caller (977, 521K3, "It is not dlear how invelved Wray is in the day-te-
‘day operations of the Russia investigation.” The DU says Ron Hoske, a former FBI assistant
director, Trecently” said Mueller “likely has a tight grip on the investigation and that it does not
heavily involve top brass at ti FEI or lustice Departiment.”
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' Gerstein of Palitice (9/7, herstem 6&‘4) notes that at the Inteiiageme and Maticnal Security
Summit on Thursday, Wray said the bureau is "working hard on...rooting out leakers,” which he
‘called “a very high priority.” According to Gerstein, Wray “said he believes many leaks of national
Fsecurity information don't come from individuals with first-hand knowledge.” Wray is quoted as
'saying, "More often than not the leaks are not coming from somebody who's in the inside circle of
knowiedge in the first instance.”
: Question \*\
. S Inwhat g report on QNN's
ia’rmt indication that [spedisl counsel Rebert Mm:iier 5 mvest:gczmrg are ii’eterested in the
responsa” to Donald Trump Jr's meeting with a Russian lawyer at Trump Tower, “three sources
familiar with the conversations” say the White House has been approached by Muslier's team :
' about “interviewing staffers who were aboard Air Force One when the initial misieading statermnent”
‘about the meeting was crafted. According to two of the sources, Muslier “wants to know how the
statement aboard Air Force One was put together, whether information was intentionally left ocut
Fand who was involved.” His questions “could go to the issue of intent and possible efforis to

‘conceal information during an obstruction of justice investigation.”
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i O Campaign ONfoials.
Politico (9/7, Dawsey, Watking, 3.6M} reports that “government officials and cher 'vm have
sseen notes from former Trump campaign chairman Paul Manafort on the meating, which he also
fattended, do not see those notes “as damaging to the Trump family or campaign officials.” People
‘who have seen the notes say they “do not contain any damaging information about [Hillary]

' Clinton or references to promises of damaging information about her, nor do they indicate that
Lofficials on the campaign were promising favors or seeking them in return for money.”

: The Daily Caller (977, Hasson, 521K} reports that NBC News has dropped & story {8/3
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L 3.48M) i had “hyped as a ‘potential bombshell” last week.” Under the headliing, "Manafort Notes
From Russian Meet Contain Cryptic Referance to ‘Donations,” the story “claimed that Manafort's
notes from the 2016 Trump Tower meating with White House aide Jared Kushner, Donald Trump
Jr. and a Russian lawyer included the word ‘donations’ near a reference to the Republican National |
Committee.” NBC “began waiking back the ‘potential bombshell” aimost immediately, issuing 2 ‘
scorrection the same day noting that the word “donation’ didn't actually appear in the notes, but
quoting one source who sald the word “donor’ was In the notes.” However, according to Politico,
Mthe word “donor” didn't appear in Manafort’s notes,” and the notes “are not seen as damaging to
the Trump family or campaign officials.”
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Business Insider (8/7, Bertsand 3. M) epmtf that & ‘prankstea pesing as White

House SOf.idi media director Dan Scaving” engdged White House special counsel Ty Cobb "in g
Hengthy email exchange.” The "self-described "emaill prankster,” who tweets under the name

L @SINON_REBORN...wrote to Cobly's official White House account on Tuesday night,” sending the
emails from "dan.scavinojr@emaiiprankster.co.uk’ with the subject line *Nipping it in the bud.”
 Cobb told Business Insider: “No idea--it is a felony of course to impersenate a government official
Lof course, or to conspire t0.”

: The Rally Caller {947, Ross, 521K reports that in the emall exchange, Cobb wrote that he
believes the President will get ™a clean bill of health’ in the Russia collusion investigation but that
farmer Trump advisers Paul Manafort and Michael Fiynn couid be in legal jeopardy.” Cobh wrote, "1
‘have great confidence there is nothing there implicating the President or the White House. :
Manafort and Flynn have issues separate and apart from the [White House] that will cause the
Linvestigation to linger but am hoping we get a clean bill of health scon.”
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Trame I Sary Srosfdant Hida T Know Hg Mot WIS Russiany A Tromy Tower
Donald Trump Jr. was interviewad behind closed Thursday by members and staff of the Sena’ce
Dudiciary Committes concerning his meeting at Trump Tower with a Russian lawyer who daimead
have damaging information on Hillary Clinton. Media coverage s relatively light and focuses
fprimarily on Trump Jr.’s claim that no meaningful information came from the meeting and his
insistence that neither he nor anyone ha kKnows colluded with Bussia during the campaign.
: The (RS Fvening News (9/7, story 10, 0125, Mason, 11.17M) said Trump Jr. was “gritled by
Senate Judidary Committee staffers for more than fave hours behind closed doors.” Hallie Jackson
reported on NRC Nightiy News  (9/7, story 7, 2:15, Holt, 16.61M) that Trump Jr. issued 2

' staternent saying “he answerad evary questmn until both sides had exhausted their lings of

L questioning. T trust thas interview fully satisfied thelr inguiry.”” However, Mary Bruce said on ARC
é"xiarid News Tonight {(9/7, story &, 140, Muir, 14.63M) that Mawmakers | talked with say they
want hirm to appear again, this time in public.” .

: Manu Raju reported on CNN's Situation Reom (977, 1.29M) that sources tell him Trump Jr.
claimed “pretty emphatically that his father had no knowledge that he did, in fact, meet with
Russians in Trump Tower.”

: Trump Jr. told the panel that nothing came of the meeting with Natalia Veseinitskaya, the
Russtan lawyer who “offerad damaging information about Hillary Clinton,” the Washington Post
{977, Hamburger, O'Connell, 10.38M) reports. According to a transcript of his prepared testimony,
FTrump Jr. said, "The meeting provided no meaningful information and turned out not to be about
§what had Been rupmsmted ” Trump caid that “he Wauici have: can‘:uited with lawyers if ary usefui

Tucker, Lemire) reports that wh!ie Trump Ir, told the panei “he wWas cpen o seceavmg infor maticm :

Fabout Hillary Clinton's “fitness, character or qualifications,” he "insisted that neither he nor amyong

‘elzse he knows colluded with any foreign government during the presidential campaign.” 5

The Wall Street Iournal (8/7, Tay, Balthaus, Subscription Publication, §.45M) reports that

Trump defended his response, "1 love it,” to the email offering damaging information on Clinton,

'saying it was “simply a olloguial way of saying that [ appreciated Rob's [the publicist who

sarranged the meeting] gesture.” The New York Times (9/7, Haberman, Apuzzo, Subscription

fPublication, 13.56M) reports that Trump Jr. sald “he always intended to consult with his own

lawvers aboul the propriety of using any information that Ms, Vesainitskaya, who has ties to the :
FBI{23-CV- 3%)) 714
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Kremliin, gave him at the meeting.” The Times says the acknowledgment that he “intended to seek
Hegal counsel after the meating suggests that he knew, or at least suspected, that accepting :
potentiallty demaging information about a rival campaign from a foreign country raised thorny
legal issues.”

Rauters (9/7, Zengerile, Freifeld) says Trump Jr. was questioned for five hours and “left
swithout speaking to reporters.” Sen. Richard Biumenthal "described the atrmosphere in the room
Fgs ‘cordial,” and "said the testimony made it clear there was more to discover.” Politice (9/7,
FWright, 3.6M) reports that Biumenthal sald “there are ‘gaps’ inJTrump Ir. ‘s cosed-door :
testimony” and “that he expects President Donald Trump’s son to return for a public hearing befare
‘the panel.” Blumenthal toid reporters, “There are a ot of gaps that will need to be fillad. ... My

' being there gives me a sense of his demeanor, his waiimgness to answer questions, his paused and
refuctance on some guestions and eagerness on gthers.”

Blurnenthal told MENBC's Morning Joe  (9/7, 1.14M) Thursday morning, "My worst fears,
famong them, are that this meeting may have been a prefude or an overture to more coordinated
L activities involving coliusion between the Trump campaign and the Russians in their interference in |
Lour election and that afterward there was obstruction of justice.” :
USA Today (977, Kelly, Jackson, Today, 8.62M) reports that investigators for the Seanate :
Cintelligence Committes, "which is conducting its own Russia probe,” are also expected to interview
CTrump Jr. and spediat counsel Robart Mueller is also investigating the meeting as part of his ‘
Hinguiry. Moreover, Rep Adam Schiff, ranking Democrat on the House Intelligence Committee, tﬁiz:i
MSNBCs Morning Jee  {9/7, 1.14M), "We expect to have Don Ir. come hefore our cormmittee as
Lwell,” Schiff added, VI think the most important questions are going to be what happened before
‘the meeting, during, and after the masting. In the category of affer the mesting what role did the
Presidant play in fabricating that 5tatement about what the meeting was all about?”

fan Sropaganda On Ity NMatforms. A day after
Facebook aaid a likely Russian-based opemtmn placed thousands of ads with cm‘atmversiai views
Lon issues incduding immigration, race and gay rights on its site over two years through May 2017,
Reuters (9/7) reports that Google sald Thursday it has found no evidence on its advertising :
- platforms of suspected Russian propaganda like those that appeared on Facebook. Google said in a
fstatement, “We re always monitoring for abuse or vioiations of our polidies and we've sean no
Cevidence this type of ad campaign was run on our platforms,”

Sen, Mark Warner said Thursday that Twitter will brief congressional investigators soon on
Cwhether Russia used its advertising platform to promote divisive social and political messages
Lduring the 2016 election,” Rauters {9/7, Volz, Landay) reports. According to Warner, “the :
‘suspected Russian placemeant of such ads may have gone far beyond what Facebook disclosed, and

that Twitter and other technology companias should also examine the issue.” 5
; The New York Times (2/7, Shane, Subsoription Publication, 13.56M) reports that on Twitter

s and Facebook, "Russian fingerprints are on hundreds or thousands of fake accounts that regularly
posted anti-Clinton messages.” While “both companies have been slow to grapple with the

problem of mampuiation they have stepped up efforts 1o purge fake accounts.” :
Anafsis Sindy Qussian Nofitfead Inferforancg In A8 Countriay Since I8N, According |
to an analysis by the Alllance for Securing Democracy of the German Marshall Fund, since 2004,
‘Russia “has meddled in the affairs of at least 27 Furopean and North American countries.. . with
Linterference that ranges from oyberattacks to disinformation campaigns,” USA Today (%/7, Doredl,

L 8.62M) reports. The analysis shows that “the meddiing started in former Soviet republics allied
with the West and spread to Western Europe,” with more recent impacts seen in the US and
‘Canada,
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Neessds Tlfes T R_&i},’_\f___ﬁff};}_{_‘g_ {(9/7, Burris, 757K} reports that on
iThueray'ej Cp?aGdG of MSNBC's Rachel Maddow Show  (9/7, 783K, Racheﬁ Maddow criticized Vice
President Pence for a “ong list of Russia lies” that she argued has placed him in the “crosshairs” ~
Lin the words of Raw Story - of special counset Robert Muslier's investigation into Russian
interference in the 2016 election. Maddow said, "Mike Pence did bluntly asserted muitiple time

that there had been no contacts between the Trump campaign and Russians during the campaigﬂ

. That was false, Mike Pence’s bluntly asserted thet Trump national securily adviser Mike Flynn
FBI{23-CV-30)-715
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had never talked to the Russians about sanctions, That was false. Mike Perce bluntly asserted that |
he had no idea Mike Flynn had foreign business ties, even though Pence was running the transition
Lwhen the transition was notified multiple times in writing and in person by Flynn's lawyers that ‘
yeah, Flynn had foreign business ties.” Maddow "went on to say that Pence even said that Trump
fired the FBI director because of the Justice Department recommendation, which we now aiso
know is faise because Pence was in the room when Trump read his letter explaining that he
‘wanted to fire James Comey because of the Russia investigation.”

FBI Continues Probe Of Pipe Bomb Explosion At Indiana Post Office.
The Northwest Indiana Post-Tribune {(9/8, Jacobs, 1.11M) reports that the FBI is “working o

‘determine 'if there are any terrorism links’ after an explosion at the East Chicage post office
Wednesday evening, but that 'there is no ongeing public safety concern.”™ According to the Post- :
CTribune, on Thursday, the FBI “confirmad.. .that one pipe bomb detonated shortly after 5:30 pom.”
One employees was “treated for minor injuries.” FBI spokeswoman Chris Bavender is guoted as 5
ssaying: CAU this time, investigators are still trying to ascertain if there are any terrorism links.”
weeks ago, was the person who processed the package from the sender, making her key in the :
FBI's investigation.” The New York Times (9/7, Stevens, Subscription Publication, 13.56M), and the
AP {9/7) also cover the investigation.

Counterfeit Sneaker Market Tied To Terrorism Financing.

ARG News (9/7, 2.83M) reports that "some of the hottest ttems for sale today are limited edition or
‘rare sneakers,” and “federal customs officials say...counterfeiters with potential ties to :
transnational crime and even terrorism have steppad in to feed the demand.” According to ABC,
SOfficials say terrorists who attacked the French magarine Charlie Hebdo in 2015 financed their
Cweapons partly by selling fake Nike sneakers, Customs and Border Patrol’s Edward Fox says
sneakers are among "of the most counterfeited commodities coming into the U.S. according to :
Edward Fox, the Customs and Border Patrol’s acting port director of the Port of New York and New
Hersey in Newarlk.” ABC says CBP "partners with other agendies, including the FBI and the DEA, to
share intelligence on courterfelt shipments and try to prevent fakes from ever making it to the
HULS. in the first place.”

Democrats Seek Select Committee On White Supremacy, Domestic Terrorism.

The New York Times (9/7, Alcindor, Subscription Publication, 13.56M) reports that the Houses “top
five” Democrats have written to House Speaker Ryan, urging him "to estabiish & select committes
‘on the rise of white supremacy and domestic terrorism. ™ In a letter to Ryan sent Wednesday, :
Reps. Joseph Crowley, Nancy Pelost, Linda T. Sanchez, Stery H. Hoyer, and James E. Clyburn 5
argued that Congress nesded to study anouthraak of hate” brought on by last year's presidential
L election, as well as the threat that white supremacist groups pose o ‘the security and stability of
‘our nation.” The Times says it is undlear if Ryan will establish the committae.

Paris “"Bomb Factory” Suspects Made Phone Calls To Contacts In Syria.

§The New York Post {89/7, 4.31M) reports that French Interior Minister Gerard Collomb said
fThursday that officsls investigating a suspected "bomb factory” south of Paris now believe the
three detained suspects were preparing attacks on a bank and “had made phone calis to

L unidentified contacts in Syria.” In a radio interview, Coliomb said, “Those under investigation
‘spoke of wanting to biow up a bank with the TATPY - referring to an expiosive employed in the :
‘past by terrorists - “hut the way we see it is they have links with terrorism, and this is the channel
Lof investigation.” :
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The Washingten Times (9/7, Mufioz, 541K) reports that European intelligence ;
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Fofficials “have vet to see a massive rush of Istamic State fighters flow across their borders” despite
the militent group’s recent battlefiald iosses, At a DC symposium on Thursday, Friedrich Grommes,
the head of the international terrorism directorate for Germany's Federal Intelligence Service, :
'said, “We have no evidence of a rising tide” of foreign militants. Instead, assessmerts “show a
majority of foreign fighters are choosing to bleed badk into local populations rather than flee.”

iState Department Rejects Russian Complaints About Search Of Facilities.
' The Washington Examiner (9/7, Gerhrke, 465K) reports that the State Department on Thursday

Srejected Russian complaints about the search of three facilities taken by the U.8, government and
'said the U.S. invited Russian officials to observe the process.” Department spokeswoman Heather
‘ Nauert told reporters, "Russian officials weare invited to come along with us as we toured those
faciiities tast weekend. ... They chose not to accompany us on the New York walkthrough, for
‘whatever reason. [ simply do not know. It is certainly in our authority to be able to ook around ‘
Carad U just leave it at that.” Nauert “rejected Foreign Ministry complaints about the process, which
her counterpart dubbed ‘an Hlegal invasion’ of sovereign Russian territory,” and “offered a mild
rebuke of American reporters who focused on the process,” saving, "I don't know if you all are
‘working for RT today or what,” which was “a reference to a Russian state-run media outiet.”

Daily Caller Continues To Examine Case Of Ex-Wasserman Schultz IT Aide.

Under the headling "DWS NEXT? Early Prosecutor Moves Suggest Intent To Bring House
ECybersecurity, Theft Charges,” the DRally Caller {977, Rosiak, 521K reported, “Prosecutors have
Cghven Imran Awan” - & former 1T specialist for House Democrats - a copy of the hard drive of s
House laptop that Rep. Debbie Wasserman Schultz tried to keep law enforcement from locking at,
‘court filings show, suggesting prosacutors intend to bring charges related to the underlying :
‘ovbersecurity and theft probe. The hard-drive copy was included in discovery even though :
CWasserman Schultz has said the laptop containg House information on it and is a government-paid
Cwork laptop, and even though Imran was fired and banned from the House network because of :
' suspected cybersecurity viotations.”

Former Turkish Minister Charged With Violating Iran Sanctions.

Reuters (9¢7, Butler, Dolan) reports that former Turkish economy minister Zafer Caglayan has
‘been charged by US prosecutors with "conspiring to violate Iran sanctions by illegally moving
hundreds of millions of dollars through the U.S. financial system on Tehran's behalf.” According to
Reutars, “The indictment marks the first time an ex-government member with ciose ties to
President Tayyip Erdogan has been charged in an investigation that has strained ties between :
Washington and Ankars.” Reuters notes that Caglayan “was also charged with taking bribes in cash
Land jewelry worth tens of millions of dollars.” 5
The Washingion Post (9/7, Cunningham, 10.38M) reports that, along with Caglayan, “other
high-profile Turkish figures” were charged with “conspiracy to evade 1.5, sanctions on Iran.”

| Among those is Suleyman Asian, “onetime chief of the state-owned Halkbank.” According to the

' Post, “The investigation had focused mainly on Turkish Iranian millionaire Reza Zarrab, whose :
‘network of companies prosecutors allege was used to launder money for Iran.” The Post notes that
Rudy Giuliani is representing Caglayan. 5

Menendez Judge Warns Prosecutors Against “"Tabloid Trial.”

The AP {%/7, Porter) reports that US District Judge Wilham Walls, who Is oversesing the federal

corruption trial of Sen. Bob Menendez ([3-M1) and his iongtime friend and donor, eye doctor :

' Salomon Meigen, "chastised prosecutors Thursday for asking a witness ‘irrelevant’ questions, and”

Cwarned “both sides to avoid turning the case into a tabloid trial by focusing on details about
FBI{23-CV-30)-717
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Lswanky hotels, limestoneg baths and rain showers.” The Judge’s “admonition came during the
Fquaestioning of the prosecution’s first witness, an FBI agent summoned to authenticate emails
hetween Menendez and.. Melgen about a trip to Paris taken by” Menendez “in 20107

: Bloomberg News {%/7, Weinberg, \iareacas, 4.52M) reports that DO prosecutor 1P, Cooney
was questioning an FBI analyst about “messages the senator exchanged with one of Maigen's

- assistants and cthers about booking a mtei room that included "a Himestone bath with scaking tub
sanid enclosed rain shower.” He continued with questioning aimed at showing the jury that
‘Menender was angling for a particularly expensive room when... Walls asked the jury to leave the

L courtroom, "I'm not going to permit this to be a tabloid trial,” Walls told Cogoney.”

: The Philadelphia Inquirer (8/7, Saidman, 1.71M) further quotes Walls as telling Coonay, "I'm

' not just going to let you swish and swash nonsensical scenarios that really don't even make fora
good pulp fickion story.” The Inguirer adds, “The tone the judge set for the trial could bode well for
M nendez,. because prosecutors have arguad that the sumptucus gifts” he was given by Melgen
: provw the de fpﬂdﬁﬂta corrupt intent.”

QA AFdaaie™ Sy &89
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Modpan Aftoraney? Triad 7as Atack™ Qo Nispanio-dmasican Comenendty. Politico
Friedm n 6?‘4} eported that Melgen attorney Ki Flc gme:ky on hursday “cast the federal
Fcorruption case against” Melgen and Menendez “as an attack on the Hispanic-American ;
Lcommunity,” describing "a deep, 25-yvear friendship between® the pair "in which the two men often
fsought to help young Hispanic Americans advance professionally.” In his opening statement, :
Dgrosky said, "Sal and Bob were part of a fellowship of Hispanic Americans, Entreprenaiurs,
‘businessmen, doctors, politicians, You'll hear this at trial: their idea was to pay it forward, heip
Cyoung Hispanic Americans improve their lives, Hft up their community, play a larger role in their
Ccommiunity, This case isnt only an attack on those two men. TX's an attack on that whole gmup “
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 Mistate. " The Daily Caller (9/7, Randall, 521K) reported that New York Times standards editor
Phil Corbett on Thursday said “that iecsvmg out” Menendez’s “party affiliation in a story on his 5
scorruption trial was a ‘dumb mistake.” Speaking with the Washington Post's Erik Wemple, Corbett
‘said that omitting “Menender's party affiliation was 'a dumb mistake and shouldn® have happened, :
Las {reporter Nick Corsanti] and his editors would be the first to acknowledge. 1 don't know if the
(Dem reference gotb lost in revisions and moving stuff around, or whether the omission just slipped
by folks because they were tao close to the story, which can happen.”

N NI & & o (¥ W W YV Svand ey S
ATNRCTE Nafdhar Saps Case Qgainst Noanandar Tloods Qvenwhaimdng. ™ In ancther
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fstary, the Dasiy Caller (9/7, Hasson, 521K} reported that MSNBC host Ari Maelber, commenting on
Menendez's corruption trial, said, “The case against Menendez as a legal matier dogsn't ook dose,
it looks overwhebming.” Melber added “that *if a politician can take the kind of gifts that Menendez
has already taken and be acquitted, then you have to wonder if there's something wrong with all
Lof these corruption laws in the first place.”

§Guadagno To Unveil Ethics Plan Amid Menendez’s Federal Corruption Trial.

The Bergen (N1} Record (9/7, Racioppi) reports that New Jersey Lb Gov. Kim Guadagnge (R}, who
His battling ex-Goldman Sachs executive Phil Murphy (D} in this fall’s race o succesd term-iimited
Gov. Chris Christie (R}, “plans to propose a sweeping set of measures designed to curb the
Hinfluence of spedial interests and place a chedk on personal ambitions,” including "3 five-year
Hobbying ban for officials after they leave an administration, stronger financial disclosure
frequirements for lawmakers and term limits for public officials.” The Record says that Guadagno's

- ethics plan comes as Sen. Bob Menendez () “stands trial in federal court on charges he abused his |
office to advance the interests of a wealthy friend and donor from Florida.” :

Hunter’'s Chief Of Staff Leaving To Take Pentagon Post.

CThe San Diegoe Union-Tribune {9/7, Prine, 668K) reports that Joseph Kasper, the chief of staff to
Cembattied” Rep. Duncan Hunter (R-CA} is Meaving...to take a Pentagon position.” Kasper “had
fserved as the Alpine Republican’s top ailde since late 2014 after previcusly directing his :
communications and policy operations.” The Union-Tribune notes that FBI agents “raided the office |
‘of Hunter's campaign treasurer in February, seeking evidence into allegations that the Republican
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Hawmaker misspent campaign dollars and tried to dodge federat and Congressional investigators,”
According to the Los Angeles Times (9/7, Wire, 4.49M), Kasper's “name has been officially
tiad to the investigations just once, in an FBI warrant to search Hunter's campaign treasurer’s :
‘office. The warrant said agents were looking for communication with Easper, Hunter, Hunters wife
fand others” 1

‘ Former Mississippi Prosecutor Sentenced To Probation For Taking Bribe To Lower Bond.
CThe AR (9/7) reports former Hinds County, Mississippi assistant district attorney Ivon Johnson was
sentenced Thursday to five years probation in relation to accusations ha “took a $300 bribe in
October 2014 to recommend a bond reduction from $15,000 to $3,500.7 The former prosecutor’s
“plea stated he accepted at least $15,000 from an unnamed co-conspirator between 2013 and
F2016.7 He will alse have to pay a $3,000 fine.

Former Alabama Lawmaker Pleads Guilty To Bribery Conspiracy, Fraud, Tax Evasion.

The Birmingham (ALY Times {9/7, 107K reports former Alabama state representative Oliver L
Rebinson Jr. pleaded guilty Thursday in federal cowrt “to conspiracy, bribery and honaest services
‘wire fraud” in connection to allegations he accepted “a valuable contract between the Birmingham
Haw firm Balch & Bingham and the Qliver Robinson Foundation to influence and reward Robinson
for using his position as & member of the Alabama House of Reprasertatives, vice-chairman of the
lefferson County Legisiative Delegation, and as an elected representative of citizens of :
 Birmingharn to pressure and advise public officials to oppose the Environmental Protection

| Agency's prioritization and expansion of a North Birmingham EPA Superfund site.” The Times
‘reports Robinson has agread as part of his plea "never again to sesk elected office and to pay :
restitution and forfelture in amounts 10 be determined.” Robinson faces sentencing on December 7
hut remaing free on bond.
: The Athens (ALY News Courler {9/7, 18K) reports US Attorney Jay Town, FBI Special Agent in
Charge Johnnie Sharp Jr. and Internal Revenue Service, Criminal Investigation, Acting Special ?
FAgent in Charge James Dorsey announced the plea on Thursday.

§Three Minnesota Men Charged With Kidnapping And Raping Teen For A Month.

The Minneapolis Star Tribune (9/7, Srith, 1.27M) reports that on Thursday, three men were :
‘charged "with Kidnapping a 15-year-oid Alexandria girl and holding her captive for 29 days as they
‘assauited her numerous times, including rape and attempts to drown her in @ bathiub, The horrific
- details of the crime were released in 3 ariminal complaint filed in Douglas County that charged :
CThomas Jay Barker, 32, and Joshua Lee Holby, 31, both of Carlos, Minn., and Steven Michael
fSamuel Powers, 20, of Benson, Minn., with Kidnapping and false imprisonment.” The Star Tribune
Csays “the 15-yvear-old girl was reunited with her family hours after saving herself, escaping from
an abandoned rural house where sha had been held captive.”

 Man Faces 26 Federal Charges Including Child Pornography Distributions And Making

. Threats.

WRTV-TY Indianapolis {977, L10K) reports that Buster Hamandez, "the man accused of terrorizing
Huvenile victims aoross the country under the online moniker Brian Kil,” was formally indicted

' Thursday on 26 federal charges in U.S. district court” in Indianapolis. Hernandez is accusad of :
- having “used his online persona to coerce or threaten underage girls into sending him illicit images |
| of themnselves, which he then allegedly distributed oniine.” According to WRTV, “The first nina :
Lcounts against MHernandez deal with his alleged acquisition and distribution of child pornography,”
Lcounts 10-13 Yaccuse him of using a Facebook account to bomb multiple locations in Indiana,” and
“the remaining charges, counts 14-26, cover Hernandez’s allegad threats to kill, kidnap and rape
Chis victims.”

VA Official Accused Of Taking Bribes Following Undercover FBI Operation.
KONC-TY Denver (977, 91K reports that "newly released court documents have revealed an
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‘elaborate scheme with a Veterans Affairs insider, who was accepting bribes for lucrative
Lgovernment contracts.” The FBI “staged an undercover operation to catch Dwane Nevins, director
‘of the Rocky Mountain VA's Office of Small end Disadvantaged Business Utilization,” Neving
Catiegedly worked with Robert Ravis and Anthony Bueno of Auxilious, an Arvada based company,
Lto secure contracts for medical supplies.”

New Mexico Library Received Bomb Threats Before Fatal Shooting.

CKRQE-TV Albuguergque, NM (9/7, 101K) reports that the FBI is “following a string of bomb threats in
Clovis after last week's deadly shooting inside the public library.” According to KRGE, "30 calls ‘
‘were reported August 30, and several more came in on Tuesday which causad temporary
Hockdowns and evacuations.”

§Colorado Man Sentenced To 20 Years In Prison For Trafficking Teen.

Fort Collins (CO) Coloradoan (9/7, 1061 reports that on Thursday, Eighth Judicial District Judge
Carroll Brinegar sentenced Durrall Bumphus ™o 20 yvears in prison for human trafficking. .. saying
he exploited vulnerable young women for his personal benefit.” According to the Coloradoan,
Bumphus “was arrested in March on allegations that he acted as @ phmp for a2 young woman and 3
17-year-old girl, pulting them up in 3 Fort Coliins hotel and taking care of their daily needs in :
‘exchange for the money they earned prostituting themselves.” The Coloradoan ntes that his arrest
Ccame after the[FBIT contacted the Larimer County Sheriff's Office to et them know that a yvoung :
éwcman might have fallen victim to human trafficking. .. in Fort Collins.”

: Violent Boston Gang Leader Sentenced To More Than 12 Years For Trafficking

. Oxycodone. :
The Boston Globe (9/8, Sennott, 969K reports Dermnetrius Willlams, 30, of Roxbury, was sentenced
CThursday to 151 months in prison and five years supervised release “for trafficking oxycodone, the
FUS Attorney s office sald.” Willlams - who is a leader of “one of Boston's most viclent street :
‘gangs,” the Columbia Point Dawgs ~ pleaded guilty last December “to racketeering and drug
‘charges.” He was chargad, along with 48 other gang members, as part of “a major raid in 2015
‘carried out by federal and state law enforcement.”

New York Mobster Sentenced To Seven Years In Prison For Extortion.

Newsday (NY) {9/7, 1.64M) reports that in Manhattan on Thursday, LS. District Judge Richard
Suilivan sentenced Pasquale “Patsy” Parrelln “to 7 years in prison for running a violent Genovese
family extortion ring out of the popular Bronx [talian eatery on Arthur Avenus that bears his
‘name.” According to Newsday, “Parrello’s deal to plead to three counts of conspiracy to commit
‘extortion had included estimated sentencing guidelines of 5-1/4 to 6-1/2 vears, but Sullivan
decided to go above that range.” Newsday notes that Parrello “was one of 46 mobsters charged in
FAugust, 20186, in a sprawiling racketeering indictmant of members of five different maob families
based on thousands of hours of recordings made by an informant and an undercover FBI agent.”

FBI Assists In Probe Of Ohio Island’s Government Offices.

CThe AR (9/7) reports that Sinvestigators have searched the Police Department, Village Hall and
several other addresses on an Ohio istand,” Ohig’s Attorney Generals office “said the Ohio Bursau
Lof Criminal Investigation and the Chio Ethics Commission were conducting a joint investigation ;
Thursday in the village of Put-in-Bay on South Bass Island. ” According to the AP, “The FBI, Internal
Revenue Service and the state Auditor's Office are assisting.” ?

Minnesota Probation Officer Charged With Harassing Women He Supervised.

The Minnsapolis Star Tribune (9/6, 1.27M) reports that “two Minnesote women have sued the
federal government, alieging that™ Dennis Brasnahan, “a former probation officer, solicited sexual
favors and demanded nude photos while he supervised them in separate cases, and thelr lawyer
'said he expecdts more victims to step forward,” Bresnahan is accused of having “pressured one of
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the plaintiffs, Ayvesha MoKinney, into sending him photos of her breasts - often using his work e-
‘math - and tried to persuadsa her to share other photos of an intimate nature.” In addition,
Bresnahan is alleged to have “exploitad the "vulnerable mental health condition” of a second

- plaintiff, Tracing Ross, while supervising her last year by carassing her legs sexually, inviting her
Lto participate in a ‘threesome’ and asking her to go on vacation with him.”

' New Jersey “Serial Sextortionist” Sentenced To 25 Years In Prison. :
The Wilkes-Barre (PAY Citizens” Voice (9/7, 158K) reports that Hubert Young of Basking Ridge, New
lersey, who “federal prosecutors described as a ‘serial sextortionist” who targetad teens.. was 5
sentenced Thursday to 25 years in faderal prison,” Young “previcusly pleaded guilty to child

pornography production. ... At least 12 youths between 11 and 17 years old were victimized 5
between January 2015 and June 2016 in Pennsylvania, New Jersey, Chio and Indiana, prosecutors
csaid,” f

§Washington Man Sentenced To Nine Years In Prison For Receiving Child Pornography.
year-;ni-ﬁ federal prison for receiving child pornography.” FBI agents “searched Vadnais’ home in
FAprit 2016, where authorities say Vadnais told themn he had been using the software to download
s child pornography files.”

§0akland Fire Department Captain Arrested For Possession Of Child Pornography.

§The San Francisco Chronicle (977, 3.31M) reports that Oskiand Fire Department Capt. Richard ;
Chew “was placed on leave after he was arrested on suspicion of possession of child pornography.”

éTexas Veteran Who Threatened VA Hospital Arrested.

§The San Antonio Express-News {9/7, 1 18M) reports that on Thursday, the FBI arrested Walter
Steven Crosley of Lakehills, Texas, “an Army veteran.. .who is accused of making threats to blow
up a Department of Veterans Affairs hospital in Kerrville and kilt its employess.”

§Authorities Bust $20 Million San Diego-Based Shoplifting Ring.

‘The AP {9/7, Watson) reports that an indictment unsealed Wednesday showed that US authorities
Sbroke up a San Diego-based shoplifting ring that stole more than $20 mitlion in goods from :
poputar clothing stores across the country and sold the stolen merchandise in Mexico.” The “stores
targeted included Abercrombie & Fitch, Banana Republic and Victoria's Secret at malls from
Schaumburg, Iilinels, to Las Vegas and San Diego.” HSI San Diege’s Special Agant in Charge Dave
‘Shaw expiained that “to help its stealing, the group’s U.S. members smuggled in acquaintances ‘
from Mexico whe had previously been deported.”

The Los Angeles Times (9/7, Davis, 4.49M) quotes Shaw as saying, "Theyre not just §
fshoplifting, Theyre using viclence to get what they want, " Acting US Attorney Alana Robinson said
Hin & statement, “The mall is supposed to be a safe place for famiiies to shap, eat and enioy :
themselves. Instead, a prolific and violent group of thisves has stolen millions of dollars in
merchandise as well as peace of mind from mall employess and customers.”

iArrest Of Michigan Bank Robbery Suspect Attributed To Tracking Device.

MLive {ME} {9/7, 947K reports that "a bank robbery suspect who tried to escape via northbound
(LS. 23 near Ann Arbor was taken into custody after police caught up to him on the freeway
Thursday, Sept. 7.7 According to Muive, “A tracking device with the stolen money led officars to
the suspect on the freeway.”

iSuspect In Custody Following Thursday Morning Illinois Bank Robbery.

§The Skobde (1LY Review (977, 1.04M) reports that an unidentified man "is in police custody in
connection with @ Skokig bank robbery Thursday morning at a PNC Bank in Skolde.” FBI agents
Crespondad to the scene, according to a spokesman from the Chicage area FBI office.”
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Portland, Oregon Bank Robbed.

§amount of money and escaped without confrontation on Thursday morning from Umpaua Bank in
 Northeast Portland.” FBI agents are investigating, according to KOIN,

§Suburban Cleveland Bank Robbed On Tuesday. :
The Willoughby (OH) News-Herald {9/7, 142K} reports that the FBI and the Euclid, Chio police are
‘searching for 3 bank robbery suspect,” who “entered the Dollar Bank branch...in Eudlid at 1:30 ?
pamh Sept. 5 and passed @ demand note to a teller. The suspedt was provided an undisciosed
ramount of cash.”

Louisiana Bank Robbed On Thursday.

The New Orieans Times-Ficavune (8/7, 710K} reports that “a masked man robbed an Algiers bank
s at gunpoint Thursday morning. .. prompting a search for the unidentified gunman, the FBI
announced Thursday night.”

§Two Charged With Making “Prank” Threat That Closed Massachusetts College.

The Boston Globe (9/7, Gans, 969K reports that @ wormnan and a 16-year-old boy from Everett,
Massachusetts, "are facing criminal charges for a ‘prank threat’ against & dassmate at Bunker Hill
Community College in July that led to 3 three-hour lockdown, .and the dosure of the nearby
Orange Line station.” The Globe says the threat “sparkied] @ major law enforcement response,
Hincluding bormnb squad technicians from the FBI and State Police.”

. Connecticut Man Sentenced To Three Years Of Probation For Distributing Pills And

: Steroids.

The Connacticut Post (9/7, 199K) reports that Jeffrey Gentile of Ansonia, Connecticut, "was
sentenced to probation and community service hours for his involvement in a distribution
eonspiracy” involving “prescription pill{s] and stercidis].” According to the Post, the FBI, DEA and
‘Homeland Security Investigation “led g long-term investigation, assisted by the U.5. Marshals
Service, the U5, Postal Tnspection Service and the Bureau of Alcohol, Tobacooe, Firearms and
Explosives.”

Prosecutors Want To Revoke Shkreli's Bail Over Request For Clinton Hair.

revoke Martin Shkreli's bail and throw him in jail because of recent threats. . fhel allegedly made
‘against Hillary Clinton.” In their motion, prosecutors wrote: “Since his conviction on August 4,
3017, Shkrell has engaged In an escalating pattern of threats and harassment that warrant his
fdetention pending sentencing. ... Most recently, Shirell threatenad former Secretary of State
Hitlary Clinton by publichy offering 85,000 to anyone who would ‘grab’ some of her halr on the

' defendant’s behalf during her upcoming book tour.”

: According to Bleomberg News (9/7, Hurtado, 4, 52M), the prosecutors claim Shikredl "not only
‘appears to have viciated state and federal laws prohibiting threats against the immediate family
‘members of former presidents, but that he also has a history of harassing specdific women,” The
prosecutors alse noted that the Secret Service “has sought to inferview Shkreli but he declined.”

: The New York Times (9/8, Clifford, Subscoription Publication, 13.56M) reports that Judge Kiyo
AL Matsumeto “scheduled & Sept. 14 hearing on the government’s motion, which, if upheld, would
return Mr. Shikredl to jail. " USA Today (9/8, McCoy, 8.62M), the New York Post (8/7, 4.31M3, and
the New York Daily News (9/8, Keshner, 3.61M) also cover the prosecutors’ metion,

%Two More Jamaican Lottery Defendants Reach Plea Deals.

§The AP {9/5, Nichoison) reports that "two mora defendants have reached plea agreements with
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HULS, prosecutors in a Jamaican lottery scam that authorities say bilked mostly elderly Americans
out of millions of doliars. ” Jason Jahalal and Xanu Morgan “were among & group of elght suspects
Fextradited fromy Jamaica to Bismarck, North Dakota, in April to face charges.” The AP notes that
Cfour of the 15 defendants have now reached such deals, including Lavrick Wiltooks, the man
‘accused of being the kingpin.”

New Mexico Doctor Who Defrauded Medicare Faces Additional Obstruction Charges.

The Albuguergue (NM) Journal {977, 217K) reports that Roy Heilbron, "a self-described “holistic’
§car(jiaiogist i Santa Fe who has pleaded guilty to heaith care fraud charges filed in 2015 is now
‘accused of faking medical documents about himself that were filed in his cowrt case.” The Journal
'says a federal grand jury “recently returned indictments against.. Heilbron.. .for making false
statements and obstruction of justice for presenting false documents concerning his own meadical
‘condition in an effort to postpone or avold sentencing on his earfier charges.” According to the ;
Hlournal, Helibron was “fading a possible two-year sentence after pleading quilty eariier this year to
derfrauding Medicare,” but “now, he could get up to 15 years in prison for making false statements |
-and another 30 years for obstruction of justice.” f

%Texas Bank Employee Accused Of Embezzling Deposits.

The AP {9/7% reports that Susann Nelson of Greenvilie, Texas, "a longtime suburban Dallas bank
Lemploves, has been indicted on charges of bank theft and fraud in a scheme proseculors say 5
L continued for five vears.” Nelson, who “worked at the LegacyTexas Bank in Richardson,” is accused |
- of “ernbezzling cash from deposits from the Federal Reserve Bank beginning in January 2010 :
through February 2015 and making false entries in records to conceal the embezziement.”

Former Amazon Financial Analyst Pleads Guilty To Insider Trading.

Reyters (9/7, Stempel) reports former Amazon.com Inc financial analyst Brett Kennedy, 26, of
Blaine, Washington, pleaded guilty Thursday to insider trading for giving nonpublic information to
fellow University of Washington alumnus Maziar Rezakhanl. Kennedy reported shared “information |
from Amazon's database, showing that the retailer would lose less money and report higher :
revenue for the first quarter of 2015 than Wall Street expected, in exchange for $10,000 cash.”

- The LS Securities and Exchange Commission sald in a related civil case that “Rezakhani made
CE115,997 trading Amazon shares based on the April 2015 tip, efter posting the results on Internet
‘message boards and boasting that the "numbers are so obvious’ that a *5 year old can guess what
they will de.” Kennedy faces “up to 20 years in prison at his Dec. 8 sentencing, but prosecutors
‘will recommend that he serve no more than a year and g day. He agreed to pay $10,875 to settle
fwith the SEC.”

Saattie (WA Post-Intelligencer (978, Pulikkinen, 568K) reports "SEC investigators claim a
third man, Sam Sadeghi, was alse involvad in the insider trading.” The agency’s civil complaint
Sists Kennedy, Rezakhani and Sadeghi as defendants.” Seattle P1 reports “Sadaghi was

' Rezakhani's trading partner and investment adviser” who, according to the SEC's attorneys,
Sreceived a 10 peroent cut of Rezakhani's profits,

Also reporting are the New York Post (9/7, Dugan, 4.31M) and CNN Money {(9/7, Wattles,
{3.59M3,

Equifax Reports “"Massive Security Breach.”

| NBC Bightiy News {877, story 5, 1:50, Holt, 16.61M) reported on a "massiva security breach”
announcad by Equifax, “one of the big three reporting bureaus,” in which “hackers stole persona
Hinformation including social security numbers on some 143 million Americans.” NBC added that
Mthe hack could go down as among the biggest ever.” In addition to “names, addresses, social
security nurmbers, birth dates, and even driver’s Hicense information for 143 miliion §
people...roughly 209,000 credit card numbers were stolen.” NBC added that “ironically,” Equifax is
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Swhere people go when they fear they've been hacked.”

ABC World News Tonight (977, story 9, 20, Muir, 14.63M) reported that the FBI is
Linvestigating. The CBS Bvening News {977, story 12, 0130, Mason, 11.17M) reported similarly.

: The New York Times (977, Hsu, Subsoription Publication, 13.56M) reports, "Criminals gained
Laccess to certain files in the company's systermn from mid-May to July by exploiting a weak point in
‘2 wabsite application, according to an investigation by Equifax.” Additionally, the company “said
that some personal information for British and Canadian residents was also hacked.”

: PRS NewsHour (9/7, Hendry, 827K reports, "The number of customers affected in this
Cbreach amounts to nearly half of the entire LS, population.” PBS quotes Ron Miller as writing in
TechCrunch {9/7, 466K, “This is not the worst breach of all time by a long shot in terms of pure
nurnbers. ... But this leak is particularly worrisormne because Fquifax is a credit reporting service
‘and tracks a history of your consumer life, credit cards, credit scores and more ~ and it gives the
black market 3 potentiat gold mine of information about peopie’s financial lives.” CNET News {9/7,
Ng, Musil, 2.35M) echoes this assessment, calling Equifax a “treasure trove of financial data® for
Chackers,

‘access the information, according to Equifax.” The Los Angeles Times (9/7, Dave, 4.49M) reports,
Egquifax said it launched a website for people to chedk whather their data were affected and to
sign up for the company s credit-monitoring services. But a form on the website purportediy
offering to ‘check potential impact’ Instead just gives users a date on which they must retur to :
| Fouifax's website to enroll in credit monitoring. The discrepancy drew guick scorn from consumers
‘on soclal media.” :
: The Wall Strest Journal {8/7, Minaya, Subscription Publication, 5.45M) gquotes Equifax CEQO
‘Richard Smith as saving in 2 prepared statement, "This is dearly a disappointing event for our
Lcompany, and one that strikes at the heart of who we are and what we do. ... T apologize 10
Lconsimers and our business customears for the concarn and frustration this causes.” §
Fox Business (2/7, Kazin, 741K} quotes security analyst Avivah Litan as saving, "On & scale of |
‘one o 10, this is 3 10 in terms of potential identity theft. ... Credit bureaus keep so much data

s gbout us that affects almost everything we do.”

: Reporting similariy are PC Magazine (977, Albanesius, 2.38M), USA Today (9/7, McCoy,
§8.62M), CRN Money {(9/7, O'Brien, 3.59M3, Reuters {9/7, Swamynathan), and the Atlanta Journal-

NBC News (978, 3.456M) reports online, "Adding to the scandal, three of the
Lcompany’s top executives sold Equifax shares just days after the breach was discovered, The
hreach was not publicly disciosed until Thursday, more than six weeks later”

The Washington Post (8/7, Timberg, Dwoskin, Fung, 10.38M} reports, "The company did not
respond o a guestion about why it walted six wesks to disclose the hack.” Bloomberg News (9/7,
Melin, 4.52M) reports that the executives who sold their shares “had not yet been informed of the

incident, the company said.”
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Bossert Discusses Administration’s Approach To Deterring Cyberattacks, Pushes
. Bilateral Cyber Discussions.

......................

‘on deterring cyberattacks. Bossert spoke Weadnesday at the Intelligence and National Security
CSunmit, where he reportedly said the Administration Man't planning to use pre-emptive digital
Cattacks as part of its plan to deter America’s oyber adversaries.” Instead, Bossert is quoted as

' saving the Administration will “apply elernents of national power outside of cyber to punish bad ‘
behavior. ... We'll try to do it in @ way that's commensurate with the offense, and also revocable.” |
| Politico says this aims to avoid escalation. Bossert discussed the need for the government to ‘
propose cyberspace rules so “we can think through what it is that we'll do to those that viclate
those rides,” and he aiso promotad bilateral taiks for cyber engagement. He stated, "1 love
multitaterat bodies for g lot of reasons, but 1 don't always love multitateral bodies for the purpose
cof enforcement.”
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§Wagner: Threats Against Critical Infrastructure Growing.

‘Risk Cooperative managing director of risk solutions Daniel Wagner writes in the Huffington Post
H{9/7, Wagner, 5.74M) that “much of the world’s critical infrastructure utifizes supervisory control
Carud data acquisition (SCADA) systems,” which "have increasingly become connected to the
internet but were not designed with cybersecurity in mind.” Wagner asserts that many
foyberattacks “either go unreported or are under-reported, leaving the public with a faise sense of

L security,” and “infrastructure is becoming a target of choice.” Wagner adds, “Both governments ‘
‘and companies are generally hesitant to implement strict security protocols to protect themseives,
nor devote the resources necessary to getting the job done, without having experienced an attack.
- That must change, and soon.” 5

New Democratic National Committee CTO Launches Simulated Phishing Attacks.

s launching a series of simuiated phishing attacks on DNC staff in an effort to prevent another

' cybersecurity breach.” The Hill says, “The simulated attack is among several steps being taken by
Krikorian to tighten the DNC's cybersecurity to avoid a repeat of the breach last year that led to
thousands of internal emails being posted on Wikileaks.” Krikorian “hes pushed staffers to use
messaging apps that offer end-to-end encryption, as wall as to enable two-factor verification for
ogin credentials.”

%WPost: Recent Malware Wave Highlights Growing Importance Of Cybersecurity.

I an editorial, the Washington Post (977, 10.38M) reports that sacurity firm Symanted’s recent
cdiscovery of a wave of malware called Dragonfly surfacing in BEurope and the United States -
‘malware that poses a "sarious potential threat to electrical and industrial systems” - has
highiighted the increasing importance of investing in cybersecurity.

Buffalo Woman Pleads Guilty To 1983 Murder After DNA Evidence Linked Her To Crime
i Scene.

The Washington Post (9/7, Press, 10.38M) reports that in Buffalo in 1983, "sixty-five years after
Edmund Schreiber survived some of the bloodiest fighting of World War I, the Purple Heart Medal
recipient was found strangled with his own neckties,” Now, Saundra Adams, "a then-teenage
neighbor-turned-librarian, is facing prison thme after admitting to killing the 82-year-old combat ;
veteran during a break-in.” DNA evidence tied Adams to the murder scene. On Wednesday, Adams
Cpleaded gullty in e Buffalo courtroom o a reduced charge of mansiaughter.” :

: Members Of White Supremacist Gang Moved Following Murder Of Colorado Prisons

- Official.

[ The Denver Post (9/7, 817K) reports that "after a 211 Crew parclee killed Colorado prisons chief
‘Tom Clements in 2013, officials began banishing leaders of the white supremacist gang (o prisons
sacress the U.S, through an inmate-swapping system in which high-risk prisoners are secratly
traded from one state to the next.” According to the Post, "That diaspora of shot callers ~ those
‘who can order gang murders - is why Benjamin Davis was at the Wyoming State Penitentiary,
fsouth of Rawling, when he killed himself last month.” The Post says Davis founded the gang and is
suspected of ordering Clements’ assassination.”

_FBI Asked To Probe Arrest Of Utah Nurse.

%The AP {9/2, Whitehurst) reports that Salt Lake County District Attorney Sim Gill has Maskead the
FBI to join an investigation into the rough arrest of @ Utah nurse after video of her being dragged
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‘screaming from a hospital drew widespread condemnation.” According to the AP, Gill is
Cgverseeing a criminal invastigation into officers involved in the handouffing of nurse Alex
CWubbels,” and is “asking for FBI help in part because his office can't prosecute possible civil rights
vinlations like wrongful arrest.”

§Justice Department Declines To Pursue Charges In Alabama Police Shooting. :
CThe AR (9/7) reports the Justice Department announced Thursday it is not pursuing charges against
Mobile, Alabarma Police Officer Harold Hurst, who on Jung, 13, 2016 shot and killed 19-year-old ‘
Michae! Moore during a traffic stop. Justice Department officials reportedly “said there was no
‘evidence to disprove the officer’s account that.. . Moore was reaching for a gun tucked in his ;
walstband,” oiting lack of video evidence and conflicting witness accounts. “The Departmernt makes
this dedision because the evidence obtainaed through the course of a rigorous investigation is 5
Hinsufficient to prove that the Offlcer wilifully used excessive force resulting in Moore’s death,” the
fdepartment sald in a statement, According to the AR, “Hurst said he noticed & gun tucked in :
‘ Moore's waistband when Moore bent down to place a cellphone on the ground and ordered him not |
o touch .7 Emergency room personnel later confirmed Moore had a “firearm in the waistband of
his clothing, the department said.”

: WSFA-TV Mantgamery (ALY Montgomery, AL {8/7, McAboy, Coffarg, 55K) offers similar ‘
‘coverage of the Justice Department decision, adding that Mobile Mayor Sandy Stimpson released a
‘statement, saying, “Since the shocoting of Michae! Moore, the City of Mobile has taken 5
unprecedentad steps o ensure transparency, incorporating lessons learned from other
‘communities that have experienced similar tragedies. Our prayers remain with all of the families
s gffected by this incident. We continue to work as a City to strengthen the relationship between law
renforcement and the citizens we serve. We remain committed to the vision of making Moblie the ?
fsafest, most business and family friendly city in America.”

: The Mebile {(8L) Press-Register (8/7, Specker, 714K} offers additional coverage.

Private Lawyer Appears On Behalf Of ‘El Chapo’ In Brooklyn Court.
Newsday {(NY3 {8/7, Riley, 1.84M) reports Washington defense lawyer Eduarde Balarezo, who

speciatizes “in drug cases, has entered an appearance in Brooklyn federal court on behalf of

- giteged Mexican drug lord Joaquin "Bl Chapo’ Guzman Loera, ending a stalemate with the
fgovernment over possible fee forfelture.” Balareso and other private lawyers have replaced the

' public defenders whe represented Guzman since January. The transition was “stalled because

' prosecutors wouldn't guarantse they won't seize fess as drug proceeds, and U.S. District Judge

| Brian Cogan refused to intercede.” Newsday reports, “Although he has no written guarantes that
the government won't challenge fees, Balarezo said he has received a retainer from Guzmian and
His prepared to face any challengs.”

Elderly Colombian Man Sentenced To 50 Months In Prison For Laundering Drug Money.

‘his 70s, received a 58O-month prison term on Wednesday in Boston for laundering more than :
F$TE0,000 for a feared crime syndicate with tes to the late Pablo Escobar, the notorious Colombian
Cdrug trafficker.” Salazar “was sentenced in US District Court in Boston, after pleading guilty in May
te @ charge of conspiracy to launder money.” According to Prosecutors, Salazar "washad at least
E768,586 in drug proceeds in Boston and elsewhera over a three-year pericd at the direction of La
- Oficing de Envigado, a aime syndicate based in Medeilin.” :

45th Anniversary Of First Female FBI Agents Celebrated This Year. 5
CEMOX-TY St Louls (9/7, 21K} notes that the FBI is "celebrating its 45th anniversary of the first
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Cwomen agents of the modern FBL” KMOX says St Louis "has a distinct connection” considering
that Joanne Plerce Misko was “assigned...to the St Louis field office in the early 70's,” Misko is :
Lquoted a3 saying: “In St Louis 1 found the agents very accepting, and they just lat me be an agent
sand do my work like anybody else, And that's the way you prove yourself, by doing the job that :
L you were sent to do.”

iWife Of Trump Organization Ethics Attorney Arrested For Sex With Jail Inmate.
' The New York Past (9/7, 11, 4.31M) reports that Teresa Jo Burchfieid, the wife of Trump

FOrganization ethics attorney Bobby Burchfield, on Tuesday “was busted for allegedly having sex in
the back seat of a car with an jail inmate in Virginia, officials said.” She was arrested "outside the
Fauguier County Adult Detention Center, authorities” said, Mrs, Burchfield “was allegadiy doing the
‘dead with a 23-year-old inmate who had trustee privileges, allowing hirm to go outside the jail, :
CThe defendant was caught in the backseat of her vehidle with an inmate,” according to a criminal
ccomplaint. ... She was released on g $5,000 secured bond.”

Feinstein, Durbin Question Judicial Nominee’s Catholic Faith.

The Washingion Free Beacon (8/7, McMorris, 158K) reports that Sen. Dianne Feinstein’s “criticism
‘of 3 judicial nominee’s faith led fo accusations of religious discrimination Thursday.” Feinstein “said
‘the Catholic faith of Notre Dame Law School Prof. Amy Barrett was ‘of concern’ in her nomination
to the Seventh Cirouit Court of Appeals.” Said Feinstein, “The dogma lives loudly within yvou and ;
that's of concern.” Her comments "sparkad outcry from the Catholic Association, which condemned
her ‘shockingly illegitimate line of questioning.” However, Felnstein “was not the only Democrat to
bring up Barrett’s faith” during Wednesday's confirmation hearing. Senate Minority Whip Durbin :
aiso brought up Barrett's faith, asking her, ‘Do you consider yourself an Grthodox Catholic?™” A
FWall Street Journal {9/7, Subscription Publication, 6.45M) editorial is critical of the Democrats’
quaestioning of Barrett, arguing it s part of a larger effort on the part of the left to exdude people
Lwith strong refigious beliefs fmm pubii' iife
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Harsanyd ¥ THoasiie Towangs Qrthodoy Saithe, ™ In g piece for
The Federalist {9/7, Harsanys 885&), sem@r editm Diavid Hars anyi like wise hagh!aghts Democrats”
‘questioning of Barrett and argues that "these lines of questioning, increasingly prevalent in political
‘discourse, are an atternpt to create the impression that faithful Christians whose bellefs are at :
fodds with newly sanctified cultural mores are incapable of doing their jobs. ” Demogratic “dogma,”

he adds, “is becoming increasingly hostile towards orthodox faiths, not the other way around.”

§Trump Nominates Katsas To DC Circuit Court Of Appeals.

HIn what the Washington Yimes (9/7, Boyer, Swoyer, 541K} describes as an “unusual step,”
President Trump on Thursday nominated White House lawyer Gregory G, Katsas "o a seat on the
Hinfluential US Circuit Court of Appeals for the District of Columbia, a court that former President
‘Barack Chama fought to turn into an institution dominated by Democratic appeintees.” The ‘
nomination of Katsas, who “currently serves as deputy counsal to the president in the White House
Counsel's Office,” could “set off a contenticus confirmation battie in the Senate” as Kastas is likely
o face guestions “about thorny legal issues such as the White House response to Russia-related
Hinvestigations and the drafting of the president’s order onextreme vetting’ of travelers from
predominantly Muslim countries.”

§Justice Department Says Sanctuary Cities Are Lower On Grant Priority.

' The AP {9/7, Press) reports the Justice Department said Thursday that cities cooperating with US
Himmigration auth@rities will have incregsed likelihood of securing grant money for community
policing over "so-called sanctuary cities.” According to the AP, “the department said Thursday that
compliant aties will get additional points in the application scoring process” for grants supporting
the “development of community policing strategies as well as training for community members
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‘and leaders.” The AP characterizes the move as “another way in which Attorney General Jeff
Sessions is trying to force cities to help federal authorities detain and deport those in the country
Hillegally.”

: Oriented Policing Services (COPS) ~ which is responsible for issuing “one of the department’s most
Hmportant discretionary grant programs for state and local law enforcement agendles, will allow :
s applicants for this year's cyde to certify thelr cooperation with Department of Homeland Security
fimmigration enforcement efforts.” In turn, those “certified cooperative agencies” will be granted

M oriprity consideration in funding decisions’ for the fiscal yvear 2017 COPS grant program.”
‘According to Braitbart, the certification requirements are simiiar to “the requirements DOJ put in
‘place in July to prevent non-cooperative sanctuary dties from participating in the department's
Bryne Grant program.”

: DOJ: Confirming Sessions Resignation Letter Would Violate His Privacy. :
' The Huffington Past (8/7, Reilly, 5.74M) reports the Justice Departiment has refused “to confirm or
‘deny the existence of a letter of resignation that Attorney General Jeff Sessions reportedly :
' preparad at the reguest of President Donald Trump,” who has “been stewing for months over :
Sessions’ decision to recuse himself from the DOJ investigation into alleged Russian interference in
the 2016 presidential campaign.” HUffPo “submitted a Freedom of Information Act (FOIA) request
seeking 8 copy of any resignation letter,” but a “Justice Department representative wrote HuffPost
on Thursday that even to acknowledge the existence of such a letter would violate the attorney ‘
‘general’s privacy.” Such Manguage is called a Glomar response” and Is a common tactic "in the :
national security realm when records are classified.” The article concludes that, in public, Sessions’
Tstanding in the Trump administration has improved in recent months,” noting that he served as
Che face of the Trump administration’s announcerment about ending the Deferred Action for
 Childhood Arrivals program.”

Report: DOJ Faults DEA Over Dangerous Agent Liaison.

Reuters (9/7, Lynch) reports an internal Justice Department Inspector General report “found that
ftwo former top officials at the UL S Drug Enforcement Administration improperly reinstated the :
§seaurity clearance of a special agent who was having & sexual affair with a convicted griminal.” The
‘report, which was released Thursday, states that former DEA Administrator Michele Leonhart - :
who resigned following a 2015 IG report revealing “that agents attended sex parties with

| prostitutes” - Vshares responsibility’ for a “lawed decision’ by former DEA Acting Chief Inspector
‘Herman B, 'Chuck” Whaley to improperly intervene in getting a security clearance reinstated for a
‘special agent who had engaged inserious misconduct.” The DEA did not offer "any immediate
‘comment on the report, and Leonhart could not be immeadiately reached.”

: The New York Pest (8/7, Perez, 4.31M) offers similar coverage.

éTiIIerson, Mattis Concerned By Proposed AUMF Amendment.

Mike Emmanuel reported on Fox News' Spadial Report (97, 2.06M) reported Secretary of State
Tillerson and Defense Secretary Mattis have signed a letter sent to “key lawmakers” that
‘expressed “sericus concerns” that a proposed amendment to the Authorization for the Use of
EMilitary Force “would tie the Commander-in-Chiefs hands.” The amendment to the National
Defense Authorization Adt, introduced by Sens. Tim Kaine and Joff Flake, would let Congress “set
parameters on geography and add time Himits to military action.” Fox showed Kaine saying it's ‘
Swery unwise to continue to fet war happen on autopilot. That's what we are doing now.” According
o Ernmanuel, sources say they don't expect the amendment wilt have the votes, “especially with
the concerns from the Administration.”

%Trump Expresses Openness To Mediating Qatar Dispute.
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Politico (8/7, McCaskill, 3.6M) reports that during a2 joint news conference with Kuwait's emir,
President Trump "expressed a willingness to be a madiator between Qatar and other Arab
countries accusing it of supporting terrorism, ” saying, "While I do apprediate and respect the 5
‘mediation, I would be willing to be the meadiator. ... [ was teliing the emir before that if I can help
betwean UAE and Saudi Arabla..if I can help mediate between Qatar and, in particular, the UAE 5
arad Saudi Arabla, T would be willing to do se.” He added, ™1 think you'd have & deal worked out
cvery quickly, T think it's something that's going to get solved fairly easiby.”

§Trump Says US Killing ISIS Fighters At Record Pace.

The Washington Times (8/7, Bover, 541K] reports President Trump said Thursday that the US has
killed more 1515 militants in the Middle East under his Administration than during the entire

§Obama Administration. During a news conference with the Emir of Kuwall, Trump said, “I5IS is
rapidly disappearing, as you Know. ... What we do is we kill ISIS, and we have succeeded inthat
‘respect, That's because of our great military, We have done better in the previous sight months of
- my presidency than we did in the previous eight vears against I1S1S.” ?

USA Today Analysis: Defeat Of ISIS In Syria Bolstering Assad Regime.

HIn an analysis, USA Today (9/7, Michaels, 8.62M) reports that the Administration's focus on ;
celiminating ISIS is having the "unintended consequence” of bolstering the regime of Bashar Assad.
FAnaiysts say the de facto buffer zones established by the US and Russian military have aliowed the |
 Syrian government “room to expand its influence,” and the success of government forces earlier
this week in reaching an army cutpost cutside the ISIS-held city of Deir el-Zour has given the
regime a greater foothold in northeastern Syria.

Iranian-Backed Militia Vows To Target Americans Once ISIS Defeated.

' The Washington Times {9/7, Scarborough, B41K) reports the commander of an Iranian-trained
 Shilte militia known as Kata'ih Hezbollah (KM vowed Sunday that it would start targeting US
soldiers once 18IS is defeated in Iraq, according to Iran’s Fars News Agency. A military official
Sold The Washington Times that the US has plans to counter KH if it begins attacking Americans,”
Fadding, “Regarding the sense of Iranian malign influence, we're trying alert NATO, the coalition,
the State Department, the UN and the Gulf countries. ... It's a really big question. We're very
Laware of it We're watching the move to post-1818, What the Iranians are saying is of significant
fconcern,”

Israel Strikes Military Facility Deep In Syria, Killing Two.
CThe AR (9/7, Mroue, Karam) reports that Israeli warplanes struck a military facility in western
FSyria Thursday, Killing two soldiers, “in a stronghold of President Bashar Assad that s aiso heavily
protected by the Russians and Tranians.” The Syrian army in a staterment “said the Israsl
‘warplanes fired several missiles from Lebanese air space, and warned of the “dangerous
repercussions of such hostile acts on the security and stabliity of the region.”” Some reports
‘describe the compound as a “missile producing factory,” and others suggest the facility was linked
to Syrig’s chemical weapons program.
. The Washingion Post (9/7, Loveluck, Morris, 10.38M) reports that military analyste say the
faciiity in the waestern town of Masyaf “hosts a branch of the government agency responsible for :
L developing and producing nonconventional weapons and precision missiles,” The site also has heen |
Hinked to producing “missilas bound for the Herzboilah militant group.” :
: The Wall Street Jowrnal (9/7, Abduirahim, Shekber-Porat, Subscription Publication, 6.45M3
reports former Israeli officials say the airstrike was designed to thwart military threats from Iran
‘and its Lebanese ally Herbollah, The Syrian Observatory for Human Rights said the strikes
targeted a military training base and a warehouse for short- and midrange missiles.
WSEIowrnals Jsros! dnd Syvfa Noading Sor Confiict,  In an editorial, the Wall Strest
Hournal {9/7, Subscription Publication, £.45M) writes that Israel’s airstrike on a Syrian military 5
Hachity on Thursday - a fadility linked with Iran - should draw focus to the fact that the danger of a
proxy war or @ divect war between Tsrael and Iran over southern Syria is steadily growing.
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§Trump: I'd “"Prefer Not Going” Military Route With North Korea, But It "Could Happen.”

| NBC Nightly News {977, story 7, 2115, Holt, 16.61M)} reported as the ‘s.ihii'e Houss s "hracing for
the possibility of another missile test by North Korea,” President Trump is “again leaving open the
‘option of military force against Kim Jong-Un, saying sf he did, and he hopes he deossnt have to, it |
would be what he called a very sad day for North Korea. " Bret Baler reported on Fox News” Spedial
Repurt@ {Q/7, 2.06M) that President Trump on Thursday said war with North Korea is not 5
Hnevitable. Trump was shown saying, ™ would prefer not going the route of the military, but it's
§s&me’rhing certainiy that could happen.”

the emir of Kuwaat, Trump refused 0 say whether he wouﬁd damand that North K{)rea give up all
its nuclear weapons, saying he did not want to reveal his negotiation qts’ategy " Said the President,
N can tell you that North Korea is behaving badly and it's got to stop.” The Washington Post (9/7,
Gearan, 10.38M) says Trump also "cast doubt that further negotiations could work,” saying that US
presidents have been “talking and taiking and talking” to North Korea for 25 years while North :
‘Korea has been developing its nuclear capability.

: Roll Call {977, Bennett, 134K reports Trump warned North Korea by saying the US military
has never been stronger,” but notes that “as a candidate he said it was a force weakened by
funwise wars as well as budgetary neglact by the Obama administration and Congress.” Bolitico

L (9/7, Nelson, 3.8M) reports that he “hoasted of the uptick in military spending since his
Hinauguration,” telling reporters that “each day, new equipment is delivered, new and beautiful
‘equipmeant, the best in the world, the best anvwhere in the wcr!d by far.”

N
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5 STofe Dot THessurs Campaign ™ dgadast Mot Norss Workfng.  The Washington
Examiner (9/7, Kasperowicz, 465K) reports that the State Department said Thursday that the
Linternational campaign to pressure North Korea to abandon its nuclear and ballistic missile
program Mis working.” Spokeswoman Heather Nauert said it's a “legitimate question” to ask if the
Hinternational campaign is working, and responded, "Yes, I can say that the pressure campaign is
‘working.” She added, “Now, when you see a test that took place on Sunday, you may think,
CGoodness, that is not working,” But that s not the case, and here’s why. 1t can take a long, long
e for sanctions to work, Tt can take @ long time for a pressure campaign to work, It is not an
avernight thing.”
CHing Qgroas UN SHowid Aotions Kovea Sor Nucfear Test. Greg Palkot
 5aid Fox News' Speclal Repart {97, 2 Gﬁi‘fi‘; there are repcrtf that Kim Jong-un's assets “could be |
frozen by new US-backed UN sanctions,” while “oif imports, textile exports, and North Korean :
foreign workers could be cut.” Russia is “rejecting” the measures, and China is “dragging its feet,”
faithough it “agrees the UN Security Councll should take further action.” China, Reuters {(8/7,

' Shepherd, Golubkova) reports, agreed Thursday that the UN “should take more action against
North Korea after its latest nuclear test, while also pushing for dialogue to help rescive the

' standoff.” The Washington Post (9/7, Rauhala, 10.38M) says the comments by Chinese Foreign
Minister Wang Yi “suggested possible room for cooperation over US-drafted plans to increase
pres';ure% on North Korea after its nuclear test earlier this week.” :
UN Qoport Sasotions Saing Sedvertod Oy Momder States, A draft UN report obtained |
by the Wall Street Journal {8/7, TaEEey, Subdf:rspticn Publication, 6.45M) says member countrias
‘are helping North Korea evade international sanctions, including through prohibited trade inarms
g commodities and financing. The Journal quotes the UN report as saying, “Despite an increased
‘rate of member states’ submission of national mplementation reports to the Security Coundll, the
‘actual implementation of the sanctions lags far behind what is necessary to achiave the core goal
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Rores Qo Tost Soon. The New York
§Time,s (9,"7, Sdnger Subscription Publication, 13.56M) reports that Sauth Korean Prime Minister
Lee Nak-von “is saying publicly what American officials will not: In the next few davs, intelligence
reports predict, North Korea will launch another intercontinental ballistic missila,” At the White
House and the Pentagon, however, US officials are "scrambling to decide how the United States
should react, particularly if the North Koreans demonstrate without doubt that they can reach”
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Guam, or "even a distance eguivalent to striking the West Coast of the United States.”

Sxparis: North Nores Nearing Ity Nucfcar Soald. The AP (97, Talmadge) reports North
Km‘ea s latest nuclear test was "part theater, part propaganda and maybe even part Take. But
‘experts say it was also a major display of something very real: Pyongyang's mastery of much of
‘the know-how it needs to reach its goal of becoming a fuii~ﬁedged nuclear state.” However, it
remaing unclear whether North Korea tested, as it claims, a hydrogen bomb ready to be mounted
Fon an [CBM,
: Nord® Noraa Theoalanys Slsolrony “se‘w*-‘i“’s Sefce Aftack Sor Sirs! Time,  Breitbart
‘Mazarian, 2.43M) reports that North Korea, the fir t time, threatened to wage an EMP
 {electromagnetic puise’ attack” against the US, Shortly after North Korea faunchad its iatest
nuclear test using 2 hydrogen bomb, its state-run Korean Central News Agency (KCNA) daimad
the weapon “is a multi-functional thermonuclear nuke with great destructive power which can be
detonated even at high sititudes for super-powerful EMP (alectromagnetic pulse) attack according
to strategic goals.” Breitbart warns that "such an attack has the potential to cause catastrophic
‘damags to North America, Canada, the West, and many of its neighbors.

AR SoEEh Norsa's Moon "Sandwichad™ 8y Norih's Thraat.  The Washington
Post {97, Lee 1(3 38MY reports South Korean Prasident Moon Jas-in took office earlier this vear
Pwith p!edge to foster warmer ties with North Korea, But the North Korean nuclear threat has
‘rapidiy escalated in the months since his election,” leaving him “sandwiched” between “his
§5upp0rters" expactations and the realities of dealing with an increasingly volatile regime, analysts
csay.”
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Washington Times (9/7, Blake, 541K) reports formear NBA star Dennis Rodman said in an interview
Wednesday with "Gooed Morning Britain” that he'd like to "straighten things out” with his friend,
North Kores leader Kim Jong-Un. Rodman said, ™1 just want to try to straighten things out for
everyone to get along together.” Rodman, whe was alse a contestant on President Trump's reality
television show, “The Apprentice,” added, "I think if the president aven tries to reach out for Kim, 1
think it will be @ great possibllity. Things can happen If Donald Trump, if they sit down, and have :
ssome type of mutual conversation,”
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§Top Navy Admiral Says Ships Kept At Sea Despite Training, Maintenance Shortfalls.

The New York Times (8/7, Schmitt, Subscription Publication, 13.56M) reports that Adm. Williarm F.
‘Moran, the vice chalr of naval operations, acknowledged Thursday before a hearing of two House
Armed Services subcommittees that the Navy "had knowingly operated warships” in the western
fPacific “despite a growing number of major training and maintenance shortfalis - all o meet
Lincreasing operational demands.” The hearing “painted a disturbing portrait of fatigued crews and
commanders on a shrinking overseas fieet saddied with constant deployments ~ including
‘confronting an expansionist Chinese military and keeping vigii on a nudear saber-rattling North
Korea - with little time left to train or to repair aging ships.”

§0fficial: New Venezuela Sanctions Focused On Behavior, Not Regime Change.

§samt:on¢ cm Vene*ueia do not “necessariby” aim f@r rpgsme change” but rather eek £G restcnn 3
Sdemocratic process” in the country. Waddeli sald the sanctions would be "behaviorally focusaed,”
Land added, “We would like them to respect hurnan rights. We would like them to respect
property.” The AP observes that Waddell's comments "suggest a softening in Amearica’s position”
from President Trump's consideration of military action last month.

Pope Francis Urges Reconciliation In Colombia.

' The Washington Post {(9/7, Tomaselli, 10.38M) reports that Pope Francis on Thursday urgad

Colombians to embrace reconciliation in the country’s long conflict with FARC rebels as he began

Chis five-day trip in the country. In an address at Colombia’s presidential palace, Francis

acknowledged the “obstacles, differences and varying perspectives,” but stressed, "The more

demanding the path.. . the greater must be our efforts to acknowiedge each another, to heal ;
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Cwounds, to build bridges, to strengthen relationships and support one another.”

Massive Earthquake Hits Mexico.

The New York Times {9/8, Malkin, Ramzy, Subscription Publication, 13.56M) reports an ﬂarthquake
with a preliminary magnitude of 8.1 struck about 80 miles southwest of Pijijiapan, Mexico, :
Sshaking buildings as far away as Maxice City and sending worried residents fleeing into the
Lstreats.” Mexico City's airport had a glass door shatter, "and there were reports of tumbling walls.”
USA Yoday (9/7, Vertura, 8.62M) reports, “The governor of the Mexican state of Chiapas says at
Heast thrae people have been Killed,” Guatemalan President Jommy Morales said on national
television, “We have reports of some damage and the death of one person, even though we still
‘don't have exact detalls.” The Washington Post (9/8, Partlow, 10.38M) reports, "The US Tsunami
‘Warning System said hazardous tsunami waves were possible on the Padfic coasts of Guatemals,
Bl Balvador, Costa Rica, Nicaragua, Panama and Hondurags.”

: Congressional Leaders Condemn Violence In Burma.

The Washingion Post (8/7, Nakamura, Gowen, 10.38M) reports that Democrat and Republican
‘congressional leaders on Thursday joined international condemnation of the violence in western
Burma, with a bipartisan group of senators issuing a joint resolution condemning the “horrific ads
Lof violence” against the country's Rohingya minority and imploring Burmese leader Aung San Suu
Kyi "to play an active role in ending this humanitarian tragedy.” Sens. Richard Durbin {D-11),
Dianne Feinstein {D-CAY, Corey Booker {D-N1), and John McCain (R-AZ) wrote the resolution.

Ignatius: Tillerson Working "Very, Very Quietly” With China And Russia.

‘Washington Post (8/7, 10.38M) columnist David Ignatius writes that Secretary of State Tillerson
Thas often been the silent man in the Trump foreign policy team. But out of the spotlight, he
appears to be crafting a broad strategy aimed at working with China to resolve the North Korea
orisie and with Russia to stabilize Syris and Ukraine.” The "Tillerson approach,” Ignatius savs,
Socuses on personal diplomacy, in direct contacts with Chinese and Russian leaders, and through

' private channels to North Korea.” He is working on the “strategic assumption is that if the United
States can subbly manage its relations with Chinese President Xi Jinping and Russian President
SYiadimir Putin - and allow those leaders to take credit for successes — complex regional problems
Fcan be solved effectively.” According to Ignatius, Tillerson is "unfazed by crei’m%m that he has been
|3 poor communicator and by recent talk of discord with President Trump.” ?

Headlines From Today’s Front Pages.

| Wall Street Journal:

‘Senate Passes Bill On Storm Aid, Debt Uimit And Spending

' The Corporate Hurricane: Houston CEOs Race To Mend A Battered Workforce
Equifax Date Breach Polentislly Affected 143 Million In US

Amarzoen Seeks Prime Location For $5 Billion Second HG

 Wew York Times:

i The Fake Americans Russia Created To Influence The Blection

Devastation In The Caribbean As Inma Heads Toward Miami

Energized Trump Sees Bipartisan Path, At Least For Now

Trump lr. Says He Wanted Russian Dirt To Determine Clinton’s 'Fitness’ For Office
FBauifax Savs Cyberattack May Have Affected 143 Million Customers

‘Gravdon Carter To End 25-Year Run As Vanity Fair's Bditor

Washington Posi: ?
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CTrump’s Shift Shakes Parties

Eauifax Breach Hits Cradit Data Of Millions

Florida Bracing For A Direct Hit From Irma

‘AL Least 10 Dead As Massive Storm Pounds Caribbean

NFLs Most Talked-About Player Is Also A Playver Without A Job

§FEnanai&5 Times:

FECE Begins Discussions On Tapering QF Despite Stronger Eure

Emmanusl Macron Makes Case For ‘Ambitious’ Qverhaul Of Furpzone

| Inma. Set To Hit Florida As 'Dangercus Majoer Hurricang!

' Saudi Arabia Redrafts Crown Prince’s Transformation Plan

Washington Thmas:

‘Ruthless Tranian Militis Vows To Turn Against LS, Troops Once Istamic State Is Defested In lrag
Depth Of War Carnage Comes Into Fogus As Svrians Start Long Struggle To Bebuild Their Lives
Trump Halls New Era Of Bipartisanship After Lawmakers Vote For More Debt, Spending

More Than 5,000 Out-0f-State Voters May Have Tipped New Hampshire Against Trump

DeVos To Overhaul ‘Shametul’ Obama-Era Campus Sexual-Assault Regulations

 Story Lineup From Last Night's Network News:

§AB€: Hurricane Irma-Caribbean; Hurricane Irma-Forecast; Hurricane Irma-Barbuda; Hurricane
irma-Florida; Hurricane Irma-Miami; Hurricane Irma-Travel Disruption; Hurricane Irma-Wind
Strength: Russia Meddiing Investigation-Trump Junior; Eguifax-Cyber Security Breach; West
Coast-Wild Fires; Las Vegas-Police Viclence; Hurricane Irma-Neighbor Generosity.

§€$S: Hurricane Irma-Forecast, Hurricane Trma-Caribbean; Hurricane Irma-Miami; Hurricane :
Hrma-Florida; Hurricane Irma-Storm Surge; Hurricane Inma-Georgia, Carolinas; Senate-Hurricans
Retief; DeVos-Campus Sexual Assault Policy; Steve Bannon Interview; Russia Meddling :
investigation-Trump Junior; West Coast-Wild Fires; Equifax-Cyber Security Breach; Amazorn-New
‘Headguarters Plan; US Womens Tennis,

§Nﬁ€2: Hurricane Irma-Florida; Hurricane Irma-Travel Disruption; Hurricane Irma-Foregast 1
Hurricane Irma-Carribean; Equifax-Cyber Security Breach; Senate-Hurricane Relief; Russia
Meaddling Investigation-Trump Junicr; Hurricane Irma-Infrastructure; Amazon-New Headgquariers
Plan; British Royal Family-Prince Returns To School; Hurricane Irma-Forecast 2.

 Metwaork TV Af & Glance:

Hurricane Irma - 37 minutes

Russta Meddling Investigation-Trump Junior -~ 4 minutes, 20 seconds
Equifax-Cyber Security Breach -~ 2 minutes, 30 seconds

FWest Coast-Wildfires - 45 seconds

fAmaron-New Headguarters Plan - 45 seconds

' Senate-Hurricane Relief ~ 35 seconds

Story Lineup From This Morning's Radic News Broadoasis:

FABC: Hurricane Irma; Russia Meddiing Investigation-Trump Junior; Equifax-Cyber Security
Breach.

(CBS: Hurricane Irma; Hurricane Harvey-Former Prasidents Fundraising; North Korea Threats;
 California-Trave! Restriction Lawsuit; Equifax-Cyber Security Breach.

CFOX: Hurricane Irma; Senate-Hurricane Relief, Russia Maddling Investigation-Trump Junior.
CMPR: Hurricane Irma; California-Travel Restriction Lawsuit, Equifax-Cyber Security Breach,

éToday’s Events In Washington.
 White House:

FBI(23-CV-30)-733



Obtained by UndeadFOIA

PRESIDENT TRUMP - Receives a hurricane update; Departs the White House to Camp David.

VICE PRESIDENT PENCE — loins the President to receive a hurricane update; Joins the Prasident
Lat Camp David.

U8 Senate: No public schedule announced.

U8 House: 9:00 AM House expected to vote on omnibus funding bill - House of Representatives
‘meets for legisiative business, with agenda expected to include completion of consideration of
CHURL 3354 - Make America Secure and Prosperous Approprigtions Act, 2018, and possibly also
fconsideration of legisiation related to a continuing rescliution, Hurricane Harvey supplemental
funding, and the debt celling Location: Washington, DC hitp://www.house.gov/

: 10:00 AM Dem Reps. Bobby Seott and John Convers hold forum on affirmative action, racial |
' ciimate on college campuses ~ Democratic Reps. Bobby Scott and John Conyers hold a forum titled
CAffirmative Action, Inclusion, and Radial Climate on America’s Campuses’, convening student
Lofficers, representatives from institutions of higher education, and key tegal experts to discuss the
rote of Title VI of the Civil Rights Act in ‘ensuring that students are welcomed to a safe, inclusive
learning environment freg of harassment and intimidation on the basis of race, color, or national
Lorigin’, Attendees include NAACP Legal Defense and Educational Fund President and Director-
Counse! Sherrityn Ifill, Southern Poverty Law Center Executive Director Richard Cohen, Unlversity
fof Virginia President Theresa Sullivan, Duke University Office for Institutional Equity Vice President
| Dr Benjamin Reese, and University of Maryiand Chief Diversity Officer Roger Worthington :
Location: Ravburn House Office Building, Rm 2203, Washington, DC www. bobbyscott. house.gov
https://twitter.com/repbobbyscott

12:00 PM Congrassional Internet Caucus Advisory Cormmitiee briefing on Section 230 of the
Communications Decency Act - Advisory Committee to the Congressional Internet Caucus
FAdvisory Committee hosts "Carving Out Exceptions to Section 230: How Wil [t Affact The
Hnternet? educational briefing, featuring Georgetown University Law School Professor in Law &
Technology Julte Cohen, Santa Clara Law School Professor Bric Geldman, and Engine Policy
Director Rache! Wolbers Location: Rayburn House Office Building, Rm 2237, Washington, DC

Dwww, neteaucus, org https//twitter . com/NetCaucusAL #%ec230

Other: 9:00 AM Commerce Secretary Ross speaks at The Washington Post - Secretary of
Commerce Wilbur Ross speaks at The Washington Post, interviewad by the newspaper’s James ‘
‘Hohmann, about Trump administration efforts to “reshape the playing field for international trade’,
the future of NAFTA, the tax reform push, and other pressing domestic and international economic
Hissues’ ¥ BEvent held as part of The Daily 202 Live event series, sponsored by Bank of America :
‘Location: The Washington Post Live Center, 1301 K 8t NW, Washington, DC

htep: /fwww o washingtonpost.comy/ https://twitter. com/washingtonpost
: 9:00 AM /11 to ISIS and Beyond’ BPC conference - '9/11 to ISIS and Beyond: The Future of |
CTerrorism (And What We Can Do About [t Bipartisan Policy Center conference examining 'the :
evolution of terrorism from 9711 to 18IS and beyond, the effectiveness of U.S. counter-terrorism
fstrategy, and how to break the cycle in the future’. Participants include Republican Rep. Michael
McCaul, State Department Coordinator for Counterterrorism Nathan Sales, former New Jersey
Governor Thomas Kean, former Rep. Lee Hamilton, Atlantic Council Senior Feliow Jasmine Ei-

' Gamnal, Coexist President Tarek Figawhary, Middle Fast Broadcasting Networks President Alberto
Fernandez, Tahrir Institube for Middle East Policy Senior Fellow Hassan Hassan, International
FInstitute for Strategic Studies Middie Fast Corresponding Director Sir John Jenking, Talisman-
‘gate.com’s Nibras Kazimi, IREX President and CEQ Kristin Lord, and American Enterprise Institute
 Critical Threats Project Research Manager Katherine Zimmernman Location: Sofitel Washington DC
Lafayette Square, 806 15th St, NW, Washington, DU www.bipartisanpolicy.org
https://twitter.com/BPC_Bipartisan

f S 15 AM Ohdo Gov. Kasich and Colorado Gov. Hickenlooper discuss bipartisan proposal I
 stabilize health insurance market at AFI ~ American Enterprise Institute and Center for American
 Progress host conference on health care, with Governors John Kasich {Ohio) and John Hickenlooper
| {Colorade) discussing their bipartisan proposal to 'stabilize the individual insurance market and :
reform the health systemn’. Also at the event, a panel discusses the challenges of ensuring access
to affordable health coverage Location: American Enterprise Institute, 1789 Massachusetts Ave
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LNV, Washington, DC http://www. agh.org/ https://twitter.com/AET

131:00 AM Secretary of Agriculture Sonny Perdue ceremonially swears in Tony Tooke as the
18th U5, Forest Sarvice chief Location: U.S. Department of Agriculture, 1400 Independence Ave
L SW, Washington, DC www. usda.gov htips://twitter. corm/USDA

Congrassional Budget Office releases "Monthly Budgel Review for August 20177 report
Location: TBD www.cbo.gov/ hitps://twitter. com/USCRBO

Lopyright 2017 by Bullelin Inteligence LLC Reproduction o redisivibutinn withoul permiission prohibited,
Comtent s grawn frorn thousands of newspapers, national magazines, national and boablekvizion programs, radio
broadoasts, sociabmedia platforms and adolinretionns ol operesiurce data, Smnces for Bullsbin nteligence
audience-sz & estimatas include Scarboroughy, GIKMELD comSeore, Nislsen, and the Awdit Bursay of Crculakion. Data
from and access to third party socibmedis platforms, including bul not lirolted to Facebook, Twiter, Instagram and
athers, s subject to the respective platform’s terms of use. Services that inchuide Factiva content are govemed by
Fachiva's termsaf use. Services including embedded Tweels are abbo subject to Twitter for Welisha's information
and privacy polcies, The PRI News Briefing & publighed five days g week by Bulletin Intellicence, witich vrealexs
custom broefings for government and corporate leaders. We can be found on the Welb st Bulletininteligenca.com, or
called at {7031 4826100
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From: Brower, Gregory (DO) (FBI)

Subject: Pending Investigations Update

To: McCabe, Andrew G. (DO) (FBI); Bowdich, David L. (DO) (FBI); Baker, James A.
(OGC) (FBI); Ghattas, Carl (CTD) (FBI); Priestap, E. W. (CD) (FBI)

Sent: November 6, 2017 12:59 PM (UTC-05:00)

b5 -1
b7E -4
Gregory A. Brower
Assistant Director
FBI Congressional Affairs
(Direct) b7E -3

(Mobile
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From: Strzok, Peter P. (CD) (FBI)

Subject: Russian government hackers penetrated DNC, stole opposition research on Trump

To: Moffa, Jonathan C. (CD) (FBI){ [OGC) (FBI)

Ce: [ kooc)(Fai) b6 -1
Sent: June 14, 2016 12:42 PM (UTC-04:00) b7C -1

Russian government hackers penetrated DNC, stole opposition research on Trump

By E£llen Nakashima June 14 at 11:30 AM

Russian government hackers penetrated the computer network of the Democratic National Committee and gained
access to the entire database of opposition research on GOP presidential candidate Donald Trump, according to
committee officials and security experts who responded to the breach.

The intruders so thoroughly compromised the DNC’s system that they also were able to read all email and chat
traffic, said DNC officials and the security experts.

The intrusion into the DNC was one of several fargeting American political grganizatigns. The networks of
presidential candidates Hillary Clinton and Donald Trump were also targeted by Russian spies, as were the
computers of some GOP political action committees, U.S. officials said. But details on those cases were not
available.

A Russian Embassy spokesman said he had no knowledge of such intrusions.

Some of the hackers had access to the DNC network for about a year, but all were expelled over the past weekend
in a major computer cleanup campaign, the committee officials and experts said.

The DNC said that no financial, donor or personal information appears to have been accessed or taken, suggesting
that the breach was traditional espionage, not the work of criminal hackers.

The intrusions are an example of Russia’s interest in the U.S. political system and its desire to understand the
policies, strengths and weaknesses of a potential future president — much as American spies gather similar
information on foreign candidates and leaders.

The depth of the penetration reflects the skill and determination of the United States’ top cyber adversary as Russia
goes after strategic targets, from the White House and State Department to political campaign organizations.

“It’s the job of every foreign intelligence service to collect intelligence against their adversaries,” said Shawn
Henry, president of CrowdStrike, the cyber firm called in to handle the DNC breach and a former head of the FBI’s
cyber division. He noted that it is extremely difficult for a civilian organization to protect itself from a skilled and
determined state such as Russia.

“We’re perceived as an adversary of Russia,” he said. “Their job when they wake up every day is to gather
intelligence against the policies, practices and strategies of the U.S. government. There are a variety of ways.
[Hacking] is one of the more valuable because it gives you a treasure trove of information.”

Russian President Vladimir Putin hag spoken favorably abowt Truwp, who has called for better relations with
Russia and expressed skepticism about NATO. But unlike Clinton, whom the Russians probably have long had in
their spy sights, Trump has not been a politician for very long, so foreign agencies are playing catch-up, analysts
say.

“The purpose of such intelligence gathering is to understand the target’s proclivities,” said Robert Deitz, former
senior councillor to the CIA director and a former general counsel at the National Security Agency. “Trump’s
foreign investments, for example, would be relevant to understanding how he would deal with countries where he
has those investments” should he be elected, Deitz said. “They may provide tips for understanding his style of
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negotiating. In short, this sort of intelligence could be used by Russia, for example, to indicate where it can get away
with foreign adventurism.”

Other analysts noted that any dirt dug up in opposition research is likely to be made public anyway. Nonetheless,
DNC leadership acted quickly after the intrusion’s discovery to contain the damage.

“The security of our system is critical to our operation and to the confidence of the campaigns and state parties we
work with,” said Rep. Debbie Wasserman Schultz (D-Fla.), the DNC chairwoman. “When we discovered the
intrusion, we treated this like the serious incident it is and reached out to CrowdStrike immediately. Our team
moved as quickly as possible to kick out the intruders and secure our network.”

The Clinton campaign did not immediately respond to a request for comment. A spokeswoman for the Trump
campaign referred questions to the Secret Service.

DNC leaders were tipped to the hack in late April. Chief executive officer Amy Dacey got a call from her
operations chief saying that their information technology team had noticed some unusual network activity.

“It’s never a call any executive wants to get, but the IT team knew something was awry,” Dacey said. And they
knew it was serious enough that they wanted experts to investigate.

That evening, she spoke with Michael Sussmann, a DNC lawyer who is a partner with Perkins Coie in Washington.
Soon after, Sussmann, a former federal prosecutor who handled computer crime cases, called Henry, whom he has
known for many years.

Within 24 hours, CrowdStrike had installed software on the DNC’s computers so that it could analyze audit data that
could indicate who had gained access, when and how.

The firm identified two separate hacker groups, both working for the Russian government, that had infiltrated the
network, said Dmitri Alperovitch, CrowdStrike co-founder and chief technology officer. The firm had analyzed
other breaches by both groups over the last two years.

One group, which CrowdStrike had dubbed Cozy Bear, had gained access last summer and was monitoring the
DNC’s email and chat communications, Alperovitch said.

The other, which the firm had named Fancy Bear, broke into the network in late April and targeted the opposition
research files. It was this breach that set off the alarm. The hackers stole two files, Henry said. And they had access
to the computers of the entire research staff — an average of about several dozen on any given day.

The computers contained research going back years on Trump. “It’s a huge job” to dig into the dealings of somebody
who has never run for office before, Dacey said.

CrowdStrike is not sure how the hackers got in. The firm suspects they may have targeted DNC employees with
“spearphishing” emails. These are communications that appear legitimate — often made to look like they came from
a colleague or someone trusted — but that contain links or attachments that when clicked on deploy malicious
software that enables a hacker to gain access to a computer. “But we don’t have hard evidence,” Alperovitch said.

The two groups did not appear to be working together, Alperovitch said. Fancy Bear is believed to work for the
GRU, or Russia’s military intelligence service, he said. CrowdStrike is less sure of whom Cozy Bear works for but
thinks it might be the Federal Security Service or FSB, the country’s powerful security agency, which was once
headed by Putin.

The lack of coordination is not unusual, he said. “There’s an amazing adversarial relationship” among the Russian
intelligence agencies, Alperovitch said. “We have seen them steal assets from one another, refuse to collaborate.
They’re all vying for power, to sell Putin on how good they are.”

The two crews have “superb operational tradecraft,” he said. They often use previously unknown sofiware bugs —
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known as “zero-day” vulnerabilities — to compromise applications. In the DNC’s case, the hackers constantly
switched tactics to maintain a stealthy presence inside the network and used built-in Windows tools so that they
didn’t have to resort to malicious code that might trigger alerts. “They flew under the radar,” Alperovitch said.

The two groups have hacked government agencies, tech companies, defense contractors, energy and manufacturing
firms, and universities in the United States, Canada and Europe as well as in Asia, he said.

Cozy Bear, for instance, compromised the unclassified email systems of the White House, State Department and
Joint Chiefs of Staffin 2014, Alperovitch said.

“This is a sophisticated foreign intelligence service with a lot of time, a lot of resources, and is interested in
targeting the U.S. political system,” Henry said. He said the DNC was not engaged in a fair fight. “You’ve got
ordinary citizens who are doing hand-to-hand combat with trained military officers,” he said. “And that’s an
untenable situation.”

Russia has always been a formidable foe in cyberspace, but in the last two years “there’s been a thousand-fold
increase in its espionage campaign against the West,” said Alperovitch, who is also a senior fellow at the Atlantic
Council. “They feel under siege.”

Western sanctions, imposed after Russia’s annexation of Crimea in Ukraine, have hurt the economy and led the
government to increase its theft of intellectual property to limit the impact of import restrictions, he said. And
Russia’s growing isolation has increased the need for intelligence to understand and influence political decisions in
other countries, he added.

CrowdStrike is continuing the forensic investigation, DNC lawyer Sussmann said. “But at this time, it appears that
no financial information or sensitive employee, donor or voter information was accessed by the Russian attackers,”
he said.

The firm has installed special software on every computer and server in the network to detect any efforts by the

Russian cyber spies to break in again. “When they get kicked out of the system,” Henry predicted, “they’re going to
try to come back in.”
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From: Strzok, Peter P. (CD) (FBI)

Subject: FW: Lawfare: Is Trump a Russian Agent? A Legal Analysis

To: [ Jwocec) (Fai) b6 -1
Sent: July 27, 2016 6:33 PM (UTC-04:00) b7C -1

From: Strzok, Peter P. (CD) (FBI)

Sent: Wednesday, July 27, 2016 6:32 PM

To: Priestap, E W. (CD) (FBI)

Subject: Lawfare: Is Trump a Russian Agent? A Legal Analysis

Is Trump a Russian Agent? A Legal Analysis

By Susan Hennessey, Benjamin Wittes
Wednesday, July 27, 2016, 1:46 PM

An amazing debate is taking place among serious analysts and journalists in the United States regarding the
relationship between the Republican nominee for President and the Russian state.

This debate is not taking place on the fringes, or in internet comments, but instead in the pages of the New York
Review of Books, the Washington Post, the New York Times, Slate, and elsewhere. The participants are undeniably
substantive—editors of famed magazines, Pulitzer Prize winners, and authors of esteemed books on Russia, its
leader, and its history.

This high-power group is debating whether Donald Trump is a tool, wittingly or unwittingly, of Russian President
Vladimir Putin.

On the “yes” side is a remarkable lineup of intellectual firepower. There’s this remarkable essav by Fravklin Foey
there’s his pigce fom Anne Applebauny; there’s this one from Paul Krugman; and there’s ghis from Josh Marshall,
On the other side of the ledger, in addition to the weird comments both from official Russian sources and from
Trump himself, is this gssay by Putin foe Masha Gessen, who sees the entire Trump-Putin meme as a distraction
from the deeply American dangers of Trump.

The fact that serious people can have a serious discussion of whether a major party candidate for president is
operating on behalf of an adversarial foreign nuclear power is alone gobsmacking. And we don’t propose to resolve
the dispute here, at least not in any final kind of way.

We do think, however, that the discussion would benefit from slightly greater clarity of terms. So as a public
service, we are offering the following analysis of the Trump-Putin evidence against several different legal and non-
legal standards.

Question #1: Is Donald Trump an Agent of a Foreign Power Targetable Under FISA?
Answer: Not On the Current Record.

One way of asking whether a U.S. person is a Manchurian Candidate is to look at whether he meets the criteria for
surveillance under the Foreign Intelligence Surveillance Act (FISA). The fact that we are even writing this sentence
about a presidential candidate is a reflection of what a strange year 2016 is.

FISA defings an “agent of a foreign power,” in relevant part, as follows: any person who “knowingly engages in
clandestine intelligence gathering activities for or on behalf of a foreign power, which activities involve or may
involve a violation of the criminal statutes of the United States”; or who “pursuant to the direction of an intelligence
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service or network of a foreign power, knowingly engages in any other clandestine intelligence activities for or on
behalf of such foreign power, which activities involve or are about to involve a violation of the criminal statutes of
the United States.”

The DNC hack provides considerable evidence that Trump is the beneficiary of the clandestine activity of “a
foreign power.” And there is plenty of evidence that Trump has spoken in a fashion that would reasonably please the
foreign actor in question. But there is no evidence at all that Trump has engaged in or abetted clandestine espionage
activity himself, much less that he has done so in probable violation of any U.S. law.

So if the Manchurian Candidate question is one of whether Trump is a Putin agent within the meaning of FISA, the
public record certainly does not support that.

Question #2: Is Trump an Agent of a Foreign Principal Under FARA?
Answer: Not on the current record.

Under the Foreign Agent Registration Act (FARA), every non-exempt agent of a foreign principal is required to
register with the Department of Justice.

Donald Trump is clearly a “person” within the meaning of the Act (less obviously in other senses of the word). His
corporations, partnerships and organizations also qualify, though we’ll treat him as an individual for now. A foreign
principal includes “a government of a foreign country and a foreign political party” or any non-US citizen outside
the United States (subject to exceptions). Here, the Russian government, Vladimir Putin, and most of the various
associated actors clearly qualify.

The important legal question under FARA is whether Trump (a person) qualifies as an “agent” of Russia (a foreign
principal). An agent of a foreign principal is any person who acts “at the order, request, or under the direction or
control of” that principal, anyone “whose activities are directly or indirectly supervised, directed, controlled,
financed, or subsidized” by that principal and who then “engages within the United States in political activities for
or in the interest of such foreign principal.” Separately, an agent of a foreign principal under FARA is “any person
who agrees, consents, assumes, or purports to act as, or who is or holds himself out to be ... an agent of a foreign
principal” as otherwise defined.

Based on the facts in evidence, Donald Trump does not qualify as a foreign agent within the Act. Previously, FARA
was primarily focused on countering propaganda and did not require a direct nexus or connection. But the law has
been amended to more narrowly define the requirements for an agent relationship. While Trump has ties to Russia
and has expressed surprising affinity and admiration for its strongman leader, there is no evidence that he is actually
working under the direction or control of Russia or Putin and he expressly disavows that characterization. On the
present record, at least, to borrow language from the ISIS discussion, Trump seems to be more inspired by Putin
than directed by him. (Note: it is more plausible that particular Trump campaign advisors—who are engaging in
“political activity” by virtue of their participation in his campaign—would be required to register under the Act.)

If Trump were to be deemed an agent of a foreign power, that would be a rather serious matter. While the United
States has not successfully prosecuted any criminal violations of FARA in a half-century, it does routinely seek civil
enforcement against covered individuals who fail to register. Moreover, if Trump were a foreign agent within the
Act and actually won the Presidency, he would be in violation of 18 USC 219, which prohibits any “public official”
from being an agent of a foreign principal. Public officials include Members of Congress and “an officer or
employee or person acting for on on behalf of the United States, or any department, agency or branch of Government
thereof... in any official function.” Being President of the United States would appear to qualify.

Question: Is Russia Actively Supporting Trump’s Candidacy?
Answer: Damn Straight!

The evidence that Russia is actively supporting Trump’s candidacy using covert intelligence means seems, at this
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point, pretty strong. This does not mean, of course, that Trump is a Russian agent. But apparently without his
direction or control, Russian intelligence agencies have a laid a bet on the man. Susan surnmarized the evidence of
this the other day:

Deterse One lays out the powerful, though not definitive, public evidence of Russian involvement. The New York

regarding attribution was made public long before the most recent batch of emails was released:

o Director of National Intelligence James Clapper reported in May that the intelligence community had
evidence that foreign governments were targeting campaigns.

o InJune, Crowdstrike published itz account, specifically naming Russian state actors as behind the DNC
hack.

o  While the Russians have iong besn know to use information and disinformation campaigns to influence
foreign elections, there was initial skepticism regarding the degree of Crowdstrike’s certainty. However, the
discovery of incriminating metadata—Afirst noticed by Matt Tait who tweets under «upw nalithethings—and

other evidence quickly corroborated the Crowdstrike assessment.

e There are well-documented connections between Wikileaks—the chosen vehicle for the leak release—its
founder Julian Assange, and the Russian state apparatus.

Paired with the technical indicators, the sum total of evidence is about as close to a smoking gun as can be
expected where a sophisticated nation state is involved.

Since then, the evidence has only grown stronger. The New York Times yesterday reported that “American
intelligence agencies have told the White House they now have ‘high confidence’ that the Russian government was
behind the thefl of emails and documents from the Democratie Natonal Conmutige.”

Even if there were no covert actions, the overt ones alone are pretty telling. Putin and others in the Russian
leadership have repeatedly praised Trump. They are not playing their cards close to their vests about liking him and
disliking his opponent. In U.S. presidential elections, the distinction between working on behalf of one candidate
versus against the other is largely semantic. Harm done to one of the candidates in a two-party system necessarily
benefits the other. So it is difficult to understand how much Russia is motivated by liking Trump and how much it is
motivated by hating Clinton. Probably a bit of a both.

Bottom line: Trump may not be acting (legally speaking) on behalf of Russia, but Russia is acting on behalf of him.
Question: Is Trump a “Useful Idiot” for Putin?
Answer: Yup.

The phrase “useful idiots™ (mone3nsie nypaku, in Russian) is often attributed to Lenin—though probably not
accurately—and refers to people in the West who can be counted upon by virtue of naivete or stupidity to act on
Russia’s behalf while not being active agents. This is probably the best way to understand the relationship between
Trump and Putin. The evidence of a bromance between them is uncontestable. The evidence of an affinity in
personality and strongman nastiness is as well.

Moreover, the evidence is neither contested or contestable that Trump has taken public positions exceedingly
favorable to Russia and far outside of the American mainstream. As Foer points out at great length in his excellent
piece, Trump has repeatedly sought to do business in Russia and acquired financing from Russian sources. He has
proposed Russia-friendly policies, even to the point of proposing to abandon NATO allies. He has praised Putin
repeatedly. And he has surrounded himself with people who have extensive histories representing the interests of
those close to Putin. Only today, Trump opendy sided with Russian inteliigence against the United States and urged
further spying.
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Small wonder that Russia has responded by seeking to advance Trump’s cause domestically, both by covert and
overt means. Who needs an agent when you get so much for free?
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From: Priestap, E W. (CD) (FBI)

Subject: RE: Lawfare: Is Trump a Russian Agent? A Legal Analysis
To: Strzok, Peter P. (CD) (FBI)

Sent: July 27, 2016 8:54 PM (UTC-04:00)

Thanks much Pete.

———————— Original message --------
From: "Strzok, Peter P. (CD) (FBI)" b7E -3
Date: 07/27/2016 6:32 PM (GMT-05:00)

To: "Priestap, E W. (CD) (FBI)" 4 b

Subject: Lawfare: Is Trump a Russian Agent? A Legal Analysis

Is Trump a Russian Agent? A Legal Analysis

By Susan Hennessey, Beniamin Wittes
Wednesday, July 27, 2016, 1:46 PM

An amazing debate is taking place among serious analysts and journalists in the United States regarding the
relationship between the Republican nominee for President and the Russian state.

This debate is not taking place on the fringes, or in internet comments, but instead in the pages of the New York
Review of Books, the Washington Post, the New York Times, Slate, and elsewhere. The participants are undeniably
substantive—editors of famed magazines, Pulitzer Prize winners, and authors of esteemed books on Russia, its
leader, and its history.

This high-power group is debating whether Donald Trump is a tool, wittingly or unwittingly, of Russian President
Vladimir Putin.

On the “yes” side is a remarkable lineup of intellectual firepower. There’s fus remarkable essay bv Frankiin Foer
there’s ihis piece from Anne Applebaum; there’s this one from Faul Krugnwar and there’s gus frons Josh Marshall.
On the other side of the ledger, in addition to the weird comments both from official Russian sources and from
Trump himself, is ghis ssaay by Putin foe Masha Gessen, who sees the entire Trump-Putin meme as a distraction
from the deeply American dangers of Trump.

The fact that serious people can have a serious discussion of whether a major party candidate for president is
operating on behalf of an adversarial foreign nuclear power is alone gobsmacking. And we don’t propose to resolve
the dispute here, at least not in any final kind of way.

We do think, however, that the discussion would benefit from slightly greater clarity of terms. So as a public
service, we are offering the following analysis of the Trump-Putin evidence against several different legal and non-
legal standards.

Question #1: Is Donald Trump an Agent of a Foreign Power Targetable Under FISA?
Answer: Not On the Current Record.

One way of asking whether a U.S. person is a Manchurian Candidate is to look at whether he meets the criteria for
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surveillance under the Foreign Intelligence Surveillance Act (FISA). The fact that we are even writing this sentence
about a presidential candidate is a reflection of what a strange year 2016 is.

FISA defiries an “agent of a foreign power,” in relevant part, as follows: any person who “knowingly engages in
clandestine intelligence gathering activities for or on behalf of a foreign power, which activities involve or may
involve a violation of the criminal statutes of the United States”; or who “pursuant to the direction of an intelligence
service or network of a foreign power, knowingly engages in any other clandestine intelligence activities for or on
behalf of such foreign power, which activities involve or are about to involve a violation of the criminal statutes of
the United States.”

The DNC hack provides considerable evidence that Trump is the beneficiary of the clandestine activity of “a
foreign power.” And there is plenty of evidence that Trump has spoken in a fashion that would reasonably please the
foreign actor in question. But there is no evidence at all that Trump has engaged in or abetted clandestine espionage
activity himself, much less that he has done so in probable violation of any U.S. law.

So if the Manchurian Candidate question is one of whether Trump is a Putin agent within the meaning of FISA, the
public record certainly does not support that.

Question #2: Is Trump an Agent of a Foreign Principal Under FARA?
Answer: Not on the current record.

Under the Foreign Agent Registration Act (FARA), every non-exempt agent of a foreign principal is required to
register with the Department of Justice.

Donald Trump is clearly a “person” within the meaning of the Act (less obviously in other senses of the word). His
corporations, partnerships and organizations also qualify, though we’ll treat him as an individual for now. A foreign
principal includes “a government of a foreign country and a foreign political party” or any non-US citizen outside
the United States (subject to exceptions). Here, the Russian government, Vladimir Putin, and most of the various
associated actors clearly qualify.

The important legal question under FARA is whether Trump (a person) qualifies as an “agent” of Russia (a foreign
principal). An agent of a foreign principal is any person who acts “at the order, request, or under the direction or
control of” that principal, anyone “whose activities are directly or indirectly supervised, directed, controlled,
financed, or subsidized” by that principal and who then “engages within the United States in political activities for
or in the interest of such foreign principal.” Separately, an agent of a foreign principal under FARA is “any person
who agrees, consents, assumes, or purports to act as, or who is or holds himself out to be ... an agent of a foreign
principal” as otherwise defined.

Based on the facts in evidence, Donald Trump does not qualify as a foreign agent within the Act. Previously, FARA
was primarily focused on countering propaganda and did not require a direct nexus or connection. But the law has
been amended to more narrowly define the requirements for an agent relationship. While Trump has ties to Russia
and has expressed surprising affinity and admiration for its strongman leader, there is no evidence that he is actually
working under the direction or control of Russia or Putin and he expressly disavows that characterization. On the
present record, at least, to borrow language from the ISIS discussion, Trump seems to be more inspired by Putin
than directed by him. (Note: it is more plausible that particular Trump campaign advisors—who are engaging in
“political activity” by virtue of their participation in his campaign—would be required to register under the Act.)

If Trump were to be deemed an agent of a foreign power, that would be a rather serious matter. While the United
States has not successfully prosecuted any criminal violations of FARA in a half-century, it does routinely seek civil
enforcement against covered individuals who fail to register. Moreover, if Trump were a foreign agent within the
Act and actually won the Presidency, he would be in violation of 18 USC 219, which prohibits any “public official”
from being an agent of a foreign principal. Public officials include Members of Congress and “an officer or
employee or person acting for on on behalf of the United States, or any department, agency or branch of Government
thereof... in any official function.” Being President of the United States would appear to qualify.
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Question: Is Russia Actively Supporting Trump’s Candidacy?
Answer: Damn Straight!

The evidence that Russia is actively supporting Trump’s candidacy using covert intelligence means seems, at this
point, pretty strong. This does not mean, of course, that Trump is a Russian agent. But apparently without his
direction or control, Russian intelligence agencies have a laid a bet on the man. Susan sumuvarized the evidence of
this the other day:

Times offers a somewhat more tempered_assessment. It is important to recognize that the strongest evidence
regarding attribution was made public long before the most recent batch of emails was released:

o Director of National Intelligence James Clapper reported in May that the intelligence community had
evidence that foreign governments were targeting campaigns.

hack.

o  While the Russians have iang begn kngwa to use information and disinformation campaigns to influence
foreign elections, there was initial skepticism regarding the degree of Crowdstrike’s certainty. However, the
discovery ol inoriminating netadata—Afirst noticed by Matt Tait who tweets under (zpwnalithethings—and
other evidence quickly corroborated the Crowdstrike assessment.

e There are well-documented connections between Wikileaks—the chosen vehicle for the leak release—its
founder Julian Assange, and the Russian state apparatus.

Paired with the technical indicators, the sum total of evidence is about as close to a smoking gun as can be
expected where a sophisticated nation state is involved.

Since then, the evidence has only grown stronger. The New York Times yesterday reported that “American
intelligence agencies have told the White House they now have ‘high confidence’ that the Russian government was
behind the thefl of emails and documenis from the Democratic National Commitice.”

Even if there were no covert actions, the overt ones alone are pretty telling. Putin and others in the Russian
leadership have repeatedly praised Trump. They are not playing their cards close to their vests about liking him and
disliking his opponent. In U.S. presidential elections, the distinction between working on behalf of one candidate
versus against the other is largely semantic. Harm done to one of the candidates in a two-party system necessarily
benefits the other. So it is difficult to understand how much Russia is motivated by liking Trump and how much it is
motivated by hating Clinton. Probably a bit of a both.

Bottom line: Trump may not be acting (legally speaking) on behalf of Russia, but Russia is acting on behalf of him.
Question: Is Trump a “Useful Idiot” for Putin?
Answer: Yup.

The phrase “useful idiots™ (mone3nsie nypaku, in Russian) is often attributed to Lenin—though probably not
accurately—and refers to people in the West who can be counted upon by virtue of naivete or stupidity to act on
Russia’s behalf while not being active agents. This is probably the best way to understand the relationship between
Trump and Putin. The evidence of a bromance between them is uncontestable. The evidence of an affinity in
personality and strongman nastiness is as well.

Moreover, the evidence is neither contested or contestable that Trump has taken public positions exceedingly
favorable to Russia and far outside of the American mainstream. As Foer points out at great length in his excellent
piece, Trump has repeatedly sought to do business in Russia and acquired financing from Russian sources. He has
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proposed Russia-friendly policies, even to the point of proposing to abandon NATO allies. He has praised Putin
repeatedly. And he has surrounded himself with people who have extensive histories representing the interests of

those close to Putin. Only today, Trump opendy sided with Russian inteliigence against the United States and urged
further spying.

Small wonder that Russia has responded by seeking to advance Trump’s cause domestically, both by covert and
overt means. Who needs an agent when you get so much for free?
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From: Peter

Subject: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com
To: Strzok, Peter P. (CD) (FBI)

Sent: August 6, 2016 1:48 PM (UTC-04:00)

Washington (CNN)WikiLeaks on Saturday walked back a claim made by its founder, Julian Assange, that it was
"working on" obtaining Donald Trump's undisclosed tax returns.

Assange's remark came at the end of a contentious interview Friday with "Real Time" host Bill Maher, during
which the two drscussed errLeaks' recent d1sclosure of Democratic National Committee emails and voicemails.
Assange, who has vowed to refease wove information to damage Hillary Clinton's campaign, was asked by Mabher,
a Clinton supporter, whether he plans to srrmlarly disrupt Trump's presidential prospects.

"Why don't you hack into Donald Trump's tax return?" Maher asked.
"Well, we're working on it," responded Assange, who did not provide further information.

But a message from WikiLeaks' official Twitter account Saturday morning dismissed Assange's statement, claiming
it was meant in jest.

"WikiLeaks isn't 'working on' hacking Trump's tax-returns. Claim is a joke from a comedy show. We are 'working
on' encouraging whistleblowers."

Wikileaks jan't 'working on' backing Trump's tax-returns. Claim 3 a joke from a comedy show. We are
~working on' enconraging whistleblowers

—————— Wiki Leaks (wikileake) Augst &, 24618

Trump has ¢ d lease his fay retunys to the public, a common practice for modern presidential
candidates, saylng he ] under audit.

The bucking of the decades-long tradition has ﬁJeled consrderable criticism and speculatron over what the
documents might contain, including w “has )
The US rival has been accused of being behrnd the hacked DNC emalls and the resultrng controversy led to the

of DNC Charrwoman Debb1e Wasserman Schultz and the ot

\ "Why haven't we seen anything hacked from the Trump

campaign?" Maher asked Assange, who was speaking via

""""""" : satellite from the Ecuadorian embassy in London, where he
faces extradition over sexual assault allegations. "I mean,
obviously we know these (files) came from Russia. It looks like
you are working with a bad actor, Russia, to put your thumb on
the scale, and basically, f--- with the one person who stands in
the way of us being ruled by Donald Trump."

Assange pushed back, saying, "Everyone knows the source of
what we published. The source is the Democratic Party."

<img al="}ulan \ ssange responds to Hillary Choton”

Assange also swiped at National Security Agency

whistleblower Edward Snowden, who rec :

WikiLeaks for its "hostility to even modest curation” of 1ts

document dumps. The WikiLeaks founder said he "saved
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Julian Assange responds to Hibry Clinton 06:09 (Snowden’s) ass," and lmphed Snowden's recent criticism of
WikiLeaks' tactics was in pursuit of a pardon from President
Barack Obama.
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From: Strzok, Peter P. (CD) (FBI)
Subject: Fwd: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com

To: I:l(WF) (FBD_____](CD) (FBI); Moffa, Jonathan C. (CD) (FBI) b6 -1
Sent: August 6, 2016 1:50 PM (UTC-04:00) b7C -1

"Why haven't we seen anything hacked from the Trump campaign?" Maher asked Assange, who was speaking via
satellite from the Ecuadorian embassy in London, where he faces extradition over sexual assault allegations. "I
mean, obviously we know these (files) came from Russia. It looks like you are working with a bad actor, Russia, to
put your thumb on the scale, and basically, f--- with the one person who stands in the way of us being ruled by
Donald Trump."

et i)
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WikiLeaks walks back Assange claim on hacking Trump tax returns

Washington (CNN)WikilLeaks on Saturday walked back a claim made by its founder, Julian Assange, that it was
"working on" obtaining Donald Trump's undisclosed tax returns.

Assange's remark came at the end of a contentious interview Friday with "Real Time" host Bill Maher, during which
the two discussed errleaks' recent drsclosure of Democratic National Committee emails and voicemails.

Assange, who has vowwed o release wore witnation to damage Hillary Clinton's campaign, was asked by Maher, a
Clinton supporter, whether he plans to srnnlarly drsrupt Trump's presidential prospects.

"Why don't you hack into Donald Trump's tax return?" Maher asked.
"Well, we're working on it," responded Assange, who did not provide further information.

But a message from WikiLeaks' official Twitter account Saturday morning dismissed Assange's statement, claiming
it was meant in jest.

"WikiLeaks isn't 'working on' hacking Trump's tax-returns. Claim is a joke from a comedy show. We are 'working
on' encouraging whistleblowers."

WikiLeaks isn't 'working on' hacking Trump's tax-returns. Claimis a joke from a comedy show. We are 'working
on' encouraging whistleblowers

— WikiLeaks (@wikileaks) Aggust &,

Trump has repeats soa
candidates, saying he's under audrt
The bucking of the decades-long trad1t10n has fueled consrderable cr1t1c1sm and speculatron over what the
documents might contain, including whether Trugvp Hag any husiness dealing y Ragsis
The US rival has been accused of berng behrnd the hacked DNC emails, and the resultrng controversy led to the
ORI rof DNC Charrwoman Debbie Wasserman Schultz and the ouster of several other op IINC afficials,
Assange sold NN laat sveek his organization has "more material related to the H111ary Chnton campargn.

1 to the public, a common practice for modern presidential
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<img alt="Julian Assange responds to Hillary Clinton"
clss="media__image" src="

Julian Assange responds to Hillary Clinton 06:09

"Why haven't we seen anything hacked from the Trump campaign?" Maher asked Assange, who was speaking via
satellite from the Ecuadorian embassy in London, where he faces extradition over sexual assault allegations. "I
mean, obviously we know these (files) came from Russia. It looks like you are working with a bad actor, Russia, to
put your thumb on the scale, and basically, f--- with the one person who stands in the way of us being ruled by
Donald Trump."

Assange pushed back, saying, "Everyone knows the source of what we published. The source is the Democratic
Party."

Assange also swiped at National Security Agency whistleblower Edward Snowden, who raceniiy eniticizad
WikiLeaks for its "hostility to even modest curation” of its document dumps. The WikiLeaks founder said he "saved
(Snowden's) ass," and implied Snowden's recent criticism of WikiLeaks' tactics was in pursuit of a pardon from
President Barack Obama.
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From: Strzok, Peter P. (CD) (FBI)
Subject: RE: Wikil eaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com
To: | (WF) (FBI) b6 -1
Sent: August 6, 2016 7:03 PM (UTC-04:00) b7C -1
Thank{ ]
———————— Original message --------
From: (WF) (FBD)" { 3 b6 -1
Date; 2016 2:10 PM (GMT-05:00) b7c -1
To:TAﬁM (CD) (FBD" | P (cD) (FBD" P7E -3
| Ay [CD)y (FBO" bl
| [CD) (FBD)" P [(CG) (FBD"
|_|1:|7 IvJ (NY) (FBD" | |
(CV) (FBD)" >
c: "Moffa, Jonathan C. (CD) (FBI)" { |>, "Strzok, Peter P. (CD) (FBI)"
d [WE) (FBI) >, ! . (CD) (FBI)"
Subject: RE: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com
Passing along some more... (in case you need a break from the Olympics)
http://www businessinsider.con/russia-internet-trolls-and-donald-trump-2016-7
http://talkingpointsmemo.com/edblog/trump-putin-russia-connections
http://www .politico.con/story/2016/08/hack-trump-tax-returns-julian-assange-226751
———————— Original message --------
From: | | (WF) (FBD)" { =
Date: 08/06/2016 2:02 PM (GMT-05:00)
Tol kCD) (PR | . P (CD) (FBD"
1 2 [(CD) (FBD" g
| [(CD) (FBD)” > L } (CG) (FBD)”
n ] X LI I S
Ckcv) 7BD)" { F
Subject: Fwd: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com b6 -1
b7C -1
b7E -2,3
———————— Original message --------
From: | (CD) (FBI)" { 2 b6 -1
Date: 08/06/2016 1:59 PM (GMT-05:00) b7C -1
To| [WF) (FBD)" | | bTE -3

Subject: Fwd: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com
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———————— Original message --------
From: "Strzok, Peter P. (CD) (FBI)" | b b6 -1
Date: 08/06/2016 1:49 PM (GMT-05:00) b7c -1
To:[____J(WF) (FBD)" 1] | (CD) (FBI)" Jo7E -3
"Moffa, Jonathan C. (CD) (FBI)" { I

Subject: Fwd: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com

"Why haven't we seen anything hacked from the Trump campaign?" Maher asked Assange, who was speaking via
satellite from the Ecuadorian embassy in London, where he faces extradition over sexual assault allegations. "I
mean, obviously we know these (files) came from Russia. It looks like you are working with a bad actor, Russia, to
put your thumb on the scale, and basically, f--- with the one person who stands in the way of us being ruled by
Donald Trump."

R
AN WWW ST O

WikiLeaks walks back Assange claim on hacking Trump tax returns

Washington (CNN)WikilLeaks on Saturday walked back a claim made by its founder, Julian Assange, that it was
"working on" obtaining Donald Trump's undisclosed tax returns.

Assange's remark came at the end of a contentious interview Friday with "Real Time" host Bill Maher, during which
the two discussed Wlklleaks' recent dlsclosure of Democratic National Committee emails and voicemails.

Assange, who has v X w to damage Hillary Clinton's campaign, was asked by Maher, a
Clinton supporter, whether he plans to s1rm1ar1y disrupt Trump's presidential prospects.

\ \

"Why don't you hack into Donald Trump's tax return?" Maher asked.
"Well, we're working on it," responded Assange, who did not provide further information.

But a message from WikiLeaks' official Twitter account Saturday morning dismissed Assange's statement, claiming
it was meant in jest.

"WikiLeaks isn't 'working on' hacking Trump's tax-returns. Claim is a joke from a comedy show. We are 'working
on' encouraging whistleblowers."

WikiLeaks isn't 'working on' hacking Trump's tax-returns. Claimis a joke from a comedy show. We are 'working
on' encouraging whistleblowers

4€” WikiLeaks (@wikileaks) Aug

Trump has repeatediy refused to release s X returns to the public, a common practice for modern presidential
candidates, saylng he ] under audit.
The bucking of the decades-long tradition has fueled considerable criticism and speculation over what the
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documents might contain, including w R W owih Rusada.

The US rival has been accused of being behrnd the hacked DNC emarls and the resultlng controversy led to the
1 of DNC Chairwoman Debbie Wasserman Schultz and the ouster ot seve T¥N

{UNN last week his organization has "more material related to the Hillary Chnton campaign.”

TOst \\

Assange i

<img alt="Julian Assange responds to Hillary Clinton"

—

‘media__image" src="
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Julian Assange responds to Hillary Clinton 06:09

"Why haven't we seen anything hacked from the Trump campaign?" Maher asked Assange, who was speaking via
satellite from the Ecuadorian embassy in London, where he faces extradition over sexual assault allegations. "I
mean, obviously we know these (files) came from Russia. It looks like you are working with a bad actor, Russia, to
put your thumb on the scale, and basically, f--- with the one person who stands in the way of us being ruled by
Donald Trump."

Assange pushed back, saying, "Everyone knows the source of what we published. The source is the Democratic
Party."

Assange also swiped at National Security Agency whistleblower Edward Snowden, who ¢ i
WikiLeaks for its "hostility to even modest curation” of its document dumps. The Wlereaks founder sard he "saved
(Snowden's) ass," and implied Snowden's recent criticism of WikiLeaks' tactics was in pursuit of a pardon from
President Barack Obama.
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From: Strzok, Peter P. (CD) (FBI)
Subject: Fwd: Wikil eaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com
To: | (OGC) (FBI) b6 -1
Sent: August 6, 2016 7:05 PM (UTC-04:00) b7c -1
See first link. You want these, or just notable articles?
———————— Original message --------
From: (WF) (FB)" >
Date: 08/06/2016 2:10 PM (GMT—IOS:OO) | |
To:| | (CD) (FBD)" >, (CD) (FBD"
| I~ [(CD) (FBD" 4 -] |
| [CD) (FBI)" > | [(CG) (FBD"
| , J(NY) (FBI)" b,
|;|(CV) (FBD" { b b6 -1
c: "Moffa, Jonathan C. (CD) (FBI)" | P, "Strzok, Peter P. (CD) (FBD)" b7C -1
i P [WE) (FBD™{ A | (CD) (FBD" pog -3
>
Subject: RE: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com
Passing along some more... (in case you need a break from the Olympics)
http://www businessinsider.con/russia-internet-trolls-and-donald-trump-2016-7
http://talkingpointsmemo.com/edblog/trump-putin-russia-connections
http://www .politico.con/story/2016/08/hack-trump-tax-returns-julian-assange-226751
———————— Original message -------- b6 -1
From: | | (WF) (FBD)" b7e -1
Date: 08/06/2016 2:02 PM (GMT-05:00) b7E -3
Toi| | (CD) (FBD" | q KCD) (FBD)"
] P 1 [CD) (FBY)" | g
[ [CDYFBD| Ll [(CG) (FBD"
I (NY) (FBD" { |
L_ICV) (FBD)"|
Subject: Fwd: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com
bé -1
b7C -1
gion Field (fice b7E -2,3

———————— Original message --------
From'[ ](CD)(FBD"{ P b6 -1
Date: 08/06/2016 1:59 PM (GMT-05:00) b7C -1
To | | (WE) (FBD" { I PR
Subject: Fwd: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com
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———————— Original message --------
From: "Strzok, Peter P. (CD) (FBI)" | V> b6 -1

Date: 08/06/2016 1:49 PM (GMT-05:00) b7c -1
To[ _____J(WF) (FBD" | A [CD) (FBD" PTE -3
"Mofla, Jonathan C. (CD) (FBI)" {
Subject: Fwd: WikiLeaks walks back Assange claim on hacking Trump tax returns - CNNPolitics.com

"Why haven't we seen anything hacked from the Trump campaign?" Maher asked Assange, who was speaking via
satellite from the Ecuadorian embassy in London, where he faces extradition over sexual assault allegations. "I
mean, obviously we know these (files) came from Russia. It looks like you are working with a bad actor, Russia, to
put your thumb on the scale, and basically, f--- with the one person who stands in the way of us being ruled by
Donald Trump."

R
AN WWW ST O

WikiLeaks walks back Assange claim on hacking Trump tax returns

Washington (CNN)WikilLeaks on Saturday walked back a claim made by its founder, Julian Assange, that it was
"working on" obtaining Donald Trump's undisclosed tax returns.

Assange's remark came at the end of a contentious interview Friday with "Real Time" host Bill Maher, during which
the two discussed Wlklleaks' recent dlsclosure of Democratic National Committee emails and voicemails.

Assange, who has v X w to damage Hillary Clinton's campaign, was asked by Maher, a
Clinton supporter, whether he plans to s1rm1ar1y disrupt Trump's presidential prospects.

\ \

"Why don't you hack into Donald Trump's tax return?" Maher asked.
"Well, we're working on it," responded Assange, who did not provide further information.

But a message from WikiLeaks' official Twitter account Saturday morning dismissed Assange's statement, claiming
it was meant in jest.

"WikiLeaks isn't 'working on' hacking Trump's tax-returns. Claim is a joke from a comedy show. We are 'working
on' encouraging whistleblowers."

WikiLeaks isn't 'working on' hacking Trump's tax-returns. Claimis a joke from a comedy show. We are 'working
on' encouraging whistleblowers

4€” WikiLeaks (@wikileaks) Aug

Trump has repeatediy refused to release s X returns to the public, a common practice for modern presidential
candidates, saylng he ] under audit.
The bucking of the decades-long tradition has fueled considerable criticism and speculation over what the
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documents might contain, including w R W owih Rusada.

The US rival has been accused of being behrnd the hacked DNC emarls and the resultlng controversy led to the
1 of DNC Chairwoman Debbie Wasserman Schultz and the ouster ot seve T¥N

{UNN last week his organization has "more material related to the Hillary Chnton campaign.”

TOst \\

Assange i

<img alt="Julian Assange responds to Hillary Clinton"
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Julian Assange responds to Hillary Clinton 06:09

"Why haven't we seen anything hacked from the Trump campaign?" Maher asked Assange, who was speaking via
satellite from the Ecuadorian embassy in London, where he faces extradition over sexual assault allegations. "I
mean, obviously we know these (files) came from Russia. It looks like you are working with a bad actor, Russia, to
put your thumb on the scale, and basically, f--- with the one person who stands in the way of us being ruled by
Donald Trump."

Assange pushed back, saying, "Everyone knows the source of what we published. The source is the Democratic
Party."

Assange also swiped at National Security Agency whistleblower Edward Snowden, who ¢ i
WikiLeaks for its "hostility to even modest curation” of its document dumps. The Wlereaks founder sard he "saved
(Snowden's) ass," and implied Snowden's recent criticism of WikiLeaks' tactics was in pursuit of a pardon from
President Barack Obama.
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From: I |
?:b lect: %(OGC) (FBI) bé -1

Sent: August 13, 2016 8:39 AM (UTC-04:00) b7c -1
b7E -3

Pasted the text below because I don't trust all these links

AUGUST 12--The e-mail from Google arrived at 4:09 AM on March 22 and contained an ominous alert for its
recipient, William Rinehart, a staffer with Hillary Clinton’s presidential campaign.

“Someone has your password,” the e-mail’s subject line declared. “Someone just used your password to try to sign
in to your Google Account,” warned the message, which reported that the incursion attempt came from an IP address
in Ukraine.

While the “Gmail Team” advised Rinehart that the sign-in attempt was stopped, he was told, “You should change
your password immediately.”

When he received the message--which carried the address no-reply@accounts.googlemail.com--Rinehart was in
Hawaii preparing for the March 26 Democratic presidential caucus. An experienced organizer, Rinehart, 33, has
previously worked for the United Nations Foundation, Barack Obama’s presidential campaigns, and Organizing for
America, which was formed to build grass roots support for Obama’s legislative agenda.

In a bid to thwart any future Ukrainian hijacking attempts, Rinehart followed Google’s suggestion and clicked on a
red box marked “CHANGE PASSWORD.” He was then taken to a Gmail log-in page where, as directed, he keyed
in his credentials.

Until he was contacted this month by The Smoking Gun, Rinehart had not given that Google alert a second thought. It
sat buried in his Inbox, just one of tens of thousands of messages he had never bothered to delete.

Armed with evidence that Rinehart’s Gmail account had been hacked in late-March--likely as part of the suspected
Russian intelligence operation that targeted the Democratic National Committee--a reporter asked Rinehart to
search for any messages he received that month from Google.

In short order, Rinehart located the March 22 e-mail and shared the message--along with its full header information-
-with TSG.

An analysis of that e-mail--which was part of a larger “spear phishing” effort aimed at Clinton campaign staffers--
has revealed new details about the illegal operation, which is now the subject of an FBI probe.

Additionally, a TSG investigation has unearthed new details about the hacking spree, which recently prompted
Obama to cite experts who have tied Russia to the illegal incursions. For its part, the Clinton campaign has
insinuated that the hacking was a Russian attempt to influence the presidential election (in favor of Donald Trump, a
Vladimir Putin stan).

And while Democrats may appear to be the only crime victims, TSG has learned that numerous prominent
Republicans and GOP groups have also been targeted. These hacking victims include John McCain, Lindsey
Graham, Michele Bachmann, various state Republican parties, as well as assorted GOP candidates, PACs, and
consultants.

As with Rinehart, none of the Republican victims contacted by TSG was aware that their web sites and e-mail
servers had been compromised at some point in the past year.

ok ok
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Rinehart was one of scores of Clinton campaign staffers and DNC employees targeted in a “spearphishing” effort
that was flagged--after the fact--by researchers with SecureWorks, the security firm hired by the DNC to investigate
the hacking of its computer systems.

While the illegal gambit’s success rate is unknown, it appears likely that several targets were duped by the Gmail
scam. In late-June, TSG reported that Sarah Hamilton, a Clinton campaign press aide, had her Gmail account
breached. Like Rinehart, Hamilton was tricked by a spoofed Google alert warning of an overseas log-in attempt.

TSG learned of the Hamilton hack from “Guccifer 2.0,” the purported “hacktivist” who first contacted the site on
June 15 to claim credit for the DNC attack and share an assortment of purloined Democratic Party documents.

In the initial e-mail--which came a day after the Washington Post reported the DNC intrusion--“Guccifer 2.0 said
that he had “been in the DNC’s networks™ for nearly a year and had provided the “main part of the papers,
thousands of files and mails, I gave to Wikileaks.” On July 22, Wikileaks posted nearly 20,000 stolen DNC e-mails,
a disclosure that triggered the resignation of the party’s chairman, CEO, CFO, and communications director.

In e-mails, “Guccifer 2.0” has claimed to be a Romanian national and has bristled when a TSG story referred to him
as a thief. “Stop calling me the vandal,” he wrote. “I'm not a criminal I'm a freedom fighter.”

Several security groups have theorized that “Guccifer 2.0” is a Russian invention, a hype man tasked with
publicizing criminal acts that were actually committed by skilled government hacking groups. While he has
described himself in e-mails as an “unknown hacker with a laptop™ and a foe of “all the illuminati and rich clans
which try to rule the governments,” “Guccifer 2.0™ has acted more like a press flack, promising “exclusives™ and
pushing journalists to do stories based on stolen documents carrying little news value.

In reviewing e-mails sent by “Guccifer 2.0”--including 25 messages provided by TSG--researchers with
ThreatConnect, a Virginia-based cybersecurity firm, determined that he usually connected to a series of burner e-
mail accounts via a Russian virtual private network (VPN) as a way of masking his identity. On three occasions,
“Guccifer 2.0” made contact with TSG via a Miami, Florida IP address connected to the Russia-based Elite VPN
service. ThreatConnect, which has investigated the recent hacking spree, today published a new analysis of
developments on that felonious front.

Though “Guccifer 2.0” regularly provided documents swiped during the DNC breach, he wrote from an AOL
France account on June 27 offering “exclusive access to some leaked emails™ from Clinton’s staff. In a follow-up
message, the vandal--whose e-mail account carries the name “Stephan Orphan”--offered a collection of material
that was “part of the big archive that includes Hillary Clinton’s staff correspondence.”

But instead of attaching the documents to an e-mail or providing a download link to a file sharing site (as he had
previously done), “Guccifer 2.0” told TSG that the material would be available through DC Leaks, a web site he
described as a “sub project” of Wikileaks. In fact, DC Leaks has no connection at all with Wikileaks or Julian
Assange.

“Guccifer 2.0” wrote that he had “asked the DCleaks™ to “release a part” of the staff correspondence, but “with a
closed access.” Afier offering to provide TSG a password with which to access the material on DC Leaks,

“Guccifer 2.0” claimed that DC Leaks “asked me not to make any announcements yet.” He added, “So I ask you not
to make links to my blog. Ok?”

After TSG accepted his offer, “Guccifer 2.0” e-mailed a password that provided access to the e-mails and

documents stolen from Sarah Hamilton’s Gmail account three months earlier. “Let me know your opinion. to be
continued...” he wrote.
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The Hamilton records posted on DC Leaks provided a largely inconsequential look at the logistical details of the
Clinton campaign and its press operation. In a June 28 article about the “spear phishing” attack on Hamilton, TSG
noted that a reporter learned of the Hamilton hack from “Guccifer 2.0.” The story did not mention DC Leaks or that
“Guccifer 2.0” had provided a password to the newborn web site.

On June 29, “Guccifer 2.0” wrote seeking a correction. “It seems people think it was me who hacked Hamilton,” he
stated. “That’s not correct. I just sent you a link. I don’t claim it’s my work! I don’t need another person’s glory.”

In subsequent correspondence, “Guccifer 2.0” did not push further for a correction and he ignored questions about
who hacked Hamilton (pictured below) and how he became aware of the stolen e-mails that had mysteriously
appeared on an obscure web site.

TSG’s contact with “Guccifer 2.0” ended on July 4, when he e-mailed two DNC documents along with the greeting
“happy independence day!”

When “Guccifer 2.0” wrote in late-June to introduce TSG to DC Leaks, the web site had barely been online for
three weeks, according to tracking data. The DC Leaks Twitter and Facebook accounts debuted on June 8, the day
that the site itself appears to have launched. While nobody else had heard of DC Leaks, “Guccifer 2.0 had
somehow not only discovered the site, but had privileges that allowed him to provide TSG with access to a
password-protected section of the site.

On its “About” page, DC Leaks describes itself as a “new level project” committed to exposing “Wall Street fat
cats, industrial barons and multinational corporations’ representatives who swallow up all resources and subjugate
all markets.” At launch, the site’s sparse offerings included documents hacked from George Soros’s Open Society
Foundation and e-mails stolen from the Gmail account of Philip Breedlove, a recently retired U.S. General who
served as NATO’s Supreme Allied Commander.

DC Leaks notes that Soros is “named as the architect and sponsor of almost every revolution and coup around the
world for the last 25 years.” In a Facebook post, the site reported that the hacked documents revealed Soros’s plans
to support opposition movements in Ukraine, Russia, Georgia, Armenia, and other countries “where the United
States desire to promote their interests.”

The most newsworthy Breedlove e-mails focused on the military commander’s back-channel attempts to gather
support for a more aggressive U.S. stance against Russia in light of the military crisis in Ukraine. The balance of
Breedlove’s e-mails, however, involve him exchanging correspondence with old Air Force buddies with call signs
like Ghost, Cobra, Maggot, Tuna, and Horndog,

While the DC Leaks proprietors claim to be “American hacktivists,” the site includes some odd phrasings. Hillary
Clinton is identified as “the most probable candidate for the President of the Democratic Party,” while a collection
of campaign newsclips is described as “media reports from Hillary Clinton's electional staft.”

According to domain records, the dcleaks.com address was registered in mid-April via a small web hosting
company in Romania. The site itself traces back to an IP address in Kuala Lumpur, Malaysia. In a series of e-mails
over the past week, DC Leaks has corresponded with TSG via a Gmail account in the name of “Steve Wanders.”

Since being provided a password by “Guccifer 2.0,” TSG has monitored DC Leaks for further evidence that the site
is being used as a cut-out for the cabal behind the DNC hacking and the “spear phishing” directed at Clinton
campaign workers.

Late last month, DC Leaks added a new entry to its “Portfolio™ of “latest leaks.” Next to a portrait of Hamilton, a
photo of Rinehart appeared. Upon mousing over the image, the words “Protected: William E. Rinehart” emerged.
Clicking on the photo brought a visitor to a sign-in page requiring a password

In an August 1 direct message to the DC Leaks Twitter account, TSG sought an opportunity to preview the Rinehart
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collection. In a reply two days later, DC Leaks wrote, “we could give you a password but we would like to have an
article in TSG when the materials are published.” DC Leaks provided a password after TSG responded that it
would do a story if a review of the documents proved them to be newsworthy.

An examination of the Rinehart e-mails showed that they spanned several years and contained the kind of mundane
campaign details seen in the stolen Hamilton correspondence. The extent of campaign dirt, as it were, was limited to
a March e-mail with the subject line “FYI-Oreos are now a political issue.” In the message, a Clinton staffer
reported that a journalist visiting the campaign’s Honolulu office “noticed the Oreos in our office and brought this
up to me.” This was an issue since Nabisco was moving its Oreo production from a 600-employee Chicago plant to
Mexico. Since Clinton had criticized the plan, the e-mail noted, “let’s fall in line and pls refrain from keeping Oreos
in plain sight in our office. #optics Mahalo!”

While the targeting of Rinehart (seen at right) and Hamilton apparently did not yield valuable e-mails or documents,
the cyberthieves would have been able to copy scores of e-mail addresses--many for Clinton campaign workers.
Those fresh addresses likely would have been sent “spear phishing” e-mails like the ones that tricked Rinehart and
Hamilton.

When TSG contacted Rinehart earlier this month, he was unaware of the Gmail hack. Nor did he know that his photo
was on DC Leaks and that the site had staged his stolen e-mails for future publication. At Rinehart’s request, TSG
gave him the password provided to us by DC Leaks so that he could review the material lifted from his e-mail
account,

While the spoofed March 22 alert looked on its face like a legitimate communication from Google, a TSG
examination of the e-mail’s full header--a jumble of nearly 6000 characters--revealed that it had actually been sent
to Rinehart from an e-mail account on Yandex.com, a Moscow-based e-mail provider.

The e-mail’s header also contained a shortened bit.ly link that took Rinehart to a phony Gmail log-in page when he
clicked on the red “CHANGE PASSWORD” box in the message. The bit.ly link had condensed a 305-character url
that included this string: “myaccount.google.com-securitysettingpage.”

The lengthy url included the .ml suffix, indicating that the domain used in the “spear phishing” operation was
registered in the Republic of Mali. A review of the header by ThreatConnect found that the spoofed Gmail page was
linked to an IP address in Germany. When the company’s researchers examined the German host, they found several
other domains that were similar in structure to the one buried in the Rinehart e-mail. But instead of Mali, suffixes for
Equatorial Guinea, the Central African Republic, and Tokelau, a remote group of South Pacific atolls, were seen.

As of'this writing, the Rinehart e-mails on DC Leaks remain password protected. The site’s anonymous operators
appear preoccupied with plans to upload additional Soros documents. In an e-mail sent yesterday from the DC
Leaks Gmail account, the site gave TSG a Trumpian assurance about the new material: “it’s gonna be huge.”

Asked last week whether DC Leaks had any connection with the actors responsible for the DNC and Clinton
campaign hacks, “Steve Wanders” replied, “We have our own sources. We have no connection to those leaks.” He
also denied any ties to Wikileaks and declared that, “The wish to make our country better is our motivation. We are
not afraid of being prosecuted. Let them try to find us :).”

In response to a TSG question about “Guccifer 2.0,” “Wanders”™ said, “We have no ties with this guy.”

In an August 8 exchange, TSG asked how DC Leaks could have no ties to “Guccifer 2.0” since he provided TSG
with a password to the DC Leaks site. Not to mention the hacker’s account of providing DC Leaks with the
Hamilton e-mails and the directions to maintain a “closed access” to the material.

The DC Leaks response was not convincing,

“We don’t know how Guecifer got this pass,” claimed “Wanders.” “But he is a hacker, you know. Maybe we need
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to change our passwords now :).” He later added, “Sure, we’ve heard about Guccifer’s activity but we aren’t in
touch with this guy.”

I

While the e-mails and documents stolen from Soros and Breedlove have gotten some press coverage for DC Leaks,
the site houses a hodgepodge of stolen e-mails offering fresh evidence of the scope and targets of the recent political
hacking campaign.

A “portfolio” titled “The United States Republican Party” contains about 300 e-mails that were sent during a five-
month period ending in late-October 2015.

A review of that correspondence shows that a wide variety of GOP e-mail accounts have been breached. The
victims range from staffers for Senator John McCain’s campaign committee to a candidate running for State Senate
in Virginia. Officials with four state Republican party organizations-- Wyoming, Connecticut, Rhode Island, Illinois-
-had correspondence stolen. E-mails to the campaign committees of Senator Lindsey Graham, Rep. Robert Hurt, and
former Rep. Michele Bachmann were also swiped. E-mails from Campaign Solutions, a leading Republican
consulting firm, and the Stop Hillary PAC were pilfered.

None of the victims contacted by TSG--including the McCain campaign and the Connecticut GOP, were aware of
the e-mail hacking.

Since it seemed unlikely that hackers would target such a wide array of individual Republican web sites and e-mail
servers, TSG reviewed the DC Leaks “portfolio” in search of a common thread. That analysis revealed that the
victimized campaigns, state parties, PACs, and businesses all contracted with the same Tennessee web hosting
outfit.

The firm, Smartech, and its parent, AirNet Group, are major providers of data services, call centers, and web
hosting for scores of Republican clients. Since the 2008 federal election cycle, the Republican National Committee
has paid the companies more than $10.5 million, according to the Center for Responsive Politics. The firms have
done work for a Who’s Who of GOP figures, including Karl Rove, Mitt Romney, George W. Bush, Newt Gingrich,
and the Koch brothers.

A review of the domains on a single Smartech server in Chattanooga shows that nine of the sites whose e-mails
were compromised are housed on that server. Oddly, that server also includes the web site for comedian Stephen
Colbert’s

super PAC. Defunct since 2012, Americans for a Better Tomorrow, Tomorrow still maintains a home page with a
photo of “Ham Rove,” its late “advisor and chief strategist.”

Jeff Averbeck, Airnet’s CEO, did not respond to voicemail messages left by TSG, as well as an e-mail seeking
comment on what seems to be a significant security breakdown at the company.

The firm’s web site notes that it understands “the delicacy of your data and importance of meeting your security
comfort levels.” That delicate data is safeguarded, the company assures, with “security features including triple
layered authentication, 24X7 monitoring, and re-enforced concrete walls, redundant power grids.”

It appears that “Guccifer 2.0 and his shadowy cohorts were not deterred by those really thick walls.

———————— Original message --------
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Date: 08/13/2016 7:29 AM (GMT-05:00)

To: "Moffa, Jonathan C. (CD) (FBI)" | [>, "Strzok, Peter P. (CD) (FBI)" b6 -1
[WE) (FBD™ 3 b7c -1
b7E -3

Subject: Fwd: Tsg
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From: Peter

Subject: Snowden speculates leak of NSA spying tools is tied to Russian DNC hack | Ars Technica
To: Strzok, Peter P. (CD) (FBI)

Sent: August 16, 2016 4:54 PM (UTC-04:00)
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Two former employees of the Natronal Securrty Agency—rncludrng exiled whistleblower Edward Snowden are
speculatrng that Monday's ez dat e 3 '
governwent is connected to the separate hrgh proﬁle hacks and subsequent 1eaks of two Democratrc groups

Prrvate security firms brought in to 1nvest1gate the bre
haok of the Democeratic Congreasiona! Camnpaign Uony

2 have sa1d that the soﬁware left behrnd 1mphcates
hackers tied to the Russian government US 1nte111gence officials have privately said they, too, ide
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of Russian goversment involvement
In the weeks following the reports, WikiLeaks and an unknown person using the moniker Guccifer 2.0 have
published a steady stream of documents. One batch released Just ahead of last month' Democratrc National
Convention contained embarrassing private conversations that ic ation of BNU ¢

fniits. A more recent installment included a spreadsheet detarlrng the cell phone numbers e-mail
addresses and other personal information of every Democratlc member of the House of Representatives. The
Obama administration has signaled that it ey tmpose new @ N

anctions on Russia in response to what
critics claim is Russian attempts to disrupt or 1nﬂuence the UsS pres1dent1a1 electlon

“More diplomacy than intelligence”

Both Snowden and Dave Aitel, an offensive security expert who spent six years as an NS A security scientist, are
speculating that Monday's leak by a group calling itself Shadow Brokers is in response to growing tensions between
the US and Russra over the hacks on the Democratrc groups As thrs post was being prepared, researchers with
Kaspersky Lab « N Croup, one of the most sophisticated hacking groups
they've ever 1nvest1gated Ars will have more on this development in an upcoming story.
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e

"Why did they do it?" Snowden wrote in a sevies of tweaets gaviy . "No one knows, but I suspect
this is more diplomacy than intelligence, related to the escalatlon around the DNC hack."

In the same tweet stream, Snowden continued:

a

C 'r:nmsi antial evidence and conventional wisdom indicates Russian responsibility. Here's why that is
significant: This feak is liks >}3 a warning that someone can prove US responsibility for any attacks that
onginated frovo this malware server. That could have sigreficant foreign policy consequences. Particularky if
any of those operations targeted US allies, Particalarly ifany of those operations targeted slections.
Auo:du gy, this may be an effort to influence the calculus of decision-malkers wondering how sharply t

espond to the DNC hacks, TLDR: This leak looks like a somebody sending & message that an escalation in the
am*'hmon gane could getroessy fast,

Wiy Oy
ML A

his vy, Altel agreed that Russia is the most likely suspect behind both the Democratic hacks and
the 1eak1ng of the NS A spying tools. He also said the NSA data was likely obtained by someone with physical
access to an NS A secure area who managed to walk out with a USB stick loaded with secrets. Aitel cited the
following support:

1. Tindng Seeros almost certain o be related to the DNC hacks. High tevel US political officials seemed
utle upset about ihe DNC hacks, which no doubt resulied 1n a covert response, which thus s then hikely a
cowter-response 0. As Snowden pot it Somebody is sending 8 message that they know about USG
etforts 1o in iiuence eiecnons and governmenis via L}‘oer
Mention of ¢ "'*pii 1and elections i the text of the release feels clag "*"}iv Russian,
"\brhw to ‘:,ers soroething this big quiet for three years {(leak is just pes Sncwden} is probably hmited to
oty those with operatio o,ai secarity expertise or desire o leverage those bags for theroselves.
4. Em‘i} suation resudts from HUMINT, not stmvple hack ofa 2 hox as suggested (not that even that would be
v Level of difficutty: Very L(p“rf‘med Natios Ctate
i, Alternate possibilily: someone was siting on a redirector box and the most incompetent person on
Farth upicaded this ops d.skif i1 10 ke their irves gasy, Sull means someone was huding on this
hox who knows what they're doing 1 an vmsually skilled way,
No tearn oi’ ‘hackers” would want to piss off Eguation Groop this much, That's the kind of cojones that
only comme from having a nation state profecting you
6. Wikileaks also has the data (they claim).

?J

[rs)

L

As noted throughout this post, attributing Internet hacks is a difficult undertaking that's often prone to error. In the
interest of keeping readers apprised of what informed security experts are saying, Ars is providing these opinions as
is, with the reminder that they're pure speculation.
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From: Strzok, Peter P. (CD) (FBI)

Subject: Snowden speculates leak of NSA spying tools is tied to Russian DNC hack | Ars Technica

To: Moffa, Jonathan C. (CD) (FBI); (WF) (FBI) (CD) (FBI) igc_il
Sent: August 16, 2016 4:58 PM (UTC-04:00)

Snowden speculates leak of NSA spying tools is tied to Russian DNC hack

Two former employees of the Natlonal Security Agency—rncludlng exrled whrstleblower Edward Snowden are
speculatrng that Monday's gak of swhat s _ ) a8 il LN
2t is connected to the separate hrgh proﬁle hacks and subsequent leaks of two Democrat1c groups.
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In the weeks following the reports, WikiLeaks and an unknown person using the moniker Guccifer 2.0 have
published a steady stream of documents. One batch released just ahead of last month's Democratrc Natronal
Convention contained embarrassing private conversations that {zd 1o 1he res Lol IANC Cha &
ii2. A more recent installment included a spreadsheet detailing the cell phone numbers e-mail
addresses, and other personal information of every Democratic member of the House of Representatrves The
Obama administration has signaled that it sy Suposs new seonomie sanciions on Russia in response to what critics
claim is Russian attempts to disrupt or 1nﬂuence the US pres1dent1al electlon.
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“More diplomacy than intelligence”

Both Snowden and Dave Aitel, an offensive security expert who spent six years as an NSA security scientist, are
speculating that Monday's leak by a group calling itself Shadow Brokers is in response to growing tensions between
the US and Russra over the hacks on the Democratrc groups As this post was being prepared, researchers with
Kaspersky Lab ¢ ¥ K qiion Grown, one of the most sophisticated hacking groups
they've ever 1nvest1gated Ars wrll have more on this development in an upcoming story.

.

"Why did they do it?" Snowden wrote in a sarigs of fweeis sariy Teesday imoining. "No one knows, but I suspect
this is more diplomacy than intelligence, related to the escalatron around the DNC hack"

In the same tweet stream, Snowden continued:

Circumstantial evidence and conventional wisdom indicates Russian responsibility. Here's why that is significant:
This leak is likely a warning that someone can prove US responsibility for any attacks that originated from this
malware server. That could have significant foreign policy consequences. Particularly if any of those operations
targeted US allies. Particularly if any of those operations targeted elections. Accordingly, this may be an effort to
influence the calculus of decision-makers wondering how sharply to respond to the DNC hacks. TL;DR: This leak
looks like a somebody sending a message that an escalation in the attribution game could get messy fast.

postof s awy, Aitel agreed that Russia is the most likely suspect behind both the Democratic hacks and
the leakrng of the NSA spying tools. He also said the NSA data was likely obtained by someone with physical
access to an NSA secure area who managed to walk out with a USB stick loaded with secrets. Aitel cited the
following support:

1. Timing: Seems almost certain to be related to the DNC hacks. High level US political officials seemed quite
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upset about the DNC hacks, which no doubt resulted in a covert response, which this is then likely a counter-
response to. As Snowden put it: Somebody is sending a message that they know about USG efforts to
influence elections and governments via cyber.

2. Mention of corruption and elections in the text of the release feels classically Russian.

. Ability to keep something this big quiet for three years (leak is just post-Snowden) is probably limited to

only those with operational security expertise or desire to leverage those bugs for themselves.

4. Information results from HUMINT, not simple hack of a C2 box as suggested (not that even that would be

easy). Level of difficulty: Very Experienced Nation State.

W

1. Alternate possibility: someone was sitting on a redirector box and the most incompetent person on
Earth uploaded this ops disk to it to make their lives easy. Still means someone was hiding on this box
who knows what they're doing in an unusually skilled way.

5. No team of "hackers" would want to piss off Equation Group this much. That's the kind of cojones that only
come from having a nation state protecting you.
6. Wikileaks also has the data (they claim).

As noted throughout this post, attributing Internet hacks is a difficult undertaking that's often prone to error. In the

interest of keeping readers apprised of what informed security experts are saying, Ars is providing these opinions as
is, with the reminder that they're pure speculation.
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From: Strzok, Peter P. (CD) (FBI)

Subject: Fwd: A Powerful Russian Weapon: The Spread of False Stories - NYTimes.com

To: [ oco) (FaI) b6 -1

Sent: August 28, 2016 11:23 AM (UTC-04:00) b7C -1

Thx...

———————— Original message --------

From: "Priestap, E W. (CD) (FBI)" { b

Date: 08/28/2016 10:36 AM (GMT-05:00)

To: "Strzok, Peter P. (CD) (FBI)" >

Subject: RE: A Powerful Russian Weapon: The Spread of False Stories - NYTimes.com

Thanks Pete.
b6 -1
b7C -1
b7E -3

———————— Original message --------

From: "Strzok, Peter P. (CD) (FBD)" { P

Date: 08/28/2016 10:27 AM (GMT-05:00)

To: "Priestap, E W. (CD) (FBI)" { 5

Cc: "Moffa, Jonathan C. (CD) (FBI)"| P

Subject: Fwd: A Powerful Russian Weapon: The Spread of False Stories - NYTimes.com

Thanks to for forwarding...

A Powerful Russian Weapon: The Spread of False Stories

STOCKHOLM 4a€” With a vigorous national debate underway on whether Sweden should enter a military
partnership with NATO, officials in Stockholm suddenly encountered an unsettling problem: a flood of distorted and
outright false information on social media, confusing public perceptions of the issue.

The clalms were alarming: If Sweden, a non-NATO member s1gned the deal, the alliance would stockpile secret
unciear weapons on Swedish soil; NATO could attack Russis from Sweden without government approval; NATO
soldlers immune from prosecution, could rape Swedish women without fear of criminal charges.

They were all false, but the disinformation had begun spilling into the traditional news media, and as the defense
minister, Peter Hultqvist, traveled the country to promote the pact in speeches and town hall meetings, he was
repeatedly grilled about the bogus stories.

a€cePeople were not used to it, and they got scared, asking what can be believed, what should be believed?a€ said
Marinette Nyh Radebo, Mr. Hultqvisti€™s spokeswoman.

As often happens in such cases, Swedish officials were never able to pin down the source of the false reports. But
they, numerous analysts and experts in American and European intelligence point to Russia as the prime suspect,
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noting that preventing NATO expansion is a centerpiece of the foreign policy of President Via«iiv
invaded Georgia in 2008 largely to forestall that possibility.
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In Crimea, eastern Ukraine and now Syria, Mr. Putin has flaunted a modernized and more muscular military. But he
lacks the economic strength and overall might to openly confront NATO, the European Union or the United States.
Instead, he has invested heavily in a program of 4€ceweaponizeda€ information, using a variety of means to sow
doubt and division. The goal is to weaken cohesion among member states, stir discord in their domestic politics and
blunt opposition to Russia.

a€ceMoscow views world affairs as a system of special operations, and very sincerely believes that it itself is an
object of Western special operations,a€ said Gleb Pavlovsky, who helped establish the Kremlind€™s information
machine before 2008. 4€cel am sure that there are a lot of centers, some linked to the state, that are involved in
inventing these kinds of fake stories.&€

The planting of false stories is nothing new; the Soviet Union devoted considerable resources to that during the
ideological battles of the Cold War. Now, though, disinformation is regarded as an important aspect of Russian
military doctrine, and it is being directed at political debates in target countries with far greater sophistication and
volume than in the past.

vt have established

The flow of misleading and inaccurate stories is so strong that both NAT{ s and the Eure
special offices to identify and refute disinformation, particularly clalms emanatlng ﬁom Russ1a

:d States, too, American officials say, ide 2
alan we as the likely source of leaked Democratlc National Committee emails that embarrassed Hlllary
Chntona€TMs pres1dent1al campaign.

The Kremlin uses both conventional media 4€” Sputnik, a news agency, and RT, a television outlet &€ and covert
channels, as in Sweden, that are almost always untraceable.

Russia exploits both approaches in a comprehensive assault, Wilhelm Urme, a spokesman for the Swedish Security
Service, said this year when presenting the agencya€™s annual report. &€ceWe mean everything from internet trolls
to propaganda and misinformation spread by media companies like RT and Sputnik,a€ he said.

The fundamental purpose of dezinformatsiya, or Russian disinformation, experts said, is to undermine the official
version of events 4€” even the very idea that there is a true version of events 4€” and foster a kind of policy
paralysis.

Disinformation most famously succeeded in early 2014 with the initial obfuscation about deploying Russ1an forces

& That summer, Russia pumped out a dizzying array of theories about the destruction o aig
¢ over Ukraine, blaming the C.I.A. and, most outlandishly, Ukrainian fighter pilots who had
rmstaken the alrhner for the Russian presidential aircraft.

The cloud of stories helped veil the simple truth that poorly trained insurgents had accidentally downed the plane
with a missile supplied by Russia.

Moscow adamantly denies using disinformation to influence Western public opinion and tends to label accusations
of either overt or covert threats as 4€ceRussophobia.a€

a€ceThere is an impression that, like in a good orchestra, many Western countries every day accuse Russia of
threatening someone, &€ Maria Zakharova, the Russian Foreign Ministry spokeswoman, said at a recent ministry
briefing.

Tracing individual strands of disinformation is difficult, but in Sweden and elsewhere, experts have detected a
characteristic pattern that they tie to Kremlin-generated disinformation campaigns.

a€ceThe dynamic is always the same: It originates somewhere in Russia, on Russia state media sites, or different
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websites or somewhere in that kind of context,4€ said Anders Lindberg, a Swedish journalist and lawyer.

a€ceThen the {ake doc 1t becomes the source of a news story distributed on far-left or far-right-wing websites,a€
he said. a€0eThose who rely on those sites for news link to the story, and it spreads. Nobody can say where they
come from, but they end up as key issues in a security policy decision.a€

Although the topics may vary, the goal is the same, Mr. Lindberg and others suggested. 4€ce What the Russians are
doing is building narratives; they are not building facts,a€ he said. 4€ceThe underlying narrative is, 4 Dona€™t
trust anyone.4€™a€

The weaponization of information is not some project devised by a Kremlin policy expert but is an integral part of
Russian military doctrine 4€” what some senior military figures call a 4€cedecisivea€ battlefront.

a€ceThe role of nonmilitary means of achieving political and strategic goals has grown, and, in many cases, they
have exceeded the power of force of weapons in their effectiveness,a€ Gen. Valery V. Gerasimov, the chief of the
general staff of the Russian Armed Forces, wrote in 2013.

A prime Kremlin target is Europe, where the rise of the populist right and declining support for the European Union
create an ever more receptive audience for Russiaé€TMs conservative nationalistic and authoritarian approach
under Mr. Putin. Last year, the European Parliament acoused Russia of 8€cefinancing radical and extremist partiesa€
in its member states, and in 2014 the Kremlin extended an $11.7 rnllhon loan to the National Front, the extreme-right
party in France.

a€ceThe Russians are very good at courting everyone who has a grudge with liberal democracy, and that goes from
extreme right to extreme left,a€ said Patrik Oksanen, an editorial writer for the Swedish newspaper group
MittMedia. The central idea, he said, is that 4€celiberal democracy is corrupt, inefficient, chaotic and, ultimately,
not democratic.a€

Another message, largely unstated, is that European governments lack the competence to deal with the crises they
face, particularly immigration and terrorism, and that their officials are all American puppets.

In Germany, concerns over immigrant violence grew after a 13-year-old Russian-German girl sa1d she had been
raped by migrants. A report on Russian state television furthered the story Even after the police ¢ a4 4 '
Russiad€™s foreign minister, Sergey V. Lavrov, continued to chastise Germany,

In Britain, = s sard, the Kremlind€™s English-language news outlets heavily favored the campaign for the
country to leave the European Union, despite their claims of objectivity.

In the Czech Republic, alarming, sensational stories portraying the United States, the European Union and
immigrants as villains appear daily across a cluster of about 40 pro-Russia wabsites,

During NATO military exercises in early June, articles on the websites suggested that Washington controlled
Europe through the alliance, with Germany as its local sheriff. Echoing the disinformation that appeared in Sweden,
the reports said NATO planned to store nuclear weapons in Eastern Europe and would attack Russia from there
without seeking approval from local capitals.

A poil thix sunwver by European Values, a think tank in Prague, found that 51 percent of Czechs viewed the United
Statesa€TM role in Europe negatively, only 32 percent viewed the European Union positively, and at least a quarter
believed some elements of the disinformation.

a€ceThe data show how public opinion is changing thanks to the disinformation on those outlets,a€ said Jakub Janda,
the think tankd€™s deputy director for public and political affairs. &€ceThey try to look like a regular media outlet
even if they have a hidden agenda.a€

Not all Russian disinformation efforts succeed. Sputnik news websites in various Scandinavian languages failed to
attract enough readers and were closed after less than a year.
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Both RT and Sputnik portray themselves as independent, alternative voices. Sputnik claims that it a€cetells the
untold,&€ even if its daily report relies heavily on articles abridged from other sources. RT trumpets the slogan
a€ceQuestion More.a€

Both depict the West as grim, divided, brutal, decadent, overrun with violent immigrants and unstable. &€ They
want to give a picture of Europe as some sort of continent that is collapsing,a€ Mr. Hultqvist, the Swedish defense
minister, said in an interview.

RT oﬁen seems obsessed with the United States, portraying life there as hellish. Its coverags of the L He
mat Uonversion, for example, skipped the speeches and focused instead on scattered demonstratlons It defends
the Repubhcan pres1dent1a1 nominee, Donald J. Trump, as an underdog maligned by the established news media.

Margarita Simonyan, RTA€™s editor in chief, said the channel was being singled out as a threat because it offered a
different narrative from &€cethe Anglo-American media-political establishment.4€ RT, she said, wants to provide
a€cea perspective otherwise missing from the mainstream media echo chamber.a4€

Moscowa€™s targeting of the West with disinformation dates to a Cold War program the Soviets called 4€ceactive
measures.&€ The effort involved leaking or even writing stories for sympathetic newspapers in India and hoping that
they would be picked up in the West, said Professor Mark N. Kramer, a Cold War expert at Harvard.

The story that AIDS was a C.I.A. project run amok spread that way, and it poisons the discussion of the disease
decades later. At the time, before the Soviet Uniond€™s 1991 collapse, the Kremlin was selling communism as an
ideological alternative. Now, experts said, the ideological component has evaporated, but the goal of weakening
adversaries remains.

In Sweden recently, that has meant a series of bizarre forged letters and news articles about NATO and linked to
Russia.

One forgery, on Defense Ministry letterhead over Mr. Hultqvista€™ s signature, encouraged a major Swedish firm
to sell artillery to Ukraine, a move that would be illegal in Sweden. Ms. Nyh Radebo, his spokeswoman, put an end
to that story in Sweden, but at international conferences, Mr. Hultqvist still faced questions about the nonexistent
sales.

Russia also made at least one overt attempt to influence the debate. During a seminar in the spring, Vladimir Kozin,
a senior adviser to the Russian Institute for Strategic Studies, a think tank linked to the Kremlin and Russian foreign
intelligence, argued against any change in Swedend€™s neutral status.

a€ceDo they really need to lose their neutral status?a€ he said of the Swedes. 4€ceTo permit fielding new U.S.
military bases on their territory and to send their national troops to take part in dubious regional conflicts?4€

Whatever the method or message, Russia clearly wants to win any information war, as Dmitry Kiselyev,
Russiad€™s most famous television anchor and the director of the organization that runs Sputnik, made clear
recently.

Speaking this summer on the 75th anniversary of the Soviet Information Bureau, Mr. Kiselyev said the age of neutral
journalism was over. a€celf we do propaganda, then you do propaganda, t00,4€ he said, directing his message to
Western journalists.

a€ceToday, it is much more costly to kill one enemy soldier than during World War II, World War I or in the Middle
Ages,a€ he said in as interview on the state-run Rossiya 24 network. While the business of &€cepersuasioné€ is
more expensive now, too, he said, &€ceif you can persuade a person, you dond€™t need to kill him.&4€
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From: Peter

Subject: Russian hackers breached a computer used by county elections officials in Arizona, a state official said -
The Washington Post

To: Strzok, Peter P. (CD) (FBI)

Sent: August 29, 2016 8:50 PM (UTC-04:00)

Hackers targeted voter registration systems in Illinois and Arizona, and the FBI alerted Arizona officials in June
that Russian hackers were behind the assault on the election system in that state.

The bureau told Arizona officials that the threat was “credible” and severe, ranking as “an 8 on a scale of 1 to 10,”
said Matt Roberts, a spokesman for the secretary of state’s office.

As aresult, Secretary of State Michele Reagan shut down the state voter registration system for almost a week.

It turned out that the hackers did not succeed in compromising the state system or even any county system, but rather
had managed to steal the user name and password for one Gila County elections official.

Nonetheless, the revelation comes amid news that the FBI is investigating suspected foreign hacks of state election
computer systems, and earlier this month warned states to be on the alert for intrusions.

In Illinois, officials discovered an intrusion into their state voter registration systemin July.

The FBI’s Aug. 18 warning follows heightened concern over Russian hacks of Democratic Party organizations and
possible meddling in the presidential election.

Although the hackers did not alter any data, the intrusion into the Illinois database marks the first succesful
compromise of a state election database, federal officials said.

Until now, countries such as Russia and China have shown little interest in voting systems in the United States. But
experts said that if a foreign government gains the ability to tamper with voter data, for instance by deleting
registration records, such a hack could cast doubt on the legitimacy of U.S. elections.

Meanwhile, the recently discovered hacks have state officials across the country scrambling to ensure that their
systems have not been compromised. At least two other states are looking into potential breaches, officials said.

“This was a highly sophisticated attack most likely from a foreign (international) entity,” said Kyle Thomas,
director of voting and registration systems for the Illinois State Board of Elections, in a message that was sent to all
election authorities in the state.

In July, officials in that state discovered the intrusion, in which hackers were able to retrieve voter records. The
amount accessed was “a fairly small percentage of the total,” said Ken Menzel, general counsel for the Illinois
elections board.

How the Russian hackers got into the DNC's network
Play Video2:37

The Post's Ellen Nakashima goes over the events, and discusses the two hacker groups responsible. (Jhaan
Elker/The Washington Post)
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State officials alerted the FBI, he said. The Department of Homeland Security also got involved, he said. The
intrusion led the state election board to shut down the voter registration system for a week.

In June, the Arizona Secretary of State s ofﬁce shut down part of its website after the FBI found a potential threat to
its state voter registration system, & 1o the Arizona Republic.

Following those breaches, the FBI issued its “flash™ alert, which listed Internet protocol addresses and other
technical fingerprints associated with the hacks.

“The FBI is requesting that states contact their Board of Elections and determine if any similar activity to their logs,
both inbound and outbound, has been detected,” said the FBI alert, which was first veperied by Yahoo News.

The FBI declined official comment other than to note it “routinely advises private industry of various cyber threat
indicators” it turns up in investigations.

The bureau has told Illinois officials that they’re looking at possible foreign government agencies as well as
criminal hackers, Menzel said.

The technical details in the alert were gathered by the MS-ISAC, a multi-state information-sharing center that helps
state, local and tribal government agencies combat cyber threats and that works with federal law enforcement
agencies.

“I’m less concerned about the attackers gettmg access to and downloading the information,” said Brian Kalkin, vice
president of operations for the auter fi ¢t Secwuity, which operates the MS-ISAC. “I’m more concerned
about the information being altered modlﬁed or deleted. That s where the real potential is for any sort of meddling
in the election.”

And James Clapper, the Director of National Intelligence, has told Congress that manipulation or deletion of data is
the next big cyber threat--"the next push on the envelope.”

But Tom Hicks, chairman of the federal Election Assistance Commission, an agency set up by Congress after the
2000 Florida recount to maintain election integrity, said he is confident that states have sufficient safeguards in
place to ensure efforts at manipulation will be unsuccesful.

For one, he said, if a voter’s name does not show up on the list, the individual can still cast a provision ballot and
once his or her status is confirmed, the ballot will be counted. Also, he said, in general the voting systems
themselves “are not hooked up to the Internet” and so “there’s not going to be any manipulation of data.”

Nonetheless, more than 30 states have some provisions for online voting, primarily for voters living overseas of
serving in the military. An official at the Department of Homeland Security cautioned this spring that online voting
is not yet secure.

“We believe that online voting, especially online voting in large scale, introduces great risk into the election system
by threatening voters’ expectations of confidentiality, accountability and security of their votes and provides an
avenue for malicious actors to manipulate the voting results,” Neil Jenkins, an official in the Office of
Cybersecurity and Communications at the Department of Homeland Security,

Some private-sector researchers say some of the information released by the FBI points to a potential Russian link,
but they caution that their work is preliminary. Rich Barger, chief information officer at ThreatConnect, said that
several of the IP addresses trace back to a website-hosting service called King Servers that offers Russia-based
technical support. He also said that one of the methods used was similar to a tactic in other intrusions suspected of
being carried out by the Russian government, including one this month on the Waorid A :

V3 \‘\ ney,

“The very fact that [someone] has rattled the doorknobs, the very fact that the state election commissions are in the
cross-hairs gives grounds to the average American voter to wonder: Can they really trust the results?” said Barger.
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On Aug. 15, Homeland Security Secretary Jeh Johnson held a conference call with state election officials, offering
the Department of Homeland Security’s assistance in protecting against cyberattacks.

He said that DHS was “not aware of any specific or credible cybersecurity threats relating to the upcoming general
election systems,” according to a readont of the call, It was not clear whether he was aware at the time of the FBI’s
investigation into the Arizona and Illinois intrusions.

Read more:
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From: [ JwmFsn

Subject: RE: Reid Sends Letter Implying Stone Is With The Russians | The Dailvy Caller
To: Strzok, Peter P. (CD) (FBI); Moffa, Jonathan C. (CD) (FBI); occ)FB [ ]

(CD) (FBI) bé -1
Sent: August 31, 2016 8:05 AM (UTC-04:00) b7c -1
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———————— Original message --------

From: "Strzok, Peter P. (CD) (FBI)" 4 b
Date: 08/31/2016 7:57 AM (GMT-05:00)
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| t b7c -1
Subject: Fwd: Reid Sends Letter Implying Stone Is With The Russians | The Daily Caller b7E -3

First article I've seen naming the unnamed in Reid's letter

hien/daibvealler comv201 6/0R/ 30/ harrvareid-sends-letier-to- b -tomivine rump-associstes-are-in-cahoois-with-
the-russians/

Harry Reid Sends Letter To FBI Implying Trump
Associates Are In Cahoots With The Russians

Senate Minority Leader Harry Reid sent a letter Saturday to the FBI to ask for an investigation into the Kremlin ties
of Trump confidant Roger Stone and foreign policy adviser Carter Page.

“The evidence of a direct connection between the Russian government and Donald Trump’s presidential campaign
continues to mount,” Democratic Nevada Sen. Reid wrote in the igtizr. He added, “The prospect of a hostile
government actively seeking to undermine our free and fair elections represents one of the gravest threats to our
democracy since the Cold War and it is critical for the Federal Bureau of Investigation to use every resource
available to investigate this matter thoroughly and in a timely fashion.”

The Clinton campaign and allies have now for weeks been pushing a conspiracy theory that the Russian government
is actively aiding Trump. This theory has been pushed ever since Wikileaks released nearly 20,000 emails from
DNC officials.

In his letter, Reid goes on to imply the FBI investigate Roger Stone, without ever naming him. “It has come to my
attention that last week, video evidence came to light of an individual with long ties to Donald Trump and his top
campaign aides claiming to be in communication with WikiLeaks, the organization that posted online the 20,000
DNC documents illegally obtained by Russia,” Reid wrote. Stone has said before that he has communicated with
Wikileaks founder Julian Assange.

Reid continued on to say, “The prospect of individuals tied to Trump, Wikileaks and the Russian government

FBI(23-CV-30)-775



Obtained by UndeadFOIA

coordination to influence our election raises concerns of the utmost gravity and merits full examination.” The senate
minority leader implies the FBI should investigate foreign policy adviser Carter Page, without naming Page. Reid
points to a speech Page gave in Moscow in July.

“The Democrats would like to shift the question back to who was leaking,” Stone said to The Daily Caller. “If the
emails and the other documents exposed to the American people show evidence of misdeeds and criminality that is
the point.” He praised Assange as someone who is fighting “the deep state.” Stone called the letter a “publicity
stunt” and added “there is no there there.”

Stone described himself as not being involved with the Trump campaign “formally or informally” and pointed to
donations to the Clinton Foundation by Russian oligarchs.

FBI(23-CV-30)-776



Obtained by UndeadFOIA

b6 -1
From: @(0@0) (FBI) b7c -1
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Subject: Fwd: Reid Sends Letter Implying Stone Is With The Russians | The Daily Caller

First article I've seen naming the unnamed in Reid's letter
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Harry Reid Sends Letter To FBI Implying Trump
Associates Are In Cahoots With The Russians

Senate Minority Leader Harry Reid sent a letter Saturday to the FBI to ask for an investigation into the Kremlin ties
of Trump confidant Roger Stone and foreign policy adviser Carter Page.

“The evidence of a direct connection between the Russian government and Donald Trump’s presidential campaign
government actively seeking to undermine our free and fair elections represents one of the gravest threats to our
democracy since the Cold War and it is critical for the Federal Bureau of Investigation to use every resource
available to investigate this matter thoroughly and in a timely fashion.”

The Clinton campaign and allies have now for weeks been pushing a conspiracy theory that the Russian government
is actively aiding Trump. This theory has been pushed ever since Wikileaks released nearly 20,000 emails from
DNC officials.

In his letter, Reid goes on to imply the FBI investigate Roger Stone, without ever naming him. “It has come to my

attention that last week, video evidence came to light of an individual with long ties to Donald Trump and his top

campaign aides claiming to be in communication with WikiLeaks, the organization that posted online the 20,000

DNC documents illegally obtained by Russia,” Reid wrote. Stone has said before that he has communicated with
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Wikileaks founder Julian Assange.

Reid continued on to say, “The prospect of individuals tied to Trump, Wikileaks and the Russian government
coordination to influence our election raises concerns of the utmost gravity and merits full examination.” The senate
minority leader implies the FBI should investigate foreign policy adviser Carter Page, without naming Page. Reid
points to a speech Page gave in Moscow in July.

“The Democrats would like to shift the question back to who was leaking,” Stone said to The Daily Caller. “If the
emails and the other documents exposed to the American people show evidence of misdeeds and criminality that is
the point.” He praised Assange as someone who is fighting “the deep state.” Stone called the letter a “publicity
stunt” and added “there is no there there.”

Stone described himself as not being involved with the Trump campaign “formally or informally” and pointed to
donations to the Clinton Foundation by Russian oligarchs.

FBI(23-CV-30)-778



Obtained by UndeadFOIA
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Subject: Trump confidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner
To: Strzok, Peter P. (CD) (FBI)

Sent: October 2, 2016 4:53 PM (UTC-04:00)
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Trump confidant predicts WikiLeaks will end
Clinton's campaign this week

A friend of Donald Trump who has served as an unofficial campaign surrogate says
Wednesday will be the end of former Secretary of State Hillary Clinton's campaign.

Roger Stone, who served on Trump's campaign before leaving in August 2015, tweeted
carly Sunday morning that WikiLeaks may have some revelations about Clinton coming.

"Wednesday @HillaryClinton 1s done," Stone tweeted, adding the hashtag "Wikileaks."

Stay abreast of the latest developments from nation's capital and beyond with curated
News Alerts from the Washington Examiner news desk and delivered to your inbox.

WikiLeaks has released a trove of emails related to the Democratic National Committee's
dealings over the presidential primary race between Clinton and Vermont Sen. Bernie
Sanders.

Those emails had more of an impact on the DNC than the Clinton campaign directly,
which revealed correspondence DNC officials plotting to undermine Sanders in favor of
Clinton. Florida Rep. Debbie Wasserman Schultz stepped down from her post as
chairwoman of the committee along with multiple staffers in the wake of the email dump.

National security analysts have suggested WikiLeaks recetved the emails from hackers
working at the direction of Russia or possibly agents of the Kremlin. It's been widely
speculated that WikiLeaks is being used by Russian President Vladimir Putin to influence
the United States election.

WikiLeaks founder Julian Assange has promised to release mformation that could impact
the race before Nov. 8.
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From: Strzok, Peter P. (CD) (FBI)

Subject: Fwd: Trump confidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner
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Trump confidant predicts WikiLeaks will end
Clinton's campaign this week

A friend of Donald Trump who has served as an unofficial campaign surrogate says
Wednesday will be the end of former Secretary of State Hillary Clinton's campaign.

Roger Stone, who served on Trump's campaign before leaving in August 2015, tweeted
carly Sunday morning that WikiLeaks may have some revelations about Clinton coming.

"Wednesday @HillaryClinton is done," Stone tweeted, adding the hashtag "Wikileaks."

Stay abreast of the latest developments from nation's capital and beyond with curated
News Alerts from the Washington Examiner news desk and delivered to your inbox.

WikiLeaks has released a trove of emails related to the Democratic National Committee's
dealings over the presidential primary race between Clinton and Vermont Sen. Bernie
Sanders.

Those emails had more of an impact on the DNC than the Clinton campaign directly, which
revealed correspondence DNC officials plotting to undermine Sanders i favor of Clinton.
Florida Rep. Debbie Wasserman Schultz stepped down from her post as chairwoman of the
committee along with multiple staffers in the wake of the email dump.

National security analysts have suggested WikiLeaks received the emails from hackers
working at the direction of Russia or possibly agents of the Kremln. It's been widely
speculated that WikiLeaks 1s being used by Russian President Vladimir Putin to influence
the United States election.
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WikiLeaks founder Julian Assange has promised to release information that could impact
the race before Nov. 8.
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Subject: : onfidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner
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Trump confidant predicts WikiLeaks will end
Clinton's campaign this week

A friend of Donald Trump who has served as an unofficial campaign surrogate says
Wednesday will be the end of former Secretary of State Hillary Clinton's campaign.

Roger Stone, who served on Trump's campaign before leaving in August 2015, tweeted
carly Sunday morning that WikiLeaks may have some revelations about Clinton coming.

"Wednesday @HillaryClinton is done," Stone tweeted, adding the hashtag "Wikileaks."

Stay abreast of the latest developments from nation's capital and beyond with curated
News Alerts from the Washington Examiner news desk and delivered to your inbox.

WikiLeaks has released a trove of emails related to the Democratic National Committee's
dealings over the presidential primary race between Clinton and Vermont Sen. Bernie
Sanders.

Those emails had more of an impact on the DNC than the Clinton campaign directly, which
revealed correspondence DNC officials plotting to undermine Sanders i favor of Clinton.
Florida Rep. Debbie Wasserman Schultz stepped down from her post as chairwoman of the
committee along with multiple staffers in the wake of the email dump.

National security analysts have suggested WikiLeaks received the emails from hackers
working at the direction of Russia or possibly agents of the Kremln. It's been widely
speculated that WikiLeaks 1s being used by Russian President Vladimir Putin to influence
the United States election.
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He's the guy who has made public statements in the past indicating his direct contact with wiki...

———————— Original message --------

From: "Strzok, Peter P. (CD) (FBI)" l I>
Date: 10/02/2016 4:53 PM (GMT-05:00)
To: "Priestap, E W. (CD) (FBD)" b, "Moffa, Jonathan C. (CD) (FBI)"
] [OWE) (FBD b 1
Subject: Fwd: Trump confidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner b7g :3

htep//www washingtonexaroiner comy/trimp-confidant-predicts- wikileaks - will-end-clintons-campaign- this-
week/arucle/2603399 7 custom click=rss

Trump confidant predicts WikiLeaks will end
Clinton's campaign this week

A friend of Donald Trump who has served as an unofficial campaign surrogate says
Wednesday will be the end of former Secretary of State Hillary Clinton's campaign.

Roger Stone, who served on Trump's campaign before leaving in August 2015, tweeted
carly Sunday morning that WikiLeaks may have some revelations about Clinton coming.

"Wednesday @HillaryClinton is done," Stone tweeted, adding the hashtag "Wikileaks."

Stay abreast of the latest developments from nation's capital and beyond with curated
News Alerts from the Washington Examiner news desk and delivered to your inbox.

WikiLeaks has released a trove of emails related to the Democratic National Committee's
dealings over the presidential primary race between Clinton and Vermont Sen. Bernie
Sanders.
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Those emails had more of an impact on the DNC than the Clinton campaign directly, which
revealed correspondence DNC officials plotting to undermine Sanders i favor of Clinton.
Florida Rep. Debbie Wasserman Schultz stepped down from her post as chairwoman of the
committee along with multiple staffers in the wake of the email dump.

National security analysts have suggested WikiLeaks received the emails from hackers
working at the direction of Russia or possibly agents of the Kremln. It's been widely
speculated that WikiLeaks 1s being used by Russian President Vladimir Putin to influence
the United States election.

WikiLeaks founder Julian Assange has promised to release information that could impact
the race before Nov. 8.

Also from the Washington Examiner

Top Story
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From: Strzok, Peter P. (CD) (FBI)

Subject: RE: Trump confidant predicts WikiLeaks will end Clinton's campaian this week | Washington Examiner

To: Moffa, Jonathan C. (CD) (FBI); Priestap, E W. (CD) (FBI) WF) (FBI) b6 -1
Sent: October 2, 2016 5:02 PM (UTC-04:00) b7C -1

Yep. And self-described "libertine" with a Richard Nixon tattoo between his shoulder blades.

———————— Original message --------

From: "Moffa, Jonathan C. (CD) (FBI)" { b b6 -1
Date: 10/02/2016 4:56 PM (GMT-05:00) b7C -1
To: "Strzok, Peter P. (CD) (FBI)" { }, "Priestap, E W. (CD) (FBI)" b7E -3
I g [(WF) (FBD)" {

Subject: RE: Trump confidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner

He's the guy who has made public statements in the past indicating his direct contact with wiki...

———————— Original message --------

From: "Strzok, Peter P. (CD) (FBI)" | 5 b6 -1
Date: 10/02/2016 4:53 PM (GMT-05:00) b7C -1
To: "Priestap, E W. (CD) (FBI)" { . "Moffa, Jonathan C. (CD) (FBI)" b7E -3

> L ((WF) (FBD" {

Subject: Fwd: Trump coniidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner

e/ Awenw washingtonezaminer. comyinunp-confidant-predicte-wikilgaks-witl-end-clintons-campaign-this-
week/article/ 206033997 custom _click=rss

Trump confidant predicts WikiLeaks will end
Clinton's campaign this week

A friend of Donald Trump who has served as an unofficial campaign surrogate says
Wednesday will be the end of former Secretary of State Hillary Clinton's campaign.

Roger Stone, who served on Trump's campaign before leaving in August 2015, tweeted
carly Sunday morning that WikiLeaks may have some revelations about Clinton coming.

"Wednesday @HillaryClinton is done," Stone tweeted, adding the hashtag "Wikileaks."

Stay abreast of the latest developments from nation's capital and beyond with curated
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News Alerts from the Washington Examiner news desk and delivered to your inbox.

WikiLeaks has released a trove of emails related to the Democratic National Committee's
dealings over the presidential primary race between Clinton and Vermont Sen. Bernie
Sanders.

Those emails had more of an impact on the DNC than the Clinton campaign directly, which
revealed correspondence DNC officials plotting to undermine Sanders i favor of Clinton.
Florida Rep. Debbie Wasserman Schultz stepped down from her post as chairwoman of the
committee along with multiple staffers in the wake of the email dump.

National security analysts have suggested WikiLeaks received the emails from hackers
working at the direction of Russia or possibly agents of the Kremln. It's been widely
speculated that WikiLeaks 1s being used by Russian President Vladimir Putin to influence
the United States election.

WikiLeaks founder Julian Assange has promised to release information that could impact
the race before Nov. 8.

Also from the Washington Examiner

Top Story
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From: Priestap, E W. (CD) (FBI)

Subject: RE: Trump confidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner

To: Strzok, Peter P. (CD) (FBI); Moffa, Jonathan C. (CD) (FBI)i_u—_[WF) (FBI) b6 -1
Sent: October 2, 2016 5:39 PM (UTC-04:00) b7Cc -1
Thank you.

———————— Original message -------- b6 -1
From: "Strzok, Peter P. (CD) (FBI)" b7C -1
Date: 10/02/2016 5:01 PM (GMT-05:00) b7E -3
To: "Moffa, Jonathan C. (CD) (FB])" { k. "Priestap, E W. (CD) (FBI)"

i F. | |(WF) (FBI)" 4 |-
Subject: RE: Trump confidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner

Yep. And self-described "libertine" with a Richard Nixon tattoo between his shoulder blades.

———————— Original message --------

From: "Moffa, Jonathan C. (CD) (FBI)" 4 = bé -1
Date: 10/02/2016 4:56 PM (GMT-05:00) b7c -1
To: "Strzok, Peter P. (CD) (FBI)" { |, "Priestap, E W. (CD) (FBI)" B7E -3
I | [(WE) (FBD)" |

Subject: RE: Trump confidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner

He's the guy who has made public statements in the past indicating his direct contact with wiki...

———————— Original message --------

From: "Strzok, Peter P. (CD) (FBI)" 4 > b6 -1
Date: 10/02/2016 4:53 PM (GMT-05:00) b7Cc -1
To: "Priestap, E W. (CD) (FBI)" | P, "Moffa, Jonathan C. (CD) (FBI)" b7E -3
l A [(WF) (FBD)" { P

Subject: Fwd: Trump confidant predicts WikiLeaks will end Clinton's campaign this week | Washington Examiner

o www washingtonexaminer comytrmop-confiidant-predicts-wikileaks-will-end-chntons-campaian-this-
week/article/260339% 7 custom_clicks=rss

Trump confidant predicts WikiLeaks will end
Clinton's campaign this week
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A friend of Donald Trump who has served as an unofficial campaign surrogate says
Wednesday will be the end of former Secretary of State Hillary Clinton's campaign.

Roger Stone, who served on Trump's campaign before leaving in August 2015, tweeted
carly Sunday morning that WikiLeaks may have some revelations about Clinton coming.

"Wednesday @HillaryClinton is done," Stone tweeted, adding the hashtag "Wikileaks."

Stay abreast of the latest developments from nation's capital and beyond with curated
News Alerts from the Washington Examiner news desk and delivered to your inbox.

WikiLeaks has released a trove of emails related to the Democratic National Committee's
dealings over the presidential primary race between Clinton and Vermont Sen. Bernie
Sanders.

Those emails had more of an impact on the DNC than the Clinton campaign directly, which
revealed correspondence DNC officials plotting to undermine Sanders i favor of Clinton.
Florida Rep. Debbie Wasserman Schultz stepped down from her post as chairwoman of the
committee along with multiple staffers in the wake of the email dump.

National security analysts have suggested WikiLeaks received the emails from hackers
working at the direction of Russia or possibly agents of the Kremln. It's been widely
speculated that WikiLeaks 1s being used by Russian President Vladimir Putin to influence
the United States election.

WikiLeaks founder Julian Assange has promised to release information that could impact
the race before Nov. 8.

Also from the Washington Examiner

Top Story
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From: Sporre, Eric W. (CYD) (FBI)

Subject: RE: Trump issue

To: | l(CYD) (FBI); | (CE) (FBI)] l(cYD) (FBI b6 -1

Cc: | Strzok; Peter P. {CD) (FBI); Moffa, Jonathan C. (CD) (FBI)} | b7C -1
(CYD) (FBI); Smith, Scott S. (PG) (FBI) b7E -3

Sent: October 5, 2016 2:33 PM (UTC-04:00)

Thanks. Copying CD.

———————— Original message --------
From:| |(cYD) (FBI)" b b6 -1
Date: 10/05/2016 2:04 PM (GMT-05:00) b7¢C -1
To: "Sporre, Eric W. (CYD) (FBI)"[ | |(CE) (FBD)" b7E -3
1 b, CYD) (FBD)" { 3

Cel |

Subject: FW: Trump issue

Eric and alb

FY1 on this being outin the media

Fromj |Lnaiite] b6 -1,3
Sent: Wednesday, October 05, 2016 1:33 PM b7C -1,3
To: Kortan, Michael P. (DO) (FBI)] ko) (FBDL______|(DO) (FBD)

Subject: Trump issue

The information below, supposedly posted by private computer experts, suggests some kind of transactions through a
secret data channel between Alfa Bank in Russia and a supposed “hidden” Donald Trump Organization data server. It
has been suggested to me that this information and scenario is under careful investigation by the FBI. What can you tell
me about all of this ? Many thanks.

b6 -3

- - . b7C -3
Senior National Security Correspondent

Reuters Washington Bureau

Global DNS Data

This site provides neutral, factual DNS data, showing how networks communicate with each other.

1. Lookups fermail rump-emat.oom
This data shows communications between Trump, Spectrum, and Russian Alfa Bank networks.
2. Network Biagram Scenarie
This diagram (png file: 183769 bytes) shows how parties communicated via email using different servers.
3. Check back for more
4. lLeave questions at: fza, leaves@iuta. do

Summary:
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e Trump and Russia's largest private bank communicate via hidden server since at least
2016 May

e Confronted with questions by NYT reporter, Alfa Bank denies any relationship

e Hidden server belonging to Trump then disappears (no one but Alfa Bank was asked)

® Deleted host name maill.Trump-Email.com is replaced with trumpl.contact-
client.com

® Russian Alfa Bank is the first host seen to contact the new trumpl. server

Comments:

Trump's FEC filings fail to disclose any foreign bank account in Russia or relationship
with the Russian Al Bank.

Network logs show a distinctively human pattern of communications between a hidden
server dedicated for use by the Trump Organization and the Russian financial company
Alfa Bank, which has close ties to the Kremlin. Trump campaign advisors alag have
relationships with Alfa Bank and related AR Group / LetierOne.

The other frequent connection to Trump's hidden server with the same distinctive human
pattern is Spectrum Health, a Michigan hospital with close ties to the DeVos family
(hitps/Aweow.speetrambealfiorglocations/belen-devos-childrens-hospmial). The Devos
family founded Amway / Alticor which operates in Russia including transactions with
Alfa Bank such as buving insurance for 860 Aliicor enployees from Alfs Bank's

insurance subsidiary. The Devos family has given millions of dollars in the past few

Trump's hidden server appears to be a specially configured outbound email server. The
email server type normally would handle outbound bulk advertising or transactional mail
for a large enterprise to customers, powerful enough to deliver millions of emails per
day. ( Bip/dwww. macketerspublishinggronp. cony PMTA - UsersGude-4.0.pdY). Different
in every way from traffic seen on adjacent servers managed by the same server company,
this specially configured server has been exclusively corresponding with Alfa-Bank and
Spectrum since at least May 2016 with a cadence and rate of a human conversation. See
the graph of the connections here.

The stealth server has had two different names:

maill. Trump-Email.com (zone deleted on Friday, 2016-Sept-23 after the Russian Alfa-
Bank was asked by the New York Times to explain the communications)

and on 2016-Sept-27 a new name showed up:
trump I .contact-client.com

When a reporter from the New York Times (NYT) asked the Russian Alfa Bank for
comment about the apparent communications, Alfa Bank denied any relationship with the
Trump Organization. The NYT reporter communicated with no one other than the Russian
Alfa Bank - yet the Trump-Email.com domain began showing signs of panicked
reconfiguration within hours of the New York Times asking the Russian Alfa Bank why
they were making connections to Trump-Email.com. While no errors were seen in all the
months prior to this question from the reporter - suddenly errors appeared. Two of the
authoritative name server hosts deleted the zone, while the third authoritative just erased
the IP from the configuration line and continued to answer authoritatively. This mistake
can still be demonstrated at the time of this writing.
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The Trump Organization deleted the Trump-Email.com zone shortly before 10 AM
Eastern US time on Friday Sept 23rd after the NYT reporter called Alfa Bank. This
suggests a cover-up attempt by Trump and Alfa Bank. It suggests communication from
Alfa Bank warning the Trump Organization to take action to remove the evidence of the
hidden server domain, maill. Trump-Email.com.

The physical server itself was never changed; just the hostname maill.Trump-Email.com
stopped pointing to that physical server and the hostname was effectively deleted from the
global Domain Name System (DNS).

By September 27th 2016, the Trump Organization had created a new host trump1.contact-
client.com pointing to the exact same physical server previously operating as
maill. Trump-Email.com.

The Russian Alfa Bank was the first to contact the newly renamed host, strongly
indicating again that Trump and Alfa Bank are coordinating with each other and have a
very close relationship. After this discovery, they are likely moving conversations to a
new channel.

Trump has a bank account with the Russian Alfa Bank, which may explain the need for
hidden server communications. Alfa Bank / Alfa Group / LetterOne has expressed interest
in ipvesting bitlions in US health care companies, which could include Michigan's
Spectrum Health or could be regarding the financial relationships Amway/Alticor has
with the Russian Alfa Bank insurance company.

F.A.Q.

Are you sure the Trump-Email.com domain really belongs to the Trump
Organization?

We have 100% confidence. You can verify the complete whois record by going to the
Godaddy.com website and clicking on WHOIS. While whois records can be forged, we
also judge authenticity based on the resources used by each domain name. A very detailed
analysis has been made of thousands of Trump Organization domain names, vendors and
hosting resources, confirming that this domain without question belongs in the same group.

Excerpt from Trump-Email.com whois record:

Registrant Name: Trump Orgainzation

Registrant Organization: Trump Orgainzation

Registrant Street: 725 Fifth Avenue

Registrant City: New York

Registrant State/Province: New York Registrant State/Province: New York
Registrant Postal Code: 10022

Registrant Country: US Registrant Country: US

Registrant Phone: +1.2128322000
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From: Strzok, Peter P. (CD) (FBI)
Subject: Fwd: Trump issue
To: — ) I— (FBI] kca) (FeI) b6 -1
Sent: October 5, 2016 3:03 PM (UTC-04:00) b7c -1
———————— Original message --------
From: "Sporre, Eric W. (CYD) (FB])" | b b6 -1
Date: 10/05/2016 2:32 PM (GMT-05:00) :;g :;
Tof | (CYD) (FBI)" { B |(CE) (FBI)"
1 : [ (CYD) (FBD)"
}, "Strzok, Peter P. (CD) (FBD)"
[, "Moffa, Jonathan C. (CD) (FBI)"| b |
(CYD) (FBI)"{ F. "Smith, Scott S. (PG) (FBD"] |
Subject: RE: Trump issue
Thanks. Copying CD.
———————— Original message --------
From: | | (CYD) (FBI)" 4 = bé -1
Date: 10/05/2016 2:04 PM (GMT-05:00) bic -1
To: "Sporre. Eric W. (CYD) (FBI)" | > | (CE) (FBD)" b7E -3
| [CYD) (FBD)" |
Ce:|
Subject: FW: Trump 1ssue
Eric and alh:
FY1 on this being out in the madia
From: pMI[maEit-z I b6 -1,3
Sent: Wednesday, October 05, 2016 1:33 b7C -1,3

To: Kortan, Michael P. (DO) (FBI);

Subject: Trump issue

(o) (FBD;[ ](Do) (FBN)

The information below, supposedly posted by private computer experts, suggests some kind of transactions through a
secret data channel between Alfa Bank in Russia and a supposed a€cehiddena€ Donald Trump Organization data server.
It has been suggested to me that this information and scenario is under careful investigation by the FBI. What can you
tell me about all of this ? Many thanks.

Senior National Security Correspondent
Reuters Washington Bureau

b6 -3
b7C -3
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Global DNS Data

This site provides neutral, factual DNS data, showing how networks communicate with each other.

1.

Loskups formaill. rump-email.com
This data shows communications between Trump, Spectrum, and Russian Alfa Bank networks.
Network Dagram Scenarie

This diagram (png file: 183769 bytes) shows how parties communicated via email using different servers.
Check back for more
Leave questions at: ;oa, Loy

Summary:

® Trump and Russia's largest private bank communicate via hidden server since at least
2016 May

e Confronted with questions by NYT reporter, Alfa Bank denies any relationship

e Hidden server belonging to Trump then disappears (no one but Alfa Bank was asked)

® Deleted host name maill.Trump-Email.com is replaced with trumpl.contact-
client.com

e Russian Alfa Bank is the first host seen to contact the new trumpl. server

Comments:

Trump's FEC filings fail to disclose any foreign bank account in Russia or relationship

with the Russian Alfa Bank.

Network logs show a distinctively human pattern of communications between a hidden
server dedicated for use by the Trump Organization and the Russian financial company
Alfa Bank, which has close ties to the Kremlin. Trump canpaign advisors also have
relationships with Alfa Bank and related Alfa-Group / LetiorQuoe.

The other frequent connection to Trump's hidden server with the same distinctive human
pattern is Spectrum Health, a Michigan hospital with close ties to the DeVos family
(hips/Awavw spectrambealthorglocations/helen-devos-childrens-hospital). The Devos
family founded Amway / Alticor which operates in Russia including transactions with
Alfa Bank such as buving insurance for 860 Aliicor enployees from Alfs Bank's
insurance subsidiary. The Devos family has given millions of dollars in the past few
months to conservative super PACs (weow.feg.goy). One member of the Davos family
was a founder of Blackwater.

Trump's hidden server appears to be a specially configured outbound email server. The
email server type normally would handle outbound bulk advertising or transactional mail
for a large enterprise to customers, powerful enough to deliver millions of emails per
day. ( htip:/fwww.macketerspublishingeronp.conyPMTA-UsarsGuide-4.0.pdd). Different
in every way from traffic seen on adjacent servers managed by the same server company,
this specially configured server has been exclusively corresponding with Alfa-Bank and
Spectrum since at least May 2016 with a cadence and rate of a human conversation. See
the graph of the connections here.

The stealth server has had two different names:

maill. Trump-Email.com (zone deleted on Friday, 2016-Sept-23 after the Russian Alfa-
Bank was asked by the New York Times to explain the communications)

and on 2016-Sept-27 a new name showed up:
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trump I .contact-client.com

When a reporter from the New York Times (NYT) asked the Russian Alfa Bank for
comment about the apparent communications, Alfa Bank denied any relationship with the
Trump Organization. The NYT reporter communicated with no one other than the Russian
Alfa Bank - yet the Trump-Email.com domain began showing signs of panicked
reconfiguration within hours of the New York Times asking the Russian Alfa Bank why
they were making connections to Trump-Email.com. While no errors were seen in all the
months prior to this question from the reporter - suddenly errors appeared. Two of the
authoritative name server hosts deleted the zone, while the third authoritative just erased
the IP from the configuration line and continued to answer authoritatively. This mistake
can still be demonstrated at the time of this writing.

The Trump Organization deleted the Trump-Email.com zone shortly before 10 AM
Eastern US time on Friday Sept 23rd after the NYT reporter called Alfa Bank. This
suggests a cover-up attempt by Trump and Alfa Bank. It suggests communication from
Alfa Bank warning the Trump Organization to take action to remove the evidence of the
hidden server domain, maill. Trump-Email.com.

The physical server itself was never changed; just the hostname maill.Trump-Email.com
stopped pointing to that physical server and the hostname was effectively deleted from the
global Domain Name System (DNS).

By September 27th 2016, the Trump Organization had created a new host trump1.contact-
client.com pointing to the exact same physical server previously operating as
maill. Trump-Email.com.

The Russian Alfa Bank was the first to contact the newly renamed host, strongly
indicating again that Trump and Alfa Bank are coordinating with each other and have a
very close relationship. After this discovery, they are likely moving conversations to a
new channel.

Trump has a bank account with the Russian Alfa Bank, which may explain the need for
hidden server communications. Alfa Bank / Alfa Group / LetterOne has expressed interest
in ipvesting billions in US health care gonpanigs, which could include Michigan's
Spectrum Health or could be regarding the financial relationships Amway/Alticor has
with the Russian Alfa Bank insurance company.

F.A.Q.

Are you sure the Trump-Email.com domain really belongs to the Trump
Organization?

We have 100% confidence. You can verify the complete whois record by going to the
Godaddy.com website and clicking on WHOIS. While whois records can be forged, we
also judge authenticity based on the resources used by each domain name. A very detailed
analysis has been made of thousands of Trump Organization domain names, vendors and
hosting resources, confirming that this domain without question belongs in the same group.

Excerpt from Trump-Email.com whois record:

Registrant Name: Trump Orgainzation

Registrant Organization: Trump Orgainzation

Registrant Street: 725 Fifth Avenue

Registrant City: New York

Registrant State/Province: New York Registrant State/Province: New York

FBI(23-CV-30)-796



Obtained by UndeadFOIA

Registrant Postal Code: 10022
Registrant Country: US Registrant Country: US
Registrant Phone: +1.2128322000

FBI(23-CV-30)-797
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From: Strzok, Peter P. (CD) (FBI)

Subject: Fwd: Trump issue

To: | (CD) (FBI) b6 -1
Sent: October 5, 2016 3:03 PM (UTC-04:00) b7Cc -1

———————— Original message --------

From: "Sporre, Eric W. (CYD) (FBI)" { I> b6 -1
Date: 10/05/2016 2:32 PM (GMT-05:00) bic -1
To:| | (CYD) (FBI)" 4 = |(CE) (FBD)" b7E -3
1 P [ (CYD) (FBD)" 4 P

Cc] b, "Strzok, Peter P. (CD) (FBI)"

l F_™Molta, Jonathan C. (CD) (FBI)" B,

(CYD) (FB])" { P, "Smith, Scott S-{PG) (FBD"] 2

Subject: RE: Trump issue

Thanks. Copying CD.

———————— Original message --------
From: (CYD) (FBI)" be -1

Date: 10/05/2016 2:04 PM (GMT-05:00) e 3
To: "Sporre, Eric W. (CYD) (FBI)"| P | (CE) (FBD)"

| A [(CYD)FBD" { r

Cel P

Subject: FW: Trump issue

Eric and alf:

FY1 on this being out in the madia

From: |[naiitod | b6 -1,3
Sent: Wednesday, October 05, 2016 1:33 PM b7Cc -1,3

To: Kortan, Michael P. (DO) (FBI)] kpoy(FBD] ] (DO) (FBD)

Subject: Trump issue

The information below, supposedly posted by private computer experts, suggests some kind of transactions through a
secret data channel between Alfa Bank in Russia and a supposed a€cehiddena€ Donald Trump Organization data server.
It has been suggested to me that this information and scenario is under careful investigation by the FBI. What can you
tell me about all of this ? Many thanks.

| | b6 -3
b7C -3

Senior National Security Correspondent
Reuters Washington Bureau
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From: [ Twcorm pe.

Subject: RE: Trump issue 7D -4
To: Strzok, Peter P. (CD) (FBI)] weyren[ ] (co) (Fen] |
(ce) (FBN_______1cq) (BN
Sent: October 5, 2016 3:14 PM (UTC-04:00)
Roger.

———————— Original message --------

From: "Strzok, Peter P. (CD) (FBI)" > b6 -1

Date: 10/05/2016 2:02 PM (GMT-06:00) b7C -1

Tol —____JWF) (FB)"| L |(CD) (FBD" p7E -3
[ [(CG) (FBD'| :

Subject: Fwd: Trump issue

———————— Original message --------

From: "Sporre, Eric W. (CYD) (FBI)" 4 b b6 -1
Date: 10/05/2016 2:32 PM (GMT-05;00) b7Cc -1
To] | (CYD) (FBI)" { P | (CE) (FBD)" bIE -3
| A [[CYD) (7B ]

Cq F."Strzok, Peter P_(CD) (FBI)"

1 b, "Moffa, Jonathan C. (CD) (FBI)" { = |

(CYD) (FBI)" { P, "Smith, Scott S. (PG) (FB)" F

Subject: RE: Trump issue

Thanks. Copying CD.

———————— Original message --------

From: | | (CYD) (FBD)" { }

Date: 10/05/2016 2:04 PM (GMT-05:00) oo o1
To: "Sporre, Eric W. (CYD) (FBI)" N |(CE) (FBI)" BB -3
I b [CYDy 'BD™ ] }

Cel I

Subject: FW: Trump issue

Eric and all:

FY1 on this being out in the media

From AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA [ m;m AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA bs _1 .
Sent: Wednesday, October 05, 2016 1:35 PM b7Cc -1,3
To: Kortan, Michael P. (DO) (FBI)| | (DO) (FBI)| [DO) (FBI)

Subject: Trump issue
FBI(23-CV-30)-802
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The information below, supposedly posted by private computer experts, suggests some kind of transactions through a
secret data channel between Alfa Bank in Russia and a supposed a€cehiddena€ Donald Trump Organization data server.
It has been suggested to me that this information and scenario is under careful investigation by the FBI. What can you
tell me about all of this ? Many thanks.

Senior National Security Correspondent b6 -3
Reuters Washington Bureau b7C -3

Global DNS Data

This site provides neutral, factual DNS data, showing how networks communicate with each other.

1. Logkupsformailtrump-email.com
This data shows communications between Trump, Spectrum, and Russian Alfa Bank networks.
2. Network Blagram Scenario

This diagram (png file: 183769 bytes) shows how parties communicated via email using different servers.
Check back for more
4. lLeave questions at: Los . lesvesfiuia.la

w

Summary:

e Trump and Russia's largest private bank communicate via hidden server since at least
2016 May

e Confronted with questions by NYT reporter, Alfa Bank denies any relationship
Hidden server belonging to Trump then disappears (no one but Alfa Bank was asked)
Deleted host name maill.Trump-Email.com is replaced with trumpl.contact-
client.com

® Russian Alfa Bank is the first host seen to contact the new trumpl. server
Comments:

LAERALS RTENA

with the Russian Al Bank.

filings fail to disclose any foreign bank account in Russia or relationship

Network logs show a distinctively human pattern of communications between a hidden
server dedicated for use by the Trump Organization and the Russian financial company
Alfa Bank, which has close ties to the Kremlin. Trump canpaign advisors also have

relationships with Alts Bank and related Alfa-Groun/ LeterOne,

The other frequent connection to Trump's hidden server with the same distinctive human
pattern is Spectrum Health, a Michigan hospital with close ties to the DeVos family
(hips/Awavw spectrambealthorglocations/helen-devos-childrens-hospital). The Devos
family founded Amway / Alticor which operates in Russia including transactions with
Alfa Bank such as buving insurance for 880 Alicor enplovess rom Alfa Bank's
insurance subsidiary. The Devos family has given millions of dollars in the past few
months to conservative super PACs (weow.feg.goy). One member of the Davos family
was a founder of Blackwater.

Trump's hidden server appears to be a specially configured outbound email server. The
email server type normally would handle outbound bulk advertising or transactional mail
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for a large enterprise to customers, powerful enough to deliver millions of emails per
day. ( http/fwwwmarketerspublishinggrowp. cony PMTA - UsersCiude-4.0.pdf). Different
in every way from traffic seen on adjacent servers managed by the same server company,
this specially configured server has been exclusively corresponding with Alfa-Bank and
Spectrum since at least May 2016 with a cadence and rate of a human conversation. See

the graph of the connections here.

The stealth server has had two different names:

maill. Trump-Email.com (zone deleted on Friday, 2016-Sept-23 after the Russian Alfa-
Bank was asked by the New York Times to explain the communications)

and on 2016-Sept-27 a new name showed up:
trump I .contact-client.com

When a reporter from the New York Times (NYT) asked the Russian Alfa Bank for
comment about the apparent communications, Alfa Bank denied any relationship with the
Trump Organization. The NYT reporter communicated with no one other than the Russian
Alfa Bank - yet the Trump-Email.com domain began showing signs of panicked
reconfiguration within hours of the New York Times asking the Russian Alfa Bank why
they were making connections to Trump-Email.com. While no errors were seen in all the
months prior to this question from the reporter - suddenly errors appeared. Two of the
authoritative name server hosts deleted the zone, while the third authoritative just erased
the IP from the configuration line and continued to answer authoritatively. This mistake
can still be demonstrated at the time of this writing.

The Trump Organization deleted the Trump-Email.com zone shortly before 10 AM
Eastern US time on Friday Sept 23rd after the NYT reporter called Alfa Bank. This
suggests a cover-up attempt by Trump and Alfa Bank. It suggests communication from
Alfa Bank warning the Trump Organization to take action to remove the evidence of the
hidden server domain, maill. Trump-Email.com.

The physical server itself was never changed; just the hostname maill.Trump-Email.com
stopped pointing to that physical server and the hostname was effectively deleted from the
global Domain Name System (DNS).

By September 27th 2016, the Trump Organization had created a new host trump1.contact-
client.com pointing to the exact same physical server previously operating as
maill. Trump-Email.com.

The Russian Alfa Bank was the first to contact the newly renamed host, strongly
indicating again that Trump and Alfa Bank are coordinating with each other and have a
very close relationship. After this discovery, they are likely moving conversations to a
new channel.

Trump has a bank account with the Russian Alfa Bank, which may explain the need for
hidden server communications. Alfa Bank / Alfa Group / LetterOne has expressed interest
in ipvesting bitlions in US health care companies, which could include Michigan's
Spectrum Health or could be regarding the financial relationships Amway/Alticor has
with the Russian Alfa Bank insurance company.

F.A.Q.
Are you sure the Trump-Email.com domain really belongs to the Trump
FBI(23-CV-30)-804
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Organization?

We have 100% confidence. You can verify the complete whois record by going to the
Godaddy.com website and clicking on WHOIS. While whois records can be forged, we
also judge authenticity based on the resources used by each domain name. A very detailed
analysis has been made of thousands of Trump Organization domain names, vendors and
hosting resources, confirming that this domain without question belongs in the same group.

Excerpt from Trump-Email.com whois record:

Registrant Name: Trump Orgainzation

Registrant Organization: Trump Orgainzation

Registrant Street: 725 Fifth Avenue

Registrant City: New York

Registrant State/Province: New York Registrant State/Province: New York
Registrant Postal Code: 10022

Registrant Country: US Registrant Country: US

Registrant Phone: +1.2128322000

FBI(23-CV-30)-805
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From: Strzok, Peter P. (CD) (FBI)

Subject: RE: Trump issue

Tor [ l(WF) (FBI)] licD) (FBIY] | b6 -1
(CG) (FBI (CG) (FBI) l(cD) (FBI) b7c -1

Cc: Moffa, Jonathan C. (CD) (FBI)

Sent: October 5, 2016 3:21 PM (UTC-04:00)

Rgr. Would you please send me an update where we are on this aspect? Nothing fancy, just hammer out details in an
email

Thanks

———————— Original message --------

From: (CG) (FBD)" | |
Date: 10/05/2016 3:14 PM (GMT-05:00)
To: "Strzok, Peter P. (CD) (FBI)" { L kwr) (FBD)" | b
I [(CD) (FBD"| , |(CG) (FBD)"
| |codByT 3 b6 -1
Subject: RE: Trump 1ssue b7C -1
b7D -4
Roger. b7E -3
———————— Original message --------
From: "Strzok, Peter P. (CD) (FBI)" { I
Date: 10/05/2016 2:02 PM (GMT-06:00)
Tof [(WF) (FBD)" | (CD) (FBD)" :
- (CG) (FBD'| e 1
SUDJeCh Twd. Trump 1ssue b7C -1
b7E -3
———————— Original message --------
From: "Sporre, Eric W. (CYD) (FBI)"
Date: 10/05/2016 2:32 PM (GMT-05:00)
To| |(cYD) (FBI)" | b | [CE) (FB)"
1 b KCYD) (FBD)" 4 b
Ccf | "Strzok, Peter P. (CD) (FBI)"
i F, "Moffa, Jonathan C. (CD) (FBI)" | A |
(CYD) (FB)" 4 b, "Smith, Scott S. (PG) (FBI)" | |
Subject: RE: Trump issue b6 -1
b7C -1
Thanks. Copying CD. b7E -3
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From: | | (CYD) (FBD)" { b6 -1

Date: 10/05/2016 2:04 PM (GMT-05:00) b7¢c -1

To: "Sporre, Eri YD) (FBI)" { |>,| (CE) (FBI)" b7E -3
A [ (CYD) (FBD" >

Ce [

Subject: FW: Trump issue

Eric and all:

FY1 on this being out in the media

From] [snaiic | b6 -1,3
Sent: Wednesday, October 05, 2016 1:33 PV b7Cc -1,3
To: Kortan, Michael P. (DO) (FBI){ } (DO) (FBI)] [DO) (FBI)

Subject: Trump issue

The information below, supposedly posted by private computer experts, suggests some kind of transactions through a
secret data channel between Alfa Bank in Russia and a supposed a€cehiddena€ Donald Trump Organization data server.
It has been suggested to me that this information and scenario is under careful investigation by the FBI. What can you
tell me about all of this ? Many thanks.

Senior National Security Correspondent
Reuters Washington Bureau

| b6 -3
b7C -3

Global DNS Data

This site provides neutral, factual DNS data, showing how networks communicate with each other.

1. Lookuns formailllrump-emaicom
This data shows communications between Trump, Spectrum, and Russian Alfa Bank networks.
2. Network Blagram Scenario
This diagram (png file: 183769 bytes) shows how parties communicated via email using different servers.
3. Check back for more
4. lLeave questions at: toa . leaves@iuia.ie

Summary:

® Trump and Russia's largest private bank communicate via hidden server since at least
2016 May

e Confronted with questions by NYT reporter, Alfa Bank denies any relationship

e Hidden server belonging to Trump then disappears (no one but Alfa Bank was asked)

® Deleted host name maill.Trump-Email.com is replaced with trumpl.contact-
client.com

e Russian Alfa Bank is the first host seen to contact the new trumpl. server

Comments:

LA AN T RS X 2T AN

with the Russian Al Bank.

Network logs show a distinctively human pattern of communications between a hidden
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server dedicated for use by the Trump Organization and the Russian financial company
Alfa Bank, which has close ties to the Kremlin. Trump campaign advisors alag have
relationships with Alfa Baniand related Alfa-Group / LetierOne,

The other frequent connection to Trump's hidden server with the same distinctive human
pattern is Spectrum Health, a Michigan hospital with close ties to the DeVos family
(hitps/Aweow.speetrambealfiorglocations/belen-devos-childrens-hospmial). The Devos
family founded Amway / Alticor which operates in Russia including transactions with
Alfa Bank such as byving insurance for 860 Aliicor enplovees fron Alfs Bank's
insurance subsidiary. The Devos family has given millions of dollars in the past few
months to conservative super PACs (www_ i2ge.gov). One member of the Devos family
was a founder of Blackwater.

Trump's hidden server appears to be a specially configured outbound email server. The
email server type normally would handle outbound bulk advertising or transactional mail
for a large enterprise to customers, powerful enough to deliver millions of emails per
day. ( Bip/dwww. macketerspublishinggronp. cony PMTA - UsersGude-4.0.pdY). Different
in every way from traffic seen on adjacent servers managed by the same server company,
this specially configured server has been exclusively corresponding with Alfa-Bank and
Spectrum since at least May 2016 with a cadence and rate of a human conversation. See
the graph of the connections here.

The stealth server has had two different names:

maill. Trump-Email.com (zone deleted on Friday, 2016-Sept-23 after the Russian Alfa-
Bank was asked by the New York Times to explain the communications)

and on 2016-Sept-27 a new name showed up:
trump I .contact-client.com

When a reporter from the New York Times (NYT) asked the Russian Alfa Bank for
comment about the apparent communications, Alfa Bank denied any relationship with the
Trump Organization. The NYT reporter communicated with no one other than the Russian
Alfa Bank - yet the Trump-Email.com domain began showing signs of panicked
reconfiguration within hours of the New York Times asking the Russian Alfa Bank why
they were making connections to Trump-Email.com. While no errors were seen in all the
months prior to this question from the reporter - suddenly errors appeared. Two of the
authoritative name server hosts deleted the zone, while the third authoritative just erased
the IP from the configuration line and continued to answer authoritatively. This mistake
can still be demonstrated at the time of this writing.

The Trump Organization deleted the Trump-Email.com zone shortly before 10 AM
Eastern US time on Friday Sept 23rd after the NYT reporter called Alfa Bank. This
suggests a cover-up attempt by Trump and Alfa Bank. It suggests communication from
Alfa Bank warning the Trump Organization to take action to remove the evidence of the
hidden server domain, maill. Trump-Email.com.

The physical server itself was never changed; just the hostname maill.Trump-Email.com
stopped pointing to that physical server and the hostname was effectively deleted from the
global Domain Name System (DNS).

By September 27th 2016, the Trump Organization had created a new host trump1.contact-
client.com pointing to the exact same physical server previously operating as
maill. Trump-Email.com.
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The Russian Alfa Bank was the first to contact the newly renamed host, strongly
indicating again that Trump and Alfa Bank are coordinating with each other and have a
very close relationship. After this discovery, they are likely moving conversations to a
new channel.

Trump has a bank account with the Russian Alfa Bank, which may explain the need for
hidden server communications. Alfa Bank / Alfa Group / LetterOne has expressed interest
in ipvesting bitlions in US health care companies, which could include Michigan's
Spectrum Health or could be regarding the financial relationships Amway/Alticor has
with the Russian Alfa Bank insurance company.

F.A.Q.

Are you sure the Trump-Email.com domain really belongs to the Trump
Organization?

We have 100% confidence. You can verify the complete whois record by going to the
Godaddy.com website and clicking on WHOIS. While whois records can be forged, we
also judge authenticity based on the resources used by each domain name. A very detailed
analysis has been made of thousands of Trump Organization domain names, vendors and
hosting resources, confirming that this domain without question belongs in the same group.

Excerpt from Trump-Email.com whois record:

Registrant Name: Trump Orgainzation

Registrant Organization: Trump Orgainzation

Registrant Street: 725 Fifth Avenue

Registrant City: New York

Registrant State/Province: New York Registrant State/Province: New York
Registrant Postal Code: 10022

Registrant Country: US Registrant Country: US

Registrant Phone: +1.2128322000
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From: b6 -1

Subject: RE: Trump issue b7C -1

To: | 1CG) (FBI) wryeh___1(cD) (FBI) b7E -3
(CG) (FBI)| | (CD) (FBI)

Cc: Moffa, Jonathan C. (CD) (FBI)

Sent: October 5, 2016 3:22 PM (UTC-04:00)

Rgr. Would you please send me an update where we are on this aspect? Nothing fancy, just hammer out details in an
email

Thanks

———————— Original message --------

From: | | (CG) (FBI)" | 3

Date: 10/05/2016 3:14 PM (GMT-05:00)

To: "Strzok, Peter P. (CD) (FBI)" { B, [ lowr) (FBD)" | b,

| | (cD) (FBD"| % I [(COY(3=0g b6 -1
3 [CG) (BT e -1

Subject: RE: Trump issue b7E -3
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To: Strzok, Peter P. (CD) (FBI)| lwr) FBn] l(cD) (FBI);|
(coy(FBIL_________|CG) (FBIY [(cD) (FBI)

Cc: Moffa, Jonathan C. (CD) (FBI)

Sent: October 5, 2016 3:32 PM (UTC-04:00)

Sure Pete. We're having a lync call with 0 hammer the details out now. He said he'll brief you on the

update when we're done.

———————— Original message --------

From: "Strzok, Peter P. (CD) (FBIL)" b6 -1
Date: 10/05/2016 2:21 PM (GMT-06:00) b7C -1
To: | [CG) (FBD" { b |WF) (FBD)" b7E -3
[ L1 [(CD) (FBD)"] | (cG)
FBD)" { Fl co)FBD)'T P |

(CD) (FBI)" { E
Cc: "Moffa, Jonathan C. (CD) (FBI)"| 3

Subject: RE: Trump issue

Rgr. Would you please send me an update where we are on this aspect? Nothing fancy, just hammer out details in an
email

Thanks

———————— Original message --------

From{] |(CG) (FBD)"

Date: 10/05/2016 3:14 PM (GMT-05:00)

To: "Strzok, Peter P. (CD) (FBD)" { L [ |(WF) (FBD)" | |>,

I |(CD) (FB)" { 1 l(CG) (FBD)"

I [ [{CG) (FBD™ | b b6 -1

Subject: RE: Trump issue b7C -1
b7D -4

Roger. b7E -3

———————— Original message --------

From: "Strzok, Peter P. (CD) (FBI)" 4 b b6 -1

Date: 10/05/2016 2:02 PM (GMT-06:00) b7c -1

ITo- [ Iwr) (FBD" A CD) (FBD)" p7E -3

[(cG) (FBD)" |
Subject: Fwd: Trump issue

FBI(23-CV-30)-811
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———————— Original message --------

From: "Sporre, Eric W. (CYD) (FBD)" b6 -1
Date: 10/05/2016 2:32 PM (GMT-05:00) b7c -1
To:| (YD) (FB)" ] L | (CE) (FBIY" PTE =3
1 Pl | (CYD) (FBD)"{ >

Cq ] "Strzok, Peter P. (CD) (FBI)"

| [ "Moffa. Jonathan C. (CD) (FBI)" J ] {

(CYD) (FBI)" | , "Smith, Scott S. (PG) (FBI)" >

Subject: RE: Trump issue

Thanks. Copying CD.

———————— Original message --------

From: | | (CYD) (FBI)" 4 = b6 -1
Date: 10/05/2016 2:04 PM (GMT-05:00) b7C -1
To: "Sporre, Eric W. (CYD) (FBI)" { = |(CE) (FBD)" b7E -3
1 bl | (CYD) (FBD)" { 2

Ccl

Subject: FW: Trump issue

Eric and alb

FY1 on this being outin the media

From{] it b6 -1,3
Sent: Wednesday, October 05, 2016 1:33 PM b7Cc -1,3
To: Kortan, Michael P. (DO) (FBI);] [po) (FBI;[ ] (DO) (FBY)

Subject: Trump issue

The information below, supposedly posted by private computer experts, suggests some kind of transactions through a
secret data channel between Alfa Bank in Russia and a supposed a€cehiddena€ Donald Trump Organization data server.
It has been suggested to me that this information and scenario is under careful investigation by the FBI. What can you
tell me about all of this ? Many thanks.

Senior National Security Correspondent
Reuters Washington Bureau

b6 -3
b7C -3

Global DNS Data

This site provides neutral, factual DNS data, showing how networks communicate with each other.

1. Lookups for mail trump-email.com
This data shows communications between Trump, Spectrum, and Russian Alfa Bank networks.
2. Network Diagram Scenario

FBI(23-CV-30)-812
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This diagram (png file: 183769 bytes) shows how parties communicated via email using different servers.
3. Check back for more
4. Leave questions at: Laa. lasves@ivia. ig

19

Summary:

e Trump and Russia's largest private bank communicate via hidden server since at least
2016 May

e Confronted with questions by NYT reporter, Alfa Bank denies any relationship

e Hidden server belonging to Trump then disappears (no one but Alfa Bank was asked)

e Deleted host name maill.Trump-Email.com is replaced with trumpl.contact-
client.com

® Russian Alfa Bank is the first host seen to contact the new trumpl. server

Comments:

Trump's FEC filings fail to disclose any foreign bank account in Russia or relationship
with the Russian Alfa Haok.

Network logs show a distinctively human pattern of communications between a hidden
server dedicated for use by the Trump Organization and the Russian financial company
Alfa Bank, which has close ties to the Kremlin. Trump caipaign advisars also have
relatonships with Alfa Hankand related Alf-Group / Letier{ne,

The other frequent connection to Trump's hidden server with the same distinctive human
pattern is Spectrum Health, a Michigan hospital with close ties to the DeVos family
(et /eewwspectumbeatthorg/locationy/helen-devos-childrens-hospital). The Devos
family founded Amway / Alticor which operates in Russia including transactions with
Alfa Bank such as buying inswrance for B30 Alticor emoplovess from Alfk Bank's

msurance subsidiary. The Devos family has given millions of dollars in the past few

was a founder of Blackwater.

Trump's hidden server appears to be a specially configured outbound email server. The
email server type normally would handle outbound bulk advertising or transactional mail
for a large enterprise to customers, powerful enough to deliver millions of emails per
day. ( htp/fwww marketerspeblishingeroun.cony PMTA - UsersGuide-4.0.pdY). Different
in every way from traffic seen on adjacent servers managed by the same server company,
this specially configured server has been exclusively corresponding with Alfa-Bank and
Spectrum since at least May 2016 with a cadence and rate of a human conversation. See
the graph of the connections here.

The stealth server has had two different names:

maill. Trump-Email.com (zone deleted on Friday, 2016-Sept-23 after the Russian Alfa-
Bank was asked by the New York Times to explain the communications)

and on 2016-Sept-27 a new name showed up:
trump I .contact-client.com

When a reporter from the New York Times (NYT) asked the Russian Alfa Bank for
comment about the apparent communications, Alfa Bank denied any relationship with the
Trump Organization. The NYT reporter communicated with no one other than the Russian
Alfa Bank - yet the Trump-Email.com domain began showing signs of panicked
reconfiguration within hours of the New York Times asking the Russian Alfa Bank why
they were making connections to Trump-Email.com. While no errors were seen in all the
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months prior to this question from the reporter - suddenly errors appeared. Two of the
authoritative name server hosts deleted the zone, while the third authoritative just erased
the IP from the configuration line and continued to answer authoritatively. This mistake
can still be demonstrated at the time of this writing.

The Trump Organization deleted the Trump-Email.com zone shortly before 10 AM
Eastern US time on Friday Sept 23rd after the NYT reporter called Alfa Bank. This
suggests a cover-up attempt by Trump and Alfa Bank. It suggests communication from
Alfa Bank warning the Trump Organization to take action to remove the evidence of the
hidden server domain, maill. Trump-Email.com.

The physical server itself was never changed; just the hostname maill.Trump-Email.com
stopped pointing to that physical server and the hostname was effectively deleted from the
global Domain Name System (DNS).

By September 27th 2016, the Trump Organization had created a new host trump1.contact-
client.com pointing to the exact same physical server previously operating as
maill. Trump-Email.com.

The Russian Alfa Bank was the first to contact the newly renamed host, strongly
indicating again that Trump and Alfa Bank are coordinating with each other and have a
very close relationship. After this discovery, they are likely moving conversations to a
new channel.

Trump has a bank account with the Russian Alfa Bank, which may explain the need for
hidden server communications. Alfa Bank / Alfa Group / LetterOne has expressed interest
in investing billions 1n 1S health care companigs, which could include Michigan's
Spectrum Health or could be regarding the financial relationships Amway/Alticor has
with the Russian Alfa Bank insurance company.

F.A.Q.

Are you sure the Trump-Email.com domain really belongs to the Trump
Organization?

We have 100% confidence. You can verify the complete whois record by going to the
Godaddy.com website and clicking on WHOIS. While whois records can be forged, we
also judge authenticity based on the resources used by each domain name. A very detailed
analysis has been made of thousands of Trump Organization domain names, vendors and
hosting resources, confirming that this domain without question belongs in the same group.

Excerpt from Trump-Email.com whois record:

Registrant Name: Trump Orgainzation

Registrant Organization: Trump Orgainzation

Registrant Street: 725 Fifth Avenue

Registrant City: New York

Registrant State/Province: New York Registrant State/Province: New York
Registrant Postal Code: 10022

Registrant Country: US Registrant Country: US

Registrant Phone: +1.2128322000
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From: [ JcoyFsy b6 -1

Subject: RE: Trump issue b7c -1
To: Strzok, Peter P. (CD) (FBI); | (co) (FBI)] wryFe)] | (cD)
(FBI) (CG) (FB)] [CD) (FBI)
Cc: Moffa, Jonathan C. (CD) (FBI)
Sent: October 5, 2016 3:32 PM (UTC-04:00)

Good afternoon,

We iust got off the phons »ﬂ,'iti“:I:Iwho Is comning to update vou now. | am in the process of writing up & quick
update emall now on the red side but T am happy to answer any guestions that yvou have in the meantime.

Best,
b6 -1

s4 | b7c -1

Chicago Ei\fisim,ei | b7E -2,3

tresk:| |

Mobiie: |

From: Strzok, Peter P. (CD) (FBI)

Sent: Wednesday, October 05, 2016 2:21 PM

S0 — ) e ooy (rD)] |(co) (FBD); b6 -1
%[CG) (B ](CD) (FBI) b7c -1

: Moffa, Jonathan C. (CD) (FBI)

Subject: RE: Trump issue

Rgr. Would you please send me an update where we are on this aspect? Nothing fancy, just hammer out details in an
email

Thanks

From: | (CG) (FBD)" { | b6 -1
Date: 10/05/2016 3:14 PM (GMT-05:00) Ezg :i
To: "Strzok, Peter P. (CD) (FBI)"| || |WF) (FBD"| L LTE 3
I [CD) (FBD" { 1 |(CG) (FB)"

| = [(CG) (FBD" |

Subject: RE: Trump issue

Roger.

———————— Original message --------

From: "Strzok, Peter P. (CD) (FBI)" 4 3 b6 -1
Date: 10/05/2016 2:02 PM (GMT-06:00) b7C -1
To: | |(WF) (FBD)" 1 { kCD) (FBD)" { | P7E -3

[(CG) (FBD)"
Subject: Fwd: Trump issue

FBI(23-CV-30)-815
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———————— Original message --------

From: "Sporre, Eric W. (CYD) (FBI)" 4 S b6 -1
Date: 10/05/2016 2:32 PM (GMT-05:00) b7C -1
To: | KCYD) (FBD)" { A |(CE) (FBD)" b7E -3
| A [(CYD) (FB" |

Cci F, "Strzok, Peter P. (CD) (FBD)"

| , F,"MoTTa, Jonathan C. (CD) (FBD" | o |

(CYD) (FBI)" | |, "Smith, Scott S. (PG) (FBL)"

Subject: RE: Trump issue

Thanks. Copying CD.

________ riginal messa
From: (CYD) (FBIY" r b7c -

L]

Date: 10/05/2016 2:04 PM (GMT-05:00) b7C -1

To: "Sporre, Eric W. (CYD) (FBD)" 4 F 1 | (CE) (FBD)" b7E -3
b, [(CYD) (FBD)" 4

Ce|

Subject: FW: Trump issue

Eric and alb

FY1 on this being outin the media

From;| | b6 -1,3
Sent: Wednesday, October 05, 2016 1:33 PM b7C -1,3
To: Kortan, Michael P. (DO) (FBL);| kooy (reD;[ ] (DO) (FBI)

Subject: Trump issue

The information below, supposedly posted by private computer experts, suggests some kind of transactions through a
secret data channel between Alfa Bank in Russia and a supposed “hidden” Donald Trump Organization data server. It
has been suggested to me that this information and scenario is under careful investigation by the FBI. What can you tell
me about all of this ? Many thanks.

| | b6 -3
Senior National Security Correspondent b7C -3
Reuters Washington Bureau

Global DNS Data

This site provides neutral, factual DNS data, showing how networks communicate with each other.

1. Lookups for mail trump-email.com

FBI(23-CV-30)-816
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This data shows communications between Trump, Spectrum, and Russian Alfa Bank networks.

. Network Biagram Scenario

This diagram (png file: 183769 bytes) shows how parties communicated via email using different servers.
Check back for more
Leave questions at: tea. leaveslinta.ig

Summary:
® Trump and Russia's largest private bank communicate via hidden server since at least
2016 May
e Confronted with questions by NYT reporter, Alfa Bank denies any relationship
e Hidden server belonging to Trump then disappears (no one but Alfa Bank was asked)
® Deleted host name maill.Trump-Email.com is replaced with trumpl.contact-
client.com
e Russian Alfa Bank is the first host seen to contact the new trumpl. server
Comments:

with the Russian ;sliu Bank.

Network logs show a distinctively human pattern of communications between a hidden
server dedicated for use by the Trump Organization and the Russian financial company
Alfa Bank, which has close ties to the Kremlin. Trump campaign advisors also have
relationships with Alfa Baok and velated Alfa-Gronp / LetierOne,

The other frequent connection to Trump's hidden server with the same distinctive human
pattern is Spectrum Health, a Michigan hospital with close ties to the DeVos family
(hetp/Awwow spectnunhealth org/locations/belen-devos-childrens-hospital). The Devos
family founded Amway / Alticor which operates in Russia including transactions with
Alfa Bank such as buying insurance for 8040 Alticor eroplovees from Alla Bank's
usurance subsidiary. The Devos family has glven millions of dollars in the past few
months to conservative super PACs (www.fgc.gov). One member of the Devos family
was a founder of Blackwater.

Trump's hidden server appears to be a specially configured outbound email server. The
email server type normally would handle outbound bulk advertising or transactional mail
for a large enterprise to customers, powerful enough to deliver millions of emails per
day. ( http/fwwwmarketerspublishinggrowp. cony PMTA - UsersCiude-4.0.pdf). Different
in every way from traffic seen on adjacent servers managed by the same server company,
this specially configured server has been exclusively corresponding with Alfa-Bank and
Spectrum since at least May 2016 with a cadence and rate of a human conversation. See
the graph of the connections here.

The stealth server has had two different names:

maill. Trump-Email.com (zone deleted on Friday, 2016-Sept-23 after the Russian Alfa-
Bank was asked by the New York Times to explain the communications)

and on 2016-Sept-27 a new name showed up:
trump I .contact-client.com

When a reporter from the New York Times (NYT) asked the Russian Alfa Bank for
comment about the apparent communications, Alfa Bank denied any relationship with the
Trump Organization. The NYT reporter communicated with no one other than the Russian
Alfa Bank - yet the Trump-Email.com domain began showing signs of panicked
reconfiguration within hours of the New York Times asking the Russian Alfa Bank why

FBI(23-CV-30)-817



Obtained by UndeadFOIA

they were making connections to Trump-Email.com. While no errors were seen in all the
months prior to this question from the reporter - suddenly errors appeared. Two of the
authoritative name server hosts deleted the zone, while the third authoritative just erased
the IP from the configuration line and continued to answer authoritatively. This mistake
can still be demonstrated at the time of this writing.

The Trump Organization deleted the Trump-Email.com zone shortly before 10 AM
Eastern US time on Friday Sept 23rd after the NYT reporter called Alfa Bank. This
suggests a cover-up attempt by Trump and Alfa Bank. It suggests communication from
Alfa Bank warning the Trump Organization to take action to remove the evidence of the
hidden server domain, maill. Trump-Email.com.

The physical server itself was never changed; just the hostname maill.Trump-Email.com
stopped pointing to that physical server and the hostname was effectively deleted from the
global Domain Name System (DNS).

By September 27th 2016, the Trump Organization had created a new host trump1.contact-
client.com pointing to the exact same physical server previously operating as
maill. Trump-Email.com.

The Russian Alfa Bank was the first to contact the newly renamed host, strongly
indicating again that Trump and Alfa Bank are coordinating with each other and have a
very close relationship. After this discovery, they are likely moving conversations to a
new channel.

Trump has a bank account with the Russian Alfa Bank, which may explain the need for
hidden server communications. Alfa Bank / Alfa Group / LetterOne has expressed interest
in investing bitlions in U8 health care companigs, which could include Michigan's
Spectrum Health or could be regarding the financial relationships Amway/Alticor has
with the Russian Alfa Bank insurance company.

F.A.Q.

Are you sure the Trump-Email.com domain really belongs to the Trump
Organization?

We have 100% confidence. You can verify the complete whois record by going to the
Godaddy.com website and clicking on WHOIS. While whois records can be forged, we
also judge authenticity based on the resources used by each domain name. A very detailed
analysis has been made of thousands of Trump Organization domain names, vendors and
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