
1. Recipient Name 
ARIZONA STATE UNIVERSITY 
DBAORSPA 

3. Address 

PO SOX 876011 
TEMPE. AZ 85287-6011 
UNITED STATES 

5. Type of Entity 
U. S Educational lnst1tuhon 

8. CFDA Number 

11 . Period of Performance 
Start Date 05-Sep-201e 

U.S. Department of State 

FEDERAL ASSISTANCE AWARD 

6. Unique Entity Identifier 
943360412 

9. Statute Authorit for Assistance 

2. Assistance Type: 

D Cooperative Agreement 

D Fixed Amount Award 

0 Grant 

D Property Grant 

D Voluntary Contribution 

7. EINI TIN 

10. Award Number 

12. Amendment Number 
End Date 04-Sep-2019 M001 

.. • • .. • • • • •• I... t ■ ...... 

~----------------------------
Fundino Distribution 

15. Total Prior Costs New Costs Total Cost 

U.S. Share of Costs $417,538.00 USD 

Recioient Share of Costs $0.00 USO 

Total Costs $417,538.00 USO 

16. Purpose of the Federal Award Activity 
Cost amendment as described ,n inttial award. All terms and conditions unchanged. 

17. Specific Award Conditions 
0 Attached 

A reement 

$80,000.00 USD $497,538.00 USO 

$0.00 USO $0.00 USD 

$80,000.00 USO $497,538.00 USO 

The rec ipient agrees to execute the work in accordance with the Notice of Award, the approved appl ication Incorporated herein by 
reference or as attached. and 2 CFR Parts 200 and 600 includin an subse uent revisions. 

DS-1909 
12-Z0 14 

PRR23-198_0001 



U.S. Department of State 
Award Provisions 

During the period of performance, the Recipient must comply with: 
• The Award Provisions below; 
• The Department of State Standard Terms and Conditions for Federal Awards, 

which are incorporated by reference and made part of this Federal Award. 
Electronic copies containing the complete text are available at: 
https://www.state.gov/m/a/ope/index.htm 

• The applicable sections of 2 CFR §200 and 2 CFR §600; and 
• All assurances and certifications made during the application process. 

1) FEDERAL AWARD IDENTIFICATION NUMBER (FAIN): 

2) FEDERAL SHARE OF AWARD: 
$497,538.00 USO 

3) PURPOSE AND OBJECTIVES OF AWARD: 

a. Purpose: 
ARIZONA STATE UNIVERSITY (hereinafter referred to as the Recipient), is hereby 
provided a federal award, the purpose of which is to: 

The recipient will enhance the capability U.S. allies and partners to detect and defend 
against Russian state-sponsored disinformation efforts through the development 
and/or refinement of techniques and automated tools for identification and analysis of 
digital disinformation and propaganda. 

The Recipient shall carry out the Agreement in accordance with its proposal dated: 05-
Apr-2018, and any revisions to which both parties agree to in writing. The Recipient's 
proposal and any subsequent negotiated revisions are hereby incorporated by 
reference. 

b. Objectives and Expected Outcomes: The Recipient agrees to perform the 
program and meet the specific objectives below: 

See attached Scope of Work. 

4) CONTACT INFORMATION: 

a. Grants Officer: 

DS-1909 
12-2014 

Name: 
Post/Bureau: 

Section: 

Street Address: 

Zip Code: 
E-mail: 

Telephone: 
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b. Grants Officer Representative: 

Name: 

Post/Bureau: 

Section: 

Street Address: 

Zip Code: 

E-mail: 
Telephone: 

5) AUTHORIZED BUDGET SUMMARY: 

Unless otherwise stipulated, funds provided under this award may only be expended on 
authorized activities which take place during the period of performance. 

6) INDIRECT COSTS: 

Type Rate% Applicable to 

Predetermined 56.5% Modified total direct costs. 

The base of application for the rate(s) above is defined in the Recipient's Negotiated 
Indirect Cost Rate Agreement dated 05-Jul-2017. 

7) PRE-AWARD COSTS: 

N/A 

8) PROGRAM INCOME: 

Deduction: Any program income earned by the Recipient as a result of this award and 
during the period of performance must be deducted from the total allowable costs in 
order to determine the net allowable costs for the award. 

9) COST SHARING: 

N/A 

10) SUBRECIPIENTS: 

Subawards not included in the Recipient's approved budget must be submitted to the 
DS-1909 
12-2014 
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Grants Officer prior to execution in order to determine cost allowability. 

All subawards must comply with the requirements of 2 CFR §200.331--Requirements for 
pass-through entities. Upon issuing a subaward, the Recipient is required to submit an 
executed copy to the Grants Officer. 

11) PAYMENTS: 

Payments under this award will be made through the U.S. Department of Health and 
Human Services (HHS) Payment Management System (PMS). Unless otherwise 
stipulated, the Recipient may request payments on a reimbursement or advance basis. 
Instructions for requesting payments are available at: https://pms.psc.gov/. 

Advance payments must be limited to the minimum amounts needed and be timed to be 
in accordance with the actual, immediate cash requirements of the Recipient in carrying 
out the purpose of this award. The timing and amount of advance payments must be as 
close as is administratively feasible to the actual disbursements by the Recipient for 
direct program or project costs and the proportionate share of any allowable indirect 
costs. 

Failure to comply with the terms and conditions of this award may result in payment 
delays. 

12) REPORTING AND MONITORING: 

The Recipient is required to submit Quarterly performance and Quarterly financial 
reports. All reports must be signed and certified by an authorized representative of the 
Recipient organization. All performance progress reports must indicate the Federal 
Award Identifying Number (FAIN), period of performance, reporting period end date, 
reporting frequency (quarterly, interim, semi-annual, annual, final) and include a detailed 
description of program progress. 

Reports are due 30 days after the end of a reporting period and in accordance with the 
schedule below. A final program and financial report is due 90 calendar days after 
the period of performance end date. Failure to comply with these reporting 
requirements may jeopardize the Recipient's eligibility for future awards and/or delays in 
payments. 

D S-1909 
12-2014 

Report 
Report 

Report 

Report 

Report 

Report 

Final 

Performance Progress Report Schedule 
Report RanQe Start Report RanQe End 

05-Sep-2018 30-Sep-2018 

01-0ct-2018 31-Dec-2018 

01-Jan-2019 31-Mar-2019 

01-Apr-2019 30-Jun-2019 

01-Jul-2019 04-Sep-2019 

05-Sep-2018 04-Sep-2019 

Due Date 
30-0ct-2018 

30-Jan-2019 

30-Apr-2019 

30-Jul-2019 

04-0ct-2019 

03-Dec-2019 
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Federal Financial Report Schedule 

Report Report Range Start Report Range End Due Date 

Report 05-Sep-2018 30-Sep-2018 30-0ct-2018 

Report 01-0ct-2018 31-Dec-2018 30-Jan-2019 

Report 01-Jan-2019 31-Mar-2019 30-Apr-2019 

Report 01-Apr-2019 30-Jun-2019 30-Jul-2019 

Report 01 -Jul-2019 04-Sep-2019 04-0ct-2019 

Final 05-Sep-2018 04-Sep-2019 03-Dec-2019 

Financial Reports: 
All financial reports must be submitted using form SF-425-Federal Financial Report. 
Financial reports shall be completed in the Payment Management system. Instructions 
for completing the SF-425 in PMS are available at: https://pms.psc.gov/ 

Financial Reports completed in PMS must also be downloaded and submitted to the 
Grants Officer and Grants Officer Representative via SAMS Domestic. 

Performance Reports: 
As appropriate, performance reports must contain: 

• A comparison of actual accomplishments to the objectives of the federal award 
established for the period. This should include information on how costs are tied to 
accomplishments: 

• The reasons why established goals were not met, and 
• Additional pertinent information including an analysis and explanation of cost 

overruns or high unit costs. 

Performance Reports must be submitted to the Grants Officer and Grants Officer 
Representative via SAMS Domestic. 

The Recipient acknowledges that the Department of State may make site visits as 
determined by the Grants Officer. 

13) SUBSTANTIAL INVOLVEMENT: 

N/A 

14) WAIVER OF ACKNOWLEDGMENT OF DEPARTMENT OF 
STATE SUPPORT AND BRANDING AND MARKING 
REQUIREMENTS: 

The Department of State Standard Terms and Conditions for Federal Awards requires 
that materials produced under a federal award be marked appropriately to acknowledge 
the support of the U.S. Department of State. However, the Department of State has 
determined that for the purposes of this award, the Recipient is not required to publicly 
display Department of State and/or U.S. government branding and marking for materials 
produced under this award, nor insert the disclaimers required in the Standard Terms 
and Conditions. 

15) ADDITIONAL BUREAU/POST SPECIFIC REQUIREMENTS: 

Depending upon the availability of funding, this award will be incrementally funded with 
$80,000 added to the Personnel budget line item via amendment. Should funds not 
become available, GEC will expect that this budget and SoW will be revised and 
mutually agreed to via amendment. 

D S-1909 
12-2014 
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16) SPECIFIC CONDITIONS: 

NIA 

17) SPECIAL PROVISION FOR PERFORMANCE IN A DESIGNATED 
COMBAT AREA: 

NIA 

18) STATE DEPARTMENT LEAHY AMENDMENT VETTING 
REQUIREMENTS: 

NIA 

19) PROTECTING LIFE IN GLOBAL HEALTH ASSISTANCE: 

NIA 

DS-1909 
12-2014 
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CSD Mission 
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NOTE: The activities in this Scope of Work are based on recipient's proposal 
dated April 2018, which is incorporated by reference. In the event of any 
discrepancies, this Scope of Work takes precedence. 
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KEY TERMS AND DEFINITIONS 

Baseline: Data that are collected before or at the start of a program, project, or process and provide a 
basis for planning and/ or assessing subsequent progress and impact. 

Evaluation: The systematic collection and analysis of information about the characteristics and 
outcomes of programs, projects, or processes as a basis for making judgments, improving 
effectiveness and informing decisions about current and future programs, projects, and processes. 
Evaluation is distinct from assessment, which may be designed to examine country or sector context 
to inform program or project design. 

Goal: The highest-order outcome or end state to which a program, project, process, or policy is 
intended to contribute. 

Impact: A result or effect that is caused by or attributable to a program, project, process, or policy. 
Impact is often used to refer to higher-level effects that occur in the medium- or long-term, and can 
be intended or unintended and positive or negative. 

Logic Model: A rigorous methodology used for program or project design that focuses on the causal 
linkages between project inputs, activities, outputs, short-term outcomes, and long-term outcomes. 
It is a visual representation that shows the sequence of related events connecting a planned 
program's or project's objectives with its desired outcomes. 

Monitoring: An ongoing system of gathering information and tracking performance to assess progress 
against established goals and objectives. 

Objective: A statement of the condition or state one expects to achieve toward accomplishing a 
program, process, or project goal. 

Outcome -A results or effect that is caused by or attributed to the project, program, or policy. Outcome 
is often used to refer to more immediate and intended effects. 

Outputs - The products, goods, and services which result from a project or program. 

Performance Indicator: A particular characteristic or dimension used to measure intended changes. 
Performance indicators are used to observe progress and to measure actual results compared to 
expected results. 

Performance Management: The systematic process of collecting, analyzing, and using performance 
monitoring data and evaluations to track progress, influence decision-making, and improve results. 

Pilot: Any new, untested approach that is implemented to learn of its potential feasibility and 
efficacy/ effectiveness because it is anticipated to be replicated or expanded in scale or scope. 

Process: A systematic series of actions or steps taken to achieve a particular end. 

Program: A set of activities, processes, or projects aimed at achieving a goal or objective that is typically 
implemented by several parties over a specified period of time and may cut across sectors, themes, 
and/or geographic areas. 

Program design: The process of analyzing the context, identifying the root causes of issues to be 
addressed, and constructing logic and a theory of how and why a proposed program, project, or 
process will work. 
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Project: A set of activities intended to achieve a defined product, service, or result with specified 
resources within a set schedule. Multiple projects often make up the portfolio of a program and 
support achieving a goal or objective. 

Situational Analysis: A review of the current state or conditions that could affect the design, 
implementation, or outcome of a program, project, or process. 
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LINE-ITEM BUDGET 
Arizona State University 

Disinformation Cascades: Analyzing Propaganda and Disinformation Through Rhetorical and Operational Signatures in the European Theater 
6/1/2018-5/31/2019 
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I. Introduction 
The non-Federal entity and any sub-non-Federal entity must, in addition to the assurances 
and certifications made as pa11 of the award, comply with all applicable te1ms and 
conditions during the project period. 

II. Order of Precedence 
In the event of any inconsistency between provisions of the award, the inconsistency will 
be resolved by giving precedence in the following order: 

A. Applicable laws and statutes of the United States, including any specific legislative 
provisions mandated in the statutmy authority for the award. 

B. Code of Federal Regulations (CFR) 
C. Award Specifics 
D. Standard Te1ms and Conditions 
E. Other documents and attachments 

III. Controlling Language 
In accordance with 2 CFR 200.111, it is the Depa1tment of State's policy that all award 
documents must be in the English language and in te1ms of U.S. dollars, including 
cmTespondence and supporting documents. If an award or any supporting documents are 
provided in both English and a foreign language, it must be stated in each version that the 
English language version is the controlling version. 

IV. Department of State (DOS) Responsibilities 
DOS has overall responsibility for Depa11ment-funded awards, including providing 
oversight for technical, programmatic, financial and administrative performance. 

Agency Award Administrator - Grants Officer (GO) 
The GO is responsible for all actions on behalf of the DOS, including entering into, 
changing, or te1minating an award. The GO is authorized by a wan-ant issued by the 
Procurement Executive in the Office of the Procurement Executive. In addition, the GO 
is responsible for administrative coordination and liaison with the non-Federal entity. 

The GO is the only person authorized to approve changes in any of the requirements in 
the award. In the event the non-Federal entity effects any change at the direction of any 
person other than the GO, the change(s) will be considered to have been made without 
authority and no adjustment will be made in the amount of the award to cover any 
increase in costs inclmed as a result thereof. 

2 
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Agency Program Contact - Grants Officer Representative (GOR) 
In accordance with DOS standard policy, the GO is responsible for all aspects of the 
award, but may designate technically qualified personnel to join in the administration of 
grants. The GOR is delegated by the GO and responsible for the programmatic, 
technical, and/or scientific aspects of the award. Non-Federal entities should direct any 
conespondence related to programmatic and budgetary issues to both the GO and GOR. 

V. Federal Awardee Performance and Integrity Information System 
(FAPIIS) 
If the total value of yom cmTently active grants, cooperative agreements, and 
procmement contracts from all Federal awarding agencies exceeds $10,000,000 for any 
period of time during the period of pe1fonnance of this Federal award, then you as the 
non-Federal entity recipient dming that period of time must maintain the cmTency of 
information repo1ted to the System for Award Management (SAM) that is made available 
in the designated integrity and perfo1mance system (clmently the Federal Awardee 
Perfo1mance and Integrity Info1mation System (F APIIS)) about civil, criminal, or 
administrative proceedings described in paragraph 2 of this award te1m and condition. 
This is a statutory requirement under section 872 of Public Law 110-417, as amended ( 41 
U.S.C. 2313). 

VI. Non-Federal Entity Responsibilities and Compliance with Federal 
Requirements 
The non-Federal entity is responsible for notifying DOS of any significant problems 
relating to the administrative, programmatic or financial aspects of the award. 

The non-Federal entity has full responsibility for the management of the project or 
activity suppmt ed under the award and for adherence to Federal regulations and the 
award te1ms and conditions. Although the non-Federal entity is encomaged to seek the 
advice and opinion of the GO and/or the GOR on special problems that may arise, such 
advice does not diminish the non-Federal entity' s responsibility for making pmdent and 
sound administrative judgments under the circumstances prevailing at the time the 
decision was made and should not in1ply that the responsibility for operating decisions 
has shifted to DOS. 

Non-Federal entity Key Personnel: 
Within thirty (30) days after the date of execution of the award, the non-Federal entity 
must furnish names, titles, and brief biographical sketches (if these have not been 
previously furnished), including info1mation on the education and experience of key 
personnel in charge of the award project and other key professional and supe1visory 
personnel; i.e., the members of the professional staff in a program supervismy position 
engaged for 01· assigned to duties under the award to the Grants Officer. The non-Federal 
entity must also provide similar info1mation for Executive officer personnel that may 
subsequently be assigned by the non-Federal entity to pe1fo1m duties in connection with 
the award. Any changes, prolonged absences, or significant adjustments of total time 
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devoted to the award project of any listed personnel should be brought to the attention of 
the GO and requires p1ior wlitten approval. 

Sub-Non-Federal entity Flow Down Requirement: 
In accordance with 2 CFR 330, te1ms and conditions flow down to all non-Federal entity 
subrecipients and contractors, and must be appropriately addressed in the perfomling 
organization' s sub-award instlument. All cost reimbursement sub-awards (sub-grants, 
subconti·acts, etc.) are subject to those Federal cost principles applicable to the paiticular 
organization concerned. 

Admimsti·ative and Allowable Cost Requirements: 
All non-Federal entities shall comply with the following terms and conditions unless othe1wise 
specified in the award 

Ce1tain applicable Federal administi·ative standards ai·e incorporated by reference. Appropriate 
officials are made aware that elect1·01lic copies containing the complete text of the circulars are 
available on the Government P1inting office www.ecfr.gov website and specifically at: 
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title02/2cfr200 main 02.tpl 

In addition, all 2 CFR references are available on the Depaitment of State's website at: 
https://statebuy.state. gov. 

The principal investigator(s) or project director(s) shall receive a copy of the te1ms and 
conditions, including the award -specific requirements, and any subsequent changes in the te1ms 
and conditions. 

The appropriate non-Federal entity officials shall be made aware of the te1ms and conditions 
made available by DOS in electronic fonn at 
https://www.statebuy.state.gov/fa/Pages/Te1msandCo11ditions.aspx. These te1m and conditions 
may be duplicated, copied or othe1wise reproduced as appropriate. 

Tllis provision does not alter the non-Federal entity's full responsibility for conduct of the 
project and compliance with all terms and conditions. 

VII. Mandatory Disclosure 
Consistent with 2 CFR 200.113, the non-federal entity must disclose, in a timely manner, 
in wiiting to the Office of the Inspector General (OIG) for the Depa1tment of State, with 
a copy to the cogmzant Grants Officer, all violations of Federal criminal law involving 
fraud, bribe1y, or illegal gratuities potentially affecting the Federal award. 

Subrecipients must disclose, in a timely manner, in wiiting to the OIG and to the prime 
recipient (pass-through entity) all violations of Federal criminal law involving fraud, 
b1ibe1y, or illegal gratuities potentially affecting the Federal award. Failure to make 
required disclosures can result in any of the remedies described in 2 CFR 200.338 
"Remedies for Noncompliance", including suspension or debarment. 
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Fo1ward disclosures to: 

VIII. Confidentiality of Information 
Confidential infonnation, as used in this Provision, means: 

• Info1mation or data of a personal nature about an individual that, if released, 
would constitute a clearly unwananted invasion of personal privacy. 

In addition to the types of confidential inf01mation described above, infonnation which 
might require special consideration with regard to the timing of its disclosure may de1ive 
from studies or research, during which public disclosure of prelimina1y invalidated 
fmdings could create enoneous conclusions, which might threaten public health or safety 
if acted upon. 

The Grants Officer and the non-Federal entity may, by mutual consent, identify 
elsewhere in this award specific information and/or categories of info1mation which the 
Government will furnish to the non-Federal entity or that the non-Federal entity is 
expected to generate which is confidential. Similarly, the Grants Officer and the non­
Federal entity may, by mutual consent, identify such confidential inf01mation from time 
to time dming the perf 01mance of the agreement. 

If it is established that inf01mation to be utilized under this award is subject to the P1ivacy 
Act, the non-Federal entity will follow the rnles and procedures of disclosure set f01th in 
the Privacy Act of 197 4, and implementing regulations and policies, with respect to 
systems of records dete1mined to be subject to the Privacy Act. 

Under Recipient' s policy as a public university, the results of work perf01med under this 
agreement must be publishable and agrees that Recipient and its employees and students 
engaged in work hereunder shall be free to present at symposia or professional meetings, and 
to publish in jomnals, theses or dissertation, or othe1wise of their own choosing, 

Notwithstanding anything herein to the contra1y, Recipient agrees to submit manusc1ipts of 
proposed publications to the Grants Officer p1ior to publication for review to asce1tain that no 
confidential or proprieta1y info1mation has been inadve1tently disclosed by the proposed 
manusc1ipt. A delay in publication for the Grants Officer to accomplish this review will be 
granted for thiity (30) days from receipt by the Grants Officer of such manuscript for review. 
In the event a patent application is being filed, Recipient agrees to an additional delay in 
publication for a period not to exceed one hundred twenty (120) days from the date the Grants 
Officer first received said manuscript for review. 
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Whenever the non-Federal entity is unce1tain with regard to the proper handling of material 
under the Federal award, or if the material in question is subject to the Privacy Act or is 
confidential inf01mation subject to this Provision, the non-Federal entity shall obtain a written 
dete1mination from the Grants Officer prior to any release, disclosme, dissemination, or 
publication. 

6 
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IX. Conflict of Interest and Federal Assistance Awards 
The non-Federal entity must maintain wiitten standards of conduct covering conflicts of interest 
and governing the performance of its employees engaged in the selection, award and 
administration of sub-awards and sub-contracts. No employee, officer, or agent may pa1iicipate 
in the selection, award, or administration of a sub-award or subcontract suppmted by a federal 
award if he or she has a real or apparent conflict of interest. Such a conflict of interest would 
arise when the employee, officer, or agent, any member of his or her immediate family, his or 
her pa1iner, or an organization which employs or is about to employ any of the parties indicated 
herein, has a financial or other interest in or a tangible personal benefit from another non-federal 
entity considered for a sub-award or subcontract. The officers, employees, and agents of the non­
Federal entity must neither solicit nor accept gratuities, favors, or anything of moneta1y value 
from sub non-Federal entities, subcontractors, or pa1ties to sub-awards and subcontracts. 
However, non-Federal entities may set standards for situations in which the financial interest is 
not substantial or the gift is an unsolicited item of nominal value. The standards of conduct must 
provide for disciplina1y actions to be applied for violations of such standards by officers, 
employees, or agents of the non-Federal entity. 

If the non-Federal entity has a parent, affiliate, or subsidia1y organization that is not a state, local 
government, or Indian tribe, the non-Federal entity must also maintain wiitten standards of 
conduct cove1ing organizational conflicts of interest. Organizational conflicts of interest are 
those where, because of relationships with a parent company, affiliate, or subsidia1y 
organization, the non-Federal entity is unable or appears to be unable to be impa1iial in 
conducting an award or procurement action involving a related organization. 

The non-Federal entity must disclose in writing any potential conflict of interest to the Federal 
awarding agency or pass-through entity. If the effects of the potential or actual conflict of 
interest cannot be avoided, neutralized, or mitigated before award, the employee, officer or 
agent must recuse themselves from pa1ticipating in the award. Where there is an organizational 
conflict, the prospective non-Federal entity is not eligible for the award. 

If a potential or actual conflict of interest is identified after award and the effects cannot be 
avoided, neutralized or mitigated, the Federal awarding agency will te1minate the award unless 
continued perfo1mance is dete1mined to be in the best interest of the Federal government. 

X. Liability 

The non-Federal entity (ASU) will be responsible for its own negligent acts and omissions and the 
negligent acts and omissions of its agents, employees, and authorized servants during the 
perfo1mance of the award. The non-Federal entity wanants that it is self-insured pursuant to State 
of Arizona law as provided under Arizona Revised Statutes Sections 41-621 et seq. and thereby 
maintains coverage for liabilities arising from the acts or omissions of its employees. The non­
Federal entity is subject to the statutmy requirements imposed by Worker's Compensation law 
within the State of Arizona. Nothing in this statement shall be constrned as enlarging the 
responsibility or liability of the non-Federal entity beyond that permitted by the laws of the State 
of Ai·izona. 
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Notification of Award for Similar Program 
The non-Federal entity must immediately provide written notification to the Grants Officer 
Representative and the Grants Officer in the event that, subsequent to an award, other Federal 
financial assistance is received relative to that pruticular project award. 

Protocol and Decornm 
Dming the tenn of an award, the non-Federal entity will be associated with the Government in 
such a manner that the non-Federal entity's actions will reflect upon the Government and the 
United States. Therefore, the non-Federal entity will be held accountable for appropriate protocol 
and deconun during the awru·d period of perf01mance. 

XI. Financial Management System (FMS) Requirements 
Non-Federal entities must adhere to the Code of Federal Regulations (2 CFR 200 
Subpait D) standru·ds for financial management systems and methods for making 
payments, and mies for satisfying cost sharing and matching requirements, accounting 
for program income, budget revision approvals, making audits, dete1mining allowability 
of costs, and establishing funds availability. 

XII. Payments 
Payment methods shall minimize the time elapsing between the transfer of funds from the 
U.S. Treasmy and the issuance or redemption of checks, wanants, or payment by other 
means by the non-Federal entities. Payment methods of State agencies or 
instrumentalities shall be consistent with Treasmy-State Cash Management Improvement 
Act (C:MIA) agreements or default procedures codified at 31 CFR Part 205. Approval of 
payment requests will be based on the Recipient's progress towards achieving the award 
objectives, the amount of unexpended cash on-hand as rep01ted in the SF-425 and SF-270. and 
the Recipient's adherence to the tenns and conditions of the award. paiticularly in te1ms of timely 
submission ofrequired financial. program and other rep011s. Delinquency in submitting repo1ts 
may result in payment delays. 

Advances. 
Non-Federal entities may be paid in advance, provided they maintain or demonstrate the 
willingness to maintain: 

1. Written procedmes that minimize the time elapsing between the transfer of fimds and 
disbursement by the non-Federal entity, and 

2. Financial management systems that meet the standards for fund control and 
accountability as established in 2 CFR Pa1ts 200 and 600 

Requirements and Procedures. 
Whenever possible, advances shall be consolidated to cover anticipated cash needs for all 
awards made by the Deprutment of State to the non-Federal entity. 

In order of preference, advance payment mechanisms include: 
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1. Electronic funds transfer (EFT) via the Department of Health & Human Services 
(HHS) Payment Management System (PMS): 

2. Department of State-issued electronic funds transfers (EFT); and 
3. Treasmy check. 

The Depa1tment must auth01ize payment by a means other than through PMS. 

Fonns. 
Unless otherwise specified in these Tenns and Conditions, only the following fonns shall 
be authorized for the non-Federal entities in requesting advances and reimbursements. 
The Department shall not require more than an original and two copies. 

1. SF- 270, Request for Advance or Reimbursement. Requests for Treasmy check 
advance payment shall be submitted on SF-270, -Request for Advance or 
Reimbursement, or other forms as may be authorized by 0MB. This form is not to be 
used when Treasmy check advance payments are made to the non-Federal entity 
automatically through the use of a predetermined payment schedule or if precluded by 
special Department of State instructions for electronic funds transfer. 

2. Payments under the award will be made through the U.S. Department of Health and 
Human Services Payment Management System (PMS-SMARTLINK). PMS­
SMARTLINK can also be accessed at the following address: 
http://www.dpm.psc.gov. 

If the non-Federal entity needs fmther assistance, they are to contact the GO identified on 
fonn DS-1909. Non-Federal entities should request funds based on immediate 
disbursement requirements and disburse funds as soon as possible to minimize the 
Federal cash on hand in accordance with the policies established by the U.S. Treasmy 
Depa1tment and mandated by 0MB. 

XIII. Prior Approval Requirements 
For non-construction Federal awards, non-Federal entities must request prior approvals from 
Federal awarding agencies for one or more of the following program or budget-related reasons: 
(a) The disengagement from the project for more than three months, or a 25 percent reduction in 
time devoted to the project, by the approved project director or principal investigator. (b) The 
inclusion, unless waived by the Federal awarding agency, of costs that require prior approval. (c) 
The tr·ansfer of funds budgeted for participant support costs as defined in § 200. 7 5 "Pa1ticipant 
support costs" to other categories of expense. ( d) Unless described in the application and funded 
in the approved Federal awards, the sub-awarding, tr·ansfen-ing or contr·acting out of any work 
under a Federal award. This provision does not apply to the acquisition of supplies, material, 
equipment or general supp01t se1vices. (e) Changes in the approved cost-sharing or matching 
provided by the non-Federal entity. No other prior approval requirements for specific items may 
be imposed unless an exception has been approved by 0MB. (f) Rebudgeting more than 10% of 
the total approved award between direct cost categories. 
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XIV. Period of Availability of Funds 
The project period of the award is indicated on the award cover sheet (Fonn DS-1909). 
The non-Federal entity may charge to the award only allowable costs resulting from 
obligations incuffed during the project period. However, the funds shall be available­
baning cancellation of the relevant appropriation-- for closeout activities that occur after 
the project period, and the non-Federal entity shall liquidate all obligations inclmed 
under the award no later than 90 days after the project period. 

XV. Indirect Costs 
Indirect costs will not be allowable charges against this award unless specifically included as a 
line item in the approved budget for this award. 

Indirect cost recove1y for any actual indirect costs incuned by the non-Federal entity which are 
greater than the indirect cost line item in the approved award budget is limited up to the award 
amount. 

A non-profit organization which has not previously established an indirect cost rate with a 
Federal agency, that believes the DOS should be its cognizant agency, shall submit its initial 
indirect cost proposal immediately after the organization is advised that an award will be made 
and, in no event, later than three months after the effective date of the award. For all NICRA and 
indirect rate inquiries please contact AQM-NICRA@state.gov . 

If a dispute arises in a negotiation of an indirect cost rate between DOS and the non­
Federal entity, the dispute shall be resolved in accordance with the appeals procedures of 
the Department of State, Office of Acquisition Management (A/LM/AQM). 

XVI. Publication for Professional Audiences 
Any publications or articles resulting from the award must acknowledge the suppo1t of 
the Department of State and include a disclaimer of official endorsement as follows: 
"This [article] was funded [in pa1t] by a grant from the United States Depa1tment of 
State. The opinions, findings and conclusions stated herein are those of the author[ s] and 
do not necessarily reflect those of the United States Depaitment of State". The non­
Federal entity must ensure that this disclaimer be included on all brochures, flyers, 
posters, billboards, or other graphic a1twork that are produced under the tenns of the 
award. 

XVII. Branding and Marking Strategy 
The Recipient shall recognize the United States Government's funding for activities 
specified under this award at the project site with a graphic of the U.S. flag accompanied 
by one of the following two phrases based on the level of funding for the award: 

1) Fully funded by the award: 'Gift of the United States Government' 
2) Pa1tially funded by the award: 'Funding provided by the United States Government' 
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Exemptions from this requirement may be allowable but must be agreed to in writing by 
the Grants Officer. 

All programs, projects, assistance, activities, and public communications to foreign 
audiences, pa1tially or fully funded by the Department, should be marked appropriately 
overseas with the standard U.S. flag in a size and prominence equal to (or greater than) 
any other logo or identity. The requirement does not apply to the Recipient's own 
corporate communications or in the United States. 

The Recipient should ensure that all publicity and promotional materials underscore the 
sponsorship by or paitnership with the U.S. Government or the U.S. Embassy. The Recipient 
may continue to use existing logos or program materials; however, a standai·d rectangular U.S. 
flag must be used in conjunction with such logos. 

The U.S. flag may replace or be used in conjunction with the Depa1tment of State seal, the U.S. 
embassy seal, or other DOS program logos. 

Sub non-Federal entities and subsequent tier sub-awai·d agreements are subject to the marking 
requirements and the non-Federal entity shall include a provision in the sub non-Federal entity 
agreement indicating that the standard, rectangular U.S. flag is a requirement. 

In the event the non-Federal entity does not comply with the marking requirements as established 
in the approved assistance agreement, the Grants Officer Representative and the Grants Officer 
must initiate co1Tective action with the Non-Federal entity. 

XVIII. Travel 
All Federal Government-financed international air transp01tation must be accomplished 
by U.S. Flag air caniers or U.S. code sharing to the extent that service by those caITiers is 
available. These circumstances are outlined below: 

1. The United States - European Open Skies Air Transp01t Agreement (U.S.-E.U. Open 
Skies Agreement) is a bilateral/multilateral agreement that allows federal funded 
transp01tation services to use foreign air caniers under specific circumstances. Due to 
recent modifications to the U.S. - E.U. Open Skies Agreement, the Depa1tment's travel 
policy has been amended. 

2. The modified agreement allows travelers to: 
a. Use EU caniers if the travelers are not eligible to use City Pair Fares. Examples 

would be non-Federal entities and sub non-Federal entities of Federal Awards 
traveling between points not reflected in the approved Federal Award budget. 

b. Use EU caniers between points in the United States and points OUTSIDE of the 
EU when there is no City Pair Fare on the route or the traveler is not eligible to 
use the fare. In essence, this allows travelers to compare costs and select between 
an EU and U.S. flag canier when the flight originates, aITives in, or stops in any 
of the EU countiies. 
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c. For additional infonnation regarding these issues, we invite the non-federal entity 
to review the frequently asked questions posted on our A/LM website at 
http: //almopst tm. a . state . gov/EU OPEN SKI ES AMENDMENT FAQ . asp or 
contact "Transpor t a tionQuery@st a t e . g ov . " 

For infonnation on other "open skies" agreements into which the United States has entered, 
please refer to GSA's website at http://www.gsa.gov/p01tal/content/l03 l91. 

Refer to the electronic Code of Federal Regulations as codified published in Title 41 CFR 
301.10, "Public Contracts and Prope1ty Management, Transpmtation Expenses" to obtain 
entire Fly America Act regulatmy guidance on following website address: 
www.gpoaccess.gov/ cfr/index.html 

XIX. Prohibition Against Assignment 
Notwithstanding any other provision of an award, the non-Federal entity must not transfer, 
pledge, m01tgage, or othe1wise assign the award, or any interest therein, or any claim arising 
thereunder, to any pa1ty or pa1ties, bank trnst companies, or other financing or fmancial 
institutions. 

XX. Monitoring and Reporting Requirements 
Monitoring 
The non-Federal entity is responsible for oversight of the operations of the Federal award 
suppo1ted activities. The non-Federal entity must monitor its activities under Federal 
awards to assure compliance with applicable Federal requirements and performance 
expectations are being achieved. Monitoring by the non-Federal entity must cover each 
program, function or activity. Per Section 2 CFR 200.328 http://www.ecfr.gov/cgi­
bin/text-idx?node=2:1.1.2.2.1#se2.1.200 1328 . 

Annual Reconciliation of Continuing Assistance Awards. DOS must reconcile multi­
year awards at least annually and evaluate program peif onnance and financial reports. 
Items to be reviewed include a comparison of the non-Federal entity's work perf01mance 
to its progress rep01ts and project expenditures. See Section 7 of the U.S. Depa1tment of 
State Award Specific Provisions for details regarding repmting and monitoring. 

Federal F1mding Accountability and Transparency Act (FF ATA) Repo1ting Procedures 
Awards that are deemed ' sensitive' and therefore do not require FF ATA repo1ting will be 
designated by a provision in Section 7 of the U.S. Depa1tment of State Award Specific 
provisions stating that this award is not subject to the Federal Funding Accountability and 
Transparency Act (FFATA) sub-award rep01ting requirements as outlined in the Office of 
Management and Budgets (0MB) guidance issued August 27, 2010. 

Reporting of first-tier sub awards. 
1. Applicability. Unless the non-Federal entity is exempt as provided under exemptions 

of this award te1m, the non-Federal entity must repmt each action that obligates 
$25,000 or more in Federal fimds that does not include Recove1y funds (as defmed in 
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section 1512(a)(2) of the American Recove1y and Reinvestment Act of 2009, Pub. L. 
111-5) for a sub award to an entity (see definitions of this award tenn). 

2. Where and when to repo1t. 
i. You must repo1t each obligating action described in paragraph a. l. of this award 
te1m to http://www.fsrs.gov. 
ii. For sub award inf01mation, rep01t no later than the end of the month following the 
month in which the obligation was made. (For example, if the obligation was made on 
November 7, 2010, the obligation must be reported by no later than December 31, 
2010.) 

3. What to rep01t. The non-Federal entity must report the inf01mation about each 
obligating action that the submission instrnctions posted athttp://www.fsrs.gov 
specify. 

Reporting Total Compensation of Non-Federal entity Executives. 
1. Applicability and what to repo1t. the non-Federal entity must repo1t total 

compensation for each of the five most highly compensated executives for the 
preceding completed fiscal year, if -
1. the total Federal funding auth01ized to date under this award is $25,000 or more; 
11. in the preceding fiscal year, the non-Federal entity received-

(A) 80 percent or more of the annual gross revenues from Federal procurement 
contracts (and subcontracts) and Federal financial assistance subject to the 
Transparency Act, as defined at 2 CFR 170.320 (and sub awards); and 
(B) $25,000,000 or more in annual gross revenues from Federal procurement 
contracts (and subcontracts) and Federal financial assistance subject to the 
Transparency Act, as defined at 2 CFR 170.320 (and sub awards); and 
(C) The public does not have access to info1mation about the compensation of 
the executives through pe1iodic rep01ts filed under section 13( a) or 15( d) of the 
Securities Exchange Act of 1934 (15 U.S.C. 78m(a), 78o(d)) or section 6104 of 
the Internal Revenue Code of 1986. (To detennine if the public has access to the 
compensation information, see the U.S. Security and Exchange Commission total 
compensation filings at http://www.sec.gov/answers/execomp .htm.) 

2. Where and when to rep01i. The non-Federal entity must rep01t executive total 
compensation described in paragraph 1. of this award te1m: 
i. As pa1t of your registration profile athttp:www.sam.gov. 
ii. By the end of the month following the month in which this award is made, and 
annually thereafter. 

Reporting of Total Compensation of Sub non-Federal entity Executives. 
1. Applicability and what to repo1t. Unless the non-Federal entity is exempt as provided 

in exemptions of this award te1m, for each first-tier sub non-Federal entity under this 
award, the non-Federal entity shall repo1i the names and total compensation of each 
of the sub non-Federal entity's five most highly compensated executives for the sub 
non-Federal entity's preceding completed fiscal year, if-
i. in the sub non-Federal entity's preceding fiscal year, the sub non-Federal entity 
received-
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A 80 percent or more of its annual gross revenues from Federal procurement 
contracts (and subcontracts) and Federal financial assistance subject to the 
Transparency Act, as defined at 2 CFR 170.320 (and sub awards); and 
B. $25,000,000 or more in annual gross revenues from Federal procurement 
contracts (and subcontracts), and Federal financial assistance subject to the 
Transparency Act (and sub awards); and 
C. The public does not have access to information about the compensation of 
the executives through periodic repmts filed under section 13(a) or 15(d) of the 
Securities Exchange Act of 1934 (15 U.S.C. 78m(a), 78o(d)) or section 6104 of the 
Internal Revenue Code of 1986. (To detennine if the public has access to the 
compensation infmmation, see the U.S. Security and Exchange Commission total 
compensation filings at http://www.sec.gov/answers/execomp.htm.) 

2. Where and when to repo1t. The non-Federal entity must repo1t sub non-Federal 
entity executive total compensation described in paragraph 1. of this award te1m: 

i. To the non-Federal entity. 
ii. By the end of the month following the month during which the sub award is 
made. For example, if a sub award is obligated on any date dming the month of 
October of a given year (i.e., between October 1 and 31), the non-Federal entity must 
repo1t any required compensation infmmation of the sub non-Federal entity by 
November 30 of that year. 

Exemptions 
If, in the previous tax year, gross income, from all sources, was under $300,000, the non­
Federal entity are exempt from the requirements to repmt: Sub awards; and the total 
compensation of the five most highly compensated executives of any sub non-Federal 
entity. 

Definitions. 
For purposes of this award term: 
1. Entity means all of the following, as defined in 2 CFR pa.it 25: 

i. A Governmental organization, which is a State, local government, or Indian tribe; 
ii. A foreign public entity; 
iii. A domestic or foreign nonprofit organization; 
iv. A domestic or foreign for-profit organization; 
v. A Federal agency, but only as a sub non-Federal entity under an award or sub 

award to a non-Federal entity. 
2. Executive means officers, managing pa1tners, or any other employees in management 

positions. 
3. Sub award: 

1. This te1m means a legal instrnment to provide support for the perfmmance of any 
po1tion of the substantive project or program for which you received this award 
and that you as the non-Federal entity award to an eligible sub non-Federal entity. 

u. The term does not include your procurement of prope1ty and services needed to 
cany out the project or program. 

Ill. A sub awai·d may be provided through any legal agreement, including an 
agreement that you or a sub non-Federal entity considers a contract. 
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4. Sub non-Federal entity means an entity that: 
i. Receives a sub-award from you (the non-Federal entity) under this award; and 

ii. Is accountable to you for the use of the Federal funds provided by the sub award. 
5. Total compensation means the cash and noncash dollar value earned by the executive 

during the non-Federal entity's or sub non-Federal entity' s preceding fiscal year and 
includes the following (for more info1mation see 17 CFR 229.402(c)(2)): 
1. Sala1y and bonus. 

u. Awards of stock, stock options, and stock appreciation rights. Use the dollar 
amount recognized for financial statement repmting purposes with respect to the 
fiscal year in accordance with the Statement of Financial Accounting Standards 
No. 123 (Revised 2004) (FAS 123R), Shared Based Payments. 

m. Earnings for services under non-equity incentive plans. This does not include 
group life, health, hospitalization or medical reimbursement plans that do not 
discriminate in favor of executives, and are available generally to all salaried 
employees. 

1v. Change in pension value. This is the change in present value of defined benefit 
and actuarial pension plans. 

v. Above-market earnings on defe1Ted compensation which is not tax-qualified. 
v1. Other compensation, if the aggregate value of all such other compensation ( e.g. 

severance, termination payments, value of life insurance paid on behalf of the 
employee, perquisites or prope1ty) for the executive exceeds $10,000. 

XX.I. Post-Award Requirements for Closeout 
Closeout procedures require: 
1. submission by the grant non-Federal entity of final financial and program repo1ts within 

ninety (90) calendar days after the project period end date; 
2. reconciliation of all cost or expenditure discrepancies; 
3. prompt payment of allowable costs; 
4. immediate collection of any unexpended funds or disallowed costs; 
5. de-obligation of excess funds; and 
6. disposition of prope1ty and/or equipment acquired under the award. 

The non-Federal entity must make eve1y effo1t to obtain its Final Indirect Rate from its 
cognizant agency. The settlement for any upward or downward adjustment to the 
Federal share of costs for provisional NICRA rates are based on the non-Federal entity's 
submission of its Final SF-425 and, for rate increases, the availability of funds remaining 
in the award obligation. Umecovered indirect costs may be considered cost share or 
matching with plior approval of the Grants Officer. Note that the non-Federal entity 
must be able to substantiate any cost share. 

If the non-Federal entity organization does not have its Final Indirect Rate within 12 
months after the end of the project period end date, the Grants Officer shall proceed with 
close-out after which all funds remaining in the obligation shall be de-obligated. 
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XXII. Retention and Access Requirements for Records 
The non-Federal entity must maintain financial records, suppmting documents, statistical 
records, and all other records pertinent to an award for a period of three years from the 
date of submission of the final expenditure repmt. Exceptions to the three-year rnle are 
referenced in 2 CFR 200.333. For awards that are renewed quarterly or annually, the 
retention period is from the date of the submission of the qua1terly or annual financial 
repo1t as authorized by the Depa1tment. The Depaitment must request transfer of ce1tain 
records to its custody from non-Federal entities when it detennines that the records 
possess long-te1m retention value. However, in order to avoid duplicate record.keeping, 
DOS may anange for non-Federal entities to retain any records that are continuously 
needed for joint use. 

Timely and Umestricted Access. DOS authorized officials, the Inspector General, 
Comptroller General, or any of their duly authorized representatives have the right of 
timely and umestricted access to any books, documents, papers, or other records of non­
Federal entities that are pe1tinent to the award, in order to make audits, examinations, 
exce1pts, transcripts, and copies of such documents. This right also includes timely and 
reasonable access to a non-Federal entity' s personnel for the pmpose of interview and 
discussion related to such documents. The lights of access in this paragraph are not 
limited to the required retention period, but must last as long as records ai·e retained. 

XXIII. Audits 
For all DOS awards to a U.S. based non-federal entity, regardless of business type, the 
non-Federal entities are subject to the audit requirements found in 2 CFR Pait 200 
Subpa1t F. In addition, the non-Federal entities are subject to the audit requirements 
found in the Single Audit Act of 1984, 31 U.S.C. 7501-7507. 

Non-Federal entities that expend $750,000 or more in a year in Federal awards must have 
a single or program-specific audit conducted for that year in accordance with the revised 
circular. 

The fuspector General or any of his or her duly authmized representatives shall have 
access to any pe1tinent books, documents, papers and records of the non-Federal entity. 
Information accessible to the fuspector General includes wiitten, printed, recorded, 
produced, or reproduced by any mechanical, magnetic, or other process or medium. DOS 
reserves the right to make audits, inspections, exce1pts, transcriptions or other 
examinations as authmized by law of the non-Federal entities' documents and facilities. 

The data collection f01m and the repo1ting package shall be submitted electronically to 
the Federal Audit Clea1inghouse (https://harvester.census.gov/sac ). 

DOS and its authorized representatives have the legally enforceable right to examine, 
audit, and copy, at any reasonable time, all records in DOS possession pe1taining to the 
award. 
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Audits of Foreign Non-Federal entity Organizations 
All Foreign organizations that expend $750,000 or more in a fiscal year in Federal awards must 
perfo1m an independent, non-Federal entity-contracted Single Audit or Program Specific Audit. 

Program-specific Audit - means an audit of one Federal award program. Single Audit - means 
an audit which includes both the entity's financial statements and the Federal Awards to be 
conducted in accordance with Generally Accepted Government Auditing Standards (GAGAS). 

The audits must be independently and professionally executed in accordance with GAGAS either 
prescribed by a government's Supreme Audit Institution with auditing standards approved by the 
Comptroller General of the United States, or in accordance with the host countly's laws or 
adopted by the host country's public accountants or associations of public accountants, together 
with generally accepted international auditing standards. However, foreign entity audits 
consistent with International Standards for Auditing or other auditing standards are acceptable 
with the Grants Officer's approval. 

For sub-non-Federal entities expending $750,000 or more in Depa11ment of State award funding 
dming their fiscal year, Department of State standard audit provisions require that P1ime non­
Federal entities ce1tify that audits of sub-non-Federal entities are perfo1med annually and 
according to the standards described above. 

The cost of audits may be charged either as an allowable direct cost to the award, or included in 
the organizations established indirect costs in the award's detailed budget. 

XXIV. Debarment and Suspension 
Deba1ment and suspension are discretiona1y actions that, taken in accordance with this 
subpa1t, are appropriate means to effectuate this policy. 

1. The se1ious natme of debaiment and suspension requires that these sanctions be 
imposed only in the public interest for the Government's protection and not for 
purposes of punishment. Agencies shall impose debaiment or suspension to protect 
the Government' s interest and only for the causes and in accordance with the 
procedures set fo1th in 2 CFR Part 180 subpait s A Through I and 2 CFR Part 601. 

2. When more than one agency has an interest in the debarment or suspension of a non­
Federal entity, the lnteragency Committee on Debaiment and Suspension, established 
under Executive Order 12549, and authorized by Section 873 of the National Defense 
Authorization Act, 2009 (P. L. 110-417), shall resolve the lead agency issue and 
coordinate such resolution among all interested agencies prior to the initiation of any 
suspension, debarment, or related adminisu-ative action by any agency. 

The non-Federal entity ce1tifies to the best of its knowledge and belief that it and its 
principals: 
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1. Are not presently debai.Ted, suspended, proposed for disba1ment, declai·ed ineligible, 
or volunta1ily excluded from covered transactions by any Federal depaitment or 
agency; 

2. Have not within a three-year period preceding this application been convicted of or 
had a civil judgment rendered against them for commission of fraud or a criminal 
offense in connection with obtaining, attempting to obtain, or perf01ming a public 
(Federal, State, or local) transaction or contract under a public transaction; violation 
of Federal or State antitrust statutes or commission of embezzlement, theft, forgery, 
bribe1y, falsification or destrnction of records, making false statements, or receiving 
stolen property; 

3. Are not presently indicted for or othe1wise criminally or civilly charged by a 
governmental entity (Federal, State, or local) with commission of any of the offenses 
enumerated; and 

4. Have not within a three-year period preceding this application had one or more public 
transactions (Federal, State, or local) te1minated for cause or default. 

Where the prospective primaiy paiticipant is unable to ce1tify to any of the statements in 
this ce1tification, such prospective prima1y pa1ticipant shall attach an explanation to this 
award. 

XXV. Termination 
Awards may be te1minated in whole or in pa1t if any of the circumstances stated below 
apply: 

National Security or Foreign Policy Interests 
By DOS, if at any time DOS dete1mines that continuation of all or part of the funding for a 
program should be suspended or te1minated because such assistance is not consistent with the 
national secmity or foreign policy interests of the United States, or would be in violation of an 
applicable law. In such cases, DOS may, following notice to the non-Federal entity, suspend or 
tetminate the award in whole or in pa1t and prohibit the non-Federal entity from incmTing 
additional obligations chargeable to the award other than those costs specified in the notice of 
suspens10n. 

By Mutual Agreement 
When DOS wishes to tetminate a project, the GO will issue, in writing, a te1mination 
notice to the non-Federal entity' s authorized representative with a copy to the project 
manager and the GOR. The non-Federal entities may te1minate their perfotmance of a 
project in whole or in pa1t. When both patties agree that continuation of the project 
would not produce results commensmate with fmther expenditure of funds or for any 
other reason, the award may be te1minated by mutual consent. The non-Federal entities 
may tenninate the project after the authorized representative advises the GO in writing; 
and concunently sends a copy to the GOR. Within 30 days after receipt of a request by 
either paity for tetmination by mutual agreement, the other patty will provide an 
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appropriate wiitten response. The two pa1ties must agree upon the te1mination 
conditions, including the effective date, and, in the case of pa1tial tennination, the po1tion 
to be te1minated. The non-Federal entity must not incur new obligations for the 
te1minated portion after the effective date and must cancel as many outstanding 
obligations as possible. DOS will allow full credit to the non-Federal entities for the 
Federal Share of the obligations that cannot be cancelled properly incurred by the non­
Federal entities prior to termination. 

For Cause 
DOS reserves the right to te1minate the award in whole or in part at any time before the 
project period end date, whenever it is dete1mined that the non-Federal entities have 
failed to comply with the conditions of the award. However, if DOS determines in the 
case of paitial te1mination that the reduced or modified po1tion of the award will not 
accomplish the purposes for which the award was made, it may te1minate the award in its 
entirety. 

DOS must promptly notify the non-Federal entities in writing of the detennination and reasons 
for the te1mination, together with the effective date. Payments made to non-Federal entities or 
recoveries by DOS awards te1minated for cause must be in accordance with the legal rights and 
liabilities of the paities. 

XXVI. Certification Regarding Lobbying 
As required by Section 1352, Title 31 of the U.S. Code, and implemented at 2 CFR Pait 418, for 
persons entering into a grant or cooperative agreement over $100,000, the applicant ce1tifies, to 
the best of his or her knowledge and belief, that: 

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of the 
undersigned, to any person for influencing or attempting to influence an officer or employee 
of any agency, a Member of Congress, an officer or employee of Congress, or an employee 
of a Member of Congress in connection with the awarding of any Federal contract, the 
making of any Federal Cooperative Agreement, the making of any Federal loan, the entering 
into of any cooperative agreement, and the extension, continuation, renewal, amendment or 
modification of any Federal contract, grant, loan, or cooperative agreement. 

2. If any funds other than Federal appropriated funds have been paid or will be paid to any 
person for influencing or attempting to influence an officer or employee of any agency, a 
Member of Congress, an officer or employee of Congress, or an employee of a Member of 
Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the 
undersigned shall complete and submit Standard Fo1m-LLL, "Disclosure of Lobbying 
Activities," in accordance with its instrnctions. 

3. The undersigned shall require that the language of this certification be included in the award 
documents for all sub-awai·ds at all tiers (including subcontracts, sub-grants, and contracts 
under grants, loans, and cooperative agreements) and that all non-Federal entities shall ce1tify 
and disclose accordingly. This certification is a material representation of fact upon which 
reliance was placed when this transaction was made or entered into. Submission of this 
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ce1tification is a prerequisite for making or entering into this transaction imposed by section 
1352, title 31, United States Code. Any person who fails to file the required ce1tification shall 
be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each 
such failure. 

XXVII. Section 504 of the Rehabilitation Act 
Section 504 of the Rehabilitation Act provides that no otherwise qualified individual with 
a disability in the United States, shall, solely by reason of his/her disability, be excluded 
from the paiticipation in, be denied the benefits of, or be subjected to discrimination 
under any program or activity receiving federal assistance. A non-Federal entity of 
federal financial assistance must provide programs and services in a manner that does not 
discriminate based on disability and ensures equal access and oppo1tunity for people with 
disabilities. 

For the purpose of Section 504, the te1m individual with a disability means any person who (a) 
has a physical or mental impairment which substantially limits one or more of such person's 
major life activities, (b) has a record of such impairment, or ( c) is regarded as having such 
impai1ment. 

XXVIII. Awards to Faith-Based and Community Organizations 
The non-Federal entity may not discriminate against any beneficia1y or prospective 
beneficiaiy under this award on the basis of religion or belief: 

Accordingly, in providing services suppo1ted in whole or in pa1t by this agreement or in 
its outreach activities related to such services, the non-Federal entity may not 
discriminate against cunent or prospective program beneficiaries on the basis of religion, 
a religious belief, a refusal to hold a religious belief, or a refusal to attend or participate in 
a religious practice. 

Unless specifically authorized by the Depaitment of State, non-Federal entities that 
engages in explicitly religious activities, including activities that involve ove1t religious 
content such as worship, religious instruction, and proselytization, must perfo1m such 
activities and offer such services at a different time or location from any programs or 
services directly funded by this award, and participation by beneficiaries in any such 
explicitly religious activities must be volunta1y. 

If the non-Federal entity makes sub-awards under this agreement, faith-based organizations 
should be eligible to pa1ticipate on the same basis as other organizations, and should not be 
discriminated against on the basis of their religious chai·acter or affiliation. 

XXIX. Religious Persecution 
The non-Federal entity must ensure that its personnel take into account in their work the 
considerations reflected in the International Religious Freedom Act concerning countly-specific 
conditions, the right to freedom of religion, methods of religious persecution practiced in foreign 
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countries, and applicable distinctions within a country between the nature of and tr·eatment of 
va1ious religious practices and believers. 

XXX. Prohibition on Abortion Related Activities 
The Recipient agrees that none of the funds provided by this award shall be used to issue grant 
funds to lobby for or against abortion. The recipient agrees that none of the funds provided by 
this award shall be used to pay for the perfonnance of ab01tion as a method of family planning or 
to motivate or coerce any person to practice abortions. 

XXXI. Minority Business Participation, Executive Order 12432 
In accordance with Executive Order 12432, Minolity Business Enterprise Development, 
DOS encourages the non-Federal entities to utilize minority business enterplises in the 
pe1fo1mance of the award. When contracting for any supplies, services, research, or 
constmction under the award, the non-Federal entities must make their best effo1ts to 
solicit bids, proposals, or quotations from min01ity business enterprises. 

A min01ity business enterprise is defined as a business that is at least 51 percent owned 
by one or more minolity individuals, or in the case of any publicly owned business, at 
least 51 percent of the voting stock is owned by one or more minority individuals. The 
daily business operations are likewise managed by a minority owner. A minority 
individual is defined as a US. citizen who has been subjected to racial or ethnic prejudice 
or cultural bias because of his or her identity as a member of this group without regard to 
his or her individual qualities. Such groups include, but are not limited to: Black 
[African] Americans, Hispanic Americans, Native Americans, and Asian-Pacific 
Americans. 

XXXI. Trafficking in Persons 
1. Provisions applicable to any recipient. 

1. You must infonn us immediately of any info1mation you receive from any source 
alleging a violation of a prohibition in paragraph a .1 of this award te1m. 

2. Our right to te1minate unilaterally that is described in paragraph a.2 orb of this 
section: 

Implements section 106(g) of the Trafficking Victims Protection Act of 
2000 (TVPA), as amended (22 US.C. 7104(g)), and 

1. Is in addition to all other remedies for noncompliance that are available to us 
under this award. 

2. You must include the requirements of this award te1m in any subaward you make to a 
private entity. 

3. Provisions applicable to a recipient that is a private entity. 
1. You as the recipient, your employees, subrecipients under this award, and 

subrecipients' employees may not-
1. Engage in severe fo1ms of trafficking in persons during the period of time 

that the award is in effect; 
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11. Procure a commercial sex act during the period of time that the award is in 
effect; or 

111. Use forced labor in the perfonnauce of the award or subawards U11der the 
award. 

2. We as the Federal awarding agency may unilaterally terminate this award, without 
penalty, if you or a subrecipient that is a private entity-
1. Is detennined to have violated a prohibition in paragraph a. I of this award 

term; or 
11. Has au employee who is detennined by the agency official authorized to 

terminate the award to have violated a prohibition in paragraph a.1 of this 
award te1m through conduct that is either-

1. Associated with performance under this award; or 
2. Imputed to you or the subrecipient using the standards and due 

process for imputing the conduct of an individual to an organization 
that are provided in 2 CFR pa1t 180, "OMB Guidelines to Agencies 
on Government-wide Deba1ment and Suspension (Non­
procurement)," as implemented by om agency at 2 CFR pa1t 376. 

4. Provision applicable to a recipient other than a private entity. We as the Federal 
awarding agency may unilaterally te1minate this award, without penalty, if a subrecipient 
that is a private entity-

1. Is dete1mined to have violated an applicable prohibition in paragraph a.I of this 
award term; or 

2. Has an employee who is determined by the agency official authorized to tenninate 
the award to have violated an applicable prohibition in paragraph a.1 of this award 
tenn through conduct that is either-
ii. Associated with perfo1mance under this award; or 

3. Imputed to the subrecipient using the standards and due process for imputing the 
conduct of an individual to au organization that are provided in 2 CFR part 180, 
"OMB Guidelines to Agencies on Government-wide Deba1ment and Suspension 
(Non-procurement)," as implemented by our agency at 2 CFR pa1t 376. 

5. Definitions. For purposes of this award term: 
1. "Employee" means either: 

An individual employed by you or a subrecipient who is engaged in the 
performance of the project or program under this award; or 

1. Another person engaged in the perfonnance of the project or program U11der 
this award and not compensated by you including, but not limited to, a 
volunteer or individual whose se1vices are conttibuted by a third party as au 
in-kind contribution toward cost sharing or matching requirements. 

2. "Forced labor" means labor obtained by any of the following methods: the 
recmittnent, harboring, transportation, provision, or obtaining of a person for labor 
or services, through the use of force, fraud, or coercion for the purpose of 
subjection to involunta1y se1vitude, peonage, debt bondage, or slave1y. 

3. "Private entity": 
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Means any entity other than a State, local government, Indian tribe, or 
foreign public entity, as those tem1s are defined in 2 CFR 175.25. 

1. Includes: 
1. A nonprofit organization, including any nonprofit institution of higher 

education, hospital, or tribal organization other than one included in 
the definition of Indian t:Iibe at 2 CFR l 75.25(b). 

2. A for-profit organization. 
4. "Severe fmms of trafficking in persons," "commercial sex act," and "coercion" 

have the meanings given at section 103 of the TVPA, as amended (22 U.S.C. 
7102) 

XXXII. Blocking Property and Prohibiting Transactions Who Commit, 
Threaten To Commit, or Support Terrorism, Executive Order 13224 
Executive Order 13224 designated certain individuals and entities that commit or pose a 
significant risk of committing teITorist acts and authorized the Secreta1y of State to 
designate additional individuals and entities. 

The Order also autho1ized the Secreta1y of the Treasmy to designate additional 
individuals and entities that provide supp011 or services to, are owned or controlled by, 
act for or on behalf of, or are "othe1wise associated with," an individual or entity who has 
been designated in or under the order. All prope11y and interests in property of the 
individual or entity in the United States or in the possession or control of United States 
persons are blocked. The order prohibits all transactions and dealings in blocked 
prope11y or interests in the United States or by United States persons, and also prohibits 
n·ansactions with, and provision of suppo1t for, individuals or entities listed in or subject 
to the Order. 

Non-Federal entities should be aware of Executive Order 13224 and the names of the 
individuals and entities designated thereunder. A list of these names can be found in the 
exclusions section of the SAM.gov. The web site is: http://www.sam.gov. 

Non-Federal entities are reminded that U.S. Executive Order and U.S. laws prohibit 
tJ.·ansactions with, and the provision of resources and suppmt to, individuals and 
organizations associated with tefforism. It is the legal responsibility of the non-Federal 
entity/cont:I·actor to ensure compliance with these Executive Orders and laws. 
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MODIFICATION NUMBER 05 
SUBCONTRACT AGREEMENT 

BETWEEN 
KITWARE, INC. 

and 
ARIZONA BOARD OF REGENTS FOR AND ON BEHALF OF ARIZONA STATE UNIVERSITY 

The Agreement heretofore entered into under Subcontract Number between 
Kitware Inc., ("Sponsor") and ARIZONA BOARD OF REGENTS FOR AND ON BEHALF OF 
ARIZONA STATE UNIVERSITY ("Subcontractor") made effective as of December 04, 2020 is 
modified. Articles 3, 8, and 25 and of this Subcontract is modified as specified herein. 

A. The period of performance is extended through January 31, 2025 
B. The total estimated cost of the Subcontract of $848,513 has been increased by $152,392 

for a revised total estimated cost of $1 ,000,905. 
C. The funding amount has been increased by $110,642 for a revised total funded amount 

to date of $726,941 
D. Task 4.3 has been added. Exhibit A- Statement of Work has been deleted in its entirety 

and replaced by Statement of Work dated January 20, 2023 
E. Mandatory Flow down clause 252.204-7020 has been added and incorporated by 

reference. Exhibit D has been deleted in its entirety and replaced by Exhibit D Prime 
Terms and Conditions, Rev 1 dated January 26, 2023 

F. Exhibit H - Subcontractors Budget for Task 4.3 has been added 

ARTICLE 3 PERIOD OF PERFORMANCE 

The effective period of this Subcontract shall be from July 29, 2020 through January 31, 2025, 
unless otherwise terminated in accordance with Article 17. The effective period may be altered 
by mutual agreement of the parties in accordance with A rticle 27 . 

ARTICLE 8. LIMITATION OF FUNDS 

8.1 This Subcontract is valued at a total estimated cost of $1,000,905. 

8.2 This contract is incrementally funded. An additional increment of $110,642 is now 
available. The sum of $726,941 of the estimated costs is presently available for funding 
under this contract. Although Kitware intends to fully fund this contract, the presently 
available funds as stated above are not a guarantee of work under this contract and cannot 
be exceeded under any circumstances without a modification to this contract. 

Previously Current Total Funded Period of Phase Funding Funded Amount Action Amount to Date Performance 

I $416,981 $0 $416,981 July 29, 2020 to 
Januarv 28 2022 

II $199,318 $110,642 $309,960 January 29, 2022 to 
Julv 28, 2023 

Ill $0 $0 $0 July 29, 2023 to 
January 31, 2025 
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8.2.1 The Subcontractor agrees to perform up to the point at which the total amount 
payable by Contractor approximates the total amount presently available to the 
contract as stated above. The Subcontractor will not be obligated to continue 
work beyond that point. Contractor will not be obligated in any event to 
reimburse the Subcontractor in excess of the amount allotted to the Subcontract 
as stated above regardless of anything to the contrary stated in Article 17. The 
above stated amount is the total amount payable by Contractor in the event of 
termination, regardless of reason, including costs, fees, and estimated 
termination settlement costs. 

8.2.2 The Subcontractor will notify Contractor in writing at least sixty (60) days prior to 
the date when the work will reach the point at which the total amount payable by 
Contractor will approximate 75 percent (75%) of the total amount then allotted to 
the Subcontract for performance. The notification will state: (1) the estimated 
date when that point will be reached; and (2) an estimate of additional funding, if 
any, needed to continue performance. The notification will also advise 
Contractor of the estimated amount of additional funds that will be required for 
the timely performance for a subsequent period. If, after such notification, 
additional funds are not allotted by the date, Contractor will terminate any work 
for which additional funds have not been allotted, pursuant to Article 17 of this 
Subcontract. 

8.2.3 The decision to increase the limitations on costs will be made unilaterally by 
Contractor. If Contractor authorizes such an increase, a letter stating the amount 
of increase will be written and signed by a duly authorized Contractor 
representative. Such letter will become a part of this Subcontract. 

8.2.4 When additional funds are allotted for continued performance of the Subcontract, 
the provisions of paragraphs 8.2.1 through 8.2.5 will apply in like manner to the 
additional allotted funds and agreed to period of performance. 

8.2.5 Contractor may at any time allot additional funds for the performance of the 
Subcontract. 

8.2.6 The provisions of this clause no longer apply once the Subcontract is fully 
funded. 

8.2. 7 Nothing in this clause shall act as a waiver of any rights or obligations of the 
parties under this Subcontract. 

ARTICLE 26. EXHIBITS 

The Attachments mentioned throughout this Subcontract and any revIsIons hereto are 
incorporated into this Subcontract and are an integral part of this Subcontract for all purposes. 

Exhibit A- Statement of Work, dated January 20, 2023 
Exhibit B - Subcontractor's Budget 
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Exhibit C - Subcontractor's Representations and Certifications 
Exhibit D - Prime Terms and Conditions, Rev 1 dated January 26, 2023 
Exhibit E - Contact Information 
Exhibit F - Reporting Requirements 
Exhibit G - Associate Contractor Agreement 
Exhibit H - Subcontractors Budget for Task 4.3 

Except as amended as hereinabove set forth, the said Subcontract between the parties is hereby ratified 
and confirmed and shall continue in full force and effect according to its terms. 

KITWARE, INC.: ARIZONA BOARD OF REGENTS FOR AND ON 
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Attachment 1 Statement of Work 
January 20, 2023 

Kitware, Inc. 
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Attachment 1 Statement of Work 
January 20, 2023 
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Attachment 1 Statement of Work 
January 20, 2023 
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Attachment 1 Statement of Work 
January 20, 2023 
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Attachment l Statement of Work 
January 20, 2023 Page 6 of8 
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Attachment 1 Statement of Work 
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EXHIBIT D 
Prime Terms and Conditions, REV 1 dated January 26, 2023 

CLAUSES INCORPORATED BY REFERENCE 

52.246-9 
52.242-15 
52.247-34 
52.202-1 
52.203-3 
52.203-5 
52.203-6 
52.203-7 
52.203-8 

52.203- 10 
52.203-12 

52.203-13 
52.203-17 

52.203-19 

52.204-4 

52.204-10 

52.204-13 
52.204-18 
52.204-19 

52.204-21 

52.204-23 

52.204-25 

52.209-6 

52.209-9 

52.209-10 

52.210-1 
52.215-2 
52.215-8 
52.215-10 
52.215-14 Alt I 
52.215-15 
52.215-18 

52.215-19 

52.215-21 

Inspection of Research And Development (Short Form) 
Stop-Work Order (Aug 1989); Alt. 1 
F.O.B Destination 
Definitions 
Gratuities 
Covenant Against Contingent Fees 
Restrictions On Subcontractor Sales To The Government 
Anti-Kickback Procedures 
Cancellation, Rescission, and Recovery of Funds for Illegal 
or Improper Activity 
Price Or Fee Adjustment For Illegal Or Improper Activity 
Limitation On Payments To Influence Certain Federal 
Transactions 

APR1984 
APR 1984 
NOV 1991 
JVN2020 
APR 1984 
MAY2014 
JUN2020 
JUN2020 
MAY2014 

MAY2014 
JUN202 

Contractor Code of Business Ethics and Conduct JUN 2020 
Contractor Employee Whistleblower Rights and Requirement JUN 2020 
To Inform Employees of Whistleblower Rights 
Prohibition on Requiring Certain Internal Confidentiality JAN 2017 
Agreements or Statements 

Printed or Copied Double-Sided on PostconsumerFiber 
Content Paper 
Reporting Executive Compensation and First-Tier 
Subcontract Awards 

System for Award Management Maintenance 
Commercial and Government Entity Code Maintenance 
Incorporation by Reference of Representations and 
Certifications. 
Basic Safeguarding of Covered Contractorlnformation 
Systems 
Prohibition on Contracting for Hardware, Software, and 
Services Developed or Provided by Kaspersky Lab and Other 
Covered Entities. 
Prohibition on Contracting for Certain Telecommunications 
and Video Surveillance Services or Equipment. 
Protecting the Government's Interest When Subcontracting 
With Contractors Debarred, Suspended, or Proposed for 
Debarment 
Updates of Publicly Available Information Regarding 
Responsibility Matters 
Prohibition on Contracting With Inverted Domestic 
Corporations 

MAY2011 

JUN2020 

OCT2018 
JUL 2016 
DEC 2014 

JUN2016 

JUL 2018 

AUG 2019 

JUN2020 

OCT2018 

NOV2015 

Market Research JUN 2020 
Audit and Records--Negotiation JUN 2020 
Order of Precedence-Uniform Contract Format OCT 1997 
Price Reduction for Defective Certified Cost or Pricing Data AUG 2011 
Integrity of Unit Prices (JUN 2020) - Alternate I OCT 1997 
Pension Adjustments and Asset Reversions OCT 2010 
Reversion or Adjustment of Plans for Postretirement Benefits JUL 2005 
(PRB) Other than Pensions 
Notification of Ownership Changes OCT 1997 

Requfrements for Certified Cost or Pricing Data and Data 
Other Toan Certified Cost or Pricing Data-Modifications 

JUN2020 
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52.215-23 Alt I Limitations on Pass-Through Charges (JUN 2020) - Alternate OCT2009 
I 

52.219-16 Liquidated Damages-Subcontracting Plan JAN 1999 
52.222-3 Convict Labor JUN 2003 
52.222-21 Prohibition Of Segregated Facilities APR 2015 
52.222-26 Equal Opportunity SEP 2016 
52.222-35 Equal Opportunity for Veterans JUN2020 
52.222-36 Equal Opportunity for Workers with Disabilities JUN2020 
52.222-37 Employment Reports on Veterans JUN 2020 
52.222-40 Notification of Employee Rights Under the National Labor DEC20l0 

Relations Act 
52.222-50 Combating Trafficking in Persons JAN2019 
52.222-54 Employment Eligibility Verification OCT2015 
52.223-6 Drug-Free Workplace MAY2001 
52.223- 18 Encouraging Contractor Policies To Ban Text Messaging JUN 2020 

While Driving 
52.225-13 Restrictions on Certain Foreign Purchases JUN2008 
52.227-1 Alt I Authorization And Consent (JUN 2020) - Alternate I APR 1984 
52.227-2 Notice And Assistance Regarding Patent And Copyright JUN2020 

Infringement 
52.227-11 Patent Rights--Ownership By The Contractor MAY2014 
52.228-7 Insurance--Liability To Third Persons MAR 1996 
52.230-6 Administration of Cost Accounting Standards JUN2010 
52.232-9 Limitation On Withholding Of Payments APR 1984 
52.232-17 Interest MAY2014 
52.232-22 Limitation OfFunds APR 1984 

52.232-25 Prompt Payment JAN2017 
52.232-33 Payment by Electronic Funds Transfer--System for A ward OCT 2018 

Management 
52.232-39 Unenforceability of Unauthorized Obligations JUN2013 

Subcontractors 
52.233-1 Disputes MAY2014 
52.233-3 Alt I Protest After Award (Aug 1996) - Alternate I JUN 1985 
52.233-4 Applicable Law for Breach of Contract Claim OCT2004 
52.242-1 Notice of Intent to Disallow Costs APR 1984 
52.242-3 Penalties for Unallowable Costs MAY2014 
52.242-4 Certification ofFinal Indirect Costs JAN 1997 

52.242-13 Bankruptcy JUL 1995 
52.243-2 Alt V Changes--Cost-Reimbursement (Aug 1987) - Alternate V APR 1984 
52.243-6 Change Order Accounting APR 1984 
52.244-5 Competition In Subcontracting DEC 1996 
52.244-6 Subcontracts for Commercial Items JUN 2020 
52.245-1 Government Property JAN2017 
52.245-9 Use And Charges APR2012 
52.247-63 Preference For U.S. Flag Air Carriers JUN2003 

52.249-14 Excusable Delays APR 1984 
52.253-1 Computer Generated Forms JAN 1991 
252.201-7000 Contracting Officer's Representative DEC 1991 
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252.203-7000 

252.203-700 l 

252 .203-7002 
252 .204-7000 
252 .204-7003 
252 .204-7012 

252.204-7015 

252.205-7000 
252 .209-7004 

252.211-7007 

252.215-7002 

252 .222-7006 

252.225-7012 
252.225-7048 
252.226-7001 

252.227-7000 
252.227-7013 
252.227-7014 

252.227-7015 
252.227-7016 
252.227-7019 
252.227-7025 

252.227-7027 
252.227-7030 
252.227-7037 
252.227-7039 
252.231-7000 
252.232-7003 

252.235-7004 
252.235-7011 
252 .242-7004 
252 .242-7005 
252 .242-7006 
252.243-7002 
252 .244-7000 
252 .244-7001 
252 .245-7001 

252.245-7003 

252 .245-7004 
252.247-7023 

252.204-7020 

Requirements Relating to Compensation of Former DoD 
Officials 

SEP 2011 

Prohibition On Persons Convicted of Fraud or Other Defense- DEC 2008 
Contract-Related Felonies 
Requirement to lnfonn Employees of Whistleblower Rights 
Disclosure Of Information 
Control Of Government Personnel Work Product 
Safeguarding Covered Defense Information and Cyber 
Incident Reporting 

SEP 2013 
OCT2016 
APR 1992 
DEC 2019 

Notice of Authorized Disclosure of Information for Litigation MAY 2016 
Support 
Provision Of Information To Cooperative Agreement Holders DEC 1991 
Subcontracting With Firms That Are Owned or Controlled By MAY 2019 
The Government of a Country that is a State Sponsor of 
Terrorism 

Reporting of Government-Furnished Property 

Cost Estimating System Requirements 

AUG 2012 

DEC2012 

Restrictions on the Use of Mandatory Arbitration Agreements DEC 2010 

Preference For Certain Domestic Commodities 
Export-Controlled Items 
Utilization of Indian Organizations and Indian-Owned 
Economic Enterprises, and Native Hawaiian Small Business 
Concerns 
Non-estoppel 
Rights in Technical Data--Noncommercial Items 
Rights in Noncommercial Computer Software and 
Noncommercial Computer Software Documentation 
Technical Data--Commercial Items 
Rights in Bid or Proposal Information 
Validation of Asserted Restrictions--Computer Software 
Limitations on the Use or Disclosure of Government­
Furnished Infonnation Marked with Restrictive Legends 

DEC2017 
JUN 2013 
APR2019 

OCT 1966 
FEB 2014 
FEB 2014 

FEB 2014 
JAN 2011 
SEP 2016 
MAY2013 

Deferred Ordering Of Technical Data Or Computer Software APR 1988 
Technical Data--Withholding Of Payment MAR 2000 
Validation of Restrictive Markings on Technical Data SEP 2016 
Patents--Reporting Of Subject Inventions APR 1990 
Supplemental Cost Principles DEC 1991 
Electronic Submission of Payment Requests and Receiving DEC 2018 
Reports 

Protection of Human Subjects 
Final Scientific or Technical Report 
Material Management And Accounting System 
Contractor Business Systems 
Accounting System Administration 
Requests for Equitable Adjustment 
Subcontracts for Commercial Items 
Contractor Purchasing System Administration 
Tagging, Labeling, and Marking of Government-Furnished 
Property 
Contractor Property Management System Administration 

Reporting, Reutilization, and Disposal 
Transportation of Supplies by Sea 
NIST SP 800-171 DoD Assessment Requirements 

JUL 2009 
DEC 2019 
MAY 2011 
FEB 2012 
FEB 2012 
DEC2012 
JUN 2013 
MAY2014 
APR2012 

APR2012 

DEC2017 
FEB 2019 
MAR2022 
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CLAUSES IN CORPORA TED BY FULL TEXT 

52.216-7 Alt II 

(a) Invoicing. 

ALLOW ABLE COST AND PAYMENT (AUG 2018) 

(1) The Government will make payments to the Contractor when requested as work progresses, but not 
more often than once every two weeks, in amounts determined to be allowable by the Contracting Officer 
in accordance with subpart 31.3 in effect on the date of this contract and the terms of this contract. The 
Contractor may submit to an authorized representative of the Contracting Officer, in such form and 
reasonable detail as the representative may require, an invoice or voucher supported by a statement of the 
claimed allowable cost for performing this contract. 

(2) The Government will make payments to the Contractor when requested as work progresses, but ( except for small 
business concerns) not more often than once every 2 weeks, in amounts determined to be allowable by the 
Contracting Officer in accordance with Federal Acquisition Regulation (FAR) subpart 31.2 in effect on the date of 
this contract and the terms of this contract. The Contractor may submit to an authorized representative of the 
Contracting Officer, in such form and reasonable detail as the representative may require, an invoice or voucher 
supported by a statement of the claimed allowable cost for performing this contract. 

(3) Contract financing payments are not subject to the interest penalty provisions of the Prompt Payment Act. 
Interim payments made prior to the final payment under the contract are contract financing payments, except interim 
payments if this contract contains Alternate I to the clause at 52.232-25. 

PRR23-198_0051 



( 4) The designated payment office will make interim payments for contract financing on the 30th day after the 
designated billing office receives a proper payment request. 

In the event that the Government requires an audit or other review of a specific payment request to ensure 
compliance with the terms and conditions of the contract, the designated payment office is not compelled to make 
payment by the specified due date. 

(b) Reimbursing costs. (1) For the purpose ofreimbursing allowable costs (except as provided in subparagraph 
(b)(2) of the clause, with respect to pension, deferred profit sharing, and employee stock ownership plan 
contributions), the tenn "costs" includes only--

(i) Those recorded costs that, at the time of the request for reimbursement, the Contractor has paid by cash, check, or 
other form of actual payment for items or services purchased directly for the contract; 

(ii) When the Contractor is not delinquent in paying costs of contract performance in the ordinary course of 
business, costs incurred, but not necessarily paid, for--

(A) Supplies and services purchased directly for the contract and associated financing payments to subcontractors, 
provided payments determined due will be made--

(1) In accordance with the terms and conditions of a subcontract or invoice; and 

(2) Ordinarily within 30 days of the submission of the Contractor's payment request to the Government; 

(B) Materials issued from the Contractor's inventory and placed in the production process for use on the contract; 

(C) Direct labor; 

(D) Direct travel; 

(E) Other direct in-house costs; and 

(F) Properly allocable and allowable indirect costs, as shown in the records maintained by the Contractor for 
purposes of obtaining reimbursement under Government contracts; and 

(iii) The amount of financing payments that have been paid by cash, check, or other forms of payment to 
subcontractors. 

(2) Accrued costs of Contractor contributions under employee pension plans shall be excluded until actually paid 
unless--

(i) The Contractor's practice is to make contributions to the retirement fund quarterly or more frequently; and 

(ii) The contribution does not remain unpaid 30 days after the end of the applicable quarter or shorter payment 
period (any contribution remaining unpaid shall be excluded from the Contractor's indirect costs for payment 
purposes). 

(3) Notwithstanding the audit and adjustment of invoices or vouchers under paragraph (g) of this clause, allowable 
indirect costs under this contract shall be obtained by applying indirect cost rates established in accordance with 
paragraph (d) of this clause. 

(4) Any statements in specifications or other documents incorporated in this contract by reference designating 
performance of services or furnishing of materials at the Contractor's expense or at no cost to the Government shall 
be disregarded for purposes of cost-reimbursement under this clause. 
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(c) Small business concerns. A small business concern may receive more frequent payments than every 2weeks. 

( d) Final indirect cost rates. (1) Final annual indirect cost rates and the appropriate bases shall be established in 
accordance with Subpart 42. 7 of the Federal Acquisition Regulation (FAR) in effect for the period covered by the 
indirect cost rate proposal. 

(2)(i) The Contractor shall submit an adequate final indirect cost rate proposal to the Contracting Officer (or 
cognizant Federal agency official) and auditor within the 6-month period following the expiration of each of its 
fiscal years. Reasonable extensions, for exceptional circumstances only, may be requested in writing by the 
Contractor and granted in writing by the Contracting Officer. The Contractor shall support its proposal with 
adequate supporting data. 

(ii) The proposed rates shall be based on the Contractor's actual cost experience for that period. The appropriate 
Government representative and the Contractor shall establish the final indirect cost rates as promptly as practical 
after receipt of the Contractor's proposal. 

(iii) An adequate indirect cost rate proposal shall include the following data unless otherwise specified by the 
cognizant Federal agency official: 

(A) Summary of alJ claimed indirect expense rates, including pool, base, and calculated indirect rate. 

(B) General and Administrative expenses (final indirect cost pool). Schedule of cla.imed expenses by element of cost 
as identified in accounting records (Chart of Accounts). 

(C) Overhead expenses (final indirect cost pool). Schedule of claimed expenses by element of cost as identified in 
accounting records (Chart of Accounts) for each final indirect cost pool. 

(D) Occupancy expenses (intermediate indirect cost pool). Schedule of claimed expenses by element of cost as 
identified in accounting records (Chart of Accounts) and expense reallocation to final indirect cost pools. 

(E) Claimed allocation bases, by element of cost, used to distribute indirect costs. 

(F) Facilities capital cost of money factors computation. 

(G) Reconciliation of books of account (i.e., General Ledger) and claimed direct costs by major cost element. 

(H) Schedule of direct costs by contract and subcontract and indirect expense applied at claimed rates, as well as a 
subsidiary schedule of Government participation percentages in each of the allocation base amounts. 

(I) Schedule of cumulative direct and indirect costs claimed and billed by contract and subcontract. 

(J) Subcontract information. Listing of subcontracts awarded to companies for which the contractor is the prime or 
upper-tier contractor (include prime and subcontract numbers; subcontract value and award type; amount claimed 
during the fiscal year; and the subcontractor name, address, and point of contactinformation). 

(K) Summary of each time-and-materials and labor-hour contract information, including labor categories, labor 
rates, hours, and amounts; direct materials; other direct costs; and, indirect expense applied at claimed rates. 

(L) Reconciliation of total payroll per IRS form 941 to total labor costs distribution. 

(M) Listing of decisions/agreements/approvals and description of accounting/organizational changes. 

(N) Certificate of final indirect costs (see 52.242-4, Certification of Final Indirect Costs). 
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(0) Contract closing information for contracts physically completed in this fiscal year (include contract number, 
period of performance, contract ceiling amounts, contract fee computations, level of effort, and indicate if the 
contract is ready to close). 

(iv) The following supplemental information is not required to determine if a proposal is adequate, but may be 
required during the audit process: 

(A) Comparative analysis of indirect expense pools detailed by account to prior fiscal year and budgetary data. 

(B) General organizational information and limitation on allowability of compensation for certain contractor 
personnel. See 31.20S-6(p). Additional salary reference information is available at 
https://www.whitehouse.gov/wp-
content/uploads/2017 / 11 /ContractorCompensationCapContractsAwardedBeforeJune24.pdf and 
https://www.whitehouse.gov/wP= 
content/uploads/20 l 7 / 11 /ContractorCompensationCapContractsA wardedafterJune24.pdf. 

(C) Identification of prime contracts under which the contractor performs as a subcontractor. 

(D) Description of accounting system ( excludes contractors required to submit a CAS Disclosure Statement or 
contractors where the description of the accounting system bas not changed from the previous year's submission). 

(E) Procedures for identifying and excluding unallowable costs from the costs claimed and billed ( excludes 
contractors where the procedures have not changed from the previous year's submission). 

(F) Certified financial statements and other financial data ( e.g., trial balance, compilation, review, etc.). 

(G) Management letter from outside CPAs concerning any internal control weaknesse~. 

(H) Actions that have been and/or will be implemented to correct the weaknesses described in the management letter 
from subparagraph G) of th.is section. 

(1) List of all internal audit reports issued since the last disclosure of internal audit reports to the Government. 

(J) Annual internal audit plan of scheduled audits to be performed in the fiscal year when the final indirect cost rate 
submission is made. 

(K) Federal and State income tax returns. 

(L) Securities and Exchange Coillillission 10-K annual report. 

(M) Minutes from board of directors meetings. 

(N) Listing of delay claims and termination claims sub.mined which contain costs relating to the subject tlscalyear. 

(0) Contract briefings, which generally include a synopsis of all pertinent contract provisions, such as: Contract 
type, contract amount, product or service(s) to be provided, contract performance period, rate ceilings, advance 
approval requirements, pre-contract cost allowability limitations, and billing limitations. 

(v) The Contractor shall update the billings on all contracts to reflect the final settled rates and update the schedule 
of cumulative direct and indirect costs claimed and billed, as required in paragraph (d)(2)(iii)(I) of this section, 
within 60 days after settlement of final indirect cost rates. 

(3) The Contractor and the appropriate Government representative shall execute a written understanding setting 
forth the final indirect cost rates. The understanding shall specify (i) the agreed-upon final annual indirect cost rates, 
(ii) the bases to which the rates apply, (iii) the periods for which the rates apply, (iv) any specific indirect cost items 
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treated as direct costs in the settlement, and (v) the affected contract and/or subcontract, identifying any with 
advance agreements or special terms and the applicable rates. The understanding shall not change any monetary 
ceiling, contract obligation, or specific cost allowance or disallowance provided for in this contract. The 
understanding is incorporated into this contract upon execution. 

( 4) Failure by the parties to agree on a final annual indirect cost rate shall be a dispute within the meaning of the 
Disputes clause. 

(5) Within 120 days (or longer period if approved in writing by the Contracting Officer) after settlement of the final 
annual indirect cost rates for all years of a physically complete contract, the Contractor shall submit a completion 
invoice or voucher to reflect the settled amounts and rates. The completion invoice or voucher shaH include settled 
subcontract amounts and rates. The prime contractor is responsible for settling subcontractor amounts and rates 
included in the completion invoice or voucher and providing status of subcontractor audits to the contracting officer 
upon request. 

(6)(i) If the Contractor fails to submit a completion invoice or voucher within the time specified in paragraph (d)(5) 
of this clause, the Contracting Officer may--

(A) Determine the amounts due to the Contractor under the contract;and 

(B) Record this determination in a unilateral modification to the contract. 

(ii) This determination constitutes the finaJ decision of the Contracting Officer in accordance with the Disputes 
clause. 

( e) BilJing rates. Until final annual indirect cost rates are established for any period, the Government shall reimburse 
the Contractor at billing rates established by the Contracting Officer or by an authorized representative (the 
cognizant auditor), subject to adjustment when the final rates are established. These billingrates--

(1) Shall be the anticipated final rates; and 

(2) May be prospectively or retroactively revised by mutual agreement, at either party's request, to prevent 
substantial overpayment or underpayment. 

(f) Quick-closeout procedures. Quick-closeout procedures are applicable when the conditions in FAR 42. 708(a) are 
satisfied. 

(g) Audit. At any time or times before final payment, the Contracting Officer may have the Contractor's invoices or 
vouchers and statements of cost audited. Any payment may be (1) Reduced by amounts found by the Contracting 
Officer not to constitute allowable costs or (2) Adjusted for prior overpayments orunderpayments. 

(h) Final payment. (]) Upon approval of a completion invoice or voucher submitted by the Contractor in accordance 
with paragraph (d)(S) of this clause, and upon the Contractor's compliance with all terms of this contract, the 
Government shall promptly pay any balance of allowable costs and that part of the fee (if any) not previously paid. 

(2) The Contractor shall pay to the Government any refunds, rebates, credits, or other amounts (including interest, if 
any) accruing to or received by the Contractor or any assignee under this contract, to the extent that those amounts 
are properly allocable to costs for which the Contractor has been reimbursed by the Government. Reasonable 
expenses incurred by the Contractor for securing refunds, rebates, credits, or other amounts shall be allowable costs 
if approved by the Contracting Officer. Before fmal payment under this contract, the Contractor and each assignee 
whose assignment is in effect at the time of final payment shall execute anddeliver--

(i) An assignment to the Government, in form and substance satisfactory to the Contracting Officer, of refunds, 
rebates, credits, or other amounts (including interest, if any) properly allocable to costs for which the Contractor has 
been reimbursed by the Government under this contract; and 
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(ii) A release discharging the Government, its officers, agents, and employees from all liabilities, obligations, and 
claims arising out of or under this contract, except--

(A) Specified claims stated in exact amounts, or in estimated amounts when the exact amounts are notknown; 

(B) Claims (including reasonable incidental expenses) based upon liabilities of the Contractor to third parties arising 
out of the performance of this contract; provided, that the claims are not known to the Contractor on the date of the 
execution of the release, and that the Contractor gives notice of the claims in writing to the Contracting Officer 
within 6 years following the release date or notice of final payment date, whichever is earlier; and 

(C) Claims for reimbursement of costs, including reasonable incidental expenses, incurred by the Contractor under 
the patent clauses of this contract, excluding, however, any expenses arising from the Contractor's indemnification 
of the Government against patent liability. 

(End of clause) 

52.222-2 PAYMENT FOR OVERTIME PREMIUMS (JUL 1990) 

( a) The use of overtime is authorized under this contract if the overtime premium cost does not exceed $0.00 or the 
overtime premium is paid for work --

(I) Necessary to cope with emergencies such as those resulting from accidents, natural disasters, breakdowns of 
production equipment, or occasional production bottlenecks of a sporadic nature; 

(2) By indirect-labor employees such as those performing duties in connection with administration, protection, 
transportation, maintenance, standby plant protection, operation of utilities, or accounting; 

(3) To perform tests, industrial processes, laboratory procedures, loading or unloading of transportation 
conveyances, and operations in flight or afloat that are continuous in nature and cannot reasonably be interrupted or 
completed otherwise; or 

( 4) That will result in lower overall costs to the Government. 

(b) Any request for estimated overtime premiums that exceeds the amount specified above shall include all 
estimated overtime for contract completion and shall--

(1) Identify the work unit; e.g., department or section in which the requested overtime will be used, together with 
present workload, staffing, and other data of the affected unit sufficient to permit the Contracting Officer to evaluate 
the necessity for the overtime; 
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(2) Demonstrate the effect that denial of the request will have on the contract delivery or performance schedule; 

(3) Identify the extent to which approval of overtime would affect the performance or payments in connection with 
other Government contracts, together with identification of each affected contract; and 

( 4) Provide reasons why the required work cannot be performed by using multishift operations or by employing 
additional personnel. 

(End of clause) 

52.244-2 SUBCONTRACTS (JUN 2020) 

(a) Definitions. As used in this clause--

Approved purchasing system means a Contractor's purchasing system that has been reviewed and approved in 
accordance with Part 44 of the Federal Acquisition Regulation (FAR). 

Consent to subcontract means the Contracting Officer's written consent for the Contractor to enter into a particular 
subcontract. 

Subcontract means any contract, as defined in FAR Subpart 2.1 , entered into by a subcontractor to furnish supplies 
or services for performance of the prime contract or a subcontract. It includes, but is not limited to, purchase orders, 
and changes and modifications to purchase orders. 

(b) When this clause is included in a fixed-price type contract, consent to subcontract is required only on unpriced 
contract actions (including unpriced modifications or unpriced delivery orders), and only if requfred in accordance 
with paragraph (c) or (d) of this clause. 

( c) If the Contractor does not have an approved purchasing system, consent to subcontract is requfred for any 
subcontract that-

( I) ls of the cost-reimbursement, time-and-materials, or labor-hour type; or 

(2) Is fixed-price and exceeds--
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(i) For a contract awarded by the Department of Defense, the Coast Guard, or the National Aeronautics and Space 
Administration, the greater of the simplified acquisition threshold, as defined in FAR 2.101 on the date of 
subcontract award, or 5 percent of the total estimated cost of the contract; or 

(ii) For a contract awarded by a civilian agency other than the Coast Guard and the National Aeronautics and Space 
Administration, either the simplified acquisition threshold, as defined in FAR 2.101 on the date of subcontract 
award, or 5 percent of the total estimated cost of the contract 

( d) If the Contractor has an approved purchasing system, the Contractor nevertheless shall obtain the Contracting 
Officer's written consent before placing the following subcontracts: 

Not Applicable 

( e )( l) The Contractor shall notify the Contracting Officer reasonably in advance of placing any subcontract or 
modification thereof for which consent is required under paragraph (b ), ( c ), or ( d) of this clause, including the 
following information: 

(i) A description of the supplies or services to be subcontracted. 

(ii) Identification of the type of subcontract to be used. 

(iii) Identification of the proposed subcontractor. 

(iv) The proposed subcontract price. 

(v) The subcontractor's current, complete, and accurate certified cost or pricing data and Certificate of Current Cost 
or Pricing Data, if required by other contract provisions. 

(vi) The subcontractor's Disclosure Statement or Certificate relating to Cost Accounting Standards when such data 
are required by other provisions of this contract. 

(vii) A negotiation memorandum reflecting-

(A) The principal elements of the subcontract price negotiations; 

(B) The most significant considerations controlling establishment of initial or revised prices; 

(C) The reason certified cost or pricing data were or were notrequired; 

(D) The extent, if any, to which the Contractor did not rely on the subcontractor's certified cost or pricing data in 
detennining the price objective and in negotiating the final price; 

(E) The extent to which it was recognized in the negotiation that the subcontractor's certified cost or pricing data 
were not accurate, complete, or current; the action taken by the Contractor and the subcontractor; and the effect of 
any such defective data on the total price negotiated; 

(F) The reasons for any significant difference between the Contractor's price objective and the price negotiated;and 

(G) A complete explanation of the incentive fee or profit plan when incentives are used. The explanation shall 
identify each critical performance element, management decisions used to quantify each incentive element, reasons 
for the incentives, and a summary of all trade-off possibilities considered. 

(2) The Contractor is not required to notify the Contracting Officer in advance of entering into any subcontract for 
which consent is not required under paragraph (c), (d), or (e) of this clause. 
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(t) Unless the consent or approval specifically provides otherwise, neither consent by the Contracting Officer to any 
subcontract nor approval of the Contractor's purchasing system shall constitute a determinatio~ 

( 1) Of the acceptability of any subcontract terms or conditions; 

(2) Of the allowabi lity of any cost under this contract; or 

(3) To relieve the Contractor of any responsibility for performing this contract. 

(g) No subcontract or modification thereof placed under this contract shall provide for payment on a cost-plus-a­
percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts shall not exceed the fee 
limitations in FAR 15.404-4(c)(4)(i). 

(h) The Contractor shall give the Contracting Officer immediate written notice of any action or suit filed and prompt 
notice of any claim. made against the Contractor by any subcontractor or vendor that, in the opinion of the 
Contractor, may result in litigation related in any way to this contract, with respect to which the Contractor may be 
entitled to reim.bursement from the Government. 

(i) The Government reserves the right to review the Contractor's purchasing system as set forth in FAR Subpart 
44.3. 

G) Paragraphs ( c) and ( e) of this clause do not apply to the following subcontracts, which were evaluated during 
negotiations: 

Arizona State University 
Columbia University 
Eduworks 
State University ofNew York, Albany 
University of Illinois at Urbana-Champaign 
University of Michigan 

(End of clause) 

52.247- 1 COMMERCIAL BILL OF LADING NOTATIONS (FEB 2006) 

When the Contracting Officer authorizes supplies to be shipped on a commercial bill of lading and the Contractor 
will be reimbursed these transportation costs as direct allowable costs, the Contractor shall ensure before shipment is 
made that the commercial shipping documents are annotated with either of the following notations, as appropriate: 

(a) Jfthe Government is shown as the consignor or the consignee, the annotation shall be: 

"Transportation is for the Defense Advanced Research Projects Agency (DARPA) and the actual total transportation 
charges paid to the carrier(s) by the consignor or consignee are assignable to, and shall be reimbursed by, the 
Government." 

(b) If the Government is not shown as the consignor or the consignee, the annotation shall be: 

"Transportation is for the Defense Advanced Research Projects Agency (DARPA) and the actual total transportation 
charges paid to the carrier(s) by the consignor or consignee shall be reim.bursed by the Government, pursuant to 
cost-reimbursement contract no. HR00l 120C0123. This may be confirmed by contacting DCMA Hartford." 

(End of clause) 
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52.252-2 CLAUSES IN CORPORA TED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may 
be accessed electronically at this/these address(es): 

https://www.acguisition.gov/ 

{End of clause) 

52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984) 

(a) The use in this solicitation or contract of any Federal Acquisition Regulation (48 CFR Chapter 1) clause with an 
authorized deviation is indicated by the addition of "(DEVIATION)" after the date of the clause. 

(b) The use in this solicitation or contract of any Defense Federal Acquisition Regulation Supplement ( 48 CFR 
Chapter 2) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the 
regulation. 

(End of clause) 

252.203-7003 AGENCY OFFICE OF THE INSPECTOR GENERAL (AUG 2019) 

The agency office of the Inspector General referenced in paragraphs (c) and (d) of FAR clause 52.203-13, 
Contractor Code of Business Ethics and Conduct, is the DoD Office oflnspector General at the following address: 

Department of Defense Office oflnspector General, Administrative Investigations, Contractor Disclosure Program, 
4800 Mark Center Drive, Suite 14125, Alexandria, VA 22350-1500. 

Toll Free Telephone: 866-429-801 l. Website: https://www.dodig.mil/Programs/Contractor-Disclosure-Program/. 

(End of clause) 

252.203-7004 DISPLAY OF HOTLINE POSTERS (AUG 2019) 

(a) Definition. As used in this clause--

United States means the 50 States, the District of Columbia, and outlying areas. 

(b) Display of hotline poster(s). 

(l)(i) The Contractor shall display prominently the DoD fraud, waste, and abuse hotline poster prepared by the DoD 
Office of the Inspector General, in effect at time of contract award, in common work areas within business segments 
performing work under Department of Defense (DoD) contracts. 
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(ii) For contracts performed outside the United States, when security concerns can be appropriately demonstrated, 
the contracting officer may provide the contractor the option to publicize the program to contractor personnel in a 
manner other than public display of the poster, such as private employee written instructions and briefings. 

(2) lfthe contract is funded, in whole or in part, by Department of Homeland Security (DHS) disaster relieffunds 
and the work is to be performed in the United States, the DHS fraud hotline poster shall be displayed in addition to 
the DoD hotline poster. Tf a display of a OHS fraud hotline poster is required, the Contractor may obtain such poster 
from-

(i) OHS Office of Inspector General/MAIL STOP 0305, Attn: Office of Investigations - Hotline, 245 Murray Lane 
SW, Washington, DC 20528-0305; or 

(ii) Via the internet at https://www.oig.dhs.gov/assets/Hotline/DHS OIG Hotline-optimized.jog. 

(c)(l) The DoD hotline poster may be obtained from: Defense Hotline, The Pentagon, Washington, D.C. 20301-
1900, or is also available via the internet at https://www.dodig.mil/Resources/Posters-and-Brochures/ . 

(2) If a significant portion of the employee workforce does not speak English, then the poster is to be displayed in 
the foreign languages that a significant portion of the employees speak. 

(3) Additionally, if the Contractor maintains a company website as a method of providing information to 
employees, the Contractor shall display an electronic version of the required poster at the website. 

( d) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph ( d), in all 
subcontracts that exceed the threshold specified in Defense Federal Acquisition Regulation Supplement 
203 .1004(b )(2)(ii) on the date of subcontract award, except when the subcontract is for the acquisition of a 
commercial item. 

(End of clause) 

252.225-7972 PROHIBITION ON THE PROCUREMENT OF FOREIGN-MADE UNMANNED AIRCRAFT 
SYSTEMS (MAY 2020) (DEVIATION 2020-00015) 

(a) Prohibition. In accordance with section 848 of the National Defense Authorization Act for Fiscal Year 2020, the 
Contractor shall not provide or use in the performance of this contract-

( I) An unmanned aircraft system (UAS), or any related services or equipment, that -

(i) Is manufactured in the People's Republic of China or by an entity domiciled in the People' s Republic of China; 

(ii) Uses flight controllers, radios, data transmission devices, cameras, or gimbals manufactured in the People's 
Republic of China or by an entity domiciled in the People's Republic of China; 

(iii) Uses a ground control system or operating software developed in the People's Republic of China or by an entity 
domiciled in the People's Republic of China; or 

(iv) Uses network connectivity or data storage located in, or administered by an entity domiciled in, the People's 
Republic of China; or 

(2) A system for the detection or identification of a UAS, or any related services or equipment, that is manufactured-
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(i) In the People's Republic of China; or 

(ii) By an entity domiciled in the People's Republic of China. 

(b) Subcontracts. The Contractor shall insert the substance of this clause, including this paragraph (b), in all 
subcontracts or other contractual instruments, including subcontracts for the acquisition of commercial items. 

(End of clause) 

252.235-70 l 0 Acknowledgment of Support and Disclaimer. (MAY 1995) 

( a) The Contractor shall include an acknowledgment of the Government's support in the publication of any material 
based on or developed under this contract, stated in the following terms: This material is based upon work supported 
by the Defense Advanced Research Projects Agency (DARPA) under Contract No. HR.00 l l 20C0 123. 

(b) All material, except scientific articles or papers published in scientific journals, must, in addition to any notices 
or disclaimers by the Contractor, also contain the following disclaimer: Any opinions, findings and conclusions or 
recommendations expressed in this material are those of the autbor(s) and do not necessarily reflect the views of the 
Defense Advanced Research Projects Agency (DARPA). 

(End of clause) 

252.245-7002 REPORTING LOSS OF GOVERNMENT PROPERTY (DEVIATION 2020-00004) (FEB 2020) 
(a) Definitions. As used in this clause -
Government property is defined in the clause at FAR 52.245-1, Government Property. 
Loss of Government property means unintended, unforeseen, or accidental loss, damage, or destruction of 
Government property that reduces the Government's expected economic benefits of the property. Loss of 
Government property does not include purposeful destructive testing, obsolescence, normal wear and tear, or 
manufacturing defects. Loss of Government property includes, but is not limited to -
(I) Items that cannot be found after a reasonable search; 
(2) Theft; 
(3) Damage resulting in unexpected harm to property requiring repair to restore the item to usable condition; or 
(4) Destruction resulting from incidents that render the item useless for its intended purpose or beyond economical 
repair. 
Unit acquisition cost means -
(1) For Government-furnished property, the dollar value assigned by the Government and identified in the contract; 
and 
(2) For Contractor-acquired property, the cost derived from the Contractor's records that reflect consistently 
applied, generally acceptable accounting principles. 
(b) Reporting loss of Government property. 
(1) The Contractor shall use the Property Loss Function in the Government Furnished Property (GFP) Module of 
the Procurement Integrated Enterprise Environment (PIEE) for reporting loss of Government property. Reporting 
value shall be at unit acquisition cost. Current PIEE users can access the GFP Module by logging into their account. 
New users may register for access and obtain training on the PIEE home page https://wawf.eb.mil/piee-landing. 
(2) Unless otherwise provided for in this contract, the requirements of paragraph (b )( 1) of this clause do not apply 
to normal and reasonable inventory adj ustments, i.e., losses of low-risk consumable material such as common 
hardware, as agreed to by the Contractor and the Government Property Administrator. Such losses are typically a 
product of normal process variation. The Contractor shall ensure that its property management system provides 
adequate management control measures, e.g., statistical process controls, as a means of managing such variation. 
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(3) The Contractor shall report losses of Government property outside normal process variation, e.g., losses due to 
(i) Theft; 
(ii) Inadequate storage; 
(iii) Lack of physical security; or 
(iv) "Acts of God". 
(4) This reporting requirement does not change any liability provisions or other 
reporting requirements that may exist under this contract. 
(End of clause) 
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DocuSign Envelope ID: C8C1 D9EB-6O3C--47E0-93B3-53203AB8A546 

SUBCONTIR:ACT NUMBEIR 

CONTRACTOR: 
SUBCONTRACTOR: 

PRIME AWARDING AGENCY: 
PRIME AWARD NUMBER: 
PROJECT TITLE: 

PREAMBLE 

KITWARE, INC. 
ARIZONA BOARD OF REGENTS FOR AND ON 
BEHALF OF ARIZONA STATE UNIVERSITY 
DEFENSE ADVANCED RESEARCH PROJECTS AGENCY 

-RMATION DEFENDER (SID) 

This Subcontract is between Kitware Inc., a for-profit corporation organized under the laws of 
the State of New York with its principal place of business at 

("Kitware" or "Contractor") and Arizona a e rnversI , organize 
un er e aws o t e ate of Arizona with its principal place of business at 660 South Mill Ave, 
Suite 204, Tempe, Arizona 85281 ("Subcontractor"), and is issued pursuant to Government 
Prime Contract with Defense Advanced Research Projects Agency ("Customer") under Contract 
Number 

The project contemplated by this Subcontract is entitled Semantic Information Defender (SID) 
and is of mutual interest and benefit to the Contractor and to the Subcontractor (the "Project"). 

In consideration of the promises and mutual covenants contained in this Subcontract, and in 
order to be legally bound, the Contractor and the Subcontractor agree to the terms and 
conditions set forth below. 

ARTICLE 1. STATEMENT OF WORK 

1.1 The Subcontractor shall exercise its reasonable efforts to carry out the work set forth in 
the Statement of Work ("SOW"), which is attached hereto as Exhibit A and made a part 
hereof. 

1.2 The Subcontractor shall furnish the necessary personnel, materials, facilities and other 
services as may be required to perform all of their responsibilities under this 
Subcontract, in accordance with the SOW. 

1 .3 In the event of an inconsistency between the provIsIons of this contract and the 
attachments to the contract, the inconsistency shall be resolved by giving precedence in 
the following order: (1) the contract, (2) the SOW and then (3) any other attachments to 
the Subcontract. 

PRR23-198 _ 0064 



DocuSign Envelope ID: C8C1 D9EB-6O3C--47E0-93B3-53203AB8A546 

ARTICLE 2. PRINCIPAL INVESTIGATORS 

2.1 The Subcontractor's Principal Investigator for the Research is Scott Ruston ("Principal 
Investigator''), who will be responsible for the direction of the Research in accordance 
with the applicable policies of the Subcontractor and the terms of this Subcontract. 

2.2 If for any reason the Principal Investigator is unwilling or unable to serve as Principal 
Investigator, and a successor acceptable to both the Contractor and the Subcontractor is 
not available, this Subcontract shall be terminated in accordance with Article 17 .1 (b ). 

ARTICLE 3. PERIOD OF PERFORMANCE 

The effective period of this Subcontract shall be from July 29, 2020 through July 28, 2024, 
unless otherwise terminated in accordance with Article 17. The effective period may be altered 
by mutual agreement of the parties in accordance with Article 26. 

ARTICLE 4. RECORDKEEPING AND ACCESS 

4.1 The Contractor's authorized representative(s). and regulatory authorities to the extent 
permitted by law, may, during regular business hours, arrange in advance with the 
Principal Investigator and the Subcontractor to examine and inspect the Subcontractor's 
facilities required for the performance under this Subcontract. 

4 .2 The Subcontractor shall cooperate with any regulatory authority and allow them access 
to relevant records and data to the extent permitted by law. 

4 .3 The Subcontractor and the Principal Investigators shall prepare and maintain complete, 
accurate, legible, written records, accounts, notes, reports and data and provide them to 
Contractor upon request. 

ARTICLE 5. REPORTS AND OTHER DELIVERABLES 

5.1 The final report shall document the totality of the contractor's efforts in accomplishing the 
work. 

5.2 The Subcontractor shall also deliver the items referenced as Deliverables or Reporting 
Requirements in Exhibits A and F. Briefing materials (hard and softcopy) for all briefings 
given to Contractor shall be provided in the Subcontractor's format. 

5.3 The work performed under this contract will be inspected by two methods, 100% 
inspection of deliverables and on the basis of periodic feedback from Contractor and 
Government technical team members involved in the execution of the effort. 

5.4 In the event the Subcontractor anticipates difficulty in complying with the contract 
delivery schedule, the Subcontractor shall immediately notify Contractor in writing, giving 
pertinent details, including the date by which it expects to make delivery; PROVIDED, 
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however, that this date shall be informational only in character and the receipt thereof 
shall not be construed as a waiver by Contractor of any contract delivery schedule, or 
any rights or remedies provided by law or under this Subcontract. 

ARTICLE 6. PAYMENT OF COSTS AND FEES 

6.1 This is a Cost Reimbursement Subcontract. The Contractor is receiving funding for this 
project under a prime contract with Defense Advanced Research Projects Agency 
("Customer" or "Government"). As such, the Contractor shall reimburse the 
Subcontractor for costs determined to be allowable in accordance with applicable federal 
regulations, as listed in Article 30 of this Subcontract. 

ARTICLE 7. TRAVEL EXPENSES 

7 .1 In connection with direct charge to the contract of travel-related expenses, the 
Subcontractor shall hold travel to the minimum required to meet the objectives of the 
contract, and substantial deviations from the amount of travel agreed to during contract 
negotiation shall not be made w~hout the authorization of Contractor. 

7 .2 Reimbursement for travel-related expenses shall be as stipulated in 2CFR 20, subpart E 
and appendix 111 , as prescribed by FAR 31.303. 

7 .3 Approval of Contractor shall be obtained in advance for attendance by personnel at 
training courses, seminars, and other meetings not directly related to contract 
performance if the costs for the courses, seminars, and other meetings are charged to 
the contract. 

7.4 All foreign travel shall be authorized and approved in advance, in writing, by Contractor. 
Request for such travel must be submitted to the Contracting Officer at least 30 days in 
advance of traveler's anticipated departure date, and shall include traveler's itinerary of 
United States Flag Air Carriers. 

ARTICLE 8. LIMITATION OF FUNDS 

8.1 This Subcontract is valued at a total estimated cost of $848,513. 

8.2 This Subcontract is incrementally funded. The sum of $150,113 of the estimated costs 
is presently available for funding under this contract. Although Contractor intends to fully 
fund this contract, the presently available funds as stated above are not a guarantee of 
work under this contract and cannot be exceeded under any circumstances without a 
modification to this contract. 

8.2.1 The Subcontractor agrees to perform up to the point at which the total amount 
payable by Contractor approximates the total amount presently available to the 
contract as stated above. The Subcontractor will not be obligated to continue 
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work beyond that point. Contractor will not be obligated in any event to 
reimburse the Subcontractor in excess of the amount allotted to the Subcontract 
as stated above regardless of anything to the contrary stated in Article 17. The 
above stated amount is the total amount payable by Contractor in the event of 
termination, regardless of reason, including costs, fees, and estimated 
termination settlement costs. 

8.2.2 The Subcontractor will notify Contractor in writing at least sixty (60) days prior to 
the date when the work will reach the point at which the total amount payable by 
Contractor will approximate 75 percent (75%) of the total amount then allotted to 
the Subcontract for performance. The notification will state: (1) the estimated 
date when that point will be reached; and (2) an estimate of additional funding, if 
any, needed to continue performance. The notification will also advise 
Contractor of the estimated amount of additional funds that will be required for 
the timely performance for a subsequent period. If, after such notification, 
additional funds are not allotted by the date, Contractor will terminate any work 
for which additional funds have not been allotted, pursuant to Article 17 of this 
Subcontract. 

8.2.3 The decision to increase the limitations on costs will be made unilaterally by 
Contractor. If Contractor authorizes such an increase, a letter stating the amount 
of increase will be written and signed by a duly authorized Contractor 
representative. Such letter will become a part of this Subcontract. 

8.2.4 When additional funds are allotted for continued performance of the Subcontract, 
the provisions of paragraphs 8.2.1 through 8.2.5 will apply in like manner to the 
additional allotted funds and agreed to period of performance. 

8.2.5 Contractor may at any time allot additional funds for the performance of the 
Subcontract. 

8.2.6 The provisions of this clause no longer apply once the Subcontract is fully 
funded. 

8.2.7 Nothing in this clause shall act as a waiver of any rights or obligations of the 
parties under this Subcontract. 

ARTICLE 9. REIMBURSEMENT 

9.1 Subcontractor must submit invoices, which include data as listed in 9.2, to Contractor on 
a monthly basis. Subcontractor shall submit invoices to Contractor to ensure that 
Contractor receives them no later than 30 days following the period in which the costs 
and fees were incurred. A Final invoice must be submitted to Contractor within sixty 
(60) days following the end of the period of performance stated in Section 3 or following 
termination pursuant to Article 18. 

9.2 Invoices shall provide sufficiently detailed information for Contractor to verify expenses 
and time worked, including receipts for expenses incurred as applicable. All requests for 
reimbursement must include the following information: 
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- Voucher date and number 
- Subcontract Number K003088-00-S02 
- Period of performance in which the work was conducted 
- Current period amount for travel, and other direct costs by major budget category 
- Cumulative amount, travel , and other direct costs 

9.3 Subcontractor shall maintain receipts or original documentation and provide copies upon 
request for all non labor charges. Addit ionally, an authorized representative of 
Subcontractor must certify that the amounts sought are accurate, complete and 
otherwise in accordance with this Subcontract. 

9.4 Original invoices with signature should be mailed to: 

Kitware, Inc. 

Or 

9.5 Subcontractor shall be paid within sixty (60) days from receipt of invoice. In the event 
that the Government determines a cost to be unallowable on the Subcontractor's 
invoices, Subcontractor must reimburse Contractor any denied payments within seven 
days of receiving notice of denial from Contractor. Contractor is only responsible for 
payments to Subcontractor to the extent such payments are approved by the 
Government. 

ASU reserves the right to subject invoices not paid within sixty (60)days of the 
invoice date to a 1 % per month late fee on the unpaid balance for any amounts 
not in dispute. ASU reserves the right to discontinue or delay the performance of 
this Agreement if Contractor fails to make payments within 60 days of receipt of 
invoice. 

In the event of non-payment, ASU may terminate all further work on the Project 
and seek full payment pursuant to the termination clause of this Agreement. 

9.6 Please send checks or paper remittance advices to: 

Office for Research & Sponsored Projects Administration 
Arizona State University 
PO Box 876011 
Tempe, AZ 85287-6011 

For overnight courier, please send to: 

Office for Research & Sponsored Projects Administration 
Arizona State University 
Centerpoint, Suite 312 
660 S. Mill Avenue 
Tempe, AZ 85281 
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a ment should be directed to the person issuing the invoice or to 

9.7 The Subcontractor's Taxpayer Identification Number is 86-01-96696. 

ARTICLE 10. CONFIDENTIAL INFORMATION 

10.1 The Subcontractor, including the Principal Investigators, and Contractor shall not 
disclose or use for any purpose other than performance under this Subcontract, 
privileged records, or other confidential or proprietary information (Information) disclosed 
by the other Party under this Subcontract Such Information shall be identified in writing, 
or if disclosed orally or in other than documentary form, shall be reduced to writing within 
thirty (30) days after disclosure. Information that is not in oral or written form, such as 
but not limited to data tapes, shall be designated in writ ing as confidential within thirty 
(30) days after disclosure. The obligation of non-disclosure shall not apply to the 
following: 

(a) Information at or after such time that it is or becomes publicly available through 
no fault of either Party; 

(b) Information that is already independently known to or independently developed 
by the Subcontractor or Contractor as shown by its prior written records, provided 
that the receiving Party so advises the disclosing Party promptly upon the 
discovery that the Information is already independently known to the receiving 
Party; or 

(c) Information at or after such time that it is disclosed to either Party on a non­
confidential basis by a third party with the legal right to do so. 

10.2 The obligations of the Contractor and Subcontractor under this Article shall survive and 
continue for three (3) years after termination of this Subcontract. 

10.3 In the event the Subcontractor or Contractor finds it necessary to disclose Information to 
a proper authority to permit it to defend its research against an allegation of fraud or 
other misconduct, or to defend itself in any other legal proceeding, the receiving Party 
shall first notify the disclosing Party, and both shall then attempt in good faith to agree 
upon a mutually satisfactory way to disclose such Information as necessary for this 
limited purpose. 
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ASU retains the right to refuse acceptance of any Confidential Information that is not 
required for the purposes of this Subcontract. 

ARTICLE 11. DISCLOSURE OF INFORMATION 

11.1 It is anticipated that the Subcontractor will be performing fundamental research. 
Research papers resulting from unclassified fundamental research are exempt from 
prepublication controls, pursuant to DOD Instruction 5230.27 dated October 6, 1987. 

11.2 Subcontractor shall provide Contractor with a copy of any proposed research paper or 
presentation at least thirty (30) days in advance of submission to allow Contractor an 
opportunity to review the presentation or publication for sensitive or proprietary 
information. Contractor will complete its review and provide Subcontractor with any 
objection within thirty (30) days of presentation. In the absence of timely objection, 
Subcontractor shall be free to proceed. In the event of an objection, the parties will 
negotiate in good faith the removal of the objectionable material. 

11.3 Any publications shall incorporate an Acknowledgement of Support and 
Disclaimer in accordance with DFARS 252235-7010. 

11.3.1 For the purpose of the clause at DFARS 252.235-7010, "information" includes 
but is not limited to material presented in news releases, articles, manuscripts, 
brocnures, advertisements, still and motion pictures, speecnes, presentations, 
meetings, conferences, symposia, etc. 

ARTICLE 12. RESTRICTION ON THE DISSEMINATION OF EXPORT CONTROLLED 
TECHNICAL DATA 

12.1 Subcontractor performance under this contract will include effort categorized as 
fundamental research. In addition to DARPA support for free scientific exchanges 
and dissemination of research results in a broad and unrestricted manner. the 
Subcontractor acknowledges that such research may have implications that are 
important to U.S. National Interests. As such, the Subcontractor hereby agrees to 
comply with the following: 

(a) Subcontractor shall have in place a mechanism to identify foreign 
participant involvement or foreign entity interest in the research in 
question, and agrees to share such information with DARPA as the 
funding sponsor. Foreign participant involvement may be restricted or 
prohibited as agreed to between the parties. 

(b) Subcontractor may have in place special procedures including, but not 
necessarily limited to, Talent Management Plans, Security Plans, 
Procedures to identify and mitigate personal and/or organizational 
conflicts of interest, and/or Training Programs, to ensure that 
Subcontractor, Government Funding Sponsor, and U.S. National Interests 
are sufficiently protected. Subcontractor agrees to share such information 
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with DARPA as the funding sponsor. Foreign participant involvement may 
be restricted or prohibited as agreed to between the parties. 

ARTICLE 13. Reserved 

ARTICLE 14. INTELLECTUAL PROPERTY 

14.1 General. Subject to any obligations to the United States Government pursuant to 
the provisions of 35 U.S.C. sections 200-212 and applicable regulations of 
Chapter 37 of the Code of Federal Regulations: 

14. 1.1 Intellectual Property resulting from the performance of the Project and 
created solely by legal inventors or authors who are Subcontractor 
(ASU employees) will be owned by ASU ("ASU IP") and managed 
through Skysong Innovations LLC (SI). 

14.1.2 Intellectual Property resulting from the performance of the Project and 
created solely by legal inventors or authors who are Contractor's 
employees will be owned by Contractor ("Contractor IP"). 

14.1.3 Intellectual Property resulting from the performance of the Project and created 
jointly by legal inventors who are ASU's employees and Contractor's employees 
will bt: uw11t:ll jui11lly by ASU, mc111c:1yt:u by SI, c:111u Cu11lrc1clur ("Joint IP"). 

14.1.4 Contractor and Subcontractor shall each retain ownership of all intellectual 
property and materials owned by each of them prior to the Effective Date. 

14.1.5 "Intellectual Property" means any inventions, discoveries, concepts, methods, 
processes, data, copyrights, computer programs and related documentation, 
works of authorship fixed in a medium of expression, or mask works, whether or 
not patentable, copyrightable or subject to mask work rights or other similar 
statutory rights, as well as applications for any such rights. 

14.2 Patent Applications. Patent applications will be filed by SI on behalf of ASU on ASU 
IP. 

14.3 Disclosure. Contractor shall retain all invention disclosures submitted by ASU or SI in 
confidence and use its best efforts to prevent disclosure to third parties. Contractor 
shall be relieved of this obligation only when this information becomes publidy 
available through no fault of Contractor. 

ARTICLE 15. INSURANCE 

As an instrumentality of the State of Arizona, ASU is self-insured under the State of Arizona, 
Department of Administration Risk Management Department as provided under Arizona 
Revised Statutes Sections 41-621 et seq. That self-insurance program provides ASU with 
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adequate insurance coverage as necessary and reasonable to insure itself and its personnel in 
connection with the performance of this Subcontract. 

ARTICLE 16. USE OF THE CONTRACTOR'S OR INSTITUTION'S NAME 

16.1 The Parties shall not use, nor authorize others to use, the name, symbols, or marks 
of the other Party in any advertising or publicity material or make any form of 
representation or statement in relation to the Research that would constitute an express 
or implied endorsement by the Contractor of any commercial product or service, without 
prior written approval from the other Party. 

16.2 The Subcontractor shall authorize the Contractor to use, the name and logos of 
Subcontractor in reports, and presentations delivered to the Government. 

ARTICLE 17. LIABILITY 

17.1 Contractor shall be solely responsible for any and all claims, costs, losses, damages and 
expenses, {including reasonable attorneys' fees) Contractor incurs that arise out of 
his/her own acts or omissions in the performance of his/her obligations under the 
Subcontract. 

17.2 Subcontractor shall be solely responsible for any and all claims, costs, losses, damages 
c:1r1tl t:Jq:Jt:11::;1:::::;, Su1Jcu11lrc1clu1 if'lcur::; l11c1l c:1ri:st: uul uf lri:s/lrt:r uw11 ad::; ur u11ri:s:siu11:s i11 llrt: 
performance of his/her obligations under the Subcontract. 

17.3 The Subcontractor and the Principal Investigator shall reasonably cooperate with the 
Contractor and its legal representatives in the investigation and defense of any claim or 
suit covered under this Subcontract. In the event a claim or action is or may be 
asserted, the Subcontractor shall have the right to select and to obtain representation by 
separate legal counsel. If the Subcontractor exercises such right, all costs and 
expenses incurred by the Subcontractor for such separate counsel shall be borne by the 
Subcontractor. 

17.4 In the event of any dispute, claim, question, or disagreement arising from or relating to 
this Agreement or the breach thereof, the parties hereto will use their reasonable efforts 
to settle the dispute, claim, question, or disagreement. To this effect, they will consult 
and negotiate with each other in good faith and, recognizing their mutual interests, 
attempt to reach a just and equitable solution satisfactory to both parties. The parties 
acknowledge that disputes arising from this Subcontract may be subject to non-binding 
arbitration in accordance with applicable state law and court rules. 

ARTICLE 18. TERMINATION 

18.1 This Subcontract may be terminated by either Party, upon at least ten {10) days prior 
written notice, if any of the following conditions occur: 
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(a) if either Party fails to comply with the terms of this Subcontract after receipt of 
written notice, with reasonable opportunity to cure, from the other Party; 

(b) if the Principal Investigators are unwilling or unable to continue to serve and a 
successor acceptable to both the Contractor and the Subcontractor is not 
available. 

18.2 Contractor may terminate this Subcontract if it determines, in its sole discretion, not to 
further fund this Subcontract after the Subcontractor has reached the maximum amount 
of presently available funds as described in Article 8. 

18.3 This Subcontract concurrently terminates with the termination of the Prime Contract 
number HR001120C0123. 

18.4 This Subcontract may be terminated by either Party for any other reason, other than 
those listed above, by giving the other party not less than thirty (30) days written notice. 

18.5 Upon the effective date of termination, there shall begin an accounting conducted by the 
Subcontractor, subject to verification by the Contractor. Subcontractor shall provide 
documentation and invoicing within sixty (60) days from the date of termination. Within 
thirty (30) days after receipt of adequate documentation, the Contractor shall make 
payment to the Subcontractor for: 

(a) all services properly rendered and monies properly expended by the 
Subcontractor until the date of termination not yet paid for; and 

(b) reasonable non-cancellable obligations properly incurred for the Research by the 
Subcontractor prior to the effective date of termination; unless the Contractor 
objects to any charge, in which case, the parties shall use best efforts to resolve 
expeditiously any disagreement. 

18.6 Under no circumstances shall Contractor be responsible for any costs or fees in excess 
of the presently available funding amount described in Article 8. 

18.7 The Subcontractor shall credit or return to the Contractor any funds not expended or 
obligated by the Subcontractor in connection with the work performed under this 
Subcontract prior to the effective termination date indicated in the notice of termination. 

18.8 Termination of this Subcontract by either Party shall not affect the rights and obligations 
of the Parties accrued prior to the effective date of termination. The rights and duties 
under Articles 4, 6, 7, 8, 9, 10, 12, 16, 20, 21, 24, 29, and, 32 survive the termination or 
expiration of this Subcontract. 

ARTICLE 19. ASSIGNMENT 
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Neither party may transfer or assign this Agreement or any of other Party's rights or obligations 
hereunder, directly or indirectly, or by operation of law, without that party's prior written consent, 
and any attempt to the contrary will be void. 

ARTICLE 20. LICENSING 

20.1 Subcontractor grants and agrees that Contractor shall have a nonexclusive, worldwide, 
irrevocable, paid-up, royalty-free license and right, to make. have made, sell, offer for 
sale, use, execute, reproduce, display, perform, publish, distribute, copy, prepare 
derivatives or compilations, and authorize others to do any, some or all of the foregoing, 
with respect to any and all, inventions, discoveries, improvements, technology, designs, 
works of authorship, mask works, patents, copyrights, technical information, data, 
databases, software, business information and other information, conceived, developed, 
generated or delivered in performance of this Subcontract. Subcontractor shall provide 
all assistance reasonably required and execute all documents necessary to perfect the 
rights granted to Contractor herein. 

20.2 Subcontractor must receive prior approval from Contractor, which Contractor may 
withhold at its sole discretion, to incorporate any open source software or third party 
software into work to be performed and/or delivered under this Subcontract. 

ARTICLE 21. PROPRIETARY RIGHTS 

It is agreed that neither the Contractor nor the Subcontractor transfers to the other by operation 
of this Subcontract any patent right, copyright, or other proprietary right of either Party, except 
as specifically set forth in this Subcontract. 

ARTICLE 22. SUBCONTRACTOR REPRESENTATIONS AND CERTIFICATIONS 

The Subcontractor's Representations and Certifications dated 12/01/2020, are incorporated 
herein by reference. 

ARTICLE 23. INDEPENDENT CONTRACTOR 

23.1 In the performance of all services under this Subcontract, the Subcontractor shall be 
deemed to be and shall be an independent contractor and, as such, shall not be entitled 
to any benefits applicable to employees of the Contractor. 

23.2 Neither Party is authorized or empowered to act as agent for the other for any purpose 
and shall not on behalf of the other enter into any contract, warranty or representation as 
to any matter. Neither Party shall be bound by the acts or conduct of the other. 
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ARTICLE 24. NOTICE 

Any notice required or permitted under this Agreement shall be in writing and shall be deemed 
received on the date of receipt or the date on which receipt is refused. Notices shall be given or 
made by electronic mail, facsimile, personal delivery, received by reputable overnight courier or 
registered or certified mail, return receipt requested with all postage prepaid, addressed to the 
party to receive such notice at the address set forth below, or such other address as is 
subsequently specified in writing: 

If to Contractor If to Subcontractor 

For Administrative Matters For Administrative Matters 

For Technical Matters For Technical Matters 

ARTICLE 25. WAIVER 

No waiver of any term, prov1s1on or condition of this Subcontract whether by conduct or 
otherwise in any one or more instances shall be deemed to be or construed as a further or 
continuing waiver of any such term, provision or condition, or of any other term, provision, or 
condition of this Subcontract. 

ARTICLE 26. EXHIBITS 

The Attachments mentioned throughout this Subcontract and any revisions hereto are 
incorporated into this Subcontract and are an integral part of this Subcontract for all purposes. 

Exhibit A - Statement of Work 
Exhibit B - Subcontractor's Budget 
Exhibit C - Subcontractor's Representations and Certifications 
Exhibit D - Prime Terms and Conditions 
Exhibit E - Contact Information 
Exhibit F - Reporting Requirements 
Exhibit G - Associate Contractor Agreement 
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ARTICLE 27. AMENDMENTS 

This Subcontract may only be amended by the mutual written consent of the Contractor and the 
Subcontractor. 

ARTICLE 28. SEVERABILITY 

The invalidity or unenforceability of any term or provision of this Subcontract shall not affect the 
validity or enforceability of any other term or provision of this Subcontract. 

ARTICLE 29. GOVERNMENT CUSTOMER INTERACTION 

Contractor shall be solely responsible for all liaison and coordination with the Government 
Customer or any higher tier contractor(s), as it affects the applicable Prime Contract and this 
Subcontract. Except as required by law, Subcontractor shall not communicate with the 
Government Customer or any higher tier contractor(s), with respect to the applicable Prime 
Contract or this Subcontract without prior approval of Contractor. Subcontractor shall promptly 
notify Contractor of any communications initiated by the Government Customer or any higher 
tier contractor(s) that affects the applicable Prime Contract, this Subcontract, and/or any related 
contract. 

ARTICLE 30. REQUIRED FLOWDOWNS 

Because Contractor has obtained funding for the subject effort from the US Government, the 
Subcontractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, 
which are incorporated by reference herein as Exhibit D and G and shall have the same force 
and effect as if printed in full text. In all such clauses, unless the context of the clause requires 
otherwise, the term "Contractor" shall mean Subcontractor, the term "Contract" shall mean this 
Subcontract, and the terms "Government," "Contracting Officer" and equivalent phrases shall 
mean Contractor. It is intended that the referenced clauses shall apply to Subcontractor in such 
manner as is necessary to reflect the position of Subcontractor as a subcontractor to Contractor, 
to ensure Subcontractor's obligations to Contractor and to the United States Government, and 
to enable Contractor to meet its obligations under its Prime Contract. 

ARTICLE 31. ENTIRE AGREEMENT 

This Subcontract represents the entire understanding of the Parties with respect to the subject 
matter of this Subcontract. 

ARTICLE 32. Reserved 
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ARTICLE 33. ASSOCIATE CONTRACTOR AGREEMENT 

33.1 It is recognized that success of the SemaFor research effort depends in part 
upon the open exchange of information between the various Associate 
Contractors involved in the effort. This is intended to ensure that there will be 
appropriate coordination and integration of work by the Associate Contractors 
to achieve complete compatibility and to prevent unnecessary duplication of 
effort. By executing this Subcontract, the Subcontractor assumes the 
responsibilities of an Associate Contractor. For the purpose of this ACA. the term 
Subcontractor includes subsidiaries, affiliates, and organizations under the 
control of the subcontractor. 

33.2 Work under this agreement may involve access to proprietary or confidential data 
from an Associate Contractor. To the extent that such data is received by the 
Subcontractor from any Associate Contractor for the performance of this 
agreement, the Subcontractor hereby agrees that any proprietary information 
received shall remain the property of the Associate Contractor and shall be used 
solely for the purpose of the SemaFor research effort. Only that information 
which is received from another contractor in writing and which is clearly identified 
as proprietary or confidential shall be protected in accordance with this provision. 
The obligation to retain such information in confidence will be satisfied if the 
Subcontractor receiving such information utilizes the same controls as it employs 
to avoid disclosure, publication, or dissemination of its own proprietary 
information. The receiving Subcontractor agrees to hold such information in 
confidence as provided herein so long as such information is of a 
proprietary/confidential or limited rights nature. 

33.3 The Subcontractor hereby agrees to closely cooperate as an Associate 
Contractor with the other Associate Contractors on this research effort. This 
involves as a minimum: 

(a) maintenance of a close liaison and working relationship; 

(b) maintenance of a free and open information network with all 
Government-identified associate Contractors: 

(c) delineation of detailed interface responsibilities; 

(d) receipt of proprietary information from the Associate Contractor and 
transmittal of Contractor proprietary information to the Associate 
Contractors subject to any applicable proprietary information 
exchange agreements between associate contractors when, in either 
case, those actions are necessary for the performance of either. 

33.4 In the event that the Contractor and the Associate Contractor are unable to agree 
upon any such interface matter of substance, or if the technical data identified is 
not provided as scheduled, the Subcontractor shall promptly notify the 
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Contractor. The Government will determine the appropriate corrective action and 
will issue guidance to the affected Contractor. 

33.5 The Subontractor agrees to insert in all subcontracts hereunder which require 
access to proprietary information belonging to the Associate Contractor, a clause 
which shall conform substantially to this language, including this paragraph (e). 

33.6 No human subject research (HSR) data can be shared between SemaFor 
performers without prior IRB and HRPO approval to do so. 

ARTICLE 34. KEY PERSONNEL 

The personnel listed below are considered essential to the work being performed. Prior 
to substituting, removing, replacing, or otherwise diverting the activity of any of the key 
individuals specified below, the Subcontractor shall notify the Contractor in writing at 
least thirty (30) calendar days in advance, unless compelling circumstances exist 
otherwise, and include information supporting the need for change. The proposed 
substitution of personnel must meet or exceed the qualifications of the candidate 
identified herein, as determined and agreed to by the Contracting Officer.: 

Dr. Scott Ruston S:ME ASU 
Dr. Ruan Liu Sl\iIE ASU 
Dr. Ktisty Roschke Sl\iIE ASU 
Mr. Dan Gillmor SIVIE ASU 

ARTICLE 35. BINDING SIGNATURES 

The Parties have executed this Subcontract by persons authorized to contractually bind them. 

KITWARE, INC: FOR SUBCONTRACTOR: 
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EXHIBIT A- Statement of Work 

EXHIBIT B - Budget 

EXHIBIT C - Reps and Certs 

EXHIBIT D - Prime Terms & Conditions 

EXHIBIT E - Contact Information 

EXHIBIT F - Reporting Requirements 

EXHIBIT G - Associate Contractor Agreement 
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Attachment 1 Statement of Work 
July 20, 2020 

Exhibit A 
K003088-00-S02 
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Attachment l Statement of Work 
July 20, 2020 
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Kitware Inc. 
Budget Summary Rollup 
DARPA SemaFor 

Exhibit B 
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Kitware Inc. 
Budget Summary Rollup 
DARPA SemaFor 
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ODCs Support 

DARPA SemaFor 
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Direct Labor Table 
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Subcontract - Exhibit C 
REPRESENT r , ICATIONS, 

AND OTHER STATEMENTS OF OFFERORS 

The signature by an authorized agent of the Offeror on the last page of this document constitutes the 
execution of all applicable representations and ce1tifications. 

52.203-11 Certification and Disclosure Regarding Payments to Influence Certain Federal 
Transactions (SEP 2007) 

(a) Definitions. As used in this provision-"Lobbying contact" has the meaning provided at 2 U.S.C. 1602(8). 
The tenns "agency," "influencing or attempting to influence," "officer or employee of an agency," "person," 
"reasonable compensation," and ' 'regularly employed" are defined in the FAR clause of this solicitation entitled 
"Limitation on Payments to Influence Certain Federal Transactions" (52.203-12). 

(b) Prohibition. The prohibition and exceptions contained in the FAR clause of this solicitation entitled 
"Limitation on Payments to Influence Certain Federal Transactions' ' (52.203-12) are hereby incorporated by reference 
in this provision. 

(c) Certification. The offerer, by signing its offer, hereby certifies to the best of its knowledge and belief that no 
Federal appropriated funds have been paid or will be paid to any person for influencing or attempting to influence an 
officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a 
Member of Congress on its behalf in connection with the awarding of this contract. 

(d) Disclosure. If any registrants under the Lobbying Disclosure Act of 1995 have made a lobbying contact on 
behalf of the offerer with respect to this contract, the offerer shall complete and submit. with its offer, 0MB Standard 
Form LLL, Disclosure of Lobbying Activities, to provide the name of the registrants. The offerer need not repott 
regularly employed officers or employees of the offerer to whom payments ofreasonable compensation were made. 

( e) Penalty. Submission of this certification and disclosure is a prerequisite for making or enteting into tllis 
contract imposed by 31 U.S.C. 1352. Any person who make,s an expendihrre prohibited under tlJis provision or who 
fails to file or amend the disclosure required to be filed or amended by this provision, shall be subject to a civil penalty 
of not less than $10,000, and not more titan $100,000, for each such faihrre. 

(End of provision) 

52.204-5 Women-Owned Business (Other Than Small Business) (OCT 2014) 

(a) Definition. Women-owned business concern, as used in this provision, means a concern that is at 
least 51 percent owned by one or more women; or in the case of any publicly owned business, at least 51 
percent of its stock is owned by one or more women: and whose management and daily business operations 
are controlled by one or more women. 

(b) Representation. [Complete on~y if the offeror is a women-owned business concern and has not 
represented itself as a small business concern in paragraph (c}(l} of FAR 52.219-1, Small Business 
Program Representations, of this solicitation.] The offeror represents that it o is a women-owned business 
concern. 

(End of provision) 
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52.209-5 Certification Regarding Responsibility Matters (APR 2010) 

(a)(l) The Offeror certifies, to the best of its knowledge and belief, that-

(i) TI1e Offeror and/or any of its Principals-

(A) Are ( ) are not @ presently debarred, suspended, proposed for deba1ment, or declared ineligible for the 
award of contracts by any Federal agency; 

(B) Have ( ) have not @, within a three-year pe1iod preceding this offer, been convicted of or had a civil 
judgment rendered against them for: commission of fraud or a c1iminal offense in connection with obtaining, 
attempting to obtain, or performing a public (Federal, State, or local) contract or subcontract; violation of Federal or 
State antitmst statutes relating to the submission of offers; or commission of embezzlement, theft, forge1y, blibery, 
falsification or destmction of records. making false statements, tax evasion, violating Federal criminal tax laws. or 
receiving stolen property (if offeror checks "have". the offeror shall also see 52.209-7, if included in this solicitation); 

(C) Are ( ) are not@ presently indicted for, or othe1wise criminally or civilly charged by a governmental 
entity with, commission of any of the offenses enumerated in subdivision (a)(l )(i)(B) of this provision; and 

(D) Have □ , have not @ ,within a three-year period preceding this offer. been notified of any delinquent 
Federal taxes in an amount that exceeds $3.000 for which the liability remains unsatisfied. 

(J) Federal taxes are considered delinquent if both of the following c1iteria apply: 

(I) I11e tax liability is finally detem1ined. The liability is finally determined if it has been assessed. A liability is 
not finally detennined if there is a pending administrative or judicial challenge. In the case of a judicial challenge to the 
liability. the liability is not finally determined tmtil all judicial appeal rights have been exhausted. 

(ii) The taxpayer is delinquent in maki.ng payment. A taxpayer is delinquent if the taxpayer has failed to pay the 
tax liability when full payment was due and required. A taxpayer is not delinquent in cases where enforced collection 
action is precluded. 

(2) Examples. (!) The taxpayer has received a statut01y notice of deficiency, tmder I.R.C. §6212. which entitles 
the taxpayer to seek Tax Court review of a proposed tax deficiency. This is not a delinquent tax because it is not a final 
tax liability. Should the taxpayer seek Tax Court review, this will not be a final tax liability uutil the taxpayer has 
exercised all judicial appeal lights. 

(iz) TI1e IRS has filed a notic-e of Federal tax lien with respect to an assessed tax liability, and the taxpayer has 
been issued a notice tmder I.RC. §6320 entitling the taxpayer to request a hearing with the IRS Office of Appeals 
contesting the lien filing, and to farther appeal to the Tax Cotui if the IRS detennines to sustain the lien filing. In the 
course of the hearing, the taxpayer is entitled to contest the underlying tax liability because the taxpayer has had no 
plior opportunity to contest the liability. Tilis is not a delinquent tax because it is not a final tax liability. Should the 
taxpayer seek tax cotui review. this will not be a final tax liability tmtil the taxpayer has exercised all judicial appeal 
lights. 

(iiz) TI1e taxpayer has entered into an installment agreement pursuant to I.RC. §6159. The taxpayer is making 
timely payments and is in full compliance with the agreement tenns. The taxpayer is not delinquent because the 
taxpayer is not ctmently required to make full payment. 

(iv) TI1e taxpayer has filed for bankruptcy protection. The taxpayer is not delinquent because enforced collection 
action is stayed under 11 U.S.C. 362 (the Bankruptcy Code). 

(ii) The Offeror has ( ) has not @ , within a 3-year peliod preceding this offer, had one or more contracts 
terminated for default by any Federal agency. 
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(2) Principal, for the purposes of this certification. means an officer. director. owner, partner, or a person having 
primary management or supervisory responsibilities within a business entity (e.g., general manager; plant manager; 
head of a division or business segment; and similru· positions). 

(b) TI1e Offeror shall provide immediate written notice to the Contracting Officer if, at any time prior to contract 
award, the Offeror learns that its certification was erroneous when submitted or has become e1rnneous by reason of 
changed circumstances. 

(c) A certification that any of the itelll.S in paragraph (a) of this provision exists will not necessarily result in 
withholding of an award under this solicitation. However, the certification will be considered in connection with a 
determination of the Offeror's responsibility. Failme of the Offeror to fhmish a certification or provide such additional 
infom.1ation as requested by the Contracting Officer may render the Offeror nonresponsible. 

( d) Nothing contained in the foregoing shall be constmed to require establishment of a system of records in order 
to render, in good faith, the ce11ification required by paragraph (a) of this provision. Toe knowledge and information of 
ru1 Offeror is not required to exceed that which is nonnally possessed by a prudent person in the ordinruy comse of 
business dealings. 

(e) Toe certification in paragraph (a) of this provision is a material representation of fact upon which reliance 
was placed when making awru·d. If it is later deiennined that the Offeror knov.ri.ngly rendered an erroneous certification, 
in addition to other remedies available to the Government, the Contracting Officer may tenninate the contract resulting 
from this solicitation for default. 

(End of provision) 

52.219-1 Small Business Program Representations (OCT 2014) ALTERl'iATE I {MAY 2014) 

(a) Definitions. As used in this provision-

Economical~y disadvantaged women-owned small business (EDWOSB) concern means a small 
business concern that is at least 51 percent directly and unconditionally owned by, and tlie management and 
daily business operations of which are controlled by, one or more women who are citizens of the United 
States and who are economically disadvantaged in accordance with 13 CFR pa1t 127. It automatically 
qualifies as a women-owned small business concern eligible under tlie WOSB Program. 

Se111ice-disabled veteran-owned small business concern-

(1) Means a small business concern-

(i) Not less than 51 percent of which is owned by one or more service-disabled veterans or, in the 
case of any publicly owned business, not less than 51 percent of the stock of which is owned by one or 
more service-disabled veterans; and 

(ii) The management and daily business operations of which are controlled by one or more service­
disabled veterans or, in tlie case of a service-disabled veteran with permanent and severe disability, the 
spouse or permanent caregiver of such veteran. 

(2) Sen1ice-disabled veteran means a veteran, as defined in 38 U.S.C. 101(2), with a disability that is 
service-connected, as defined in 38 U.S.C. 101(16). 

Small business concern means a concern, including its affiliates, that is independently owned and 
operated, not dominant in the field of operation in which it is bidding on Government contracts, and 
qualified as a small business under the criteria in 13 CFR Prut 121 and the size standard in paragraph (b) of 
this provision. 
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S,nall disadvantaged business concern, consistent with 13 CFR 124.1002, means a small business 
concern under the size standard applicable to the acquisition, that-

(I) Is at least 51 percent unconditionally and directly owned (as defined at 13 CFR 124.105) by­

(i) One or more socially disadvantaged (as defined at 13 CFR 124.103) and economically 
disadvantaged (as defined at 13 CFR 124.104) individuals who are citizens of the United States, and 

(ii) Each individual claiming economic disadvantage has a net w011h not exceeding $750,000 after 
taking into account the applicable exclusions set fo11h at 13 CFR 124.104(c)(2): and 

(2) The management and daily business operations of which are controlled (as defined at 13 CFR 
124. 106) by individuals who meet the criteria in paragraphs (l)(i) and (ii) of this definition. 

Veteran-owned small business concern means a small business concern-

(1) Not less than 51 percent of which is ovvned by one or more veterans (as defined at 38 U.S.C. 
101 (2)) or, in the case of any publicly owned business, not less than 51 percent of the stock of which is 
owned by one or more veterans; and 

(2) The management and daily business operations of which are controlled by one or more veterans. 

Women-owned small business concern means a small business concern-

(I) That is at least 51 percent owned by one or more women; or, in tl1e case of any publicly owned 
business, at least 51 percent of the stock of which is owned by one or more women; and 

(2) Whose management and daily business operations are controlled by one or more women. 

Women-owned small business (WOSB) concern eligible under the WOSB Program (in accordance 
with 13 CFR part 127), means a small business concern that is at least 51 percent directly and 
unconditionally owned by, and the management and daily business operations of which are controlled by, 
one or more women who are citizens of the United States. 

(b )( 1) The North American Industty Classification System (NAICS) code for th.is acquisition is­
[ 611310]. 

(2) The small business size standard is [611310 - Colleges, Universities, and Professional Schools]. 

(3) The small business size standard for a concern which submits an offer in its own name, other than 
on a constmction or service contl"act, but which proposes to furnish a product which it did not itself 
manufacture. is 500 employees. 

( c) Representations. (1) The offeror represents as part of its offer that it O is, @ is not a small 
business concern. 

(2) [ Complete only if the offeror represented itself as a small business concern in paragraph (c)(l) of 
this provision.] The offeror represents that it Dis, Dis not, a small disadvantaged business concern as 
defined in 13 CFR 124.1002. 
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(3) [Complete only if the offeror represented itself as a small business concern in paragraph (c)(J) of 
this provision.] The offeror represents as part of its offer that it O is, D is not a women-owned small 
business concern. 

(4) Women-owned small business (WOSB) concern eligible under the WOSB Program. [Complete 
only if the offeror represented itself as a women-owned small business concern in paragraph (c)(3) of this 
provision.] The offeror represents as pait of its offer that-

(i) It D is, D is not a WOSB concern eligible under the WOSB Program, has provided all the 
required documents to the WOSB Repository, and no change in circumstances or adverse decisions have 
been issued that affects its eligibility; and 

(ii) It Dis, Dis not a joint venture that complies with the requirements of 13 CFR pait 127, and the 
representation in paragraph (c)(4)(i) of this provision is accurate for each WOSB concern eligible under the 
WOSB Program paiticipating in the joint venture. [The offeror shall enter the name or names of the WOSB 
concern eligible under the WOSB Program and other small businesses that are participating in the joint 
venture: __ .] Each WOSB concern eligible under the WOSB Program pa1ticipating in the joint venture 
shall submit a separate signed copy of the WOSB representation. 

(5) Economically disadvantaged women-owned small business (EDWOSB) concern. [ Complete on~y 
if the offeror represented itself as a women-owned small business concern eligible under the WOSB 
Program in (c)(4) of this provision.] The offeror represents as pait of its offer that-

(i) It □ is, □ is not an EDWOSB concern eligible tmder the WOSB Program, has provided all the 
required documents to the WOSB Repository, and no change in circumstances or adverse decisions have 
been issued that affects its eligibility; and 

(ii) It □ is, □ is not a joint venture that complies with the requirements of 13 CFR part 12 7, and the 
representation in paragraph (c)(5)(i) of this provision is accurate for each EDWOSB concern pa1ticipating 
in the joint venture. [The offeror shall enter the name or names of the EDWOSB concern and other small 
businesses that are participating in the joint venture: __ .] Each EDWOSB concern paiticipating in the 
joint venture shall submit a sepai·ate signed copy of the EDWOSB representation. 

(6) [ Complete only if the o.fferor represented itself as a small business concern in paragraph (c)(l) of 
this provision.] The offeror represents as pait of its offer that it D is, □ is not a veteran-owned small 
business concern. 

(7) [Complete only if the o.fferor represented itself as a veteran-owned small business concern in 
paragraph (c)(6) of this provision.] The offeror represents as part of its offer that it □ is, D is not a service­
disabled veteran-owned small business concern. 

(8) [ Complete only if the o.fferor represented itself as a small business concem in paragraph (c)(J) of 
this provision.] The offeror represents , as pa1t of its offer, that-

(i) It Dis, Dis not a HUBZone small business concern listed, on the date of this representation, on 
the List of Qualified HUBZone Small Business Concerns maintained by the Small Business 
Administration, and no material changes in ownership and control, principal office. or HUBZone employee 
percentage have occurred since it was ce1tified in accordance with 13 CFR Pait 126; and 

(ii) It □ is, □ is not a HUBZone joint venture that complies with the requirements of 13 CFR Part 
126, and the representation in pai·agraph (c)(8)(i) of this provision is accurate for each HUBZone small 
business concern participating in the HUBZone joint venture. [The offeror shall enter the names of each of 
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the HUBZone small business concerns participating in the HUBZonejoint venture: __ .] Each HUBZone 
small business concern paiticipating in the HUBZone joint venture shall submit a separate signed copy of 
the HUBZone representation. 

(9) [Complete if offeror represented itself as disadvantaged in paragraph (b)(2) of this prol'ision.] 
TI1e offeror shall check the category in which its ownership falls: 

Black American. 

_ Hispanic Ame1ican. 

_ Native American (American Indians, Eskimos, Aleuts, or Native Hawaiians). 

_ Asian-Pacific American (persons with origins from Burma, Thailand, Malaysia, Indonesia, 
Singapore, Bmnei, Japan, China, Taiwan, Laos, Cambodia (Kampuchea), Vietnam, Korea, TI1e Philippines, 
Republic of Palau, Republic of the Marshall Islands, Federated States of Micronesia, the Commonwealth of 
the Northern Maiiana Islands, Guam, Samoa, Macao, Hong Kong, Fiji, Tonga, Kiribati, Tuvalu, or Nauru). 

_ Subcontinent Asian (Asian-Indian) American (persons with origins from India, Pakistan. 
Bangladesh, Sri Lanka, Bhutan, the Maldives Islands. or Nepal). 

_ Individual/concern, other than one of the preceding. 

( d) Notice. (1) If this solicitation is for supplies and has been set aside, in whole or in pait, for small 
business concerns, then the clause in this solicitation providing notice of the set-aside contains restrictions 
on the source of the end items to be fornished. 

(2) Under 15 U.S.C. 645(d), any person who misrepresents a firm's status as a business concern that 
is small, HUBZone small, small disadvantaged, service-disabled veteran-owned small, economically 
disadvantaged women-owned small, or women-owned small eligible under the WOSB Program in order to 
obtain a contract to be awarded under the preference programs established pursuant to section 8, 9, 15, 31, 
and 36 of the Small Business Act or any other provision of Federal law that specifically references section 
8(d) for a definition of program eligibility, shall-

(i) Be punished by imposition of fine, imprisonment, or both; 

(ii) Be subject to adininistrative remedies, including suspension and debannent; ai1d 

(iii) Be ineligible for pai·ticipation in programs conducted under the authmity of the Act. 

(End of provision) 

52.222-22 Previous Conh·acts and Compliance Reports (FEB 1999) 

The offeror represents that --

(a) @ It has , [ ] has not participated in a previous contract or subcontract subject to the Equal Opportunity 
clause of this solicitation; 

(b) 00 It has, [ ] has not, filed all required compliance reports; ai1d 

(c) Representations indicating submission of required compliance repmts, signed by proposed 
subcontractors, will be obtained before subcontract awards. 
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(End of provision) 

52.222-25 Affirmative Action Compliance (APR 1984) 

The offeror represents that 

(a) ® it has developed and has on file, [ ] has not developed and does not have on file, at each 
establishment, affirmative action programs required by the rnles and regulations of the Secretruy of Labor 
(41 CFR60- l and 60-2), or 

(b) [] has not previously had contracts subject to the written affinnative action programs requirement of the 
rnles and regulations of the Secretary of Labor. 

(End of provision) 

52.222-38 Compliance with Veterans' Employment Reporting Requirements (SEP 2010) 

By submission of its offer, the offeror represents that, if it is subject to the rep01ting requirements of 
38 U.S.C. 4212(d) (i.e., if it has any contract containing Federal Acquisition Regulation clause 52.222-37, 
Employment Reports on Veterans), it has submitted the most recent VETS-l00A Report required by that 
clause. 

(End of provision) 

52.226--2 Histo1ically Black College or University and Minority Institution Representation 
(OCT 2014) 

(a) Definitions. As used in this provision-

Historically black college or university means an institution detennined by the Secreta1y of 
Education to meet the requirements of 34 CFR 608.2. 

Minority institution means an instinttion of higher education meeting the requirements of Section 
365(3) of the Higher Education Act of 1965 (20 U.S.C. 1067k), including a Hispanic-serving institution of 
higher education, as defined in Section 502(a) of the Act (20 U.S.C. 1101a). 

(b) Representation. The offeror represents that it-

[ ] is ® is not a historically black college or lmiversity; 

[ ] is ® is not a minority institution. 

(End of provision) 

52.204--7 System for Award Management (JUL 2013) as Amended per DFAR 252.204-
7004 Alternate A, System for Award Management. 

(a) Definitions. As used in this provision-
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"System for Award Management (SAM) database" means the primary Government repositmy for 
contractor infonnation required for the conduct of business with the Government. 

"Commercial and Government Entity (CAGE) code" means-

(1) A code assigned by the Defense Logistics Info1mation Service (DLIS) to identify a commercial or 
Government entity; or 

(2) A code assigned by a member of the North Atlantic Treaty Organization that DLIS records and 
maintains in the CAGE master file. This type of code is known as an "NCAGE code." 

"Data Universal Numbering System (DUNS) number" means the 9-digit number assigned by Dun 
and Bradstreet, Inc. (D&B) to identify unique business entities. 

"Data Universal Numbering System +4 (DUNS+4) number" means the DUNS nmnber assigned by 
D&B plus a 4-character suffix that may be assigned by a business concern. (D&B has no affiliation with 
this 4-character suffix.) This 4-character suffix may be assigned at the discretion of the business concern to 
establish additional SAM records for identifying alternative Electronic Funds Transfer (EFT) accounts (see 
FAR 32.11) for the same parent concern. 

"Registered in tl1e System for Award Management (SAM) database" means that-

(1) The contractor has entered all mandato1y infonnation, including the DUNS number or the 
DUNS+4 number, and Contractor and Government Entity (CAGE) code into the SAM database; 

(2) The contractor has completed the Core Data, Asse11ions, Representations and Ce1tifications, and 
Points of Contact sections of the registration in the SAM database; 

(3) The Government has validated all mandatory data fields, to include validation of the Taxpayer 
Identification Number (TIN) with the Internal Revenue Service (IRS). The Contractor will be required to 
provide consent for TIN validation to the Government as part of the SAM registration process; and 

(4) The Government has 1narked the record "Active." 

(b)(I) By submission ofan offer, the offerer acknowledges tl1e requirement that a prospective 
awardee shall be registered in the SAM database prior to award, during performance, and through final 
payment of any contract, basic agreement, basic ordering agreement, or blanket purchasing agreement 
resulting from this solicitation. 

(ii) 252.209-7003, Reserve Officer Training Corps and Milita1y Recruiting on 
Campus- Representation. Applies to all solicitations witli institutions of 
higher education. 

(2) The offerer shall enter, in the block witli its name and address on the cover page of its offer, tlie 
annotation "DUNS" or "DUNS +4" followed by tlie DUNS or DUNS +4 mllllber that identifies the 
offerer's name and address exactly as stated in the offer. The DUNS number will be used by the 
Contracting Officer to verify that the offerer is registered in the SAM database. 

(c) If the offerer does not have a DUNS mllllber, it should contact Dun and Bradstreet directly to 
obtain one. 

(1) An offerer 1nay obtain a DUNS number-
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(i) Via the Internet at http://fedgov.dnb.comwebform or if the offeror does not have internet access, it 
may call Dun and Bradstreet at 1-866-705-5711 if located within the United States; or 

(ii) If located outside the United States. by contacting the local Drm and Bradstreet office. The o:fferor 
should indicate that it is an offeror for a U.S. Government contract when contacting the local Dun and 
Bradstreet office. 

(2) TI1e offeror should be prepared to provide the following infonnation: 

(i) Company legal business. 

(ii) Tradestyle, doing business, or other name by which your entity is commonly recognized. 

(iii) Company Physical Street Address, City, State, and Zip Code. 

(iv) Company Mailing Address, City, State and Zip Code (if separate from physical). 

(v) Company Telephone Number. 

(vi) Date the company was stai.1ed. 

(vii) Number of employees at your location. 

(viii) Chief executive officer/key manager. 

(ix) Line of business (industry). 

(x) Company Headqua11ers name and address (reporting relationship within your entity). 

(d) If the Offeror does not become registered in the SAM database in the time prescribed by the 
Contracting Officer, the Contracting Officer will proceed to award to the next othe1wise successful 
registered O:fferor. 

(e) Processing time, which nonnally takes 48 hours, should be taken into consideration when 
registering. O:fferors who are not registered should consider applying for registration inlmediately upon 
receipt of this solicitation. 

(f) Offerors may obtain infonnation on registration at https:llwww.acquisition.gov. 

252.227-7017 Identification and assertion of use, release, or disclosure restrictions (JAN 2011) 

(a) The tenns used in this provision are defined in following clause or clauses contained in this 
solicitation-

(I) If a successful offeror will be required to deliver technical data, the Rights in Technical Data,-­
Noncommercial Items clause, or, if this solicitation contemplates a contract rmder the Small Business 
Innovation Research Progran1, the Rights in Noncommercial Technical Data and Computer Sofuvai·e,-­
Small Business Innovation Research (SBIR) Program clause. 

(2) If a successful offeror will not be required to deliver technical data, the Rights in Noncommercial 
Computer Sofuvai·e and Noncommercial Computer Sofuvare Documentation clause, or, if this solicitation 
contemplates a contract under the Small Business Innovation Research Program, the Rights in 
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Noncommercial Technical Data and Computer Software-Small Business funovation Research (SBIR) 
Program clause. 

(b) The identification and asse11ion requirements in this provision apply only to technical data, 
including computer software documents, or computer software to be delivered with other than mtlimited 
rights. For contracts to be awarded under the Small Business Innovation Research Progran1, the notification 
requirements do not apply to technical data or computer software that will be generated under the resulting 
contract. Notification and identification is not required for restrictions based solely on copyright. 

(c) Offers submitted in response to tllis solicitation shall identify, to the extent known at the time an 
offer is submitted to the Government, the technical data or computer software that the Offeror, its 
subcontractors or suppliers, or potential subcontractors or suppliers, assert should be ftmlished to the 
Government with restiictions on use, release, or disclosure. 

(d) The Offeror's assertions, including the asse11ions of its subcontractors or suppliers or potential 
subcontractors or suppliers shall be submitted as an attachment to its offer in the following fonnat, dated 
and signed by an official autl10rized to contractually obligate the Offeror: 

Identification and Asse11ion ofRest1ictions on t11e Government's Use, Release, or Disclosure of Technical 
Data or Computer Software 

The Offeror asserts for itself, or the persons identified below, fuat fue Government's rights to use, 
release, or disclose t11e following technical data or computer software should be restricted: 

Technical Data or Computer 
Software to be Furnished With Basis for Asserted Rights Name of Person Asserting 
Resh·ictions* !Assertion** Category*** Restrictions**** 

(Lisn***** NONE (LIST) NONE (LIST) NONE (LIST) NONE 

*For teclulical data (oilier fuan computer software documentation) pertaining to items, components, 
or processes developed at private expense, identify both tl1e deliverable technical data and each such items, 
component, or process. For computer software or computer software docmnentation identify the software 
or documentation. 

**Generally, development at private expense, eifuer exclusively or pa1tially, is tl1e only basis for 
asse11ing restiictions. For technical data, ot11er than computer software documentation, development refers 
to development of the item, component, or process to which the data pe1tain. The Government's rights in 
computer software documentation generally may not be restricted. For computer software, development 
refers to the software. Indicate whetl1er development was accomplished exclusively or paitially at p1ivate 
expense. If development was not accomplished at private expense, or for computer softwai·e 
documentation, enter the specific basis for asse11ing restiictions. 

***Enter asserted rights catego1y ( e.g., government purpose license rights from a prior contract, 
1ights in SBIR data generated m1der another contract, linlited, resti-icted, or government purpose tights 
under this or a p1ior conti·act, or specially negotiated licenses). 

****Corporation, individual, or other person, as approp1iate. 

*****Enter "none" when all data or so:fuvare will be submitted without restrictions. 

Date 
Printed Name and Title 
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Signature 

(End of identification and asse11ion) 

(e) An offeror's failure to submit, complete, or sign the notification and identification required by 
paragraph (d) of this provision with its offer may render the offer ineligible for award. 

(f) If the Offeror is awarded a contract, the assertions identified in paragraph ( d) of this provision 
shall be listed in an attachment to that contract. Upon request by the Contracting Officer, the Offeror shall 
provide sufficient information to enable the Contracting Officer to evaluate any listed asse11ion. 

(End of provision) 

252.227-7028 TECHNICAL DATA OR COMPUTER SOFTWARE PREVIOUSLY DELIVERED 
TO THE GOVERNMENT (JUN 1995) 

The Offeror shall attach to its offer an identification of all documents or other media incorporating 
technical data or computer software it intends to deliver under this contract with other than mtlimited rights 
that are identical or substantially similar to documents or other media that the Offeror has produced for. 
delivered to, or is obligated to deliver to the Government under any contract or subcontract. The attachment 
shall identify--

(a) The contract number under which the data or software were produced; 

(b) TI1e contract number under which, and the name and address of the organization to whom, the data or 
software were most recently delivered or will be delivered; and 

(c) Any limitations on the Government's rights to use or disclose the data or software, including, when 
applicable, identification of the earliest date the limitations expire. 

(End of clause) 

THE UNDERSIGNED OFFEROR CERITIFIES THAT THE INFORMATION CONT AJNED WITHIN 
THIS DOCUMENT IS TRUE AND ACCURATE TO THE BEST OF ITS KNOWLEDGE. 

BY EXECUTION OF THIS DOCUMENT. THE UNDERSIGNED OFFEROR AGREES TO PROVIDE 
IMMEDIATE WRITTEN NOTICE TO KITW ARE, INC. IF, AT ANY TIME DURING THE 
EFFECTIVE PERIOD OF THIS DOCUMENT, THE UNDERSIGNED OFFEROR LEARNS THAT THIS 
DOCUMENT WAS ERRONEOUS WHEN SUBMITTED OR HAS BECOME ERRONEOUS BY 
REASON OF CHANGED CIRCUMSTANCES. 

Signatu1·e signifying accuracy and completeness of the :ibove representations and Ce1·tifications: 
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EXHIBIT D 
Prime Terms and Conditions 

CLAUSES INCORPORATED BY REFERENCE 

52.246-9 
52.242-15 
52.247-34 
52.202-1 
52.203-3 
52.203-5 
52.203-6 
52.203-7 
52.203-8 

52.203-10 
52.203-12 

52.203-13 
52.203-17 

52.203-19 

52.204-4 

52.204-10 

52.204-13 
52.204-18 
52.204-19 

52.204-21 

52.204-23 

52.204-25 

52.209-6 

52.209-9 

52.209-10 

52.210-1 
52.215-2 
52.215-8 
52.215-10 
52.215-14 Alt I 
52.215-15 
52.215-18 

52.215-19 

52.215-21 

Inspection of Research And Development (Sh01t F01m) 
Stop-Work Order (Aug 1989); Alt. 1 
F.O.B Destination 
Definitions 
Gratuities 
Covenant Against Contingent Fees 
Restrictions On Subcontractor Sales To The Government 
Anti-Kickback Procedmes 
Cancellation, Rescission, and Recove1y of Funds for illegal 
or Improper Activity 
Plice Or Fee Adjustment For illegal Or Improper Activity 
Limitation On Payments To Influence CertainFederal 
Transactions 

APR1984 
APR 1984 
NOV 1991 
JUN2020 
APR 1984 
MAY2014 
JUN2020 
JUN2020 
MAY2014 

MAY2014 
JUN202 

Contractor Code of Business Ethics and Conduct JUN 2020 
Contractor Employee Whistleblower Rights and Requirement JUN 2020 
To hlfonn Employees of Whistleblower Rights 
PI·ohibition on Requiring Ce1tain Internal Confidentiality JAN 2017 
Agreements or Statements 

Printed or Copied Double-Sided on PostconsumerFiber 
Content Paper 
Reporting Executive Compensation and First-Tier 
Subcontract Awards 

System for Award Management Maintenance 
Commercial and Government Entity Code Maintenance 
Incorporation by Reference of Representations and 
Certifications. 
Basic Safeguarding of Covered Contractor hlfonnation 
Systems 
PI·ohibition on Contracting for Hardware, Software, and 
Services Developed or Provided by Kaspersky Lab and Other 
Covered Entities. 
Prohibition on Contracting for Ce1tain Telecommunications 
and Video Surveillance Se1vices or Equipment. 
Protecting tlle Government's Interest When Subcontracting 
Witll Contractors Debaned, Suspended, or PI·oposed for 
Deba1ment 
Updates of Publicly Available InfonnationRegarding 
Responsibility Matters 
Prohibition on Contracting Wiili Inve1tedDomestic 
C01porations 

Market Research 
Audit and Records--Negotiation 
Order of PI·ecedence--Unif01m Contract F01mat 

MAY 2011 

JUN 2020 

OCT2018 
JUL 2016 
DEC2014 

JUN2016 

JUL2018 

AUG2019 

JUN2020 

OCT2018 

NOV2015 

JUN2020 
JUN 2020 
OCT 1997 

PI·ice Reduction for Defective Ce1tified Cost or Pricing Data AUG 2011 
Integrity of Unit Prices (JUN 2020) - Alternate I OCT 1997 
Pension Adjustments and Asset Reversions OCT 2010 
Reversion or Adjustment of Plans for Postretirement Benefits JUL 2005 
(PRB) Otl1er tllan Pensions 
Notification ofOw11ership Changes OCT 1997 

Requirements for Ce1tified Cost or Pricing Data and Data 
Oilier Than Certified Cost or PI·icing Data - Modifications 

JUN 2020 
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52.215-23 Alt I Limitations on Pass-Tiirough Charges (JUN 2020) - Alternate OCT2009 
I 

52.219-16 Liquidated Damages-Subcontracting Plan JAN 1999 
52.222-3 Convict Labor JUN 2003 
52.222-21 Prohibition Of Segregated Facilities APR2015 
52.222-26 Equal Opportunity SEP 2016 
52.222-35 Equal Opportunity for Veterans JUN2020 
52.222-36 Equal Opportunity for Workers with Disabilities JUN 2020 
52.222-37 Employment Repmts on Veterans JUN 2020 
52.222-40 Notification of Employee Rights Under the National Labor DEC 2010 

Relations Act 
52.222-50 Combating Trafficking in Persons JAN 2019 
52.222-54 Employment Eligibility Ve1ification OCT 2015 
52.223-6 Dmg-Free Workplace MAY2001 
52.223-18 Encouraging Contractor Policies To Ban Text Messaging JUN2020 

While Driving 
52.225-13 Restrictions on Certain Foreign Purchases JUN 2008 
52.227-1 Alt I Authorization And Consent (JUN 2020) - Alternate I APR 1984 
52.227-2 Notice And Assistance Regarding Patent And Copyiight JUN 2020 

Infiingement 
52.227-11 Patent Rights--Ownership By The Contractor MAY2014 
52.228-7 Insurance--Liability To TIJ.ird Persons MAR 1996 
52.230-6 Administration of Cost Accounting Standards JUN 2010 
52.232-9 Limitation On Withholding Of Payments APR 1984 
52.232-17 Interest MAY2014 
52.232-22 Limitation Of Funds APR 1984 

52.232-25 Prompt Payinent JAN 2017 
52.232-33 Payment by Electronic Funds Transfer--System for Award OCT2018 

Management 
52.232-39 Unenforceability of Unauthorized Obligations JUN 2013 

Subcontractors 
52.233-1 Disputes MAY2014 
52.233-3 Alt I Protest After Award (Aug 1996) -Alternate I JUN 1985 
52.233-4 Applicable Law for Breach of Contract Claim OCT 2004 
52.242-1 Notice of Intent to Disallow Costs APR 1984 
52.242-3 Penalties for Unallowable Costs MAY2014 
52.242-4 Ce1tification of Final Indirect Costs JAN 1997 

52.242-13 Bankmptcy JUL 1995 
52.243-2 Alt V Changes--Cost-Reimbursement (Aug 1987) - Alternate V APR 1984 
52.243-6 Change Order Accounting APR 1984 
52.244-5 Competition In Subconu·acting DEC 1996 
52.244-6 Subcontracts for Commercial Items JUN2020 
52.245-1 Government Prope1ty JAN2017 
52.245-9 Use And Charges APR2012 
52.247-63 Preference For U.S. Flag Air Caniers JUN2003 

52.249-14 Excusable Delays APR 1984 
52.253-1 Computer Generated Forms JAN 1991 
252.201-7000 Conu·acting Officer's Representative DEC 1991 
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252.203-7000 

252.203-7001 

252.203-7002 
252.204-7000 
252.204-7003 
252.204-7012 

252.204-7015 

252.205-7000 
252.209-7004 

252.211-7007 

252.215-7002 

252.222-7006 

252.225-7012 
252.225-7048 
252.226-7001 

252.227-7000 
252.227-7013 
252.227-7014 

252.227-7015 
252.227-7016 
252.227-7019 
252.227-7025 

252.227-7027 
252.227-7030 
252.227-7037 
252.227-7039 
252.231-7000 
252.232-7003 

252.235-7004 
252.235-7011 
252.242-7004 
252.242-7005 
252.242-7006 
252.243-7002 
252.244-7000 
252.244-7001 
252.245-7001 

252.245-7003 

252.245-7004 
252.247-7023 

Requirements Relating to Compensation of Former DoD 
Officials 

SEP 2011 

Prohibition On Persons Convicted of Fraud or Other Defense- DEC 2008 
Contract-Related Felonies 
Requirement to Infonn Employees ofWhistleblower Rights 
Disclosure Of Infonnation 
Control Of Government Personnel Work Product 
Safeguarding Covered Defense Infomiation and Cyber 
Incident Reporting 

SEP2013 
OCT2016 
APR 1992 
DEC2019 

Notice of Authorized Disclosure oflnfonnation for Litigation MAY 2016 
Support 
Provision Oflnfonnation To Cooperative Agreement Holders DEC 1991 
Subcontracting With Finns That Are Owned or Controlled By MAY 2019 
The Government of a Countty that is a State Sponsor of 
Terrorism 

Reporting of Government-Furnished Prope11y 

Cost Estimating System Requirements 

AUG2012 

DEC 2012 

Restti.ctions on the Use of Mandat01y Arbitration Agreements DEC 2010 

Preference For Ce1tain Domestic Commodities 
Export-Contt·olled Items 
Utilization of Indian Organizations and Indian-Owned 
Econoinic Ente1prises, and Native Hawaiian Small Business 
Concerns 
Non-estoppel 
Rights in Technical Data--Noncommercial Items 
Rights in Noncommercial Computer Software and 
Noncommercial Computer Software Documentation 
Technical Data--Commercial Items 
Rights in Bid or Proposal Inf01mation 
Validation of Asserted Restti.ctions--Computer Software 
Liinitations on tl1e Use or Disclosure of Govemment­
Ftmlished Info1mation Marked with Restt"ictive Legends 

DEC2017 
JUN2013 
APR2019 

OCT 1966 
FEB 2014 
FEB 2014 

FEB 2014 
JAN2011 
SEP 2016 
MAY2013 

Defe1Ted Ordering OfTechllical Data Or Computer Software APR 1988 
Technical Data--Withholding Of Payment MAR 2000 
Validation ofRestti.ctiveMarkings on Technical Data SEP 2016 
Patents--Reporting Of Subject Inventions APR 1990 
Supplemental Cost Ptwciples DEC 1991 
Elect:ro11ic Subinission of Payment Requests and Receiving DEC 2018 
Repo1ts 

Protection of Human Subjects 
Final Scientific or Technical Rep011 
Material Management And Accounting System 
Contractor Business Systems 
Accounting System Administration 
Requests for Equitable Adjustment 
Subcontracts for Commercial Items 
Contt·actor Purchasing System Administration 
Tagging, Labeling, and Marking of Government-Furnished 
Prope11y 
Contractor Prope11y Management System Administration 

Reporting, Reutilization, and Disposal 
Transportation of Supplies by Sea 

JUL2009 
DEC 2019 
MAY2011 
FEB 2012 
FEB 2012 
DEC 2012 
JUN2013 
MAY2014 
APR2012 

APR2012 

DEC 2017 
FEB 2019 
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CLAUSES INCORPORATED BY FULL TEXT 

52.216-7 Alt II 

(a) Invoicing. 

ALLOWABLE COST AND PAYMENT (AUG2018) 

(1) The Government will make payments to the Contractor when requested as work progresses, but not 
more often than once eve1y two weeks, in amounts dete1mined to be allowable by the Contracting Officer 
in accordance with subpart 31.3 in effect on the date of this contract and the tenns of this contract. The 
Contractor may submit to an autbo1i.zed representative of the Contracting Officer, in such fmm and 
reasonable detail as the representative may require, an invoice or voucher suppmted by a statement of the 
claimed allowable cost for perfonning this contract. 

(2) The Government will make payments to the Contractor when requested as work progresses, but (except for small 
business concerns) not more often than once every 2 weeks, in amounts detennined to be allowable by the 
Contracting Officer in accordance with Federal Acquisition Regulation (FAR) subpart 31.2 in effect on the date of 
this contract and the tenns of this contract. The Contractor may submit to an authmized representative of the 
Contracting Officer, in such form and reasonable detail as the representative may require, an invoice or voucher 
supported by a statement of the claimed allowable cost for perfomling this contract. 

(3) Contract financing payments are not subject to the interest penalty provisions of the Prompt Payment Act. 
Interim payments made prior to the final payment under the contract are contract financing payments, except interim 
payments if this contract contains Alternate I to the clause at 52.232-25. 

PRR23-198 _ 0104 



( 4) The designated payment office will make interim payments for contract financing on the 30th day after the 
designated billing office receives a proper payment request. 

In the event that the Government requires an audit or other review of a specific payment request to ensure 
compliance with the tenns and conditions of the contract, the designated payment office is not compelled to make 
payment by the specified due date. 

(b) Rein1bursing costs. (1) For the purpose ofreimbursing allowable costs (except as provided in subparagraph 
(b)(2) of the clause, with respect to pension, deferrnd profit sharing, and employee stock ownership plan 
contributions), the term "costs" includes only--

(i) Those recorded costs that, at the time of the request for reimbursement, the Contr·actor has paid by cash, check, or 
other form of actual payment for items or services purchased directly for the contr·act; 

(ii) When the Contractor is not delinquent in paying costs of contr·act pe1fonnance in the ordinary course of 
business, costs incmrnd, but not necessarily paid, for--

(A) Supplies and services purchased directly for the contr·act and associated financing payments to subcontractors, 
provided payments determined due will be made--

(1) In accordance with the terms and conditions of a subcontract or invoice; and 

(2) Ordinarily within 30 days of the submission of the Contr·actor's payment request to the Government; 

(B) Materials issued from the Contr·actor's inventory and placed in the production process for use on thecontr·act; 

(C) Direct labor; 

(D) Direct tr·avel; 

(E) Other direct in-house costs; and 

(F) Properly allocable and allowable indirect costs, as shown in the records maintained by the Contr·actor for 
purposes of obtaining reimbursement U11der Government contr·acts; and 

(iii) The amount of financing payments that have been paid by cash, check, or other forms of payment to 
subcontr·actors. 

(2) Accmed costs of Contractor contributions U11der employee pension plans shall be excluded until actually paid 
unless--

(i) The Contr·actor's practice is to make contributions to the retirement fund quarterly or more frequently; and 

(ii) The contribution does not remain U11paid 30 days after the end of the applicable quaiter or shorter payment 
period (any conttibution remaining U11paid shall be excluded from the Contr·actor's indirect costs for payment 
purposes). 

(3) Notwithstanding the audit ai1d adjustment of invoices or vouchers under paragraph (g) of this clause, allowable 
indirect costs under this contract shall be obtained by applying indirect cost rates established in accordance with 
paragraph (d) of this clause. 

(4) Any statements in specifications or other docmnents incorporated in this contr·act by reference designating 
performance of services or furnishing of materials at the Contractor's expense or at no cost to the Government shall 
be disregarded for purposes of cost-reimbursement under this clause. 
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(c) Small business concerns. A small business concern may receive more frequent payments than eve1y 2weeks. 

(d) Final indirect cost rates. (1) Final annual indirect cost rates and the appropriate bases shall be established in 
accordance with Subpart 42.7 of the Federal Acquisition Regulation (FAR) in effect for the period covered by the 
indirect cost rate proposal. 

(2)(i) The Contractor shall submit an adequate final indirect cost rate proposal to the Contracting Officer (or 
cognizant Federal agency official) and auditor within the 6-month period following the expiration of each of its 
fiscal years. Reasonable extensions. for exceptional circmnstances only, may be requested in writing by the 
Contractor and granted in writing by the Contracting Officer. The Contractor shall support its proposal with 
adequate supporting data. 

(ii) The proposed rates shall be based on the Contractor's actual cost experience for that period. The appropriate 
Government representative and the Contractor shall establish the final indirect cost rates as promptly as practical 
after receipt of the Contractor's proposal. 

(iii) An adequate indirect cost rate proposal shall include the following data unless othe1wise specified by the 
cognizant Federal agency official: 

(A) Summary of all claimed indirect expense rates, including pool, base, and calculated indirect rate. 

(B) General and Administrative expenses (final indirect cost pool). Schedule of claimed expenses by element of cost 
as identified in accounting records (Cha11 of Accounts). 

(C) Overhead expenses (final indirect cost pool) . Schedule of claimed expenses by element of cost as identified in 
accounting records (Cha11 of Accounts) for each final indirect cost pool. 

(D) Occupancy expenses (intennediate indirect cost pool). Schedule of claimed expenses by element of cost as 
identified in accounting records (Chart of Accounts) and expense reallocation to final indirect cost pools. 

(E) Claimed allocation bases, by element of cost, used to distribute indirect costs. 

(F) Facilities capital cost of money factors computation. 

(G) Reconciliation of books of account (i.e., General Ledger) and claimed direct costs by major cost element. 

(H) Schedule of direct costs by contract and subcontract and indirect expense applied at claimed rates, as well as a 
subsidia1y schedule of Government pa1ticipation percentages in each of the allocation base amounts. 

(I) Schedule of cumulative direct and indirect costs claimed and billed by contract and subcontract. 

(J) Subcontract infmmation. Listing of subcontracts awarded to companies for which the contractor is the prime or 
upper-tier contractor (include prime and subcontract numbers; subcontract value and award type; amount claimed 
during the fiscal year; and the subcontractor name, address, and point of contactinfo1mation). 

(K) Summa1y of each time-and-materials and labor-hour contrn.ct infonnation, including labor categories, labor 
rates, hours, and amounts; direct materials; other direct costs; and, indirect expense applied at claimed rates. 

(L) Reconciliation of total payroll per IRS fonn 941 to total labor costs distribution. 

(M) Listing of decisions/agreements/approvals and description of accounting/organizational changes. 

(N) Ce1tificate of final indirect costs (see 52.242-4, Ce11ification of Final Indirect Costs) . 
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(0) Contract closing infmmation for contracts physically completed in this fiscal year (include contract number, 
period of pe1fonnance, contract ceiling a.mounts, contract fee computations, level of effo1t, and indicate if the 
contract is ready to close). 

(iv) The following supplemental infonnation is not required to dete1mine if a proposal is adequate, but may be 
required during the audit process: 

(A) Comparative analysis of indirect expense pools detailed by account to p1ior fiscal year and budgetaiy data. 

(B) General organizational infonnation and limitation on allowability of compensation for ce1tain contractor 
persom1el. See 31.205-6(p). Additional salaiy reference infmmation is available at 
https://www .whitehouse. 11:ov/wp-
content/uploads/2017 / l 1 /ContractorCompensationCapContractsAwardedBeforeJune24.pdf and 
https :/ /www.whitehouse.gov/wp-
content/uploads/201 7 / 11 /ContractorCompensationCapContractsA wardedafterJune2 4. pdf. 

(C) Identification of prime contracts under which the contrnctor perfonns as a subcontractor. 

(D) Description of accounting system ( excludes contractors required to submit a CAS Disclosme Statement or 
contractors where the description of the accmmting system has not changed from the previous year's submission). 

(E) Procedmes for identifying and excluding tmaUowable costs from the costs claimed and billed (excludes 
contractors where the procedmes have not changed from the previous yea.r's submission). 

(F) Ce1tified financial statements and other financial data (e.g., tiial balance, compilation, review, etc.). 

(G) Management letter from outside CPAs concerning any internal conti·ol weaknesses. 

(H) Actions that have been and/or will be implemented to conect the weaknesses desc1ibed in the management letter 
from subparagraph G) of this section. 

(I) List of all internal audit reports issued since the last disclosure of internal audit reports to the Government. 

(J) Ammal internal audit plai1 of scheduled audits to be perfo1med in the fiscal yeai· when the final indirect cost rate 
submission is made. 

(K) Federal and State income tax returns. 

(L) Securities and Exchange Commission 10-K annual report. 

(M) Minutes from boa.rd of directors meetings. 

(N) Listing of delay claims and tennination claims submitted which contain costs relating to the subject fiscalyeai·. 

(0) Conti·act briefings, which generally include a synopsis of all pe1tinent contract provisions, such as: Conti·act 
type, conti·act a.mount, product or service(s) to be provided, conti·act pe1fonnai1ce period, rate ceilings, advance 
approval requirements, pre-contract cost allowability limitations, and billing limitations. 

(v) TI1e Contractor shall update the billings on all contrncts to reflect the final settled rates and update the schedule 
of cumulative direct and indirect costs claimed and billed, as required in paragraph ( d)(2)(iii)(I) of this section, 
within 60 days after settlement of final indirect cost rates. 

(3) TI1e Conti·actor and the approp1iate Government representative shall execute a written understanding setting 
fo1th the final indirect cost rates. The understanding shall specify (i) the agreed-upon final annual indirect cost rates, 
(ii) the bases to which the rates apply, (iii) the periods for which the rates apply, (iv) any specific indirect cost items 
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treated as direct costs in the settlement, and (v) the affected contract and/or subcontract, identifying any with 
advance agreements or special te1ms and the applicable rates. The understanding shall not change any monetaiy 
ceiling, contract obligation, or specific cost allowance or disallowance provided for in this contract. TI1e 
understanding is incorporated into this contract upon execution. 

(4) Failure by the parties to agree on a final annual indirect cost rate shall be a dispute within the mefilllllg of the 
Disputes clause. 

(5) Within 120 days ( or longer period if approved in writing by the Contracting Officer) after settlement of the final 
annual indirect cost rates for all yeai·s of a physically complete contract, the Contractor shall submit a completion 
invoice or voucher to reflect the settled amounts and rates. The completion invoice or voucher shall include settled 
subcontract amounts a11d rates. The prime contractor is responsible for settling subcontractor amounts and rates 
included in the completion invoice or voucher and providing status of subcontractor audits to the contracting officer 
upon request. 

(6)(i) If the Contractor fails to submit a completion invoice or voucher within the time specified in paragraph (d)(5) 
of this clause. the Contracting Officer may--

(A) Dete1mine the ainonnts due to the Contractor under the contract; and 

(B) Record this determination in a unilateral modification to the contract. 

(ii) This detennination constitutes the final decision of the Contracting Officer in accordance with the Disputes 
clause. 

(e) Billing rates. Until final annual indirect cost rates are established for any period, the Government shall reimburse 
the Contractor at billing rates established by the Contracting Officer or by an authorized representative (the 
cognizant auditor), subject to adjustment when the final rates are established. TI1ese billingrates--

(1) Shall be the anticipated final rates: and 

(2) May be prospectively or retroactively revised by mutual agreement, at either party's request, to prevent 
substantial overpayment or underpayment. 

(f) Quick-closeout procedures. Quick-closeout procedures are applicable when the conditions in FAR 42. 708(a) a.re 
satisfied. 

(g) Audit. At any time or times before fmal payment, the Contracting Officer may have the Contractor's invoices or 
vouchers and statements of cost audited. Any payment may be (1) Reduced by amounts found by the Contracting 
Officer not to constitute allowable costs or (2) Adjusted for p1ior overpayments orunde1payments. 

(h) Final payment. (1) Upon approval of a completion invoice or voucher submitted by the Contractor in accordance 
with paragraph (d)(5) of this clause, and upon the Contractor's compliance wiili all te1ms of this contract, ilie 
Government shall promptly pay any balance of allowable costs and iliat pa1t of the fee (if any) not previously paid. 

(2) The Contractor shall pay to ilie Government any refunds, rebates, credits, or other ainounts (including interest, if 
any) accming to or received by the Contractor or any assignee under this contract, to ilie extent that those amounts 
are properly allocable to costs for which the Contractor has been reimbursed by the Government. Reasonable 
expenses incmTed by the Contrnctor for seeming refimds, rebates, credits, or oilier amounts shall be allowable costs 
if approved by the Contracting Officer. Before final payment llllder tliis contract, ilie Contractor and each assignee 
whose assignment is in effect at the time of final payment shall execute anddeliver--

(i) An assignment to the Government, in form and substance satisfact01y to ilie Contracting Officer, of refunds, 
rebates, credits, or other ainounts (including interest, if any) properly allocable to costs for which the Contractor has 
been reimbursed by the Government under this contract; and 

PRR23-198 _ 0108 



(ii) A release discharging the Government, its officers, agents, and employees from all liabilities, obligations, and 
claims arising out of or under this contract, except--

(A) Specified claims stated in exact amounts, or in estimated amounts when the exact amounts are notknown; 

(B) Clainis (including reasonable incidental expenses) based upon liabilities of the Contractor to third parties aiising 
out of the pe1f01mance of this contract; provided, that the claims ai·e not known to the Contractor on the date of the 
execution of the release, and that the Contractor gives notice of the clainis in vniting to the Contracting Officer 
within 6 years following the release date or notice of final payment date, whichever is earlier; and 

(C) Clainis for reimbursement of costs, including reasonable incidental expenses, incmrnd by the Contrnctor under 
the patent clauses of this contract, excluding, however, any e"'J)enses arising from the Contractor's indemnification 
of the Government against patent liability. 

(End of clause) 

52.222-2 PAYMENT FOR OVERTIME PREMIUMS (JUL 1990) 

(a) The use of ove1time is authorized under this contract if the overtime premium cost does not exceed $0.00 or the 
overtime premimn is paid for work --

(1) Necessa1y to cope with emergencies such as those resulting from accidents, natural disasters, breakdowns of 
production equipment, or occasional production bottlenecks of a sporadic nature; 

(2) By indirect-labor employees such as those performing duties in connection with administration, protection, 
transpmtation, maintenance, standby plant protection, operation of utilities, or accounting; 

(3) To perfonn tests, industtial processes, laborato1y procedures, loading or unloading of transpmtation 
conveya.11ces, and operations in flight or afloat that ai·e continuous in nature and cannot reasonably be inte111.1pted or 
completed otherwise; or 

( 4) That will result in lower overall costs to the Government. 

(b) Any request for estimated overtinie premitmis that exceeds the amount specified above shall include all 
estimated overtinie for contt·act completion a.11d shall--

(1) Identify the work unit; e .g., depaitment or section in which the requested ove1time will be used, together with 
present workload, staffing, and other data of the affected unit sufficient to permit the Contracting Officer to evaluate 
the necessity for the overtinie; 

PRR23-198 _ 0109 



(2) Demonstrate the effect that denial of the request will have on the contract delive1y or pe1fonnanceschedule; 

(3) Identify the extent to which approval of overtime would affect the performance or payments in connection with 
other Government contrncts, together with identification of each affected contract: and 

(4) Provide reasons why the required work cannot be performed by using multishift operations or by employing 
additional personnel. 

(End of clause) 

52.244-2 SUBCONTRACTS (JUN 2020) 

(a) Definitions. As used in this clause--

Approved purchasing system means a Contractor's purchasing system that has been reviewed and approved in 
accordance with Prut 44 of the Federal Acquisition Regulation (FAR). 

Consent to subcontract means the Contracting Officer's written consent for the Contractor to enter into a particulru· 
subcontract. 

Subcontract means any contract, as defined in FAR Subpa11 2.1, entered into by a subcontractor to furnish supplies 
or services for perfonnance of the prime contract or a subcontract. It includes, but is not limited to, purchase orders, 
and changes and modifications to purchase orders. 

(b) When this clause is included in a fixed-price type contract, consent to subcontract is required only on unpriced 
contract actions (including unpriced modifications or unpriced delive1y orders), and only if required in accordance 
with paragraph ( c) or ( d) of this clause. 

(c) If the Contractor does not have an approved purchasing system, consent to subcontract is required for any 
subcontract that-

(1) Is of the cost-reimbursement, time-and-mate1ials, or labor-hour type; or 

(2) Is fixed-price and exceeds-
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(i) For a contract awarded by the Department of Defense, the Coast Guard, or the National Aeronautics and Space 
Administration, tl1e greater of the simplified acquisition threshold, as defined in FAR 2.101 on the date of 
subcontract award, or 5 percent of the total estimated cost of the conn·act; or 

(ii) For a contract awarded by a civilian agency other than the Coast Guard and the National Aeronautics and Space 
Administration, either the simplified acquisition threshold, as defined in FAR 2.101 on the date of subcontract 
award, or 5 percent of the total estimated cost of the contract. 

( d) If the Contractor has an approved purchasing system, the Contractor neve1theless shall obtain the Contracting 
Officer's wiitten consent before placing the following subconn·acts: 

Not Applicable 

(e)(l) The Contractor shall notify the Contracting Officer reasonably in advance of placing any subcontract or 
modification thereof for which consent is required under paragraph (b), (c), or (d) of this clause, including the 
following i.nfonnation: 

(i) A description of the supplies or se1vices to be subcontracted. 

(ii) Identification of the type of subconn·act to be used. 

(iii) Identification of the proposed subconn·actor. 

(iv) The proposed subconn·act price. 

(v) The subcontractor's ctment, complete, and accurate ce1tified cost or pricing data and Certificate of CtuTent Cost 
or P1icing Data, if required by other conn·act provisions. 

(vi) The subcontractor's Disclosure Statement or Certificate relating to Cost Accotmting Standards when such data 
are required by other provisions of this contract. 

(vii) A negotiation memorandum reflecting-

(A) The principal elements of the subcontract ptice negotiations; 

(B) The most significant considerations conn·olling establishment of initial or revised p1ices; 

(C) The reason ce1ti.fied cost or pricing data were or were not required; 

(D) The extent, if any, to which the Contractor did not rely on the subcontractor's cettified cost or p1icing data in 
detenni.ning the price objective and in negotiating the final price; 

(E) The extent to which it was recognized in the negotiation that the subconn·actor's ce1tified cost or pticing data 
were not accurate, complete, or ctment; the action taken by the Conn·actor and the subcontractor; and the effect of 
any such defective data on the total price negotiated: 

(F) The reasons for any significant difference between the Contractor 's price objective and the p1ice negotiated:and 

(G) A complete explanation of the incentive fee or profit plan when incentives are used. The explanation shall 
identify each critical pe1f01mance element management decisions used to quantify each incentive element, reasons 
for tl1e incentives, and a Sllll1llliUY of all trade-off possibilities considered. 

(2) The Conn·actor is not required to notify the Conn·acting Officer in advance of entering into any subconn·act for 
which consent is not required under paragraph (c), (d), or (e) of this clause. 
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(f) Unless the consent or approval specifically provides othe1wise, neither consent by the Contracting Officer to any 
subcontract nor approval of the Contractor's purchasing system shall constitute adetennination-

(1) Of the acceptability of any subcontract tem1s or conditions; 

(2) Of the allowability of any cost under th.is contract; or 

(3) To relieve the Contractor of any responsibility for perfomiing this contract. 

(g) No subcontract or modification thereof placed under this contract shall provide for payment on a cost-plus-a­
percentage-of-cost basis, and any fee payable under cost-reimbursement type subcontracts shall not exceed the fee 
limitations in FAR 15.404-4(c)(4)(i). 

(h) The Contractor shall give the Contracting Officer .immediate written notice of any action or suit filed and prompt 
notice of any claim made against the Contractor by any subcontractor or vendor that, in the opinion of the 
Contractor, may result in litigation related in any way to this contract. with respect to which the Contractor may be 
entitled to rein1bursement from the Government. 

(i) The Government reserves the right to review tl1e Contractor's purchasing system as set fo1ih in FAR Subpart 
44.3. 

(j) Paragraphs ( c) and ( e) of this clause do not apply to the following subcontracts, which were evaluated dming 
negotiations: 

Arizona State University 
Columbia University 
Eduworks 
State University of New York, Albany 
University oflllino.is at Urbana-Champaign 
University of Michigan 

(End of clause) 

52.247-1 COMMERCIAL BILL OF LADING NOTATIONS (FEB 2006) 

When tl1e Contracting Officer authorizes supplies to be shipped on a commercial bill of lading and the Contractor 
will be reimbursed these transportation costs as direct allowable costs, the Contractor shall ensure before shipment is 
made that the commercial shipping documents are annotated with either of the following notations, as approp1iate: 

(a) If the Government is shown as tl1e consignor or the consignee, tl1e annotation shall be: 

11Transpo1tation is for the Defense Advanced Research Projects Agency (DARPA) and tl1e actual total transpo1tation 
charges paid to tl1e caITier(s) by the consignor or consignee are assignable to, and shall be reimbursed by, the 
Government. 11 

(b) If the Government is not shown as the consignor or the consignee, the annotation shall be: 

11Transp01tation is for the Defense Advanced Research Projects Agency (DARPA) and the actual total transp01tation 
charges paid to the caITier(s) by the consignor or consignee shall be reimbmsed by the Government, pmsuant to 
cost-reimbmsement contract no. HR00 l l 20C0 123. Th.is may be confumed by contacting DCMA Haitford. 11 

(End of clause) 

PRR23-198 _ 0112 



52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if they were given in 
full text. Upon request, the Contracting Officer will make their full text available. Also, the full text of a clause may 
be accessed electronically at this/these address(es): 

https://www.acquisition.gov/ 

(End of clause) 

52.252-6 AUTHORIZED DEVIATIONS IN CLAUSES (APR 1984) 

(a) The use in this solicitation or contract of any Federal Acquisition Regulation ( 48 CFR Chapter 1) clause with an 
authorized deviation is indicated by the addition of"(DEVIATION)" after the date oftheclause. 

(b) The use in this solicitation or contract of any Defense Federal Acquisition Regulation Supplement ( 48 CFR 
Chapter 2) clause with an authorized deviation is indicated by the addition of "(DEVIATION)" after the name of the 
regulation. 

(End of clause) 

252.203-7003 AGENCY OFFICE OF THE INSPECTOR GENERAL (AUG 2019) 

The agency office of the Inspector General referenced in paragraphs (c) and (d) of FAR clause 52.203-13, 
Contractor Code of Business Ethics and Conduct, is the DoD Office of Inspector General at the following address: 

Department of Defense Office of Inspector General, Administrative Investigations, Contractor Disclosure Program, 
4800 Mark Center Drive, Suite 14L25, Alexandria, VA 22350-1500. 

Toll Free Telephone: 866-429-8011. Website: https://w.vw.dodig mil/Programs/Contractor-Disclosure-Prom:am/. 

(End of clause) 

252.203-7004 DISPLAY OF HOTLINE POSTERS (AUG 2019) 

( a) Definition. As used in this clause--

United States means the 50 States, the District ofColtunbia, and outlying areas. 

(b) Display of hotline poster(s ). 

(I )(i) The Contractor shall display prominently the DoD fraud, waste, and abuse hotline poster prepared by the DoD 
Office of the Inspector General, in effect at time of contract award, in common work areas within business segments 
perfonning work under Department of Defense (DoD) contracts. 
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(ii) For contracts perfo1med outside the United States, when security concerns can be approp1iately demonstrated, 
the contracting officer may provide the contractor the option to publicize the program to contractor personnel in a 
manner other than public display of the poster, such as private employee written instructions and b1iefings. 

(2) If the contract is funded, in whole or in pait, by Department of Homeland Security (DHS) disaster relief funds 
and the work is to be perfo1med in the United States, the DHS fraud hotline poster shall be displayed in addition to 
the DoD hotline poster. If a display of a DHS fraud hotline poster is required, the Contractor may obtain such poster 
from-

(i) DHS Office of Inspector General/MAIL STOP 0305, Attn: Office of Investigations- Hotline, 245 Mlllray La11e 
SW, Washington, DC 20528-0305; or 

(ii) Via the internet at https://www.oi2:.dhs.gov/assets/Hotline/DHS OIG Hotline-optinlized.jpg. 

(c)(l) The DoD hotline poster may be obtained from: Defense Hotline, Tue Pentagon, Washington, D.C. 20301-
1900, or is also available via the internet at https://wvrw.dodi2: mil/Resources!Posters-and-Brochures/. 

(2) If a significant po1tion of the employee workforce does not speak English, then the poster is to be displayed in 
the foreign languages that a significant pmtion of the employees speak. 

(3) Additionally, if the Contractor maintains a compa11y website as a method of providing infmmation to 
employees, the Contractor shall display an electronic version of the required poster at the website. 

(d) Subcontracts. Tue Contractor shall include the substance of this clause, including this paragraph (d), in all 
subcontracts that exceed the tl1reshold specified in Defense Federal Acquisition Regulation Supplement 
203.1004(b )(2)(ii) on the date of subcontract award, except when the subcontract is for the acquisition of a 
commercial item. 

(End of clause) 

252.225-7972 PROHIBITION ON THE PROCUREMENT OF FOREIGN-MADE UNMANNED AIRCRAFT 
SYSTEMS (MAY 2020) (DEVIATION 2020-00015) 

(a) Prohibition. In accordance with section 848 of the National Defense Autho1ization Act for Fiscal Year 2020, the 
Contractor shall not provide or use in the perfo1mance of this contract-

(!) An unmanned aircraft system (UAS), or any related services or equipment, that-

(i) Is manufactured in the People's Republic of China or by an entity dmniciled in the People's Republic of China; 

(ii) Uses flight controllers, radios, data transmission devices, cameras, or gin1bals manufactured in the People's 
Republic of China or by an entity domiciled in the People's Republic of China; 

(iii) Uses a ground control system or operating softwai·e developed in the People's Republic of China or by a11 entity 
domiciled in the People' s Republic of China; or 

(iv) Uses network connectivity or data storage located in, or administered by an entity dmniciled in, the People's 
Republic of China; or 

(2) A system for the detection or identification of a UAS, or any related services or equipment, that is manufactured-
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(i) In the People's Republic of China; or 

(ii) By an entity domiciled in the People's Republic of China. 

(b) Subcontracts. The Contractor shall inse1t the substance of this clause, including this paragraph (b ), in all 
subcontracts or other contractual instmments, including subcontracts for the acquisition of c01mnercial items. 

(End of clause) 

252 .23 5-7010 Acknowledgment of Supp01t and Disclaimer. (MAY 1995) 

(a) The Contractor shall include an acknowledgment of the Government's support in the publication of any matetial 
based on or developed under this contract, stated in the following tenns: Tiris material is based upon work supported 
by the Defense Advanced Research Projects Agency (DARPA) under Contract No. HR00 1120C0 123. 

(b) All material, except scientific articles or papers published in scientific journals, must, in addition to any notices 
or disclaimers by the Contractor, also contain the following disclaimer: Any opinions, findings and conclusions or 
recommendations expressed in this material are those of the author(s) and do not necessarily reflect the views of the 
Defense Advanced Research Projects Agency (DARPA). 

(End of clause) 

252.245-7002 REPORTING LOSS OF GOVERNMENT PROPERTY (DEVIATION 2020-00004) (FEB 2020) 
(a) Definitions. As used in this clause -
Government prope1ty is defined in t11e clause at FAR 52.245-1, Government Property. 
Loss of Government prope1ty means unintended, unforeseen, or accidental loss, damage, or destmction of 
Government prope1ty t11at reduces the Government's expected economic benefits of the prope1ty. Loss of 
Government prope1ty does not include pmposeful destmctive testing, obsolescence, n01mal wear and tear, or 
manufacturing defects. Loss of Government prope1ty includes, but is not limited to -
(1) Items that cannot be found after a reasonable search; 
(2) Theft; 
(3) Damage resulting in unexpected ha1m to prope1ty requiring repair to restore the item to usable condition; or 
( 4) Destruction resulting from incidents tliat render the item useless for its intended pmpose or beyond economical 
repair. 
Unit acquisition cost means -
(1) For Government-furnished prope1ty, the dollar value assigned by the Government and identified in the contract; 
and 
(2) For Contractor-acquired prope1ty, the cost detived from tl1e Contractor's records that reflect consistently 
applied, generally acceptable accounting principles. 
(b) Repo1ting loss of Government property. 
(1) The Contractor shall use the Prope1ty Loss Function in the Government Furnished Property (GFP) Module of 
the Procurement Integrated Enterprise Environment (PIEE) for reporting loss of Government prope1ty. Rep01ting 
value shall be at unit acquisition cost. CutTent PIEE users can access the GFP Module by logging into their account. 
New users may register for access and obtain traitring on the PIEE home page https://wawf.eb.mil/piee-landing. 
(2) Unless othe1wise provided for in this contract, the requirements of paragraph (b )(1) of tlris clause do not apply 
to nonnal and reasonable inventory adjustments, i.e., losses oflow-risk consumable material such as common 
hardware, as agreed to by the Contractor and the Government Prope1ty Admitristrator. Such losses are typically a 
product of normal process variation. The Contractor shall ensure that its prope1ty management system provides 
adequate management control measures, e.g., statistical process controls, as a means of managing such variation. 
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(3) The Contractor shall repo11 losses of Government property outside normal process variation, e.g., losses due to 
(i) Theft; 
(ii) Inadequate storage; 
(iii) Lack of physical security; or 
(iv) "Acts of God". 
( 4) This repo1ting requirement does not change any liability provisions or other 
reporting requirements that may exist under this contract. 
(End of clause) 
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Subcontract - Exhibit E 

INSTITUTION/ ORGANIZATION CONTACT INFORMATION 

NAME (Legal Entity): AZ Board of Regents on behalf of Arizona State University 

ADDRESS: P.O. Box 876011 

CITY: Tempe 

STATE: AZ 

ZIP CODE +4: 85287-6011 

CONTRACTS/GRANTS OFFICIAL ADMINISTRATIVE CONTACT 

TECHNICAUPRINCIPAL INVEST/GA TOR OFFICIAL NOTICES CONTACT 

BILLING CONTACT FINANCIAL CONTACT 

AUTHORIZED OFFICIAL AUDIT CONTACT 
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Subcontr:~ 

Reporting Requirements 

TECHNICAL STATUS/PROGRESS REPORTS 

Technical Reports are required by the Subcontractor to enable Kitware to meet its re ortin obligations 
under the Prime DARPA Contract, 

• Quarterly R&D Status Report due at the end of each calendar quarter 

• End of Phase Technical Report due at end of program phase 

• Final Technical Report due at end of period of performance 

• Agendas, meeting notes and presentation materials (as requested) to meet contract requirements 

FINAL FINANCIAL STATUS REPORT/FINAL INVOICE 

• The Final Invoice is due within sixt 60) days after the Period of Performance 
• Submit via email to: 
• The Final Invoice shall include the following certification or similar version thereof: 

"Payment of this Final invoice shall constitute complete satisfaction of all of Kitware's 
obligations under this Subcontract and SUBCONTRACTOR releases and discharges 
Kitware from all further claims and obligations upon payment hereof." 

ANNUAUFINAL REPORT OF INVENTIONS AND SUBCONTRACTS 

• Due annually and within thirty (30) days after the Period of Performance 
• Utilize DoD Form DD882 
• Submit via email to: 

CLOSEOUT PACKAGE 

A Closeout Package will be sent to the SUBCONTRACTOR's Administrative/Contracting Contact upon 
expiration or termination of Subcontract. 

Final payment cannot be made nor can the Subcontract be closed out until SUBCONTRACTOR delivers 
to Kitware all forms and reports required. 

The closeout of this Subcontract does not affect the right of Kitware or the Sponsor to disallow costs 
and/or recover funds on the basis of a later audit or other review. 
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EXHIBIT G 

DARPA Semafor PROGRAM 
ASSOCIATE CONTRACTOR AND PROPRIETARY INFORMATION AGREEMENT 

PARTIES TO THIS AGREEMENT 

This Associate Contractor and Proprietary Information Agreement (hereinafter the "Agreement") is 
entered into and made effective as of contract award ("Effective Date"), by and between: 
Accenture Federal Services, Kitware, Inc., Lockheed Martin ATL, PAR Government 
Systems Corporation, New York University (NVU), NVIDIA Corporation, Purdue University, 
SRI International, Systems & Technology Research (STR), University of California -
Berkeley (UC Berkeley), and Carahsoft. 

All parties to this agreement are hereinafter referred to individually as the "Party" and collectively 
as the "Parties." 

TERMS AND CONDITIONS 

1. BACKGROUND 

1.1 The Parties are under separate contracts (hereinafter referred to individually as the 
"Contract" and collectively as the "Contracts") with the United States Government 
(hereinafter "Government"), which obligate each Party to cooperate with each other. 

1.2 The Contracts are identified as follows 
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1.3 The performance of the respective Contracts and the cooperation envisioned there under 
require that the Parties exchange Program Products (as defined in Article 2.0 below) and 
Proprietary Information (as defined in Article 2.0 herein below), which relate to the 
Contracts listed above. 

1.4 The Parties desire to enter into this Agreement in order to (a) fulfill their obligations to 
the Government, (b) to establish a system for effectuating the disclosure and transfer of 
information and data, and (c) to protect Proprietary Information from unauthorized use 
and disclosure. Neither party intends to assume, nor shall this Agreement be construed 
to impose, any obligation that exceeds the scope of, or is inconsistent with, any of the 
obligations of any party under its respective Contract. 

1.5 In the event of any conflicts or incompatibilities between the respective Contract(s) of the 
Parties, such conflicts or incompatibilities shall be resolved through discussions between 
the Parties, the associated Program offices and the cognizant Procuring Contracting 
Officer(s) (hereinafter "PCO"), as appropriate. Should interface incompatibility issues 
arise that affect the technical integration of the Contract(s), the respective Party/Parties 
shall promptly notify the DARPA SemaFor Program Manager and contracting officer 
representative (hereinafter "COR"). The Government will determine the appropriate 
corrective action and will issue guidance to the affected Party/Parties. 

1.6 Nothing in this Agreement shall be deemed to affect each Party's requirement to comply 
with FAR subpart 9.5, Organizational Conflicts of Interest. 

2. DEFINITIONS 

2.1 "Intellectual Property" shall mean patented and unpatented inventions, mask works, 
copyrighted works, trade secrets, know-how and Proprietary Information of either 
Party. 

2.2 "Program Products" means all products of a programmatic, technical or scientific nature 
that are disclosed or exchanged by one Party to another under or in connection with this 
Agreement, whether ephemeral or in permanent form. Program Products in permanent 
form may include written or electronic correspondence; drawings; data; media (including, 
but not limited to text, image, video, audio); machine learning, Al or other computational 

DARPA SemaFor ACA 8/6/2020 11:24:59 AM Page 2 of 11 

PRR23-198_0120 



models; algorithms; user interfaces; software architecture; computer software; threat 
models; challenge problems; evaluation processes, metrics, assessments, and results; 
documentation of system architectures, APls, algorithms, user interfaces, or other 
capabilities; or briefings related to capabilities developed on the program. Ephemeral 
Program Products may include non-recorded telephone or other oral communications, the 
visual presentation of briefings, or inspections of facilities or equipment. 

2.3 "Proprietary Information" means information or products deemed proprietary or confidential 
to the furnishing Party (in accordance with the Intellectual Property clauses of the 
furnishing Party's contract) that are disclosed or exchanged by the furnishing Party to a 
receiving party under or in connection with this Agreement. Proprietary Information shall 
be identified as follows: 

2.3.1 All documents and other tangible materials shall be marked with an appropriate 
restrictive legend in such a manner that reasonably identifies the proprietary nature 
of the document or material to the receiving Party. If Proprietary Information is 
considered a trade secret by the disclosing party or subject to export controls, this 
shall be specifically noted in addition to any other markings included thereon; and 

2.3.2 In the case of other disclosures (e.g. , visual or oral), materials shall be identified as 
proprietary at the time of disclosure by the furnishing Party, and then shall be 
reduced to a written listing or summary, which listing or summary is marked with an 
appropriate restrictive legend and is delivered to the receiving Party within thirty 
(30) days after disclosure. During this 30-day period, such information so disclosed 
shall be provided the same protection as Proprietary Information identified in 
accordance with subparagraph 2.3.1 above. 

3. RELATIONSHIP OF THE PARTIES 

This Agreement does not create, nor shall this Agreement be construed in any way as creating, 
a joint venture, teaming arrangement, partnership, or agency relationship between the Parties. 
No Party, nor any of its respective officers, employees or agents shall have any right or authority 
to assume or create any obligation of any kind, whether express or implied, on behalf of the 
other Parties. 

4. COSTS AND EXPENSES 

Each Party shall bear all costs and expenses incurred by it in the preparation, execution or 
performance of its obligations under this Agreement. 

5. POINTS OF CONT ACT 

5.1 Each Party shall designate a Program Manager (PM) or Principal Investigator (Pl) (Exhibit 
A) who will represent that Party in connection with the performance of its obligat ions to 
exchange and protect Program Products under this Agreement. 

5.2 Each Party shall designate a point of contact for the provision of any legal or 
contractual notices that may be issued hereunder. Any such notices sent by courier, 
mail, email or telegram shall be effective, unless otherwise provided herein, or in the 
notice, upon receipt atthe address of the other Party as specified in this Agreement. 

5.3 All points of contact required pursuant to 5.1, and 5.2, hereinabove shall be 
designated in writing in Exhibit A. Each Party may change their points of contact from 
time to time by providing the other Parties a revised Exhibit A. 

6. PROCEDURES 

6.1 Any disclosure or exchange of Program Products between the Parties under or in 
connection with this Agreement and agreed to by the Parties as needed shall: 
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6.1.1 Specify the activities to be performed by the other Party; and 

6.1.2 Define the originating Party's program interfaces, inclusive ofpoints-of­
contact. telephone and email address; and 

6.1.3 Provide sufficient data for insight into schedule and performance status in order 
that the receiving Party reasonably support timely program milestone completion; 
and 

6.1.4 Specify compliance required by the other Party for data standardization and 
data exchange; and 

6.1.5 Identify potential conflicts between the Contracts and this Agreement, including 
agreements on restriction of employees. If necessary, the Parties shall cooperate 
in good faith to create an Organizational Conflict of Interest mitigation Plan for 
Government review and approval. 

6.2 If required by any Party's Contract or if otherwise mutually agreed, representatives of the 
Parties shall participate in meetings at mutually agreeable times and places to discuss 
matters of mutual concern within the scope of this Agreement. Such meetings may be 
established to define interface parameters, and to resolve any disputes that may arise 
hereunder, including recording and publishing meeting minutes; preparation, coordination 
and distribution of agendas; and follow-up and status reporting on any action items or 
action plans established at any meeting. 

7. VISITS 

If required by any Contract and if mutually agreed to by the parties, representatives of one Party 
may visit facilities of another Party at reasonable times during normal business hours of the 
hosting Party. Advance authorization of the hosting Party must be obtained. The hosting Party 
shall furnish the visiting Party with appropriate identification and such other assistance as may be 
reasonably necessary to accomplish the purposes of the visit. The visiting Party shall comply 
with the hosting Party's security and safety policies and procedures to the extent they are made 
known while onthe hosting Party's premises. 

8. CONFIDENTIALITY OBLIGATIONS AND RESTRICTIONS 

With respect to Proprietary Information defined and identified pursuant to Article 2 above, the 
receiving Party will: 

8.1 Hold it in confidence for five (5) years after termination of this Agreement, applying the 
same degree of care that it applies to its own Proprietary Information of a like nature, but 
no less than reasonable care, 

8.2 Use it only for the purpose set forth in the Contract(s) or under this Agreement, 

8.3 Make it available only to its employees, including officers and directors, who are bound by 
and have been made aware of the restrictions contained herein concerning the use of 
such Proprietary Information, and who have a "need to know" in order to carry out their 
respective functions in connection with the purpose set forth in the Contract(s), 

8.4 Not otherwise use or disclose it to third parties, including affiliates, without authorization in 
writing by the furnishing Party, except that it may be disclosed to the Government pursuant 
to Article 9 herein below if the Government requires such disclosure, provided however, 
that it must be disclosed with its original restrictive legends and such other markings as 
may be required under Government regulations to preserve its proprietary nature, 

8.5 Be responsible for ensuring that any complete or partial reproduction of the 
Proprietary Information bears the original restrictive legends, and 

8.6 Control access to such Proprietary Information under and in accordance with all 
applicable U.S. export and security laws and regulations. 

9. DISCLOSURE 
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9.1 Each Party may disclose Proprietary Information of the other Party to the Government 
during the term of this Agreement but only to the extent necessary to perform its 
obligations under this Agreement or its Contract, provided however, that the Proprietary 
Information is marked with an appropriate restrictive legend pursuant to the then current 
guidance in the Federal Acquisition Regulations and further provided that the Party 
owning such Proprietary Information shall be promptly notified of the request prior to 
disclosure. 

9.2 Each party may also disclose the Proprietary Information of the other Party to a recipient 
consultant providing assistance to the Government or to its own recipient subcontractors 
or consultants, provided the recipient has executed a Proprietary Information Agreement 
with one of the Parties to this agreement, for this effort, that requires the recipient 
subcontractor or consultant to protect Proprietary Information to the same extent that 
Parties to this agreement are obligated to protect it. 

9.3 Each Party may also provide a copy of this Agreement to its PCO for approval 
or informational purposes, in accordance with the requirements of its Contract. 

9.4 Should the receiving party be faced with legal action or a requirement under Government 
regulation to disclose Proprietary Information received hereunder, the receiving Party shall 
forthwith notify the furnishing Party, where legally permitted. Upon the request, and at the 
expense of the latter, the receiving Party shall cooperate with the furnishing Party in 
contesting such disclosure. Except in connection with fai lure to reasonably discharge 
responsibilities set forth in this paragraph, neither Party shall be liable in damages for any 
disclosures of information received hereunder pursuant to law, subpoena, or judicial action 
or Government regulations. To the extent that such information is not entered into the 
public record, it shall remain Proprietary Information and subject to the obligations set forth 
herein 

9.5 No news release, publicity, advertising or other such public statement regarding any 
relationship between the Parties concerning this Agreement shall be made by either 
Party without the prior written approval of the other Parties, which shall not be 
unreasonably withheld, subject to any applicable Open Records Law. 

10. NO GRANT OF LICENSE/ NO WARRANTY 

10.1 Except as expressly provided for herein or hereinafter in writing, no license under any 
patents or any other proprietary right is granted or conveyed by one Party's transmitting 
Proprietary Information or other information to the other Party hereunder, nor shall such a 
transmission constitute any representation, warranty, assurance, guaranty or inducement 
by the furnishing party or the receiving Party with respect to infringement of patent or any 
other proprietary right of others. The disclosing Party sharing Proprietary Information shall 
make the parties aware of any claims known, to the best of their knowledge, of 
infringement of patents or proprietary claims of others pertaining to that Proprietary 
Information. 

10.2 The furnishing Party makes no other warranties under this Agreement. The furnishing 
Party is providing the Proprietary Information hereunder on an "as is" basis. The 
furnishing Party shall not be liable for damages arising from the receiving Party's use of or 
reliance on information disclosed hereunder. 

11. LIMITATIONS OF OBLIGATIONS 

11.1 Information shall not be afforded the protection of this Agreement from and after the first 
to occur of the following: 
• When it is independently developed by the receiving Party without the use, directly or 

indirectly, of Proprietary information received under this Agreement by individuals 
who had no access to the Proprietary Information, 
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• If it is known by the receiving Party at the time of disclosure under this Agreement. 

• When the receiving Party lawfully obtains it without restriction from a third party, 

• When it becomes publicly available other than through the fault or negligence of the 
receiving Party, 

• When it is disclosed by the furnishing Party to a third party without restriction; or 

• When it is delivered to the Government by the originating Party with unlimited rights 
to use. 

11.2 Neither Party shall be liable for the inadvertent or accidental disclosure of Proprietary 
Information of the other Party if such disclosure occurs despite the exercise of the same 
degree of care, but in no event less than reasonable degree of care, that the Party 
normally takes to preserve its own proprietary data or information. Upon discovery or 
notification of such inadvertent or accidental disclosure the receiving Party shall notify the 
furnishing Party and endeavor to correct the effects of and to prevent any further 
inadvertent or accidental disclosure. 

11.3 Nothing in this agreement should be construed as a requirement for any Party to receive 
any Proprietary Information. 

12. INTELLECTUAL PROPERTY 

It is mutually understood and agreed that neither Party shall acquire, directly or by implication, 
any rights in any Intellectual Property of the other Party owned, controlled, acquired, developed, 
authored, conceived or reduced to practice prior to the date of this Agreement or during 
performance thereof, including but not limited to, inventions described and claimed in 
applications for U.S. Letters Patent filed prior to the date of this Agreement, subject to any rights 
of the Government under the Contract(s). 

13. EFFECTIVE DATE, EXPIRATION AND TERMINATION 

13.1 This Agreement shall be effective on the date of the last signed below. Unless otherwise 
agreed to in writing between the Parties, this Agreement shall continue until and expire 
upon the termination or completion of all of the Contracts listed in Article 1 hereinabove, 
unless earlier terminated as provided for below. The term of the protection of the 
Proprietary Information, however, shall continue for the period set forth in Article 8 
hereinabove. 

13.2 This Agreement may be terminated as follows: 

13.2.1 By the withdrawing Party giving the other Parties thirty (30) calendar days 
written notice of termination; or 

13.2.2 At the written direction of a relevant Party's cognizant contracting officer or 
by Contract requirement; or 

13.2.3 At the written direction of the PCOs of all Contracts. 

13.3 In the event of termination, no Party shall be relieved of its obligation to preserve 
Proprietary Information received prior to termination and the confidentiality thereof. 

13.4 The following Articles shall survive the expiration or termination of this 
Agreement: 

Article 4 
Article 8 
Article 9 
Article 11 
Article 12 
Article 13 
Article 15 

Costs and Expenses 
Confidentiality Obligations and Restrictions 
Disclosure 
Limitations of Obligations 
Intellectual Property 
Effective Date, Expiration and Termination 
Post Expiration or Termination 
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Article 17 
Article 18 
Article 19 
Article 20 
Article 21 

Limitation of Liability 
Governing Law 
Disputes 
Injunctive relief 
General 

14. BREACH OR FAILURE TO PERFORM 
14.1 Should a Party fail to protect the Proprietary Information of the other Party as required 

herein, such failure shall be deemed to be a material breach of this Agreement. In this 
event, the rights and remedies set forth in Articles 18 (Governing Law), 19 (Disputes) and 
20(1nj unctive Relief) shall apply. 

14.2 A Party who fails to perform its responsibilities as defined in this Agreement, or fails in any 
other way to cooperate with the other Party in exchanging Program Product(s) or 
Proprietary Information, and does not correct such failures within thirty (30) days after 
written notice of such failure from the other Party, shall be deemed to have breached this 
Agreement and voluntarily withdrawn from this Agreement. Such withdrawal shall be 
treated in the same manner as a termination in accordance with Article 16 herein below, 
entitled Post Expiration or Termination. Notwithstanding the foregoing, the non-breaching 
Party shall have the right to appeal through their cognizant PCO to the PCO of the 
breaching party for any Program Product(s) or Proprietary Information of the breaching 
Party which the non-breaching Party may require in the performance of their Contract(s). 

15. POST EXPIRATION OR TERMINATION 

15.1 Upon the expiration or termination of this Agreement, each Party shall cease use 
of Proprietary Information received from any other Party pursuant to this 
Agreement. 

15.2 All Proprietary Information, including any copies thereof, shall be returned promptly to the 
furnishing Party or destroyed promptly at its request, together with all copies made thereof 
by the receiving Party. Upon request, the receiving Party shall send the furnishing Party a 
destruction certificate. 

15.3 In the event, however, one Party's prime Contract is terminated by the Government and 
another Party remains dependent on Proprietary Information disclosed by the terminated 
Party, the other Parties shall request the rights to use such Proprietary Information through 
the completion of its prime Contract(s), and such request shall not unreasonably be 
denied. The continued use of such Proprietary Information shall be "as is" and at no cost to 
the terminated Party. Such data in possession of a non-terminated Party shall continue to 
be protected in accordance with the terms of this Agreement and returned pursuant to 15. 2 
upon completion of its Contract(s) . 

16. PRIME CONTRACT MA TIERS 

16.1 Each Party shall retain its responsibilities for timely performance under its respective 
Contract(s) . Any adverse impact occasioned by this Agreement on performance or delays 
in delivery under the respective Contracts shall be subject to the terms of the applicable 
Contract and no Party shall be liable to another Party hereunder for any such impacts or 
delays. 

16.2 Changes to any Party's Contract resulting from tasks undertaken under this Agreement 
are not authorized under this Agreement, but shall be submitted to the Government for 
review and approval and implementation under the Parties' respective Contract(s). 

17. LIMITATIONS OF LIABILITY 
EXCEPT FOR LIABILITY ARISING FROM A WILLFUL OR GROSSLY NEGLIGENT BREACH 
OF THE CONFIDENTIALITY OBLIGATIONS HEREUNDER, NOTWITHSTANDING ANY 
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OTHER PROVISION OF THIS AGREEMENT, IN NO EVENT SHALL ANY PARTY BE LIABLE 
TO ANOTHER PARTY FOR CONSEQUENTIAL, INCIDENTAL, SPECIAL (INCLUDING 
MULTIPLE OR PUNITIVE) OR OTHER INDIRECT DAMAGES THAT ARE CLAIMED TO BE 
INCURRED BY THE OTHER PARTY WHETHER SUCH CLAIM ARISES UNDER CONTRACT, 
TORT (INCLUDING STRICT LIABILITY) OR OTHER THEORY OF LAW. 

18. GOVERNING LAW 

Regardless of the place of performance, this Agreement will be construed and interpreted 
according to the U.S. federal law, including applicable Federal Acquisition Regulations as 
enunciated and applied by federal judicial bodies, boards of contracts appeals, and quasi­
judicial agencies of the Federal Government. 

19. DISPUTES 

19.1 The Parties involved in any Dispute hereunder will attempt to resolve the disagreement 
in good faith, referring the matter to executive staff for resolution, if needed, prior to 
pursuing other legal remedies. Either Party may seek injunctive relief in any court of 
competent jurisdiction against improper use of disclosure of Proprietary Information. 

19.2 Notwithstanding the above, any Party may seek injunctive relief in any court of 
competent jurisdiction against improper use or disclosure of Proprietary Information. 

20. INJUNCTIVE RELIEF 

20.1 Injunctive Relief. The receiving Party acknowledges that, in the event of a breach or 
threatened breach of the provisions of this Agreement, the furnishing Party, its parent, 
and/or its subsidiaries and/or affiliated companies, may not have an adequate remedy in 
money or damages and, accordingly, shall be entitled to seek an injunction against such 
breach. Excluding a willful or grossly negligent breach of this Agreement, direct, 
consequential, special, incidental and indirect damages are considered inadequate 
remedies and are expressly excluded. 

21. REQUIRED FLOWDOWN 

21.1 The Parties to this Agreement agree to incorporate the terms of this Agreement in all 
subcontracts, cooperative agreements, consultant agreements, and the like 
("Subcontractor"), executed in support of the Party's SemaFor prime contract. where the 
Subcontractor(s) is expected to participate in and support the Party's responsibilities 
under this Agreement and/or may be required to have access to a disclosing Party's 
Proprietary Information. 

22. GENERAL 

22.1 Excusable Delay. No Party shall be responsible for any delay or failure in performance of 
its obligations under this Agreement arising out of causes beyond its reasonable control, 
including, but not limited to, acts of nature, fires, Governmental action, labor difficulties, 
civil disturbances, acts of terrorism, war, pandemic, or the inability to secure 
transportation. 

22.2 No Assignment. No Party may assign or transfer its rights or obligations contained 
herein without the prior written consent of the other Parties, which consent shall not be 
unreasonably withheld; provided, assignment may be made to any entity succeeding to 
the entire interest of a Party's business or the business of the division or group originally 
responsible for performance hereunder. 

22.3 Export Control. All transfers of Proprietary Information under the terms of this Agreement 
shall at all times be subject to the export control and other applicable laws and regulations 
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of the Government of the United States of America and any amendments thereof. Such 
laws and regulations include, but are not limited to the Arms Export Control Act of 1976 
andthe International Traffic in Arms Regulations (22CFR 120-130). Each Party agrees 
that it shall not make any disposition, by way of transshipment, re-export or transmitted, 
diversion or otherwise, except as said laws and regulations may expressly permit, of 
goods ordata shipped from one Party to another, other than in and to the country 
declared as the ultimate destination on the export license issued by the government of 
country of origin. No Party will knowingly provide or make accessible to another Party 
any export-controlled information or technology without first informing the receiving Party 
of the export-controlled nature of the information or technology and obtaining from the 
receiving Party its written consent to accept such information or technology as well as any 
specific instructions regarding the mechanism pursuant to which such information should 
be passed. Each Party shall be responsible for its own compliance with all U.S. Export 
Control laws. 

The institutions of higher learning are performing fundamental research that is exempt 
from export control licensing under applicable U.S. export control laws. As a result, the 
Universities do not wish to take receipt of export-controlled information or materials except 
as may be specifically agreed to in advance by a Party and for which the Party has made 
specific arrangements with the University. All export controlled technology shall be clearly 
marked as such including which authority governs the restriction and the Export Control 
Classification Number or United States Munitions List category, whichever is applicable. In 
those cases which the disclosing Party agrees and specific arrangement have been made, 
both Parties shall comply with all U.S. export laws and regulations, including the 
International Traffic in Arms Regulations (IT AR), 22CFR Parts 120 through 130, and the 
Export Administration Regulations (EAR), 15 CFR Parts 730 through 799, in the 
performance of this Agreement. 

22.4 Modifications. This Agreement shall not be amended or modified, nor shall any waiver of 
any right hereunder be effective unless set forth in a document titled "Modification" and 
executed by duly authorized representatives of all Parties to this Agreement. 

22.5 Waivers. The waiver of any breach of any term, covenant or condition herein contained 
shall not be deemed to be a waiver of such term, covenant or condition or any subsequent 
breach of the same. 

22.6 Severability. If any provision of this Agreement is or becomes void or unenforceable by 
force or operation of law, the other provisions of this Agreement shall remain valid and 
enforceable. 

22.7 Headings. Paragraph headings contained in this Agreement are included for 
convenience only, and shall have no substantive effect or form any part of the 
Agreement and understanding between the Parties. 

IN WITNESS WHEREOF, the Parties have caused this Agreement to be executed in duplicate 
originals by their authorized representatives. 
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Effective date: [date of the last signed above] 
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of the Government of the United States of America and any amendments thereof. Such 
laws and regulations include, but are not limited to the Arms Export Control Act of 1976 
and the International Traffic in Arms Regulations (22CFR 120-130). Each Party agrees 
that it shall not make any disposition, by way of transshipment, re-export or transmitted, 
diversion or otherwise, except as said laws and regulations may expressly permit, of 
goods or data shipped from one Party to another, other than in and to the country 
declared as the ultimate destination on the export license issued by the government of 
country of origin. No Party will knowingly provide or make accessible to another Party 
any export-controlled information or technology without first informing the receiving Party 
of the export-controlled nature of the information or technology and obtaining from the 
receiving Party its written consent to accept such information or technology as well as any 
specific instructions regarding the mechanism pursuant to which such information should 
be passed. Each Party shall be responsible for its own compliance with all U.S. Export 
Control laws. 

The institutions of higher learning are performing fundamental research that is exempt 
from export control licensing under applicable U.S. export control laws. As a result, the 
Universities do not wish to take receipt of export-controlled information or materials except 
as may be specifically agreed to in advance by a Party and for which the Party has made 
specific arrangements with the University. All export controlled technology shall be clearly 
marked as such including which authority governs the restriction and the Export Control 
Classification Number or United States Munitions List category, whichever is applicable. In 
those cases which the disclosing Party agrees and specific arrangement have been made, 
both Parties shall comply with all U.S. export laws and regulations, including the 
International Traffic in Arms Regulations (IT AR), 22CFR Parts 120 through 130, and the 
Export Administration Regulations (EAR), 15 CFR Parts 730 through 799, in the 
performance of this Agreement. 

22.4 Modifications. This Agreement shall not be amended or modified, nor shall any waiver of 
any right hereunder be effective unless set forth in a document titled "Modification" and 
executed by duly authorized representatives of all Parties to this Agreement. 

22.5 Waivers. The waiver of any breach of any term, covenant or condition herein contained 
shall not be deemed to be a waiver of such term, covenant or condition or any subsequent 
breach of the same. 

22.6 Severability. If any provision of this Agreement is or becomes void or unenforceable by 
force or operation of law, the other provisions of this Agreement shall remain valid and 
enforceable. 

22.7 Headings. Paragraph headings contained in this Agreement are included for 
convenience only, and shall have no substantive effect or form any part of the 
Agreement and understanding between the Parties. 

IN WITNESS WHEREOF, the Parties have caused this Agreement to be executed in duplicate 
originals by their authorized representatives. 
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Exhibit A: Points of Contact - Program Manager, Principal Investigator 
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AWARD/ 
MODIFICATION 

3a. AWARDING OFFICE: 
Office of Naval Research 
875 N. Randolph Street, Suit e 1425 
Arlington, VA 22203-1995 

1. INSTRUMENT TYPE: 
Grant Award 

2. AUTHORlrY: 

3b. CFDA: 
12 . 300 

10 use 2356 and 31 use 6304, as amended 

3c. DUNS NUMBER: 
943360412 

4. AWARD NO.: 5. MODIFICATION NO.: 6. MODIFICATION TYPE: 7. PR NO.: - I F 

8. ACTIVl1Y/AGENCY PROPOSAL NO.: 9. RECIPIENT PROPOSAL NO.: I 0. PROPOSAL DATE: 
09/26/2019 

11. ACTIVITY TYPE: 12. PROGRAM TYPE: 

13. ISSUED TO 
13a. ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSI TY 
ORSPA 
660 S MILL AVE STE 312 
TEMPE AZ 85281-3670 
UNITED STATES OF AMERICA 

13d. BUSINESS OFFICE CONTACT: 

13c. EDlfEFT NUMBER: 
N/ A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

R&D ONR 

14. REMITTANCE ADDRESS (IF DIFFERENT FROM BLOCK 13): 
Same as Block# 13 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fusi ng Narrati ve and Social Cyber For ensics to understand Covert I nfl uence 

16. FUNDING ACTIVITY/AGENCY SHARE RECIPIEN1 SHARE TOTAL 

$498,890.00 

$150,000.00 

$648,890.00 

$1 , 147,763.00 

17. CURRENT FUNDING PERIOD 

N/A THROUGH N/A PREVIOUSLY OBLIGATED: 

OBUGATED BY THIS ACTIO N: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DATA: 
See Attached Financi al Accounting Dat a Sheet ( s ) 

20a. PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. 1ELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

$ 1 ,796,653.00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

18. PERIOD a= PERFORMANCE 

02/02/2021 THROUGH 02/01/2024 

21b.CODE: -
HUMAN & BIOENGINEERED SYSTEMS DIV 

875 N. Randol ph Street 
Arlington VA 22203 - 1995 

21d. 1ELEPHONE NUMBER: 21e. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 22b. CODE: 23a. ADMINISTRATIVE OFFICE: 23b.COOE: 

l2~2~a~-~NA~M~E~:_J■■■■■■L ____ _l ________ J ONR REG Office San Diego 
22c. ADDRESS: 

Offi ce of Naval Research 
140 Syl vester Road Bldg. 140, Rm 218 
San Die go CA 92106- 3501 

22d. TELEPHONE NUMBER: 22c>. EMAIL ADDRESS: 
JAMES.CANTY@NAVY.MIL 

24. SUBMIT PAYMENT REQUEST TO: 

Same as block 23a 

ONR AWARD FORM ( 10/99) • version 1.1 

Page 1 of 5 

25a. PAYING OFFICE 25b. CODE: HQ0339 

DFAS- CO/WEST ENTITLEMENT OPERATIONS 
RQ0339 
PO Box 182381 
COLUMBUS OH 43218 

0 Room 218 

26a. PATENT OFFICE: 26b.CODE: N00014 

Office of Naval Research 
ATTN, ONR Office of Counse l 
Intellectual Property Section 
One Liberty Center 
875 North Randolph Street, Sui t e 1425 
Arlington, VA 22203 - 1995 
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AWARD NO. AWARD/MODIFICATION MODIFICATION NO. -27. SPECIAL INSTRUCTIONS: 
See Specia l Requirements on Page 5 

28. D ELEGATIONS: The administratio n d uties listed be low have been delegated to the administrative office (block 23a}. Upon request the a.warding office contact (block 22) w ill 

make their fu ll text available. Please direct questions to the contacts@: bt tp ,/ /www .onr .navy.m11/contracts-Grant s/Reg1onal -Contacts. aspx 

This award provides full del egation t o t he administrative offi ce in Block 23 o f the gran t . Ful l del egat i on 
includes the function s described in the DoDGARs at 32 CFR 22.715 and t he administrat ive grants o f ficer 
f unct ions related t o p ayments described in 32 CPR 2 2.810. 

29. TERMS AND CONDITIONS: Th<> following i<>rms and condition, aro lncorporatod horoln by roforonco with th<> samo forcg and offoct as if they worn givon In ful toxt. Upon 
request the awarding office contact named in block 22 will make their fLII tel<! available, or they can be found at the specified URL. 

DOCUMENT 

30.0PTIONS OPTION NO. 

(1) opti on Year 4 

(2) 
(3) 
(4) 

AMOUNT 

$5 52,695.00 

URL 

PERIOD 

02 /02/2024 to 02/01/2025 

31. REPORTS: The reporting requirements under this award are speclfed In the articles of part 5 (Financial, Programmatic, and Property Reporting} to the General Terms and 
Conditions and 1n any add111ona1 language for Part 5 1n an ONR Addencum to tne General Tem,s and Cond[lons specifled In Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSO N AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

ONR AWARD FORM (10/99) -version 1.1 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

32c. DATE SIGNED 33b. NAME AND TITLE OF AWARD OFFICER 33c. DATE SIGNED 

01/20/2022 
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FINANCIAL ACCOUNTING DATA SHEET- NAVY 
1. CONTRACT N UMBE':R (CRITICAL) 2. SPIIN (CRITICAL) 3. MOD (CRrTICAL) 4 . PR NUMBE':R -CLIN/SLIN 6 . LINE: OF ACCOUNTING 7. 

NAVY 
A. B. C. D. E. F. G. H. I. J. K. AMOUNT INTERNAL USE 
ACRN APPROPRIATION SUBHEAD OBJ PARM RFM SA AAA IT PAA COST CODE (CRITICAL) ONLY 
(CRITICAL) (CRITICAL) (CRITICAL) CLA (CRITICAL) PROJ POLI & REF DOC/ACRN 

UNIT MCC SUF ------------

I 

PAGE TOTAL $150 , 000.00 

GRAND TOTAL $150 , 000. 00 

PREPARED/AUTHORIZED BY: COMPTROLLER APPROVAL: 
FOR FISCAL DATA AND SIGNATURE 
BY for COMPTROLLER, ONR CONTRACT REVIEWED 

DATE: DATE: 
0NRAWARDFORM (10199) - verslo, 1,1 
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FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
1_ CONTRACT NUMBER (CRITICAL) 

5. (J_ 7 _ 

CUN/SUN ACRN 
(CRITICAL) 

PREPARED/AUTHORIZED BY: 

DATE: 

ONR AWARD FORM (1019$) • versi(n 11 

Page 4 of 5 

I 2. SPI IN (CRITICAL) 13 .... ITICAL) 14. PA NUMBER 

ACCOUNTING CITATION 

COMPTROLLER APPROVAL: 
FOR FISCAL DATA AND SIGNATURE 
BY 

DATE: 

8. -
AMOUNT 

NAVY INTERNAL 

(CRITlCALI 
USE ONLY 

■ 
REF DOC/ACRN 

-PAGE TOTAL 01 GRAND TOTAL 

For COMPTROLLE~. ONR CONTRACT REVIEWED 
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AWARD NO SPECIAL REQUIREMENTS MODIFICATION NO. -Thi s page intenti onall y lef t blank. 

.. 
ONRAIVARD FORM(10/99) • version 1.1 
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OFFICE OF NAVAL 
RESEARCH 

AWARD/ MODIFICATION 
1, INSTRUMENT TYPE: 

3a. AWARDING OFFICE: 

Office of Naval Research HQ 
975 N . Randol ph St, Suite 1 425 
ARLINGTON VA 22203- 1995 

3b. ASSISTANCE LISTING NUMBER AND TITLE; 
Grant Award 1 2.300 Basi c and Applied scientif i c Research 

2. AUTHORITY: 3c. DUNS NUMBER orUEI: 
1 0 use 4001 and 31 use 6304, as amended NTLHJXM55KZ6 

4. AWARD NUMBER: 5. MODIFICATION NO: 6. MODIFICATION TYPE 7. PR NUMBER: 

- ADM 
8. ACTNITY/AGENCY PROPOSAL NO: 9, RECIPIENT PROPOSAL NO: 10. PROPOSAL DATE: 11. ACTMTY TYPE: 12. PROGRAM TYPE: 

13. ISSUED TO 
13a.ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSITY 
ORSP.!\. 
660 S MILL AVE STE 312 
TEMPE AZ 85281- 3670 
UNITED STATES OF AMERI CA 

13d. BUSINESS OFFICE CONTACT: 

13c. 
N/ A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

09/26 / 2 019 R&D ONR 

14. REMITTANCEADDRESS {IF DIFFERENT FROM BLOCK 13): 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fus i ng Narrative and Social Cyber Forensics to understand Cover t I nfl uence 

16. FUNDtJG ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

PREVIOUSLY OBLIGATED: 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DAT/l.: 
See Attached Financ ial Accounting Data Sheet ( s ) 

20". PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 
22a. NAME: 

22c . ADDRESS: 

Of f i c e of Naval Research 
300 Fif th Avenue Sui te 710 
Seat tle WA 98104 

22d. TELEPHONE NUMBER: 22e. EMAIL ADDRESS: 

22b. CODE: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAVING OFFICE 

$1 , 159,833. 0 0 N/A I HHOUGH N/ A 

$0. 00 

$1,159,833.00 

$636, 820. 0 0 

18. PERIOD OF PERFORMANCE 

02 / 02 / 2021 THROU~H 02/01/2024 

$1 , 796,653 .oo 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randol ph Street 

Arl i ngton VA 22203- 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL 11.DDRESS: 

23a. ADMINISTRATIVE OFFICE: 

140 Syl vester Road, Bl dg. 140 Room 218 

2Sb. CODE: 26a. PATENT OFFICE: 

See !?MS Arti c l e II , Sec tion DFAS- CO/WEST ENTITLEMENT OPERATIONS Office of Naval Research 
C.2.b o f t he ONR Addendum HQ0339 
to the DoD R&D General PO Box 1 82381 
Terms and Condit i ons COLUMBUS OH 4 321 8 

NAVONR 4206 (1-20221 

Page 1 o f 5 

ATTN, ONR Office o f Counael 
Intellectual Property Section 
One Liberty Center 
875 No rth Randolph Street, Sui t e 1425 
ARLINGTON VA 22203 - 1995 

PRR23-198_0147 



AWARD NO. MODIFICATION NO. 

AWARD / MODIFICATION -27. SPECIAL INSTRUCTIONS: 
See Special Requirements on Page 5 

28. OE LEGATIONS: The i"lldrninistr,c1tion duties li-sted below have been delegated ta the adrnin isfr.e!live office (block 23a). Upon .-ecpJe sf the llYfi:'Hding office c:ontad (block 22) w ill 

make their full text a•ailable. Please direct questions to the cool acts@: 

https : //www . onr.navy . m1l /work- w1th-us/manage-your- award/onr- reg1on a l - off1ces 

Thia award providea full delegation to the administr a tive office in Block 23 o f the g r ant . Ful l de l egation 
incl udes t he functi ons described i n t h e DoIJGARs at 32 CFR 22 . 7 15 and t he administrative grant s o fficer 
functions related to payments described in 32 CFR 22 . 810 . 

29. TERMS AND CONDITIONS: The followinc tenns and condttions are incorporated herein by reference with lhe same force and effect as i f theywere given in full text. Upon 
request lhe awarding office contact named in block 22 v;ill make their full text available, or they can be found at the $peciiled URL. 

URL 

30. OPTIONS AMOUNT PERIOD 

(1) Option Year 4 $552 ,695.00 02/02/ 202i t o 02/01/2025 

[2) 

[3) 

31 . REPORTS: The reporting requirements under this awe.rd are specined in the e.rticlea ofpe.rt 5 (Financial, Pr09re.01matic, and Properly Reporting) t o the Ceneral Terms and 
Conditions and in any additional language for Part 5 in an ONR Addendum lo the General Terms and Cond~ions speci6ed in Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

f<AVQIJR 4-206 (1 -20221 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated : 2022. 08 .25 1 0:26 :23 EST 

32c. DATE SIGNED 33b. NAME AND TITLE OF A.WARD OFFICER 33c. DA. TE SIGNED 

08/25/ 2022 

PRR23-1 98_0148 



FINANCIAL ACCOUNTING DATA SHEET - NAVY 
1. CONTRACT NUMBER (CRITICAL) 2 . SPIIN (CRITICAL) 3. MOD (CRITICAL) 4. PR NUMBER -5. 6. LINE OF ACCOUNTING 7 
CLIN/SLIN NAVY 

A B. C. D. E. F. G. H. I. J. K. AMOUNT INTERNAL USE 
ACRN APPROPRIATION SUBHEAD OBJ PARM RFM SA AAA IT PAA COST CODE (CRITICAL) ONLY 
(CRITICAL) (CRITICAL) (CRITICAL) CLA (CRntCAL) PROJ MCC PDLI & REF DOC/ACRN 

UNIT SUF 

PAGE TOTAL so.oo 
GRAND TOTAL $0 . 0 0 

PREPARED/AUTI-IORIZED av: COMPTROLLER APPROVAL, 
FOR FISCAL DATA AND SIGNATURE 
BY for COMPTROLLER, ONR CONTRACT REVIEWED 

DATE: DATE: 

i'-,IAVQNI-\ 4LQti (1-21.fi.2) 

Page 3 o f 5 

PRR23-1 98_0149 



1. CONTRACT NUMBER (CRITICAL) 

~ 
5. 6. 7. 
CLIN/SLIN ACRN 

(CRITICAL] 

PREPARED/AUTHORIZEO BY 

DATE: 

SAVQNI< 4205 {1·2022) 

Page 4 o f 5 

FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
I 2. SPIIN (CRITICAL) 1 3-=ITICAL) 1 4. PR NUMBER 

8. NAW INTERNAL 
ACCOUNTING CITATION AMOUNT USE ONLY 

(CRITICAL) REF DOC/ACRN 

PAGE TOTAL $0.0 0 

GRAtJD TOTAL $0 . 00 

COMPTROLLER APPROVAL: 
FOR FISCAL DATAl'IND SIGNATURE 
BY for COMPTROLLER, ONRCONTRACT REVIEWED 
DATE: 

PRR23-198_0150 



AWARD NO. I SPECIAL REQUIREMENTS 

The purpose of thi s modi fication i s to add LOA information . 

ACRN AE funded by OSD MI PR# HQ0642267442 

* 

1;TIONNO. 

LOA: AAA097A2021A2022AA0400AOOOAA410ADA0601110D8ZAAAAA1100A000 08522'012215AUSREAOSD - ASD 
(RESEAAUSRE_ 010601110D8Z010A21_ 0400D_ 0601110A410 .10 GrantsAAA 

* 
AMOUNT: $510 , 943.00 

- - End of Modi f ication 

NIWONR 42J6 (1-20221 

Page 5 of 5 

PRR23-198_0151 



OFFICE OF NAVAL 
RESEARCH 

AWARD/ MODIFICATION 

3a. AWARDING OFFICE: 

Office of Naval Research 
975 N. Randolph Street, Suite 1425 
Arlington , VA 22203- 1995 

1, INSTRUMENT TYPE: 3b. ASSISTANCE LISTING NUMBER AND TITLE; 
Grant Award 12 .300 Basi c and Applied scientif ic Research 

2. AUTHORITY: 3c. DUNS NUMBER orUEI: 
1 0 use 2356 and 31 use 6304, as amended NTLHJXM55KZ6 

4. AWARD NUMBER: 5. MODIFICATION NO: 6. MODIFICATION TYPE 7. PR NUMBER: 

- IF 
8. ACTNITY/AGENCY PROPOSAL NO: 9, RECIPIENT PROPOSAL NO: 10. PROPOSAL DATE: 11. ACTM TY TYPE: 12. PROGRAM TYPE: 

13. ISSUED TO 
13a.ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSITY 
ORSP.!\. 
660 S MILL AVE STE 312 
TEMPE AZ 85281 - 3670 
UNITED STATES OF AMERI CA 

13d. BUSINESS OFFICE CONTACT: 

13c. 
N/A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

09/26/2 019 R&D ONR 

14. REMITTANCEADDRESS {IF DIFFERENT FROM BLOCK 13): 
Same as Block~ 13 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fus i ng Narrative and Social Cyber Forensics to understand Covert Infl uence 

16. FUNDtJG ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

PREVIOUSLY OBLIGATED: 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DAT/l.: 
See Attached Financi a l Accounting Data Sheet(s) 

20". PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 
22a. NAME: 

22c. ADDRESS: 
Of f i ce of Naval Research 
300 Fif th Avenue Suite 71 0 
Seat tle WA 98104 

22d. TELEPHONE NUMBER: 22e. EMAIL ADDRESS: 

22b. CODE: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAVING OFFICE 

$648,890.00 N/A I HHOUGH N/A 

$510, 943.00 

$1,159,833. 00 

$636,820 . 00 

18. PERIOD OF PERFORMANCE 

02/02/2021 THROU~H 02/01/2024 

$1,796,653 .00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randolph Street 

Arl i ngton VA 22203- 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL 11.DDRESS: 

23a. ADMINISTRATIVE OFFICE: 

ONR REG Offic e San Di e go 

140 Syl vester Road, Bldg. 140 

2Sb. CODE: 26a. PATENT OFFICE: 

See l?MS Arti c l e II , Section DFAS- CO/WEST ENTITLEMENT OPERATIONS Office of Naval Research 
C.2.b o f the ONR Addendum HQ0339 
to the DoD R&D General PO Box 1 82381 
Terms and Condit i ons COLUMBUS OH 4 321 8 

NAVONR 4206 (1-20221 

Page 1 of 5 

ATTN, ONR Office o f Counael 
Int ellectual Property Section 
One Liberty Center 
875 No rth Randolph Street, Sui t e 14 25 
Arlington, VA 22203 -1995 

PRR23-198_0152 



AWARD NO. MODIFICATION NO. 

AWARD / MODIFICATION -27. SPECIAL INSTRUCTIONS: 
See Special Requirements on Page 5 

28. OE LEGATIONS: The i"lldrninistr,c1tion duties li-sted below have been delegated ta the adrnin isfr.e!live office (block 23a). Upon .-ecpJe sf the llYfi:'Hding office c:ontad (block 22) w ill 

make their full text a•ailable. Please direct questions to the cool acts@: 

https : //www . onr.navy . m1l /work- w1th-us/manage-your- award/onr- reg1on a l - off1ces 

Thia award providea full delegation to the administr a tive office in Block 23 o f the g r ant . Ful l de l egation 
incl udes t he functi ons described i n t h e DoIJGARs at 32 CFR 22 . 7 15 and t he administrative grant s o fficer 
functions related to payments described in 32 CFR 22 . 810 . 

29. TERMS AND CONDITIONS: The followinc tenns and condttions are incorporated herein by reference with lhe same force and effect as i f theywere given in full text. Upon 
request lhe awarding office contact named in block 22 v;ill make their full text available, or they can be found at the $peciiled URL. 

URL 

30. OPTIONS AMOUNT PERIOD 

(1) Option Year 4 $552 ,695.00 02/02/ 202i t o 02/01/2025 

[2) 

[3) 

31 . REPORTS: The reporting requirements under this awe.rd are specined in the e.rticlea ofpe.rt 5 (Financial, Pr09re.01matic, and Properly Reporting) t o the Ceneral Terms and 
Conditions and in any additional language for Part 5 in an ONR Addendum lo the General Terms and Cond~ions speci6ed in Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

f<AVQIJR 4-206 (1 -20221 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated : 2022. 06 . 14 09:34 :01 EST 

32c. DATE SIGNED 33b. NAME AND TITLE OF A.WARD OFFICER 33c. DA. TE SIGNED 

06/14/2022 

PRR23-1 98_01 53 



FINANCIAL ACCOUNTING DATA SHEET - NAVY 
1. CONTRACT NUMBER (CRITICAL) 2 . SPIIN (CRITICAL) 3. MOD (CRITICAL) 4. PR NUMBER -5. 6. LINE OF ACCOUNTING 7 
CLIN/SLIN NAVY 

A B. C. D. E. F. G. H. I. J. K. AMOUNT INTERNAL USE 
ACRN APPROPRIATION SUBHEAD OBJ PARM RFM SA AAA IT PAA COST CODE (CRITICAL) ONLY 
(CRITICAL) (CRITICAL) (CRITICAL) CLA (CRntCAL) PROJ MCC PDLI & REF DOC/ACRN 

UNIT SUF 

PAGE TOTAL 
$0 . 00 

GRAND TOTAL $0.00 

PREPARED/AUTI-IORIZED av: COMPTROLLER APPROVAL, 
FOR FISCAL DATA AND SIGNATURE 
BY for COMPTROLLER, ONR CONTRACT REVIEWED 

DATE: DATE: 

i'-,IAVQNI-\ 4LQti (1-21.fi.2) 

Page 3 o f 5 

PRR23-1 98_0154 



1. CONTRACT NUMBER (CRITICAL) 

~ 
5. 6. 7 . 
CLIN/SLIN ACRN 

(CRITICAL] 

PREPARED/AUTHORIZEO BY 

DATE: 

SAVQNI< 4205 {1-2022) 

Page 4 of 5 

FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
I 2. SPIIN (CRITICAL) 1 3-=ITICAL) 1 4. PR NUMBER 

8. NAW INTERNAL 
ACCOUNTING CITATION AMOUNT USE ONLY 

(CRITICAL) REF DOC/ACRN 

PAGE TOTAL $510,943.00 

GRAtJD TOTAL $51 0,943.00 

COMPTROLLER APPROVAL: 
FOR FISCAL DATAl'IND SIGNATURE 
BY for COMPTROLLER, ONRCONTRACT REVIEWED 
DATE: 

PRR23-198_0155 



AWARD NO. I SPECIAL REQUIREMENTS I 
M- ODIFICATION NO. 

This page int ent i onall y lef t blank. 

NIWONR 42J6 (1-20221 

Page 5 of 5 

PRR23-198 0156 



OFFICE OF NAVAL 
RESEARCH 

AWARD/ MODIFICATION 
1, INSTRUMENT TYPE: 

3a. AWARDING OFFICE: 

Office of Naval Research HQ 
975 N . Randol ph St, Suite 1 425 
ARLINGTON VA 22203- 1995 

3b. ASSISTANCE LISTING NUMBER AND TITLE; 
Grant Award 1 2.300 Basi c and Applied scientif i c Research 

2. AUTHORITY: 3c. DUNS NUMBER orUEI: 
1 0 use 4001 and 31 use 6304, as amended NTLHJXM55KZ6 

4. AWARD NUMBER: 5. MODIFICATION NO: 6. MODIFICATION TYPE 7. PR NUMBER: 

- ADM 
8. ACTNITY/AGENCY PROPOSAL NO: 9, RECIPIENT PROPOSAL NO: 10. PROPOSAL DATE: 11. ACTMTY TYPE: 12. PROGRAM TYPE: 

13. ISSUED TO 
13a.ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSITY 
ORSP.!\. 
660 S MILL AVE STE 312 
TEMPE AZ 85281- 3670 
UNITED STATES OF AMERI CA 

13d. BUSINESS OFFICE CONTACT: 

13c. 
N/ A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

09/26 / 2 019 R&D ONR 

14. REMITTANCEADDRESS {IF DIFFERENT FROM BLOCK 13): 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fus i ng Narrative and Social Cyber Forensics to understand Cover t I nfl uence 

16. FUNDtJG ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

PREVIOUSLY OBLIGATED: 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DAT/l.: 
See Attached Financ ial Accounting Data Sheet ( s ) 

20". PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 
22a. NAME: 

22c . ADDRESS: 

Of f i c e of Naval Research 
300 Fif th Avenue Sui te 710 
Seat tle WA 98104 

22d. TELEPHONE NUMBER: 22e. EMAIL ADDRESS: 

22b. CODE: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAVING OFFICE 

$1 , 159,833. 0 0 N/A I HHOUGH N/ A 

$0. 00 

$1,159,833.00 

$636, 820. 0 0 

18. PERIOD OF PERFORMANCE 

02 / 02 / 2021 THROU~H 02/01/2024 

$1 , 796,653 .oo 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randol ph Street 

Arl i ngton VA 22203- 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL 11.DDRESS: 

23a. ADMINISTRATIVE OFFICE: 

140 Syl vester Road, Bl dg. 140 Room 218 

2Sb. CODE: 26a. PATENT OFFICE: 

See !?MS Arti c l e II , Sec tion DFAS- CO/WEST ENTITLEMENT OPERATIONS Office of Naval Research 
C.2.b o f t he ONR Addendum HQ0339 
to the DoD R&D General PO Box 1 82381 
Terms and Condit i ons COLUMBUS OH 4 321 8 

NAVONR 4206 (1-20221 

Page 1 o f 5 

ATTN, ONR Office o f Counael 
Intellectual Property Section 
One Liberty Center 
875 No rth Randolph Street, Sui t e 1425 
ARLINGTON VA 22203 - 1995 

PRR23-198_0157 



AWARD NO. MODIFICATION NO. 

AWARD / MODIFICATION -27. SPECIAL INSTRUCTIONS: 
See Special Requirements on Page 5 

28. OE LEGATIONS: The i"lldrninistr,c1tion duties li-sted below have been delegated ta the adrnin isfr.e!live office (block 23a). Upon .-ecpJe sf the llYfi:'Hding office c:ontad (block 22) w ill 

make their full text a•ailable. Please direct questions to the cool acts@: 

https : //www . onr.navy . m1l /work- w1th-us/manage-your- award/onr- reg1on a l - off1ces 

Thia award providea full delegation to the administr a tive office in Block 23 o f the g r ant . Ful l de l egation 
incl udes t he functi ons described i n t h e DoIJGARs at 32 CFR 22 . 7 15 and t he administrative grant s o fficer 
functions related to payments described in 32 CFR 22 . 810 . 

29. TERMS AND CONDITIONS: The followinc tenns and condttions are incorporated herein by reference with lhe same force and effect as i f theywere given in full text. Upon 
request lhe awarding office contact named in block 22 v;ill make their full text available, or they can be found at the $peciiled URL. 

URL 

30. OPTIONS AMOUNT PERIOD 

(1) Option Year 4 $552 ,695.00 02/02/ 202i t o 02/01/2025 

[2) 

[3) 

31 . REPORTS: The reporting requirements under this awe.rd are specined in the e.rticlea ofpe.rt 5 (Financial, Pr09re.01matic, and Properly Reporting) t o the Ceneral Terms and 
Conditions and in any additional language for Part 5 in an ONR Addendum lo the General Terms and Cond~ions speci6ed in Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

f<AVQIJR 4-206 (1 -20221 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated : 2022. 08 .25 1 0:26 :23 EST 

32c. DATE SIGNED 33b. NAME AND TITLE OF A.WARD OFFICER 33c. DA. TE SIGNED 

08/25/ 2022 

PRR23-1 98_01 58 



FINANCIAL ACCOUNTING DATA SHEET - NAVY 
1. CONTRACT NUMBER (CRITICAL) 2 . SPIIN (CRITICAL) 3. MOD (CRITICAL) 4. PR NUMBER -5. 6. LINE OF ACCOUNTING 7 
CLIN/SLIN NAVY 

A B. C. D. E. F. G. H. I. J. K. AMOUNT INTERNAL USE 
ACRN APPROPRIATION SUBHEAD OBJ PARM RFM SA AAA IT PAA COST CODE (CRITICAL) ONLY 
(CRITICAL) (CRITICAL) (CRITICAL) CLA (CRntCAL) PROJ MCC PDLI & REF DOC/ACRN 

UNIT SUF 

PAGE TOTAL so.oo 
GRAND TOTAL $0 . 0 0 

PREPARED/AUTI-IORIZED av: COMPTROLLER APPROVAL, 
FOR FISCAL DATA AND SIGNATURE 
BY for COMPTROLLER, ONR CONTRACT REVIEWED 

DATE: DATE: 

i'-,IAVQNI-\ 4LQti (1-21.fi.2) 

Page 3 o f 5 

PRR23-1 98_0159 



1. CONTRACT NUMBER (CRITICAL) 

~ 
5. 6. 7. 
CLIN/SLIN ACRN 

(CRITICAL] 

PREPARED/AUTHORIZEO BY 

DATE: 

SAVQNI< 4205 {1·2022) 

Page 4 o f 5 

FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
I 2. SPIIN (CRITICAL) 1 3-=ITICAL) 1 4. PR NUMBER 

8. NAW INTERNAL 
ACCOUNTING CITATION AMOUNT USE ONLY 

(CRITICAL) REF DOC/ACRN 

PAGE TOTAL $0.0 0 

GRAtJD TOTAL $0 . 00 

COMPTROLLER APPROVAL: 
FOR FISCAL DATAl'IND SIGNATURE 
BY for COMPTROLLER, ONRCONTRACT REVIEWED 
DATE: 

PRR23-198_0160 



AWARD NO. I SPECIAL REQUIREMENTS 

The purpose of thi s modi fication i s to add LOA information . 

ACRN AE funded by OSD MI PR# HQ0642267442 

* 

1;TIONNO. 

LOA: AAA097A2021A2022AA0400AOOOAA410ADA0601110D8ZAAAAA1100A000 08522'012215AUSREAOSD - ASD 
(RESEAAUSRE_ 010601110D8Z010A21_ 0400D_ 0601110A410 .10 GrantsAAA 

* 
AMOUNT: $510 , 943.00 

- - End of Modi f ication 

NIWONR 42J6 (1-20221 

Page 5 of 5 

PRR23-198_0161 



OFFICE OF NAVAL 
RESEARCH 

AWARD/ MODIFICATION 
1, INSTRUMENT TYPE: 

3a. AWARDING OFFICE: 

Office of Naval Research HQ 
975 N . Randol ph St, Suite 1425 
ARLINGTON VA 22203- 1995 

3b. ASSISTANCE LISTING NUMBER AND TITLE; 
Grant Award 12.300 Basi c and Applied scientif ic Research 

2. AUTHORITY: 3c. DUNS NUMBER orUEI: 
1 0 use 4001 and 31 use 6304, as amended NTLHJXM55KZ6 

4. AWARD NUMBER: 5. MODIFICATION NO: 6. MODIFICATION TYPE 7. PR NUMBER: 

- OPT 
8. ACTNITY/AGENCY PROPOSAL NO: 9, RECIPIENT PROPOSAL NO: 10. PROPOSAL DATE: 11. ACTMTY TYPE: 12. PROGRAM TYPE: 

GRANT1294 0504 

13. ISSUED TO 
13a.ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSITY 
ORSP.!\. 
660 S MILL AVE STE 312 
TEMPE AZ 85281- 3670 
UNITED STATES OF AMERI CA 

13d. BUSINESS OFFICE CONTACT: 

13c. 
N/A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

09/26/2019 R&D ONR 

14. REMITTANCEADDRESS {IF DIFFERENT FROM BLOCK 13): 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fus i ng Narrative and Social Cyber Forensics to understand Cover t Infl uence 

16. FUNDtJG ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

PREVIOUSLY OBLIGATED: 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DAT/l.: 
See Attached Financial Accounting Data Sheet ( s ) 

20". PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 
22a. NAME: 

22c. ADDRESS: 

Of f i c e of Naval Research 
875 N. Randolph St reet Suite 1425 
Arl ington VA 22203 - 1995 

22d. TELEPHONE NUMBER: 22e. EMAIL ADDRESS: 

22b. CODE: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAVING OFFICE 

$1,159,833.00 N/ A I HHOUGH N/ A 

$1, 1 89,515.00 

$2,34 9,348.00 

$0. 00 

18. PERIOD OF PERFORMANCE 

02/02/2021 THROU~H 01/31/2025 

$2,34 9,348.00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randol ph Street 

Arli ngton VA 22203- 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL 11.DDRESS: 

23a. ADMINISTRATIVE OFFICE: 

140 Syl vester Road, Bl dg. 140 Room 218 

2Sb. CODE: 26a. PATENT OFFICE: 

See !?MS Arti c l e II , Section DFAS- CO/WEST ENTITLEMENT OPERATIONS Office of Naval Research 
C.2.b o f the ONR Addendum HQ0339 
to the DoD R&D General PO Box 1 82381 
Terms and Conditions COLUMBUS OH 4 321 8 

NAVONR 4206 (1-20221 

Page 1 of 5 

ATTN, ONR Office o f Counael 
Intellectual Property Section 
One Liberty Center 
875 No rth Randolph Street, Sui t e 1425 
ARLINGTON VA 22203 - 1995 

PRR23-198_0162 



AWARD NO. MODIFICATION NO. 

AWARD / MODIFICATION -27. SPECIAL INSTRUCTIONS: 
Se e Specia l Requirements on Page 5 

28 . O E L EGATIONS: The i"lldrninistr,c1tion duties li-sted below have been delegated ta the adrnin isfr.e!live office (block 23a) . Up o n .-e cpJe s f the llYfi:'Hding office c:ont ad (block 22) w ill 

make their full text a•ailable. Please direct questions to the cool acts@: 

h ttps : //www . onr.navy . m1l /work- w1th-us/manage-your- award/onr- reg1on a l-off1ces 

Thi a awa r d prov idea f ull delegation t o t h e administr a tive o ffice in Bloc k 23 o f the g r ant . Ful l de l e g ation 
incl u des t he functi ons d escribed i n t h e DoIJGARs a t 32 CFR 22. 7 15 a nd t he administrative g rants o fficer 
functions related t o p ayments described in 32 CFR 22 . 810 . 

29. TERMS AND CONDITIONS: The followinc tenns and condttions are incorporated herein by reference with lhe same force and effect as i f theywere given in full text. Upon 
request lhe awarding office contact named in block 22 v;ill make their full text available, or they can be found at the $peciiled URL. 

URL 

30. OPTIONS AMOUNT PERIOD 

(1) 

[2) 

[3) 

31 . REPORTS: The reporting requirements under this awe.rd are specined in the e.rticlea ofpe.rt 5 (Financial, Pr09re.01matic, and Properly Reporting) to the Ceneral Terms and 
Conditions and in any additional language for Part 5 in an ONR Addendum lo the General Terms and Cond~ions speci6ed in Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

f<AVQIJR 4-206 (1 -20221 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated: 2023 .01.3011:12:18 EST 
32c. DATE SIGNED 33b. NAME AND TITLE OF A.WARD OFFICER 33c. DA. TE SIGNED 

01 /30/2023 

PRR23-198_0163 



FINANCIAL ACCOUNTING DATA SHEET - NAVY 
1. CONTRACT NUMBER (CRITICAL) 2 . SPIIN (CRITICAL) 3. MOD (CRITICAL) 4. PR NUMBER -5. 6. LINE OF ACCOUNTING 7 
CLIN/SLIN NAVY 

A B. C. D. E. F. G. H. I. J. K. AMOUNT INTERNAL USE 
ACRN APPROPRIATION SUBHEAD OBJ PARM RFM SA AAA IT PAA COST CODE (CRITICAL) ONLY 
(CRITICAL) (CRITICAL) (CRITICAL) CLA (CRntCAL) PROJ MCC PDLI & REF DOC/ACRN 

UNIT SUF 

PAGE TOTAL so.oo 
GRAND TOTAL $0 . 0 0 

PREPARED/AUTI-IORIZED av: COMPTROLLER APPROVAL, 
FOR FISCAL DATA AND SIGNATURE 
BY for COMPTROLLER, ONR CONTRACT REVIEWED 

DATE: DATE: 

i'-,IAVQNI-\ 4LQti (1-21.fi.2) 

Page 3 o f 5 

PRR23-1 98_0164 



1. CONTRACT NUMBER (CRITICAL) 

PREPARED/AUTHORIZED BY 

DATE: 

SAVQNI< 4205 {1-2022) 

Page 4 of 5 

FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
2. SPIIN (CRITICAL) 3. MOD (CRITICAL) 4. PR NUMBER -ACCOUNTING CITATION 

COMPTROLLER A PPROVAL: 
FOR FISCAL DATAl'IND SIGNATURE 

PAGE TOTAL 

GRAtJD TOTAL 

AMOUNT 
(CRITICAL) 

$1,189,515 . 00 

$1,189, 515. 0 0 

NAW INTERNAL 
USE ONLY 

REF DOC/ACRN 

BY _______________________ for COMPTROLLER, ONR CONTRACT REVIEWED 
DATE: 

PRR23-198_0165 



AWARD NO. 

I SPECIAL REQUIREMENTS 1;TIONNO. 

The purposes o f t h is modi f i cation are: 
1) t o exerci se and fund Option Year 4 i n t he amount o f $552,695.00 and; 
2) provide incremental funding t o t he base project i n t he amount o f $636,820.00. 

The new t otal award value is $2,34 9 , 348.00. The Period o f Performance end date is extended t o 01/31 / 2025. 

All other terms and conditions remain unchanged. 

Tile compl ete l i n e of accounting 1.nformat1.on is as fol l ows: 

ACRN AG funded by OSD MIPR# HQ0642379424 
*: 

* 
AMOUNT : $789,515.00 

The compl ete line of accounting i nformation is as foll ows : 
** 
ACRN AF f unded by OSD MIPR# HQ0642376557 

LOA: A097A2022A2023A0400AOOOA410ADA0601110D8ZA1100A00008522A012215AUSREAOSD - ASD 
(RllSEAAUSRE_ 010601110D8Z016A22_ 0400D _ 0601110A410 . 10 Grants 

* 
AMOUNT: $400,000.00 

NIWONR 42J6 (1 -20221 

Page 5 of 5 
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AWARD/ 
MODIFICATION 

3a. AWARDING OFFICE: 

Office of Naval Research 
875 N. Randolph Street, Suit e 1425 
Arlington, VA 22203-1995 

1. INSTRUMENT TYPE: 
Grant Award 

2. AUTHORlrY: 

3b. CFDA: 
12 . 300 

10 use 2356 and 31 use 6304, as amended 

3c. DUNS NUMBER: 
943360412 

4. AWARD NO.: 5. MODIFICATION NO.: 6. MODIFICATION TYPE: 7. PR NO.: - I F 

8. ACTIV l1Y/AGENCY PRO POSAL NO.: 9. REC IPIENT PRO POSAL NO.: I 0. PROPOSAL DATE: 
09/26/2019 

11. ACTIVIT Y TYPE: 12. PROGRAM T YPE: 
GRANT12940504 

13. ISSUED TO 
13a. ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSI TY 
ORSPA 
660 S MILL AVE STE 312 
TEMPE AZ 85281-3670 
UNITED STATES OF AMERICA 

13d. BUSINESS OFFICE CONTACT: 

13c. EDlfEFT NU MBER: 
N/ A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

R&D ONR 

14. REMITTANCE ADDRESS (IF DIFFERENT FROM BLOCK 13): 
Same as Block# 13 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fusi ng Narrati ve and Social Cyber For ensics to understand Covert Infl uence 

16. FUNDING ACTIV ITY/AGENCY SHARE RECIPIEN1 SHARE TOTAL 

$333,334.00 

$ 1 65,55 6.00 

$4 98,890.00 

$ 1 , 297,763.00 

17. CURRENT FUNDING PERIOD 

N/A THROUGH N/A PREVIOUSLY OBLIGAT ED: 

O BUGAT ED BY THIS ACTIO N: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPRO PRIATION DATA: 
See Attached Financi a l Accounting Dat a Sheet (s ) 

20a. PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTAT IVE: 

20b. 1ELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 22b. CODE: 
22a. NAME: 

22c. ADDRESS: 
Offi ce of Nava l Research 
Alabama Street SW Suite 4R15 
At lanta GA 30303 - 3104 

22d. TELEPHONE NUMBER: 22c>. EMAIL ADDRESS: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAYING OFFICE 

$ 1 ,796,653.00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

18 . PERIOD a= PERFORMANCE 

02/02/2021 THROUGH 02/01/2024 

21b.CODE: -
HUMAN & BIOENGINEERED SYSTEMS DIV 

875 N. Randol ph Street 
Arlington VA 22203 - 1995 

21d. 1ELEPHONE NUMBER: 21e. EMAIL ADDRESS: 

23a. ADMINISTRATIVE OFFICE: 23b.COOE: 
ONR REG Office San Diego 

0 Room 218 

25b. CODE: 26a. PATENT OFFICE: 26b.CODE: 

Same as block 23a DFAS- CO/WEST ENTITL-~EME==~N=T-=c="""""'"""""~----1 Office of Naval Research 

ONR AWARD FORM ( 10/99) • version 1.1 

Page 1 of 5 

HQ0339 
PO Box 182381 
COLUMBUS OH 43218 

ATTN, ONR Office of Counse l 
Intellectual Property Section 
One Liberty Center 
875 North Randolph Street, Sui t e 1425 
Arlington, VA 22203 - 1995 

PRR23-198_0167 



AWARD NO. AWARD/MODIFICATION MODIFICATION NO. -27. SPECIAL INSTRUCTIONS: 
See Specia l Requirements on Page 5 

28. D ELEGATIONS: The a dministration d uties listed below have been de legated to the administrative office (block 23a}. Upon request the a.warding office contact (block 22) w ill 

make their fu ll text available. Please direct questions to the contacts@: bt tp ,/ /www .onr .navy.m11/contracts-Grants/Reg1onal -Contacts. aspx 

This award provides full del egation t o t he administrative offi ce in Block 23 o f the grant . Ful l del egati on 
includes the functions described in the DoDGARs at 32 CFR 22.715 and t he administrative grants o fficer 
f unctions related to payments described in 32 CPR 22. 810. 

29. TERMS AND CONDITIONS: Th<> following i<>rms and condition, aro lncorporatod horoln by roforonco with th<> samo forcg and offoct as if they worn givon In ful toxt. Upon 
request the awarding office contact named in block 22 will make their fLII tel<! available, or they can be found at the specified URL. 

DOCUMENT 

30.0PTIONS OPTION NO. 

(1) opti on Year 4 

(2) 
(3) 
(4) 

AMOUNT 

$552,695.00 

URL 

PERIOD 

02/02/ 2024 to 02/01/2025 

31. REPORTS: The reporting requirements under this award are speclfed In the articles of part 5 (Financial, Programmatic, and Property Reporting} to the General Terms and 
Conditions and 1n any add111ona1 language for Part 5 1n an ONR Addencum to tne General Tem,s and Cond[lons specifled In Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

ONR AWARD FORM (10/99) -version 1.1 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated: 2021.08.03 08 :26:11 EST 

32c. DATE SIGNED 33b. NAME AND TITLE OF AWARD OFFICER 33c. DATE SIGNED 

08/03/2021 

PRR23-198_0168 



1. CONTRACT NUMBE':R (CRITICAL) 

CLIN/SLIN J 6 . LINE: OF ACCOUNTING 

A. 
ACRN 
(CRITICAL) 

B. 
APPROPRIATION 
(CRITICAL) 

PREPARED/AUTHORIZED BY: 

DATE: 
0NRAWARDFORM (10I99)-verslo, 1,1 

Page 3 of 5 

FINANCIAL ACCOUNTING DATA SHEET- NAVY 
2. SPIIN (CRITICAL) 

D. 
OBJ 
CLA 

3. MOD (CRrTICAL) -
G. 
SA 

H. 
AAA 

(CRITICAL) 

COMPTROLLER APPROVAL: 

I. 
IT 

4 . PR NUMBE':R 

K. 

7. 

AMOUNT 
(CRITICAL) 

PAGETOTAL $165 , 556.00 

GRANDTOTAL $165,556.00 

NAVY 
INTERNAL USE 

ONLY 
REF DOC/ACRN 

FOR FISCAL DATA AND SIGNATURE for COMPTROLLER, ONR CONTRACT REVIEWED BY _________________ _ 

DATE: 

PRR23-198_0169 



FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
1_ CONTRACT NUMBER (CRITICAL) 

5. (J_ 7 _ 

CUN/SUN ACRN 
(CRITICAL) 

PREPARED/AUTHORIZED BY: 

DATE: 

ONR AWARD FORM (1019$) • versi(n 11 

Page 4 of 5 

I 2. SPI IN (CRITICAL) 13 .... ITICAL) 14. PA NUMBER 

ACCOUNTING CITATION 

COMPTROLLER APPROVAL: 
FOR FISCAL DATA AND SIGNATURE 
BY 

DATE: 

8. -
AMOUNT 

NAVY INTERNAL 

(CRITlCALI 
USE ONLY 

■ 
REF DOC/ACRN 

-PAGE TOTAL 01 GRAND TOTAL 

For COMPTROLLE~. ONR CONTRACT REVIEWED 

PRR23-198_0170 



AWARD NO SPECIAL REQUIREMENTS MODIFICATION NO. -Thi s page intenti onall y lef t blank. 

.. 
ONRAIVARD FORM(10/99) • version 1.1 

Page 5 of 5 

PRR23-1 98_0171 



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 
1. CONTRACT ID CODE 

FF/P 
PAGE OF PAGES 

1 2 
2. AMENDMENT/MODIFICATION NUMBER - 3. EFFECTIVE DATE 

2022/09/15 
4. REQUISITION/PURCHASE REQUISITION NUMBER 15. PROJECT NUMBER '" applicaO/e) 

6. ISSUEDBY 

OFFICE OF NAVAL RESEARCH 
CHICAGO REGIONAL OFFICE 

CODE 7. ADMINISTERED BY (ff other than Item 6) 

OFFICE OF NAVAL RESEARCH 

CODE 

8. NAME AND ADDRESS OF CONTRACTOR (Num/ler, street, county, State and ZIP Code) 

ARIZONA STATE UNIVERSITY 

(X) 9A. AMENDMENT OF SOLICITATION NUMBER 

660 S MILL AVE STE 312 

TEMPE, 85281-3670, USA □ 9B. DATED (SEE ITEM 11) 

10A. MODIFICATION OF CONTRACT/ORDER NUMBER 

CODE 4B293 FACILITY CODE 

10B. DATED (SEE ITEM 13) 

2022/08/25 

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

D The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers D is extended. D is not extended. 

Offers must acknowledge receipt of this amendment prior to he hour and date specified in the solicitation or as amended, by one of he following me hods: 

(a) By completing items 8 and 15, and returning _____ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 
or (c) By separate letter or electronic communica ion Which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER If 
by virtue of this amendment you desire to change an offer already submitted, such change may be made by letter or electronic communication, provided each letter or electronic 

communication makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified. 

12. ACCOUNTING AND APPROPRIATION DA TA (If required) 

SEE CONTINUATION PAGE 
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS. 

IT MODIFIES THE CONTRACT/ORDER NUMBER AS DESCRIBED IN ITEM 14. 
CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 

NUMBER IN ITEM 10A. 

□ 
B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 

appropriation data, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 

□ 
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

□ 
D. OTHER (Specify type of modification and authority) 

E. IMPORTANT: Contractor ~ is not D is required to sign this document and return copies to the issuing office. 

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized Dy UCF section headings, including solicitation/contract su/lject matter where feasible) 

SEE CONTINUATION PAGE 

Except as provided herein, all terms and condrtions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect. 

15A. NAME ANO TITLE OF SIGNER (Type or print) 

15B. CONTRACTORIOFFEROR 

(Signature of person authorized to sign) 

Previous edition unusable 

16A. NAME ANO TITLE OF CONTRACTING OFFICER (Type or print) 

2022/09/15 

(Signature of Contracting Officer) 

STANDARD FORM 30 (REV. 11/2016) 
Prescribed by GSA FAR (48 CFR) 53.243 

PRR23-198 _ 0172 



Contract Modi f i cation Continuation Page I Page 2 Of 2 I N000142112121 I ARZ999 I 2022/09/1 

Section A: Solicitation/Contract Form 

Summary of Changes: 

- The purpose of this modification is e xplained in Section G. 

Section G: Contract Administration Data 

The administration o ff ice remains unchanged . 

Additional comments: 

- The purpose of this administrative modification is to update the interim perf ormance 

reporting periods and due dates on the award without additional cost to the Government . 

Note this modi f ication uses a Standard Form 30, a contract - related form, but the 

modification is being made to a grant or cooperative agreement . At the top of page 2, the 

modification references Sections A and G. These section l etters do not apply to the award, 

but are automated outputs of the contract writing system being used . As a result o f 

this modification, Section B of REP Articl e I (Performance management, moni toring, and 

r epor ting ) in the ONR Addendum to the DoD R&D General Terms and Conditions and ONR 

Programmatic Requirements refere nced in Bl ock 29 (Page 2) of the award form is revised to 

read as fo l lows: "Section B . Frequency, reporting periods , and due dates for interim 

performance reports. 1. You must submit interim performance reports annually. 2 . The due 

date for each inter im performance r eport is November 1s t of each year during the period of 

performance. 3 . Interim performance reports covering : a. Reporting Period t hat was 

due on 15 June 2022 : Due t o a Government delay, ONR r ecipients were not able to upl oad 

into ARO's RPPR system the interim perf ormance reports that were due on 15 J une 2022 . As 

a r e s ult , the due date for this interim performance repo r t period is here by extended from 

15 J une 2022 to 01 November 2022 . On 06 September 2022, the ARO RPPR portal was opened to 

ONR r ecipi ents f o r this r ep o r t ing p e riod . This r epor t ing period does not appl y to an 

award with a star t date on o r a ft e r March 15th, 2022 . b . Reporting Period that 

incl udes Governme nt Fisca l Year 2023: This interim performance report cover s the research 

progr ess for the period from 01 J uly 2022 (or i f t his is the firs t interim report due, 

f rom the start date of the award) t o 30 September 2023 or the portion o f this p eriod that 

is within the p e r iod o f performance of the award . c . Reporting Pe rio ds for 

Governme n t Fiscal Year 2024 and beyond: Interim perf ormance reports must cover the 

r esearch progress f o r the current r eporting period, wh ich is defined as a p e riod that is : 

a) up to 12 months, (b) within the period o f perf o rmance, and (c) a l igned with the 

Gover nment Fiscal Year ( i . e . , October 1st to September 30th) prior to the current progress 

r epor t deadl ine in paragraph 2 . The r ep o r ting p e riod wi ll b e a full one-year period, 

e xcept for the f irst and l ast interim r epor ts which would cover a shorte r p e riod i f the 

start date o f the award is other than October 1st . 4 . ONRs decision on whether to p r ovid e 

any r emaining f uture funding f or the award may b e delayed i f an interim p erformance r epor t 

is received later than the due date . " Al l other terms a nd conditions remain uncha nged . 

PRR23-198 _ 0173 



AWARD/ 
MODIFICATION 

3a. AWARDING OFFICE: 
Office of Naval Research 
875 N. Randolph Street, Suit e 1425 
Arlington, VA 22203-1995 

1. INSTRUMENT TYPE: 
Grant Award 

2. AUTHORlrY: 

3b. CFDA: 
12 . 300 

10 use 2356 and 31 use 6304, as amended 

3c. DUNS NUMBER: 
943360412 

4. AWARD NO.: 5. MODIFICATION NO.: 6. MODIFICATION TYPE: 7. PR NO.: 
NEW 

8. ACTIV l1Y/AGENCY PRO POSAL NO.: 9. REC IPIENT PRO POSAL NO.: I 0. PROPOSAL DATE: 
09/26/2019 

11. ACTIVIT Y TYPE: 12. PROGRAM T YPE: 

13. ISSUED TO 
13a. ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSI TY 
ORSPA 
660 S MILL AVE STE 312 
TEMPE AZ 85281-3670 
UNITED STATES OF AMERICA 

13d. BUSINESS OFFICE CONTACT: 

13c. EDlfEFT NU MBER: 
N/ A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

R&D ONR 

14. REMITTANCE ADDRESS (IF DIFFERENT FROM BLOCK 13): 
Same as Block# 13 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fusi ng Narrati ve and Social Cyber For ensics to understand Covert Infl uence 

16. FUNDING ACTIV ITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

N/A THROUGH N/A PREVIOUSLY OBLIGAT ED: 

O BUGAT ED BY THIS ACTIO N: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPRO PRIATION DATA: 
See Attached Financi a l Accounting Dat a Sheet (s ) 

20a. PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTAT IVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 22b. CODE: 
22a. NAME: 

22c. ADDRESS: 
Offi ce of Nava l Research 
875 N. Randolph Str eet Suite 1425 
Ar l i ngt on VA 22203- 1 995 

22d. TELEPHONE NUMBER: 22c>. EMAIL ADDRESS: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAYING OFFICE 

$0.00 

$333,334.00 

$333,334.00 

$1 , 463,319.00 

$ 1 ,796,653.00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

18 . PERIOD a= PERFORMANCE 

02/02/2021 THROUGH 02/01/2024 

21b.CODE: -HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randol ph Street 

Arlington VA 22203 - 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL ADDRESS: 

23a. ADMINISTRATIVE OFFICE: 23b.COOE: 
ONR REG Office San Diego 

0 Room 218 

25b. CODE: 26a. PATENT OFFICE: 26b.CODE: 

Same as block 23a DFAS- CO/WEST ENTITL-~EME==~N=T-=c="""""'"""""~----1 Office of Naval Research 

ONR AWARD FORM ( 10/99) • version 1.1 

Page 1 of 5 

HQ0339 
PO Box 182381 
COLUMBUS OH 43218 

ATTN, ONR Office of Counse l 
Intellectual Property Section 
One Liberty Center 
875 North Randolph Street, Sui t e 1425 
Arlington, VA 22203 - 1995 

PRR23-198_0174 



AWARD NO. AWARD/MODIFICATION MODIFICATION NO. 

27. SPECIAL INSTRUCTIONS: 
See Specia l Requirements on Page 5 

28. D ELEGATIONS: The a dministration d uties listed below have been de legated to the administrative office (block 23a}. Upon request the a.warding office contact (block 22) w ill 

make their fu ll text available. Please direct questions to the contacts@: bt tp ,/ /www .onr .navy.m11/contracts-Grants/Reg1onal -Contacts. aspx 

This award provides full del egation t o t he administrative offi ce in Block 23 o f the grant . Ful l del egati on 
includes the functions described in the DoDGARs at 32 CFR 22.715 and t he administrative grants o fficer 
f unctions related to payments described in 32 CPR 22. 810. 

29. TERMS AND CONDITIONS: Th<> following i<>rms and condition, aro lncorporatod horoln by roforonco with th<> samo forcg and offoct as if they worn givon In ful toxt. Upon 
request the awarding office contact named in block 22 will make their fLII tel<! available, or they can be found at the specified URL. 

DOCUMENT 

30.0PTIONS OPTION NO. 

(1) opti on Year 4 

(2) 
(3) 
(4) 

AMOUNT 

$552,695.00 

URL 

PERIOD 

02/02/ 2024 to 02/01/2025 

31. REPORTS: The reporting requirements under this award are speclfed In the articles of part 5 (Financial, Programmatic, and Property Reporting} to the General Terms and 
Conditions and 1n any add111ona1 language for Part 5 1n an ONR Addencum to tne General Tem,s and Cond[lons specifled In Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

ONR AWARD FORM (10/99) -version 1.1 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated: 2021.02.02 16 : 08:46 EST 

32c. DATE SIGNED 33b. NAME AND TITLE OF AWARD OFFICER 33c. DATE SIGNED 

02/02/2021 

PRR23-198_0175 



1. CONTRACT NUMBE':R (CRITICAL) 

CLIN/SLIN J 6 . LINE: OF ACCOUNTING 

A. 
ACRN 
(CRITICAL) 

B. 
APPROPRIATION 
(CRITICAL) 

PREPARED/AUTHORIZED BY: 

DATE: 
0NRAWARDFORM (10I99) - verslo, 1,1 

Page 3 of 5 

FINANCIAL ACCOUNTING DATA SHEET- NAVY 
2 . SPIIN (CRITICAL) 

D. 
OBJ 
CLA 

3. MOD (CRrTICAL) 

G. 
SA 

H. 
AAA 

(CRITICAL) 

COMPTROLLER APPROVAL: 

I. 
IT 

4 . PR NUMBE':R 

K. 

7. 

AMOUNT 
(CRITICAL) 

PAGETOTAL $3-33,334 . 00 

GRANDTOTAL $333,33 4 .00 

NAVY 
INTERNAL USE 

ONLY 
REF DOC/ACRN 

FOR FISCAL DATA AND SIGNATURE for COMPTROLLER, ONR CONTRACT REVIEWED BY _________________ _ 

DATE: 

PRR23-198_0176 



FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
1_ CONTRACT NUMBER (CRITICAL) 

5. (J_ 7 _ 

CUN/SUN ACRN 
(CRITICAL) 

PREPARED/AUTHORIZED BY: 

DATE: 

ONR AWARD FORM (1019$) • versi(n 11 

Page 4 of 5 

I 2. SPI IN (CRITICAL) 13. MOD (CRITICAL) 14. PA NUMBER 

ACCOUNTING CITATION 

COMPTROLLER APPROVAL: 
FOR FISCAL DATA AND SIGNATURE 
BY 

DATE: 

8. -
AMOUNT 

NAVY INTERNAL 

(CRITlCALI 
USE ONLY 

■ 
REF DOC/ACRN 

-PAGE TOTAL 01 GRAND TOTAL 

For COMPTROLLE~. ONR CONTRACT REVIEWED 

PRR23-198_0177 



AWARD NO SPECIAL REQUIREMENTS MODIFICATION NO. 

The fol lowing payment instructions are her eby provided: 

Payment Offi ce: 

The p ayment of fice s h all make payment i n sequenti al ACRN order wi thi n 
t he awar d, exhausting all funds i n t he p r evi ous ACRN bef or e paying f rom 
the next ACRN using t he following sequential order: alpha/ alpha; 
alpha/numeri c; numer ic/alpha; and numeric/numeri c ACRN sequence. 

Grantee: 
Payment guides are available on the ONR website at the followi ng link: 
https : //www.onr.navy.mil/en/work- wi th- us/manage- your- award/manage- grant­
award#grant- payment 

.. 
ONRAIVARD FORM(10/99) • version 1.1 

Page 5 of 5 

PRR23-1 98_0178 



OFFICE OF NAVAL 
RESEARCH 

AWARD/ MODIFICATION 
1, INSTRUMENT TYPE: 

3a. AWARDING OFFICE: 

Office of Naval Research HQ 
975 N . Randolph St, Suite 1425 
ARLINGTON VA 22203- 1995 

3b. ASSISTANCE LISTING NUMBER AND TITLE; 
Grant Award 12.300 Basi c and Applied scientif ic Research 

2. AUTHORITY: 3c. DUNS NUMBER orUEI: 
1 0 use 4001 and 31 use 6304, as amended NTLHJXM55KZ6 

4. AWARD NUMBER: 5. MODIFICATION NO: 6. MODIFICATION TYPE 7. PR NUMBER: 

- ADM 
8. ACTNITY/AGENCY PROPOSAL NO: 9, RECIPIENT PROPOSAL NO: 10. PROPOSAL DATE: 11. ACTMTY TYPE: 12. PROGRAM TYPE: 

GRANT1294 0504 

13. ISSUED TO 
13a.ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSITY 
ORSP.!\. 
660 S MILL AVE STE 312 
TEMPE AZ 85281- 3670 
UNITED STATES OF AMERI CA 

13d. BUSINESS OFFICE CONTACT: 

13c. 
N/A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

09/26/2019 R&D ONR 

14. REMITTANCEADDRESS {IF DIFFERENT FROM BLOCK 13): 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fus i ng Narrative and Social Cyber Forensics to understand Cover t Infl uence 

16. FUNDtJG ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

PREVIOUSLY OBLIGATED: 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DAT/l.: 
See Attached Financial Accounting Data Sheet (s ) 

20". PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 
22a. NAME: 

22c. ADDRESS: 

Of f i ce of Naval Research 
495 Summer Street Room 627 
Boston MA 02210- 2109 

22d. TELEPHONE NUMBER: 22e. EMAIL ADDRESS: 

22b. CODE: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAVING OFFICE 

$2,349,348.00 N/A I HHOUGH N/A 

$0.00 

$2,34 9,348.00 

$0.00 

18. PERIOD OF PERFORMANCE 

02/02/2021 THROU~H 01/31/2025 

$2,34 9,348.00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randol ph Street 

Arli ngton VA 22203- 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL 11.DDRESS: 

23a. ADMINISTRATIVE OFFICE: 

1 40 Syl veater Roa d, Bl dg. 140 Room 218 
SAN DIEGO CA 92106 

2Sb. CODE: 26a. PATENT OFFICE: 

See !?MS Arti c l e II , Section DFAS- CO/WEST ENTITLEMENT OPERATIONS Office of Naval Research 
C.2.b o f the ONR Addendum HQ0339 
to the DoD R&D General PO Box 1 82381 
Terms and Condit i ons COLUMBUS OH 4 321 8 

NAVONR 4206 (1-20221 

Page 1 of 5 

ATTN, ONR Office of Counael 
Intellectual Property Section 
One Liberty Center 
875 North Randolph Street, Sui t e 1425 
ARLINGTON VA 22203 - 1995 

PRR23-198_0179 



AWARD NO. MODIFICATION NO. 

AWARD / MODIFICATION -27. SPECIAL INSTRUCTIONS: 
Se e Specia l Requirements on Page 5 

28 . O E L EGATIONS: The i"lldrninistr,c1tion duties li-sted below have been delegated ta the adrnin isfr.e!live office (block 23a) . Up o n .-e cpJe s f the llYfi:'Hding office c:ont ad (block 22) w ill 

make their full text a•ailable. Please direct questions to the cool acts@: 

h ttps : //www . onr.navy . m1l /work- w1th-us/manage-your- award/onr- reg1on a l-off1ces 

Thi a awa r d prov idea f ull delegation t o t h e administr a tive o ffice in Bloc k 23 o f the g r ant . Ful l de l e g ation 
incl u des t he functi ons d escribed i n t h e DoIJGARs a t 32 CFR 22. 7 15 a nd t he administrative g rants o fficer 
functions related t o p ayments described in 32 CFR 22 . 810 . 

29. TERMS AND CONDITIONS: The followinc tenns and condttions are incorporated herein by reference with lhe same force and effect as i f theywere given in full text. Upon 
request lhe awarding office contact named in block 22 v;ill make their full text available, or they can be found at the $peciiled URL. 

URL 

30. OPTIONS AMOUNT PERIOD 

(1) 

[2) 

[3) 

31 . REPORTS: The reporting requirements under this awe.rd are specined in the e.rticlea ofpe.rt 5 (Financial, Pr09re.01matic, and Properly Reporting) to the Ceneral Terms and 
Conditions and in any additional language for Part 5 in an ONR Addendum lo the General Terms and Cond~ions speci6ed in Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

f<AVQIJR 4-206 (1 -20221 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated: 2023 .05.1114:20:08 EST 
32c. DATE SIGNED 33b. NAME AND TITLE OF A.WARD OFFICER 33c. DA. TE SIGNED 

05/11/2023 

PRR23-198_0180 



FINANCIAL ACCOUNTING DATA SHEET - NAVY 
1. CONTRACT NUMBER (CRITICAL) 2 . SPIIN (CRITICAL) 3. MOD (CRITICAL) 4. PR NUMBER -5. 6. LINE OF ACCOUNTING 7 
CLIN/SLIN NAVY 

A B. C. D. E. F. G. H. I. J. K. AMOUNT INTERNAL USE 
ACRN APPROPRIATION SUBHEAD OBJ PARM RFM SA AAA IT PAA COST CODE (CRITICAL) ONLY 
(CRITICAL) (CRITICAL) (CRITICAL) CLA (CRntCAL) PROJ MCC PDLI & REF DOC/ACRN 

UNIT SUF 

PAGE TOTAL so.oo 
GRAND TOTAL $0 . 0 0 

PREPARED/AUTI-IORIZED av: COMPTROLLER APPROVAL, 
FOR FISCAL DATA AND SIGNATURE 
BY for COMPTROLLER, ONR CONTRACT REVIEWED 

DATE: DATE: 

i'-,IAVQNI-\ 4LQti (1-21.fi.2) 

Page 3 o f 5 

PRR23-1 98_0181 



1. CONTRACT NUMBER (CRITICAL) 

~ 
5. 6. 7. 
CLIN/SLIN ACRN 

(CRITICAL] 

PREPARED/AUTHORIZEO BY 

DATE: 

SAVQNI< 4205 {1·2022) 

Page 4 o f 5 

FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
I 2. SPIIN (CRITICAL) 1 3-=ITICAL) 1 4. PR NUMBER 

8. NAW INTERNAL 
ACCOUNTING CITATION AMOUNT USE ONLY 

(CRITICAL) REF DOC/ACRN 

PAGE TOTAL $0.0 0 

GRAtJD TOTAL $0 . 00 

COMPTROLLER APPROVAL: 
FOR FISCAL DATAl'IND SIGNATURE 
BY for COMPTROLLER, ONRCONTRACT REVIEWED 
DATE: 

PRR23-198_0182 



AWARD NO. 

I SPECIAL REQUIREMENTS 1;TIONNO. 

The purpose of this Modi fication i s to change PI to Dr. Elena Steiner; 480 - 965- 0685; e l ena.steiner®asu.edu. 
Al l other terms and condi tions remain unchanged. ONR San Di ego Regional Of fice. 

NIWONR 42J6 (1-20221 

Page 5 of 5 

PRR23-198_0183 



AWARD/ 
MODIFICATION 

3a. AWARDING OFFICE: 
Office of Naval Research 
875 N. Randolph Street, Suit e 1425 
Arlington, VA 22203-1995 

1. INSTRUMENT TYPE: 
Grant Award 

2. AUTHORlrY: 

3b. CFDA: 
12 . 300 

10 use 2356 and 31 use 6304, as amended 

3c. DUNS NUMBER: 
943360412 

4. AWARD NO.: 5. MODIFICATION NO.: 6. MODIFICATION TYPE: 7. PR NO.: 
NEW 

8. ACTIV l1Y/AGENCY PRO POSAL NO.: 9. REC IPIENT PRO POSAL NO.: I 0. PROPOSAL DATE: 
09/26/2019 

11. ACTIVIT Y TYPE: 12. PROGRAM T YPE: 

13. ISSUED TO 
13a. ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSI TY 
ORSPA 
660 S MILL AVE STE 312 
TEMPE AZ 85281-3670 
UNITED STATES OF AMERICA 

13d. BUSINESS OFFICE CONTACT: 

13c. EDlfEFT NU MBER: 
N/ A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

R&D ONR 

14. REMITTANCE ADDRESS (IF DIFFERENT FROM BLOCK 13): 
Same as Block# 13 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fusi ng Narrati ve and Social Cyber For ensics to understand Covert Infl uence 

16. FUNDING ACTIV ITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

N/A THROUGH N/A PREVIOUSLY OBLIGAT ED: 

O BUGAT ED BY THIS ACTIO N: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPRO PRIATION DATA: 
See Attached Financi a l Accounting Dat a Sheet (s ) 

20a. PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTAT IVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 22b. CODE: 
22a. NAME: 

22c. ADDRESS: 
Offi ce of Nava l Research 
875 N. Randolph Str eet Suite 1425 
Ar l i ngt on VA 22203- 1 995 

22d. TELEPHONE NUMBER: 22c>. EMAIL ADDRESS: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAYING OFFICE 

$0.00 

$333,334.00 

$333,334.00 

$1 , 463,319.00 

$ 1 ,796,653.00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

18 . PERIOD a= PERFORMANCE 

02/02/2021 THROUGH 02/01/2024 

21b.CODE: -HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randol ph Street 

Arlington VA 22203 - 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL ADDRESS: 

23a. ADMINISTRATIVE OFFICE: 23b.COOE: 
ONR REG Office San Diego 

0 Room 218 

25b. CODE: 26a. PATENT OFFICE: 26b.CODE: 

Same as block 23a DFAS- CO/WEST ENTITL-~EME==~N=T-=c="""""'"""""~----1 Office of Naval Research 

ONR AWARD FORM ( 10/99) • version 1.1 

Page 1 of 5 

HQ0339 
PO Box 182381 
COLUMBUS OH 43218 

ATTN, ONR Office of Counse l 
Intellectual Property Section 
One Liberty Center 
875 North Randolph Street, Sui t e 1425 
Arlington, VA 22203 - 1995 

PRR23-198_0184 



AWARD NO. AWARD/MODIFICATION MODIFICATION NO. 

27. SPECIAL INSTRUCTIONS: 
See Special Requirements on Page 5 

28. D ELEGATIONS: The a dm inistratio n d uties listed be low have been de legated to the administrative office (block 23a}. Upon request the a.warding office contact (block 22) w ill 

make their fu ll text available. Please direct questions to the contacts@: bt tp ,/ /www .onr .navy.m11/contracts-Grants/Reg1onal -Contacts. aspx 

This award provides full delegation t o the admi nistrat ive offi ce in Block 23 of the g r ant. Ful l del egati on 
includes the functions described in the DoDGARs at 32 CFR 22.715 and the administrative grants officer 
functions related t o payments described in 32 CPR 22.810. 

29. TERMS AND CONDITIONS: Th<> following i<>rms and condition, aro lncorporatod horoln by roforonco with th<> samo forcg and offoct as if they worn givon In ful toxt. Upon 
request the awarding office contact named in block 22 will make their fLII tel<! available, or they can be found at the specified URL. 

DOCUMENT 

30.0PTIONS OPTION NO. 

(1) option Year 4 

(2) 
(3) 
(4) 

AMOUNT 

$552,695.00 

URL 

PERIOD 

02/02/ 2024 to 02/01/2025 

31. REPORTS: The reporting requ irements under this award are speclfed In the articles of part 5 (Financial, Programmatic, and Property Reporting} to the General Terms and 
Conditions and 1n any add111ona1 language for Part 5 1n an ONR Addencum to tne General Tem,s and Cond[lons specifled In Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

ONR AWARD FORM (10/99) -version 1.1 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dat ed: 2021 . 02 . 02 16:08:46 EST 

32c. DATE SIGNED 33b. NAME AND T ITLE OF AWARD OFFICER 33c. DATE SIGNED 

02/02/2021 

PRR23-198_0185 



1. CONTRACT NUMBE':R (CRITICAL) 

CLIN/SLIN J 6 . LINE: OF ACCOUNTING 

A. 
ACRN 
(CRITICAL) 

B. 
APPROPRIATION 
(CRITICAL) 

PREPARED/AUTHORIZED BY: 

DATE: 
0NRAWARDFORM (10I99) - verslo, 1,1 

Page 3 of 5 

FINANCIAL ACCOUNTING DATA SHEET- NAVY 
2 . SPIIN (CRITICAL) 

D. 
OBJ 
CLA 

3. MOD (CRrTICAL) 

G. 
SA 

H. 
AAA 

(CRITICAL) 

COMPTROLLER APPROVAL: 

I. 
IT 

4 . PR NUMBE':R 

K. 

7. 

AMOUNT 
(CRITICAL) 

PAGETOTAL $3-33,334 . 00 

GRANDTOTAL $333,33 4 .00 

NAVY 
INTERNAL USE 

ONLY 
REF DOC/ACRN 

FOR FISCAL DATA AND SIGNATURE for COMPTROLLER, ONR CONTRACT REVIEWED BY _________________ _ 

DATE: 

PRR23-198_0186 



FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
1_ CONTRACT NUMBER (CRITICAL) 

5. (J_ 7 _ 

CUN/SUN ACRN 
(CRITICAL) 

PREPARED/AUTHORIZED BY: 

DATE: 

ONR AWARD FORM (1019$) • versi(n 11 

Page 4 of 5 

I 2. SPI IN (CRITICAL) 13. MOD (CRITICAL) 14. PA NUMBER 

ACCOUNTING CITATION 

COMPTROLLER APPROVAL: 
FOR FISCAL DATA AND SIGNATURE 
BY 

DATE: 

8. -
AMOUNT 

NAVY INTERNAL 

(CRITlCALI 
USE ONLY 

■ 
REF DOC/ACRN 

-PAGE TOTAL 01 GRAND TOTAL 

For COMPTROLLE~. ONR CONTRACT REVIEWED 

PRR23-198_0187 



AWARD NO SPECIAL REQUIREMENTS MODIFICATION NO. 

The fol lowing payment instructions are her eby provided: 

Payment Offi ce: 

The p ayment of fice s h all make payment i n sequenti al ACRN order wi thi n 
t he awar d, exhausting all funds i n t he p r evi ous ACRN bef or e paying f rom 
the next ACRN using t he following sequential order: alpha/ alpha; 
alpha/numeri c; numer ic/alpha; and numeric/numeri c ACRN sequence. 

Grantee: 
Payment guides are available on the ONR website at the followi ng link: 
https : //www.onr.navy.mil/en/work- wi th- us/manage- your- award/manage- grant­
award#grant- payment 

.. 
ONRAIVARD FORM(10/99) • version 1.1 

Page 5 of 5 

PRR23-1 98_0188 



OFFICE OF NAVAL 
RESEARCH 

AWARD/ MODIFICATION 
1, INSTRUMENT TYPE: 

3a. AWARDING OFFICE: 

Office of Naval Research HQ 
975 N . Randolph St, Suite 1425 
ARLINGTON VA 22203- 1995 

3b. ASSISTANCE LISTING NUMBER AND TITLE; 
Grant Award 12.300 Basi c and Applied scientif ic Research 

2. AUTHORITY: 3c. DUNS NUMBER orUEI: 
1 0 use 4001 and 31 use 6304, as amended NTLHJXM55KZ6 

4. AWARD NUMBER: 5. MODIFICATION NO: 6. MODIFICATION TYPE 7. PR NUMBER: 

- IF 
8. ACTNITY/AGENCY PROPOSAL NO: 9, RECIPIENT PROPOSAL NO: 10. PROPOSAL DATE: 11. ACTMTY TYPE: 12. PROGRAM TYPE: 

GRANT13583777 

13. ISSUED TO 
13a.ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSITY 
ORSP.!\. 
660 S MILL AVE STE 312 
TEMPE AZ 85281- 3670 
UNITED STATES OF AMERI CA 

13d. BUSINESS OFFICE CONTACT: 

13c. 
N/A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

033 12022 R&D ONR 

14. REMITTANCEADDRESS {IF DIFFERENT FROM BLOCK 13): 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fus i ng Narrative and Social Cyber Forensics to understand Cover t Infl uence - Malaysi a 

16. FUNDtJG ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

PREVIOUSLY OBLIGATED: 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DAT/l.: 
See Attached Financial Accounting Data Sheet ( s ) 

20". PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 
22a. NAME: 

22c . ADDRESS: 

Of f i ce of Naval Research 
300 Fif th Avenue Sui te 710 
Seat tle WA 98104 

22d. TELEPHONE NUMBER: 22e. EMAIL ADDRESS: 

22b. CODE: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAVING OFFICE 

See !?MS Arti c l e II , Section ONR I nternal Entitlement 
C.2.b o f the ONR Addendum N34291 

$125,000.00 N/A I HHOUGH N/A 

$50,000 . 00 

$175,000 . 00 

$199,025. 00 

18. PERIOD OF PERFORMANCE 

08/01 /2022 THROU~H 01/31/2024 

$374,025 .00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randol ph Street 

Arli ngton VA 22203- 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL 11.DDRESS: 

23a. ADMINISTRATIVE OFFICE: 

140 Syl vester Road, Bl dg. 140 Room 218 

2Sb. CODE: 26a. PATENT OFFICE: 

Office of Naval Research 

to the DoD R&D General usn .pentagon .cnr-arlington-va .mbx. onr-
ATTN, ONR Office of Counael 
Intellectual Property Section 
One Liberty Center Terms and Condit i ons fm@us .navy. mi l 

Arlington VA 22203 

NAVONR 4206 (1-20221 

Page 1 of 5 

875 No rth Randolph Street, Sui t e 1425 
ARLINGTON VA 22203 - 1995 

PRR23-198_0189 



AWARD NO. MODIFICATION NO. 

AWARD / MODIFICATION -27. SPECIAL INSTRUCTIONS: 
Se e Specia l Requirements on Page 5 

28 . O E L EGATIONS: The i"lldrninistr,c1tion duties li-sted below have been delegated ta the adrnin isfr.e!live office (block 23a) . Up o n .-e cpJe s f the llYfi:'Hding office c:ont ad (block 22) w ill 

make their full text a•ailable. Please direct questions to the cool acts@: 

h ttps : //www . onr.navy . m1l /work- w1th-us/manage-your- award/onr- reg1on a l-off1ces 

Thi a awa r d prov idea f ull delegation t o t h e administr a tive o ffice in Bloc k 23 o f the g r ant . Ful l de l e g ation 
incl u des t he functi ons d escribed i n t h e DoIJGARs a t 32 CFR 22. 7 15 a nd t he administrative g rants o fficer 
functions related t o p ayments described in 32 CFR 22 . 810 . 

29. TERMS AND CONDITIONS: The followinc tenns and condttions are incorporated herein by reference with lhe same force and effect as i f theywere given in full text. Upon 
request lhe awarding office contact named in block 22 v;ill make their full text available, or they can be found at the $peciiled URL. 

URL 

30. OPTIONS AMOUNT PERIOD 

(1) 

[2) 

[3) 

31 . REPORTS: The reporting requirements under this awe.rd are specined in the e.rticlea ofpe.rt 5 (Financial, Pr09re.01matic, and Properly Reporting) to the Ceneral Terms and 
Conditions and in any additional language for Part 5 in an ONR Addendum lo the General Terms and Cond~ions speci6ed in Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

f<AVQIJR 4-206 (1 -20221 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated: 2022 .11.0113 :46 :25 EST 
32c. DATE SIGNED 33b. NAME AND TITLE OF A.WARD OFFICER 33c. DA. TE SIGNED 

11/01/2022 

PRR23-198_0190 



1. CONTRACT NUMBER (CRITICAL) 

5. 
CLIN/SLIN 

6. LIN E OF ACCOUNTII 

A 
ACRN 
(CRITICAL) 

B. 
APPROPRIATION 
(CRITICAL) 

PREPARED/AUTI-IORIZED av: 

DATE: 

i'-,IAVQNI-\ 4LQti (1-21.fi.2) 

Page 3 of 5 

2 . SPIIN (CRITICAL) 

~ 
OBJ 
CLA 

FINANCIAL ACCOUNTING DATA SHEET - NAVY 
3. MOD (CRITICAL) 4. PR NUMBER -

G. I H. 11. 
SA AAA IT 

i<:" 

(CRntCAL) 

COMPTROLLER APPROVAL, 
FOR FISCAL DATA AND SIGNATURE 

AMOUNT 
(CRITICAL) 

PAGE TOTAL I $5 0,000 . 00 

GRAND TOTAL I sso.000 . 00 

NAVY 
INTERNAL USE 

ONLY 
REF DOC/ACRN 

BY= _______________________ for COMPTROLLER, ONR CONTRACT REVIEWED 
DATE: 

PRR23-198_0191 



1. CONTRACT NUMBER (CRITICAL) 

~ 
5. 6. 7. 
CLIN/SLIN ACRN 

(CRITICAL] 

PREPARED/AUTHORIZEO BY 

DATE: 

SAVQNI< 4205 {1-2022) 

Page 4 o f 5 

FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
I 2. SPIIN (CRITICAL) 1 3-=ITICAL) 1 4. PR NUMBER 

8. NAW INTERNAL 
ACCOUNTING CITATION AMOUNT USE ONLY 

(CRITICAL) REF DOC/ACRN 

PAGE TOTAL 

GRAtJD TOTAL 

COMPTROLLER APPROVAL: 
FOR FISCAL DATAl'IND SIGNATURE 
BY for COMPTROLLER, ONRCONTRACT REVIEWED 
DATE: 

PRR23-198_0192 



AWARD NO. I SPECIAL REQUIREMENTS 
1;TIONNO. 

Thia page int ent i onal l y lef t blank . 

NIWONR 42J6 (1-20221 

Page 5 of 5 

PRR23-198 0193 



AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 
1. CONTRACT ID CODE PAGE OF PAGES 

1 2 
2. AMENDMENT/MODIFICATION NUMBER - 3. EFFECTIVE DATE 

2022/09/15 
4. REQUISITION/PURCHASE REQUISITION NUMBER 15. PROJECT NUMBER (" applicaO/e) 

6. ISSUEDBY CODE N62880 7. ADMINISTERED BY (If other than Item 6) 

OFFICE OF NAVAL RESEARCH 

CODE N66018 
OFFICE OF NAVAL RESEARCH 
CHICAGO REGIONAL OFFICE 

8. NAME AND ADDRESS OF CONTRACTOR (Num/ler, street, county, State and ZIP Code) 

ARIZONA STATE UNIVERSITY 

(X) 9A. AMENDMENT OF SOLICITATION NUMBER 

660 S MILL AVE STE 312 

TEMPE, 85281-3670, USA □ 9B. DATED (SEE ITEM 11) 

10A. MODIFICATION OF CONTRACT/ORDER NUMBER 

CODE 4B293 FACILITY CODE 

10B. DATED (SEE ITEM 13) 

2022/07/13 

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS 

D The above numbered solicitation is amended as set forth in Item 14. The hour and date specified for receipt of Offers D is extended. D is not extended. 

Offers must acknowledge receipt of this amendment prior to he hour and date specified in the solicitation or as amended, by one of he following me hods: 

(a) By completing items 8 and 15, and returning _____ copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted; 
or (c) By separate letter or electronic communica ion Which includes a reference to the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER If 
by virtue of this amendment you desire to change an offer already submitted, such change may be made by letter or electronic communication, provided each letter or electronic 

communication makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified. 

12. ACCOUNTING AND APPROPRIATION DA TA (If required) 

SEE CONTINUATION PAGE 
13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS. 

IT MODIFIES THE CONTRACT/ORDER NUMBER AS DESCRIBED IN ITEM 14. 
CHECK ONE A. THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER 

NUMBER IN ITEM 10A. 

□ 
B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, 

appropriation data, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b). 

□ 
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: 

□ 
D. OTHER (Specify type of modification and authority) 

E. IMPORTANT: Contractor ~ is not D is required to sign this document and return copies to the issuing office. 

14. DESCRIPTION OF AMENDMENT/MODIFICATION (Organized Dy UCF section headings, including solicitation/contract su/lject matter where feasible) 

SEE CONTINUATION PAGE 

Except as provided herein, all terms and condrtions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect. 

15A. NAME ANO TITLE OF SIGNER (Type or print) 

15B. CONTRACTORIOFFEROR 

(Signature of person authorized to sign) 

Previous edition unusable 

16A. NAME ANO TITLE OF CONTRACTING OFFICER (Type or print) 

2022/09/15 

(Signature of Contracting Officer) 

STANDARD FORM 30 (REV. 11/2016) 
Prescribed by GSA FAR (48 CFR) 53.243 

PRR23-198 _ 0194 



Contract Modi f i cation Continuation Page I Page 2 Of 2 I I 2022/09/1 

Section A: Solicitation/Contract Form 

Summary of Changes: 

- The purpose of this modification is e xplained in Section G. 

Section G: Contract Administration Data 

The administration o ff ice remains unchanged . 

Additional comments: 

- The purpose of this administrative modification is to update the interim perf ormance 

reporting periods and due dates on the award without additional cost to the Government . 

Note this modi f ication uses a Standard Form 30, a contract - related form , but the 

modification is being made to a grant or cooperative agreement . At the top of page 2, the 

modification references Sections A and G. These section l etters do not apply to the award, 

but are automated outputs of the contract writing system being used . As a result o f 

this modification, Section B of REP Articl e I (Performance management, moni toring, and 

r epor ting ) in the ONR Addendum to the DoD R&D General Terms and Conditions and ONR 

Programmatic Requirements refere nced in Bl ock 29 (Page 2) of the award form is revised to 

read as fo l lows: "Section B . Frequency, reporting periods , and due dates for interim 

performance reports. 1. You must submit interim performance reports annually. 2 . The due 

date for each inter im performance r eport is November 1s t of each year during the period of 

performance. 3 . Interim performance reports covering : a . Reporting Period t hat was 

due on 15 June 2022 : Due t o a Governme nt delay, ONR r ecipie n ts were not able t o upl oad 

into ARO's RPPR system the interim perf ormance reports that were due on 15 J une 2022 . As 

a r e s ult , the due date for this interim performance repo r t period is here by extended from 

15 J une 2022 to 01 November 2022 . On 06 September 2022, the ARO RPPR portal was open e d to 

ONR r ecipi ents f o r this r ep o r t ing p e riod . This r epor t ing period does not appl y to an 

award with a star t date on o r a ft e r March 15th, 2022 . b . Reporting Period that 

incl udes Governme n t Fisca l Year 2023: This interim performance report cover s the research 

progr ess for the period from 01 J uly 2022 (or i f t his is the firs t interim report due, 

f rom the start date of the award) t o 30 September 2023 or the portion o f this p eriod that 

is within the p e r iod o f performance of the award . c . Reporting Pe rio ds for 

Governme n t Fiscal Year 2024 and beyond: Interim perf o rmance reports must cover the 

r esearch progress f o r the current r eporting p e riod, wh ich is defined as a p e riod that is : 

a) up to 12 months, (b) within the period o f perf o rmance, and (c) a l igned with the 

Gover nment Fiscal Year ( i . e . , October 1st to September 30th) prior to the current progress 

r e port deadl ine in paragraph 2 . The r ep o r ting p e riod wi l l b e a ful l one-year period, 

e xcept for the f irst and l ast interim r epor ts which would cover a shorte r p e riod i f the 

start date o f the award i s other than October 1st . 4 . ONRs decision on whether to p r ovid e 

any r emaining f uture fundi ng f or the award may b e delayed i f an interim p erformance r epor t 

is received later than the due date . " Al l other terms a nd conditions remain uncha nged . 

PRR23-198_0195 



OFFICE OF NAVAL 
RESEARCH 

AWARD/ MODIFICATION 
1, INSTRUMENT TYPE: 

3a. AWARDING OFFICE: 

Office of Naval Research HQ 
975 N . Randolph St, Suite 1425 
ARLINGTON VA 22203- 1995 

3b. ASSISTANCE LISTING NUMBER AND TITLE; 
Grant Award 12.300 Basi c and Applied scientif ic Research 

2. AUTHORITY: 3c. DUNS NUMBER orUEI: 
1 0 use 4001 and 31 use 6304, as amended NTLHJXM55KZ6 

4. AWARD NUMBER: 5. MODIFICATION NO: 6. MODIFICATION TYPE 7. PR NUMBER: 

- IF 
8. ACTNITY/AGENCY PROPOSAL NO: 9, RECIPIENT PROPOSAL NO: 10. PROPOSAL DATE: 11. ACTMTY TYPE: 12. PROGRAM TYPE: 

13. ISSUED TO 
13a.ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSITY 
ORSP.!\. 
660 S MILL AVE STE 312 
TEMPE AZ 85281- 3670 
UNITED STATES OF AMERI CA 

13d. BUSINESS OFFICE CONTACT: 

13c. 
N/A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

033 12022 R&D ONR 

14. REMITTANCEADDRESS {IF DIFFERENT FROM BLOCK 13): 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fus i ng Narrative and Social Cyber Forensics to understand Cover t Infl uence - Malaysi a 

16. FUNDtJG ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

PREVIOUSLY OBLIGATED: 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DAT/l.: 
See Attached Financial Accounting Data Sheet ( s ) 

20". PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 22b. CODE: 
22a. NAME: 

22c. ADDRESS: 

Of f i ce of Naval Research 
875 N. Randolph Street Suite 1425 
Arlington VA 22203 - 1995 

22d. TELEPHONE NUMBER: 22e. EMAIL ADDRESS: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAVING OFFICE 

See !?MS Arti c l e II , Section ONR I nternal Entitlement 
C.2.b o f the ONR Addendum N34291 

$175,000.00 N/A I HHOUGH N/A 

$100, 000 . 00 

$275,000 . 00 

$99,025. 0 0 

18. PERIOD OF PERFORMANCE 

08/01 /2022 THROU~H 01/31/2024 

$374,025 .00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randol ph Street 

Arli ngton VA 22203- 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL 11.DDRESS: 

23a. ADMINISTRATIVE OFFICE: 23b. CODE: 

N6601 8 

1 4 0 Syl veater Roa d, Bl dg. 140 Room 218 
SAN DIEGO CA 92106 

2Sb. CODE: 26a. PATENT OFFICE: 

Office of Naval Research 

to the DoD R&D General usn .pentagon .cnr-arlington-va .rnbx. onr-
ATTN, ONR Office of Counael 
Intellectual Property Section 
One Liberty Center Terrns and Condit i ons frn@us .navy. mi l 

Arlington VA 22203 

NAVONR 4206 (1-20221 

Page 1 of 5 

875 No rth Randolph Street, Sui t e 1425 
ARLINGTON VA 22203 - 1995 

PRR23-198_0196 



AWARD NO. MODIFICATION NO. 

AWARD / MODIFICATION -27. SPECIAL INSTRUCTIONS: 
Se e Specia l Requirements on Page 5 

28 . O E L EGATIONS: The i"lldrninistr,c1tion duties li-sted below have been delegated ta the adrnin isfr.e!live office (block 23a) . Up o n .-e cpJe s f the llYfi:'Hding office c:ont ad (block 22) w ill 

make their full text a•ailable. Please direct questions to the cool acts@: 

h ttps : //www . onr.navy . m1l /work- w1th-us/manage-your- award/onr- reg1on a l-off1ces 

Thi a awa r d prov idea f ull delegation t o t h e administr a tive o ffice in Bloc k 23 o f the g r ant . Ful l de l e g ation 
incl u des t he functi ons d escribed i n t h e DoIJGARs a t 32 CFR 22. 7 15 a nd t he administrative g rants o fficer 
functions related t o p ayments described in 32 CFR 22 . 810 . 

29. TERMS AND CONDITIONS: The followinc tenns and condttions are incorporated herein by reference with lhe same force and effect as i f theywere given in full text. Upon 
request lhe awarding office contact named in block 22 v;ill make their full text available, or they can be found at the $peciiled URL. 

URL 

30. OPTIONS AMOUNT PERIOD 

(1) 

[2) 

[3) 

31 . REPORTS: The reporting requirements under this awe.rd are specined in the e.rticlea ofpe.rt 5 (Financial, Pr09re.01matic, and Properly Reporting) to the Ceneral Terms and 
Conditions and in any additional language for Part 5 in an ONR Addendum lo the General Terms and Cond~ions speci6ed in Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

f<AVQIJR 4-206 (1 -20221 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated: 2023 .02.28 07 :25:54 EST 
32c. DATE SIGNED 33b. NAME AND TITLE OF A.WARD OFFICER 33c. DA. TE SIGNED 

02/28/2023 

PRR23-198_0197 



1. CONTRACT NUMBER (CRITICAL) 

5. 
CLIN/SLIN 

6. LIN E OF ACCOUNTII 

A 
ACRN 
(CRITICAL) 

B. 
APPROPRIATION 
(CRITICAL) 

PREPARED/AUTI-IORIZED av: 

DATE: 

i'-,IAVQNI-\ 4LQti (1-21.fi.2) 

Page 3 of 5 

2 . SPIIN (CRITICAL) 

~ 
OBJ 
CLA 

FINANCIAL ACCOUNTING DATA SHEET - NAVY 
3. MOD (CRITICAL) 4. PR NUMBER -

G. I H. 11. 
SA AAA IT 

i<:" 

(CRntCAL) 

COMPTROLLER APPROVAL, 
FOR FISCAL DATA AND SIGNATURE 

AMOUNT 
(CRITICAL) 

PAGE TOTAL I $1 00,000.00 

GRAND TOTAL I s100.ooo . oo 

NAVY 
INTERNAL USE 

ONLY 
REF DOC/ACRN 

BY= _______________________ for COMPTROLLER, ONR CONTRACT REVIEWED 
DATE: 

PRR23-198_0198 



1. CONTRACT NUMBER (CRITICAL) 

~ 
5. 6. 7. 
CLIN/SLIN ACRN 

(CRITICAL] 

PREPARED/AUTHORIZEO BY 

DATE: 

SAVQNI< 4205 {1-2022) 

Page 4 o f 5 

FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
I 2. SPIIN (CRITICAL) 1 3-=ITICAL) 1 4. PR NUMBER 

8. NAW INTERNAL 
ACCOUNTING CITATION AMOUNT USE ONLY 

(CRITICAL) REF DOC/ACRN 

PAGE TOTAL 

GRAtJD TOTAL 

COMPTROLLER APPROVAL: 
FOR FISCAL DATAl'IND SIGNATURE 
BY for COMPTROLLER, ONRCONTRACT REVIEWED 
DATE: 

PRR23-198_0199 



AWARD NO. I SPECIAL REQUIREMENTS 
1;TIONNO. 

Thia page int ent i onal l y lef t blank . 

NIWONR 42J6 (1-20221 

Page 5 of 5 
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OFFICE OF NAVAL 
RESEARCH 

AWARD/ MODIFICATION 
1, INSTRUMENT TYPE: 

3a. AWARDING OFFICE: 

Office of Naval Research HQ 
975 N . Randolph St, Suite 1425 
ARLINGTON VA 22203- 1995 

3b. ASSISTANCE LISTING NUMBER AND TITLE; 
Grant Award 12.300 Basic and Applied scientif ic Research 

2. AUTHORITY: 3c. DUNS NUMBER or UEI: 
1 0 use 4001 and 31 use 6304, as amended NTLHJXM55KZ6 

4. AWARD NUMBER: 5. MODIFICATION NO: 6. MODIFICATION TYPE 7. PR NUMBER: 

- ADM 
8. ACTNITY/AGENCY PROPOSAL NO: 9, RECIPIENT PROPOSAL NO: 10. PROPOSAL DATE: 11 . ACTMTY TYPE: 12. PROGRAM TYPE: 

13. ISSUED TO 
13a.ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNIVERSITY 
ORSP.!\. 
660 S MILL AVE STE 312 
TEMPE AZ 85281- 3670 
UNITED STATES OF AMERICA 

13d. BUSINESS OFFICE CONTACT: 

13c. 
N/A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

033 12022 R&D ONR 

14. REMITTANCEADDRESS {IF DIFFERENT FROM BLOCK 13): 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fus i ng Narrative and Social Cyber Forensics to understand Covert Influence - Malaysia 

16. FUNDtJG ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

PREVIOUSLY OBLIGATED: 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DAT/l.: 
See Attached Financial Accounting Data Sheet (s ) 

20". PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 
22a. NAME: 

22c. ADDRESS: 

Office of Naval Research 
495 Summer Street Room 627 
Boston MA 02210- 2109 

22d. TELEPHONE NUMBER: 22e. EMAIL ADDRESS: 

22b. CODE: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAVING OFFICE 

See !?MS Article II , Section ONR I nternal Entitlement 
C.2.b o f the ONR Addendum N34291 

$275,000.00 N/A I HHOUGH N/A 

$0.00 

$275,000 . 00 

$99,025. 0 0 

18. PERIOD OF PERFORMANCE 

08/01 /2022 THROU~H 01/31/2024 

$374,025 .00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randolph Street 

Arlington VA 22203- 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL 11.DDRESS: 

23a. ADMINISTRATIVE OFFICE: 

1 40 Sylveater Road, Bldg. 140 Room 218 
SAN DIEGO CA 92106 

2Sb. CODE: 26a. PATENT OFFICE: 

Office of Naval Research 

to the DoD R&D General usn .pentagon .cnr-arlington-va.mbx.onr-
ATTN, ONR Office of Counael 
Intellectual Property Section 
One Liberty Center Terms and Condit i ons fm@us .navy. mi l 

Arlington VA 22203 

NAVONR 4206 (1-20221 

Page 1 of 5 

875 North Randolph Street, Sui t e 1425 
ARLINGTON VA 22203 -1995 
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AWARD NO. MODIFICATION NO. 

AWARD / MODIFICATION -27. SPECIAL INSTRUCTIONS: 
Se e Specia l Requirements on Page 5 

28 . O E L EGATIONS: The i"lldrninistr,c1tion duties li-sted below have been delegated ta the adrnin isfr.e!live office (block 23a) . Up o n .-e cpJe s f the llYfi:'Hding office c:ont ad (block 22) w ill 

make their full text a•ailable. Please direct questions to the cool acts@: 

h ttps : //www . onr.navy . m1l /work- w1th-us/manage-your- award/onr- reg1on a l-off1ces 

Thi a awa r d prov idea f ull delegation t o t h e administr a tive o ffice in Bloc k 23 o f the g r ant . Ful l de l e g ation 
incl u des t he functi ons d escribed i n t h e DoIJGARs a t 32 CFR 22. 7 15 a nd t he administrative g rants o fficer 
functions related t o p ayments described in 32 CFR 22 . 810 . 

29. TERMS AND CONDITIONS: The followinc tenns and condttions are incorporated herein by reference with lhe same force and effect as i f theywere given in full text. Upon 
request lhe awarding office contact named in block 22 v;ill make their full text available, or they can be found at the $peciiled URL. 

URL 

30. OPTIONS AMOUNT PERIOD 

(1) 

[2) 

[3) 

31 . REPORTS: The reporting requirements under this awe.rd are specined in the e.rticlea ofpe.rt 5 (Financial, Pr09re.01matic, and Properly Reporting) to the Ceneral Terms and 
Conditions and in any additional language for Part 5 in an ONR Addendum lo the General Terms and Cond~ions speci6ed in Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

f<AVQIJR 4-206 (1 -20221 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated: 2023 .05.1114:14:15 EST 
32c. DATE SIGNED 33b. NAME AND TITLE OF A.WARD OFFICER 33c. DA. TE SIGNED 

05/11/2023 

PRR23-198_0202 



FINANCIAL ACCOUNTING DATA SHEET - NAVY 
1. CONTRACT NUMBER (CRITICAL) 2 . SPIIN (CRITICAL) 3. MOD (CRITICAL) 4. PR NUMBER -5. 6. LINE OF ACCOUNTING 7 
CLIN/SLIN NAVY 

A B. C. D. E. F. G. H. I. J. K. AMOUNT INTERNAL USE 
ACRN APPROPRIATION SUBHEAD OBJ PARM RFM SA AAA IT PAA COST CODE (CRITICAL) ONLY 
(CRITICAL) (CRITICAL) (CRITICAL) CLA (CRntCAL) PROJ MCC PDLI & REF DOC/ACRN 

UNIT SUF 

PAGE TOTAL so.oo 
GRAND TOTAL $0 . 0 0 

PREPARED/AUTI-IORIZED av: COMPTROLLER APPROVAL, 
FOR FISCAL DATA AND SIGNATURE 
BY for COMPTROLLER, ONR CONTRACT REVIEWED 

DATE: DATE: 

i'-,IAVQNI-\ 4LQti (1-21.fi.2) 

Page 3 o f 5 
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1. CONTRACT NUMBER (CRITICAL) 

~ 
5. 6. 7. 
CLIN/SLIN ACRN 

(CRITICAL] 

PREPARED/AUTHORIZEO BY 

DATE: 

SAVQNI< 4205 {1-2022) 

Page 4 o f 5 

FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
I 2. SPIIN (CRITICAL) 1 3-=ITICAL) 1 4. PR NUMBER 

8. NAW INTERNAL 
ACCOUNTING CITATION AMOUNT USE ONLY 

(CRITICAL) REF DOC/ACRN 

PAGE TOTAL 

GRAtJD TOTAL 

COMPTROLLER APPROVAL: 
FOR FISCAL DATAl'IND SIGNATURE 
BY for COMPTROLLER, ONRCONTRACT REVIEWED 
DATE: 

PRR23-198_0204 



AWARD NO. 

I SPECIAL REQUIREMENTS 1;TIONNO. 

The purpose of this Modi fication i s to change PI to Dr. Elena Steiner; 480 - 965- 0685; e l ena.steiner®asu.edu. 
Al l other terms and condi tions remain unchanged. ONR San Di ego Regional Of fice. 

NIWONR 42J6 (1-20221 

Page 5 of 5 
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FOP Subaward Amendment 
Amendment No 04 Subaward No 

Pass-Through Entity (PTE) Subrecipienl 

Arizona Board of Regents on behalf of Ar1zona State University Entity Name 
I - - --

• 
l~ -

Contact Email 

Principal Investigator 

Project Tille Fusing Narrative and Social Cyber Forensics to understand Covert Influence 

PTEJPrlme Award No. Awarding Agency Other [type in agency] U.S. Department of Defense 

Cumulative Budget Period(s) Amount Funded This Action Total Amount of Funds Obligated to Date 
.memen1Star103'8) (Cnco a1eo1 La1esi et P8"0d) ,-------------. r-------------- -, 

Start Date: 02/02/2021 End Date: 01/31/2025 I $ 187,454.00 ! 1$ 507,394.00 

Subrecipient Cost Share□ Subject to FFATA 00 Subreciplent UEI bla;~;:;!::0";;,'";~u.,Z.~.;;n,> p BP4N9GHCA14 

Amendment(s) to Original Terms and Conditions 
This Amendment revises the above-referenced Subaward Agreement as follows: 

[j] Additional Budget Period 
Additional budget period .. , 0-2-/0-1/-20_2_4 __ .,! -I 01/31/2025 I is hereby added to this Subaward. 

D No Cost Extension 

00Additional Funding 
Additional funding in the amount of I$ 187.454.00 Jis hereby obligated to this Subaward. 

D Deobligation 

Carryover is !Automatic 

D Carryover Authorized 

GI Carryover is allowed across all budget periods. 

00 Detailed Budget/Scope of Work/Notice of Award Attached (s,co1y, .,.o,dije1...,""""' 01w0<1< ... .,..,.,., "R•• - ··°' •• .....,...,.,..,. "'- "•, ·o.,.,... 

! A Scope of Work & Budget ! is incorporated by attachment to this Amendment. 

~ Other (See Below) 

The ASU Principal Investigator is updated from 

For c/arit : all amounts stated in this amendme nt aro in Unit,;,d Slates Dollars. 

All other terms and conditions of this Subaward A reement remain in full force and effect. 

PRR23-198 _ 0206 



Combined Budget (Y3 and Y4) 

1 
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Statement of Work (COSMOS, UALR) 

Statement of Work 

2 

PRR23-198 _ 0208 



Statement of Work COSMOS, UALR) 

References: 

3 
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Pass-Through Entity (PTE} 

PTE/Prime Award No. 

FDP Subaward Amendment 
Amendment No 

Entity Name 

Contact Email 

Subaward No 

__ Awarding Agency Department of Defense 

Cumulative Budget Period(s} Amount Funded This Action Total Amount of Funds Obligated to Date 
A reement S~r1 Oita (En:l o ateor Lalast Bu e1 Pel10CI) _ ____________ ,. 

Start Date: 02/13/2020 End Date: 08/1 2/2021 I $ 0.00 ! I $ 21,966.00 ! 
Subrecipient Cost Share D Subiect to FFATA rj1 Subrecipient UEI <u~..,.Enltvld .. iifi••. · "•Yk "'• I J L:J ~ ank rt und"lsng&d fTffll pllO" Agreement) __ 

Amendment(s) to Original Terms and Conditions 
This Amendment revises the above-referenced Subaward Agreement as follows: 

D Additional Budget Period 

~ No Cost Extension 
This is a No Cost Extension. This Subaward end date is hereby extended through I 08/12/2021 

□Additional Funding 

D Deobligation 

Carryover is _I ______ _ 

D Carryover Authorized 

□ Detailed Budget/Scope of Work/Notice of Award Attached (Specify~"'· . ... .,., . .. Soopo o1Wo,1<ara"Now', "Rs,ised' , or •s.- ~onla("in dro<d<>wn «"Olha~) 

Other (See Below) 

For c/arit : all amounts stated in this amendment are in United States Dollars. 

All other terms and conditions of this Subaward A reement remain in full force and effect. 

Revised 2/2021 

PRR23-198 _ 0210 



AWARD/ 
MODIFICATION 

3a. AWARDING OFFICE: 
Office of Naval Research 
875 N. Randolph St reet, Su i t e 1425 
Arlington, VA 22203-1995 

1. INSTRUMENT TYPE: 
Grant Award 

2. AUTHORlrY: 

3b . CFDA: 
12 . 300 

10 use 2356 and 31 use 6304, as amended 

3c. DUNS NUMBER: 
943360412 

4. AWARD NO.: 5. MODIFICATION NO.: 6. MODIFICATION TYPE: 7. PR NO.: 
NEW 

8. ACTIVl1Y/AGENCY PROPOSAL NO.: 9. RECIPIENT PROPOSAL NO.: I 0. PROPOSAL DATE: 
05212021 

11. ACTIVITY TYPE: 12. PROGRAM TYPE: 

13. ISSUED TO 
13a. ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSI TY 
ORSPA 
660 S MILL AVE STE 312 
TEMPE AZ 85281-3670 
UNITED STATES OF AMERICA 

13d. BUSINESS OFFICE CONTACT: 
Heather Clark 

13c. EDlfEFT NUMBER: 
N/ A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 
480- 965- 7874 asu.awards@asu.edu 

R&D DURIP 

14. REMITTANCE ADDRESS (IF DIFFERENT FROM BLOCK 13): 
Same as Block# 13 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
High Perf ormance Computing Cl uster for NLP and Deep Learni ng Approaches to Understanding Soci al , 
Psychological . and Rhetorical Dimen s ions of Influence i n Cr oss- Cu l tural Contex ts 

16. FUNDING ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

N / A THROUGH N/ A PREVIOUSLY OBLIGATED: 

OBUGATED BY THIS ACTIO N: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TOTAL: 

19. ACCOUNTING AND APPROPRIATION DATA: 
See Attached Financi al Accounting Dat a Sheet ( s ) 

20a. PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 22b. CODE: 
22a. NAME: 

22c. ADDRESS: 
Offi ce of Naval Research 
875 N . Randolph Street Suite 1425 
Ar l i ngt on VA 22203- 1995 

22d. TELEPHONE NUMBER: 22c>. EMAIL ADDRESS: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAYING OFFICE 

$0. 0 0 

$ 253 , 484, 00 

$253,484. 00 

$0.00 

$253,484. 0 0 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

18. PERIOD a= PERFORMANCE 

0 4 /01 / 2022 THROUGH 03 / 31/2023 

21b.CODE: -
HUMAN & BI OENGINEERED SYSTEMS DIV 

875 N. Randol ph Street 
Arlington VA 22203 - 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL ADDRESS: 

23a. ADMINISTRATIVE OFFICE: 23b. COOE: 
ONR REG Office San Diego 

0 Room 218 

25b. CODE: N34291 26a. PATENT OFFICE: 26b. CODE: 

Same as block 23a ONR Internal Entitlement 
N34291 

Office of Naval Research 
ATTN, ONR Office of Counse l 
Intellectual Property Section 
One Liberty Center 

Arlington VA 

ONR AWARD FORM ( 10/99) • version 1.1 

Page 1 of 5 

875 North Rando lph Street, Sui t e 1425 
Arlington, VA 22203 - 1995 

PRR23-198_0211 



AWARD NO. AWARD/MODIFICATION MODIFICATION NO. 

27. SPECIAL INSTRUCTIONS: 
See Specia l Requirements on Page 5 

28. D ELEGATIONS: The a dministration d uties listed below have been de legated to the administrative office (block 23a}. Upon request the a.warding office contact (block 22) w ill 

make their fu ll text available. Please direct questions to the contacts@: bt tp ,/ /www .onr .navy.m11/contracts-Grants/Reg1onal -Contacts. aspx 

This award provides full del egation t o t he administrative offi ce in Block 23 o f the grant . Ful l del egati on 
includes the functions described in the DoDGARs at 32 CFR 22.715 and t he administrative grants o fficer 
f unctions related to payments described in 32 CPR 22. 810. 

29. TERMS AND CONDITIONS: Th<> following i<>rms and condition, aro lncorporatod horoln by roforonco with th<> samo forcg and offoct as if they worn givon In ful toxt. Upon 
request the awarding office contact named in block 22 will make their fLII tel<! available, or they can be found at the specified URL. 

DOCUMENT 

30.0PTIONS 

(1) 
(2) 
(3) 
(4) 

OPTION NO. 

URL 

AMOUNT PERIOD 

31. REPORTS: The reporting requirements under this award are speclfed In the articles of part 5 (Financial, Programmatic, and Property Reporting} to the General Terms and 
Conditions and In any add111onal language for Part 5 In an ONR Addencum to tne General Tem,s and Cond[lons specifled In Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

ONR AWARD FORM (10/99) -version 1.1 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated: 2022.03.09 18:28: 06 EST 

32c. DATE SIGNED 33b. NAME AND TITLE OF AWARD OFFICER 33c. DATE SIGNED 

03/09/2022 

PRR23-198_0212 



FINANCIAL ACCOUNTING DATA SHEET- NAVY 
1. CONTRACT N UMBE':R (CRITICAL) 2. SPIIN (CRITICAL) 3. MOD (CRrTICAL) 4 . PR NUMBE':R 

CLIN/SLIN 6 . LINE: OF ACCOUNTING 7. 

NAVY 
A. B. C. D. E. F. G. H. I. J. K. AMOUNT INTERNAL USE 
ACRN APPROPRIATION SUBHEAD OBJ PARM RFM SA AAA IT PAA COST CODE (CRITICAL) ONLY 
(CRITICAL) (CRITICAL) (CRITICAL) CLA (CRITICAL) PROJ POLI & REF DOC/ACRN 

UNIT MCC SUF ------------

I 

PAGE TOTAL $253,484.00 

GRAND TOTAL $253 ,484 . 00 

PREPARED/AUTHORIZED BY: COMPTROLLER APPROVAL: 
FOR FISCAL DATA AND SIGNATURE 
BY for COMPTROLLER, ONR CONTRACT REVIEWED 

DATE: DATE: 
0NRAWARDFORM (10199) - verslo, 1,1 

Page 3 of 5 

PRR23-198_0213 



FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
1_ CONTRACT NUMBER (CRITICAL) 

5. (J_ 7 _ 

CUN/SUN ACRN 
(CRITICAL) 

PREPARED/AUTHORIZED BY: 

DATE: 

ONR AWARD FORM (1019$) • versi(n 11 

Page 4 of 5 

I 2. SPI IN (CRITICAL) 13. MOD (CRITICAL) 14. PA NUMBER 

ACCOUNTING CITATION 

COMPTROLLER APPROVAL: 
FOR FISCAL DATA AND SIGNATURE 
BY 

DATE: 

8. -
AMOUNT 

NAVY INTERNAL 

(CRITlCALI 
USE ONLY 

■ 
REF DOC/ACRN 

-PAGE TOTAL 01 GRAND TOTAL 

For COMPTROLLE~. ONR CONTRACT REVIEWED 

PRR23-198_0214 



AWARD NO SPECIAL REQUIREMENTS MODIFICATION NO. 

The following payment instructions are her eby provided: 

Payment Offi ce: 

The p ayment off ice s h all make payment i n sequential ACRN order wi thi n 
t he awar d, exhausting all funds i n t he previous ACRN before paying f rom 
t he next ACRN using t he following sequential order: alpha/alpha; 
alpha/numeric; numeric/alpha; and numeric /numeric ACRN sequence. 

Grantee: 
Payment guides are available on the ONR website at the following link: 
https : //www.onr.navy.mil /work- wi th-us/manage-your- award/rnanage- grant- awa 
rd#grant-payment 

See ONR addendum to the DoD R&D General Terms and Conditi ons 
FMS Article II. Payments. 2. b. Electronic Payment Request Instructions 

.. 
ONRAIVARD FORM(10/99) • version 1.1 

Page 5 of 5 
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OFFICE OF NAVAL 
RESEARCH 

AWARD/ MODIFICATION 
1, INSTRUMENT TYPE: 

3a. AWARDING OFFICE: 

Office of Naval Research HQ 
975 N . Randolph St, Suite 1425 
ARLINGTON VA 22203- 1995 

3b. ASSISTANCE LISTING NUMBER AND TITLE; 
Grant Award 12.300 Basi c and Applied scientif ic Research 

2. AUTHORITY: 3c. DUNS NUMBER orUEI: 
1 0 use 4001 and 31 use 6304, as amended NTLHJXM55KZ6 

4. AWARD NUMBER: 5. MODIFICATION NO: 6. MODIFICATION TYPE 7. PR NUMBER: 
NEW 

8. ACTNITY/AGENCY PROPOSA L NO: 9 , RECIPIENT PROPOSAL NO: 10. PROPOSAL DATE: 11. ACTMTY TYPE: 12. PROGRAM TYPE: 

13. ISSUED TO 
13a.ADDRESS: 

13b. CAGE: 
4B293 

ARIZONA STATE UNI VERSITY 
ORSP.!\. 
660 S MILL AVE STE 312 
TEMPE AZ 85281- 3670 
UNITED STATES OF AMERI CA 

13d. BUSINESS OFFICE CONTACT: 

13c. 

N/A 

13e. TELEPHONE NUMBER: 13f. EMAIL ADDRESS: 

033 12022 R&D ONR 

14. REMITTANCEADDRESS {IF DIFFERENT FROM BLOCK 13): 

15. RESEARCH TITLE AND/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE: 
Fus i ng Narrative and Social Cyber Forensics to understand Cover t Infl uence - Malaysi a 

16. FUNDtJG ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CURRENT FUNDING PERIOD 

PREVIOUSLY OBLIGATED: 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD: 

FUTURE FUNDING: 

GRANT TO TAL: 

19. ACCOUNTING AND APPROPRIATION DAT/l.: 
See Attached Financial Accounting Data Sheet ( s ) 

20". PRINCIPAL INVESTIGATOR/RECIPIENT 
TECHNICAL REPRESENTATIVE: 

20b. TELEPHONE NUMBER: 20c. EMAIL ADDRESS: 

22. POC FOR THIS ACTION 
22a. NAME: 

22c . ADDRESS: 

Of f i ce of Naval Research 
875 N. Randolph Street Suite 1425 
Arlington VA 22203 - 1995 

22d. TELEPHONE NUMBER: 22e. EMAIL ADDRESS: 

22b. CODE: 

24. SUBMIT PAYMENT REQUEST TO: 25a. PAVING OFFICE 

See !?MS Arti c l e II , Section ONR I nternal Entitlement 
C.2.b o f the ONR Addendum N34291 

$0 . 0 0 N/A I HHOUGH N/A 

$125,000 . 00 

$125,000 . 00 

$249,025. 00 

18. PERIOD OF PERFORMANCE 

08/01 /2022 THROU~H 01/31/2024 

$374,025 .00 

21. TECHNICAL REPRESENTATIVE 
21a. NAME: 

21c. ADDRESS: 

HUMAN & BIOENGINEERED SYSTEMS DIV 
875 N. Randol ph Street 

Arli ngton VA 22203- 1995 

21d. TELEPHONE NUMBER: 21e. EMAIL 11.DDRESS: 

23a. ADMINISTRATIVE OFFICE: 

140 Syl vester Road, Bl dg. 140 Room 218 

2Sb. CODE: 26a. PATENT OFFICE: 

Office of Naval Research 

to the DoD R&D General usn .pentagon .cnr-arlington-va .mbx. onr-
ATTN, ONR Office of Counael 
Intellectual Property Section 
One Liberty Center Terms and Condit i ons fm@us .navy. mi l 

Arlington VA 22203 

NAVONR 4206 (1-20221 

Page 1 of 5 

875 No rth Randolph Street, Sui t e 1425 
ARLINGTON VA 22203 - 1995 

PRR23-198_0216 



AWARD NO. MODIFICATION NO. 

AWARD / MODIFICATION 
27. SPECIAL INSTRUCTIONS: 
Se e Specia l Requirements on Page 5 

28 . O E L EGATIONS: The i"lldrninistr,c1tion duties li-sted below have been delegated ta the adrnin isfr.e!live office (block 23a) . Up o n .-e cpJe s f the llYfi:'Hding office c:ont ad (block 22) w ill 

make their full text a•ailable. Please direct questions to the cool acts@: 

h ttps : //www . onr.navy . m1l /work- w1th-us/manage-your- award/onr- reg1on a l-off1ces 

Thi a awa r d prov idea f ull delegation t o t h e administr a tive o ffice in Bloc k 23 o f the g r ant . Ful l de l e g ation 
incl u des t he functi ons d escribed i n t h e DoIJGARs a t 32 CFR 22. 7 15 a nd t he administrative g rants o fficer 
functions related t o p ayments described in 32 CFR 22 . 810 . 

29. TERMS AND CONDITIONS: The followinc tenns and condttions are incorporated herein by reference with lhe same force and effect as i f theywere given in full text. Upon 
request lhe awarding office contact named in block 22 v;ill make their full text available, or they can be found at the $peciiled URL. 

URL 

30. OPTIONS AMOUNT PERIOD 

(1) 

[2) 

[3) 

31 . REPORTS: The reporting requirements under this awe.rd are specined in the e.rticlea ofpe.rt 5 (Financial, Pr09re.01matic, and Properly Reporting) to the Ceneral Terms and 
Conditions and in any additional language for Part 5 in an ONR Addendum lo the General Terms and Cond~ions speci6ed in Block 29. 

32. FOR THE RECIPIENT 

32a. SIGNATURE OF PERSON AUTHORIZED TO SIGN 

32b. NAME AND TITLE OF SIGNER 

f<AVQIJR 4-206 (1 -20221 

Page 2 of 5 

33. FOR THE UNITED STATES OF AMERICA 

33a. SIGNATURE OF AWARDING OFFICER 

Dated: 2022.07 .13 08 :27:59 EST 
32c. DATE SIGNED 33b. NAME AND TITLE OF A.WARD OFFICER 33c. DA. TE SIGNED 

07/13/2022 

PRR23-198_0217 



1. CONTRACT NUMBER (CRITICAL) 

5. 
CLIN/SLIN 

6. LIN E OF ACCOUNTII 

A 
ACRN 
(CRITICAL) 

B. 
APPROPRIATION 
(CRITICAL) 

PREPARED/AUTI-IORIZED av: 

DATE: 

i'-,IAVQNI-\ 4LQti (1-21.fi.2) 

Page 3 of 5 

2 . SPIIN (CRITICAL) 

~ 
OBJ 
CLA 

FINANCIAL ACCOUNTING DATA SHEET - NAVY 
3. MOD (CRITICAL) 4. PR NUMBER 

G. I H. 11. 
SA AAA IT 

i<:" 

(CRntCAL) 

COMPTROLLER APPROVAL, 
FOR FISCAL DATA AND SIGNATURE 

AMOUNT 
(CRITICAL) 

PAGE TOTAL I $125,000.00 

GRAND TOTAL I s12s.ooo . oo 

NAVY 
INTERNAL USE 

ONLY 
REF DOC/ACRN 

BY= _______________________ for COMPTROLLER, ONR CONTRACT REVIEWED 
DATE: 

PRR23-198_0218 



1. CONTRACT NUMBER (CRITICAL) 

~ 
5. 6. 7. 
CLIN/SLIN ACRN 

(CRITICAL] 

PREPARED/AUTHORIZED BY 

DATE: 

SAVQNI< 4205 {1-2022) 

Page 4 of 5 

FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
I 2. SPIIN (CRITICAL) 1 3 . MOD (CRITICAL) 1 4 . PR NUMBER 

8. NAW INTERNAL 
ACCOUNTING CITATION AMOUNT USE ONLY 

(CRITICAL) REF DOC/ACRN 

PAGE TOTAL 

GRAtJD TOTAL 

COMPTROLLER A PPROVAL: 
FOR FISCAL DATAl'IND SIGNATURE 
BY for COMPTROLLER, ONRCONTRACT REVIEWED 
DATE: 

PRR23-198_0219 



AWARD NO. 

I SPECIAL REQUIREMENTS 

PAYMENT OFFI CE AND RECIPIENT PAYMENT INSTRUCTIONS 

SEil ONR ADDENDUM TO THE DOD R&D GENERAL TERMS AND CONDITIONS 
FMS ARTICLE II. PAYMENTS 

PAYMENT GUIDES ARE AVAILABLE ON THE ONR WEBSITE AT THE FOLLOWI NG LINK: 
https://www.nre .navy . mil /work- wi th-us / manage-your- award/manage- grant - award 

NIWONR 42J6 (1-20221 

Page 5 of 5 

I MODIFICATION NO. 
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Research Subaward Agreement 
Amendment Number 01 

Pass-Through Entity (PTE) Subrecipient 
Entity Name· Arizona Beard of Regents for and on behalf or Entity Name: University of Arkansas. Little Rock 

Arizona State Universit 

Proiect Title. Fusing Narrative and Social Cyber Forensics to understand Covert Influence 

PTE Federal Award No. Fecleral Awarding Agency US Department of Defense (DOD) 

Subaward Period of Performance: 
Start Date. 2/212021 

End Date. 2/1/2024 

Effective Date of Amendment 

Date of PTE s· nature 

Amount Funded this Action: $5,981 00 

SLbaward No 

Total Amount of Federal Funds Obligated to date: $98,824 00 St.b1ect to FFATA yes Automatic Carryover yes 

Amendment(s) to Original Terms and Conditions 
This Amendment revises the above-referenced Research Subaward A reement as follows. 

212/2021 to 2/112024 Is hereby added to the Subaward Penod of Performance, which 1s revised to be consistent with the 
Subawaru Pe1iud or Perro1rnance Stan antJ Ena Date abuve 

The total amount authorized is as follows: 
Total Costs $5,981 .00 

A detailed budget 1s included on the fottow1ng page(s) and 1ncorpora1ed as Attachment 5 to th is Amendment. 

Statement of Work 1s unchanged 

For c/ar,ty all amoums sated In this amendment are rn United States Dollars. 

All other terms and conditions of this Subaward Agreement remain in full force and effect. 

rDP Bilateral Amendm ent v092017 
of 1 

REFER.ENCE # -- Pogc t 
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ATTACHMENT 5 

RESEARCH & RELATED BUDGET - Budget Period 1 0 MB Number· 4040-0001 
Expiration Date 12/31/2022 

ORGANIZATIONAL DUNS: [0367250030000 Enter name of Organization: I Un i ve:s i t y o f Arkansas at Little Rock 

Budget Type: D Project C8J Subaward/Consort1um Budget Period: 1 Start Date : '10101120201 End Date: 109130120211 

A. Sen ior/Key Per-;on 

Months 
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C. Equipment Description 

List i tems and dollar amount for each item exceeding $5,000 
Equipment item Funds Requested($) 

Additional Equipment: 
r,n,7~-~~~ r--~~------ --- ,,-i .... - ----,., ... -~-

! . 
- ~ ·- --··· ·• .. - . I • • ' 

D. Travel 

Total funds requested for all equipment llsted In the attached file 

Total Equipment 

1. Domestic Travel Costs ( Incl. Canada, Mexico and U.S. Possessions) 

2. Foreign Travel Costs 

Total Travel Cost 

E. ParticipanUTrainee Support Costs 

1 . Tuition/Fees/Health Insurance 

2. Stipends 

3. Travel 

4. Subsistence 

5. Other 

c=J Number of Partic ipants/Trainees Total Participant/Trainee Support Costs 

Funds Requested ($) 

Funds Requested ($) 
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RESEARCH & RELATED BUDGET - Budget Period 2 0 MB Number: 4040-0001 

Expiration Dale 12131/2022 

ORGANIZATIONAL DUNS: [0367250830000 Enter name of Organization: 

Budget Type: D ProJect 

A. Senior/Key Person 

[8] Subaward/Consortium 

UnLver 3 i t y_ of Arkansas a t Li tt l e Rock 

Budget Period: 2 Start Date: l101a112021I End Date: lo9no12022I 

Months Funds 
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C. Eg_uipment Description 

List items and dollar amount for each item exceeding $5,000 
Equipment item Funds Requested ($) 

Additional Equipment: 
. ~ '-'"· ~- ~ 

_-- - :.:-;:- .:--: 
~;'.'_:\.cc·~;. •, ••• , F"''="'''i". ,.,. , .- ,, ·-·= 

l . .. ,. :-

Total funds requested for all equipment listed in the attached file 

Total Equipment 

D. Travel 

1. Domestic Travel Costs ( Incl. Canada, Mexico and U.S. Possessions) 

2. Foreign Travel Costs 

Total Travel Cost 

E. Participant/Trainee Support Costs -· - - ---- . . - - - - - ---

1. Tuition/Fees/Health Insurance 

2. Stipends 

3. Travel 

nee 

I I 

Funds Requested ($) 

J 
J 
J 

Funds Requested ($) . ' 
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RESEARCH & RELATED BUDGET - Budget Period 3 0 MB Number: 4040-0001 

Expiration Date: 12/3112022 

ORGANIZATIONAL DUNS: [0367250830000 Enter name of Organization: [ Univ@,S sly of l\rk .. n s .. s "' Liltl@ Rock 

Budget Type: D ProJect 

A. Senior/Key Person 

[:81 Subaward/Consor!Jum Budget Period: 3 Start Date: l10;01no22 I End Date: lo9/30/2on l 

Mon1hs Funds 
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C. Equipment Description 

List items and dollar amount for each item exceeding $5,000 
E.9.uipment Item 

Additional Equipment: 

Funds Ro.9.uested ($) 

~~ [,· - . · . .' .::·<- -'x'':."':.-"!:. "'} )'f ,..:~7?~-:.•,.._.• 

. . . ~ -:· ..:· .:-; . 

Total funds requested for all equipment l isted in the attached file 

Total Equ ipment 

D. Travel Funds Requested ($) 

1. Tuition/Fees/Health Insurance 

2. Stipends 

3. Travel 

4. Subsisience 

5. Other 

CJ Number of Participants/Trainees Total Partic ipant/Trainee Support Costs 
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RESEARCH & RELATED BUDGET - Budget Period 4 0 MB Number: 4040-0001 

Expiration Date: 12/3112022 

ORGANIZATIONAL DUNS: [0367250830000 Enter name of Organization: Uni vecs1tx._ o f Arkan.:,a:; a t Little Rock 

Budget Type: D Pro1ect ~ Subaward/Consortium Budget Period: 4 Start Date: 11010112021 1 End Date: 109/3 0(202 41 

A. Senior/Key Person 
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C. Equipment Description 

List items and dollar amount for each i tem exceeding $5,000 
Equipment itom Funds Roquosted ($) 

Additional Equipment: 
. ~~ .. ~-~~ 

, , ' ' L _ --~~~:7~::-:, ~~ t :~\•;•:•>:,,~MI'!', - - .,._.,.,._; - •- _ 

D. Travel 

2. Stipends 

3. Travel 

4. Subsistence 

5. Other ,--

~ Number of Participants/Trainees 

Total funds requested for all equipment listed in the attached file 

Total Equipment 

Total Participant/Trainee Support Costs 

Funds Requested iS) 
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RESEARCH & RELATED BUDGET - Cumulative Budget 

Totals($) 



Research Subaward Agreement 
Amendment Number 02 

Pass-Through Entity (PTE) Subrecipient 
Entity Name· Arizona Board of Regents for and on behalf of 

Project Title Fusing Narrative and Social Cyl:Jer Forensics to understand Covert Influence 

PTE Federal Award No Federal Awarding Agency· US Department of Defense (DOD) 

Subaward Period of Performance: 
Start Date: 2/2/2021 

End Date: 2/112024 

Effective Date of Amendment: 

Date of PTE Si nature 

Amount Funded th,s Action $51 ,937.00 

Subaward No: -

Total Amount of Federal Funds Obligated to date: $150,761 00 Subject to FFATA: yes Automatic Carryover: yes 

Amendment(s) to Original lerms and Conditions 
This Amendment revises the above-referenced Research Subaward A reementas follows: 

Additional funds in the amount of $51,937.00 are hereby authorized for the current period, bringing the total amount authorized 
for Year 1 up to $150 761 OD The current anticipated amount for Year 2 Is $169.179 00. which Is dependent on sponsor fundino. 
A detailed budget is included on the following page(s) and incorporated as Attachment 5 to this Amendment. 

Statement of Work 1s unchanged 

For c/arfy; all amounts slated in this amen:Jment are in United States Dollars. 

All other tenns and conditions of this Subaward Agreement remain in full force and effect. 

FOP Bilat eral Amendment v09201? 

of 1 
REFERENCE It - Page 1 
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ATTACHMENT 5 
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Research Subaward Agreement 
Amendment Number 03 

Pass-Through Entity (PTE) 
Entity Name: Arizona Board of Regents for and on behalf of 

Arizona State Universit 

Project Title. Fusing Narrative and Social Cyber Forensics lo understand Covert lnfiuence 

PTE Federal Award No: Federal Awarding Agency· US Department of Defense (DOD) 

Subaward Period of Performance: 

Start Date 2/212021 

End Date: 2/1/2024 

Effective Date of Amendment: 

Date of PTE Si nature 

Amount Funded this Action: $169,179.00 

Subaward No: 

Total Amount of Federal Funds Obligated to date: $319,940.00 Subject to FFAT A: yes Automatic Carryover: yes 

Amendment(s) to Original Tenns and Conditions 
This AmendmGnt ravtsos the above-re ferenced Research Subaward A reement as follows; 

Additional funds in the amount of $169, 179.00 are hereby authorized for the current period, bringing the total amount authorized 
for Year 2 up to $319,940.00. 

A detailed budget is included on the following page(s) and incorporated as Attachment 5 to this Amendment. 

Statement of Work is unchanged. 

For clarity: all amounts .tatod in this am9ndment "''" in United Slates Dollars. 

All other terms and conditions of this Subaward Agreement remain in full force and effect. 

FOP B ilateral Amendment v092017 
of 1 

REFERENCE :JI: Page 1 
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ATTACHMENT 5 

RESEARCH & RELATED BUDGET - Budget Period 2 0MB Number: 4040-0001 
Expiration Date: 12/31/2022 

ORGANIZATIONAL DUNS: [o3672508Joooo Enter name of Organization: Universi~X of ~rkansas at Litt l e Rock 

Budget Type: D Project ~ Subaward/Consortium 

A. Senio r/Key Person 

Prefix First Middle Last Suffix 

Budget Period: 2 Start Date: [10101120211 End Date: lo9/30/2022 I 

Months 
Cal. Acad. Sum. 

Requested 
Salary (S) 

Fringe 
Benefits ($) 

Funds 
Requested {$) 
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C. Equipment Description 

List items and dollar amount for each item exceeding $5,000 
Equipment Item Funds Requested ($) 

Additional Equipment: II Add Attacl)mant 1 1 I Delete Attachment L, _ _ ___ .. _ , 1 

D. Travel 

Total funds requested for all equipment listed in the attached file 

Total Equipment 

1. Domestic Travel Costs ( Incl. Canada, Mexico and U .S. Possessions) 

2. Foreign Travel Costs 

E. Participant/Trainee Support Costs 

1. Tuition/Fees/Health Insurance 

2. Stipends 

3. Travel 

4 . Subsistence 

5 , Other ~ 

[:=J Number of Participants/Trainees 

Total Trave Cost 

Total Participant/Trainee Support Costs 

Funds Requested ($) 

Funds Requested ($) 
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FOP Cost Reimbursement Subaward 
Federal Awarding Agency: ! Other (Type in Agency] I! DOD-NAW· Office of Naval Research (ONR) ! 
Pass-Through Entity (PTE): Subreclpient: 

Arizona Board of Regenls for and on behalf of Arizona State University .. I U_n_i_v_e_r_s_i-ty_o_f _A-rk_a_n_s_a_s_a_t_L_i_tt_l_e_R_o_c_k ... l 
ub Pl: I 

Proiect Title: Fusing Narrative and Social Cyber Forensics to understand Covert lnnuence - Malaysia 

1. 

2. 

3. 

4 . 

5. 

6. 

7. 

8. 

9. 

10. 

End: 01/31/2024 Amount Funded This Acbon (USO): $f 34,212.00 

End: 
Incrementally Estimated Total (USO). Sf 

Terms and Conditions 
PTE hereby awards a cost reimbursable subaward, (as determined by 2 CFR 200.331), to Subrecipient. The Statement of Work 
and budget for this Subaward are as shown in Attachment 5 In its performance of Subaward work, Subrecipient shall be an 
independent entity and not an employee or agent of PTE. 

Subrec1pient shall submit invoices not more often than monthly and not less frequently than quarterly for allowable costs 
incurred. Upon the receipt of proper Invoices. the PTE agrees to process payments in accordance with this Subaward and 2 
CFR 200.305. All invoices shall be submitted using Subrecipient's standard invoice, but at a minimum shall include current and 
cumulative costs (including cost sharing), bre~down by major cost category, Subaward number, and certification, as required in 
2 CFR 200.415(a). Invoices that do not reference PTE Subaward number shall be returned to Subreci 1ent. Invoices and 
questions concerning Invoice receipt or payments shall be directed to the party's Financial Contact, shown In 
Attachment 3A. 

C fjnai statement of cumulative costs incurred, 1nciud1ng cost sharing, marked "FINAL" must be submitted to PTE's 
_!'inancial 7 Contact, as shown in Attachment 3A, not later than 60 days after the final Bud et Period end date. 
The final $lat,:n111::mt vr u.,:;l:s :shall c.;0J1:slitu le Sulm::c,;ip11:ml's final financial repon. 

All paymenlS shall be considered provisional and are subject to adJUStment w11hln the total estimated cost In the event such 
adjustment Is necessary as a result of an adverse audit finding against the Subrecipient 

Matters concerning the technical performance of this Subaward shall be directed to the appropriate party's Principal Investigator 
as shown In Attachments 3A and 3B. Technical reports a.re required as shown in Attachment 4. 

Matters concerning the requesl or negotiation of any changes In the terms, conditions, or amounts cited in this Subaward, and 
an chan es r uinn rior approval, shall be directed to the PTE's ! Administrative j Contact and the Subrecipient's 
Administrative Contact shown in Attachments 3A and 38. Any such change made to this Subaward requires the 

wr en approve o eac: party's Authorized Official as shown in Attachments 3A and 38. 

The PTE may issue non-substantive changes lo the Budget Penod(s) and Budgetl r u- n1-1a-,e- r-a~11y----,j. Unilateral 
modification shall be considered valid 14 days after receipt unless otherwise indicated by Subrec1pient when sent to 
Subrecip,ent's ! Administrative. . . j Contact, as shown in Attachment 38. 

Each party shall be responsible for its negligel"t acts or omissions and the negligent acts or omissions of its employees, officers, 
or directors, to the extent allowed by law. 

Either party may terminate this Subaward with 30 days written notice. Notwithstanding, If the Awarding Agency terminates the 
F d r I Aw rd PTE will terminate In accordance with Awarding Agency requ11emenls. PTE notice shall be directed to the 
Administrative _ Contact, and Subrecipienl notice shall be directed lo the ! Administrative j Contact as 

i,hown In ttac ments and 38. PTE shall pay Subreclprent for termination costs as allowable under Uniform Guidance, 2 
CFR 200, or 45 CFR Part 75 Appendix IX, as applicable 

By signing this Subaward. including the attachments hereto which are hereby incorporated by reference, Subrecipient certifies 
that it will perform the Statement of Work in accordance with the terms and conditions of this Subaward and the applicable terms 
of the Federal Award. including the appropnate Research Terms and Conditions ("RTCs") of the Federal Awarding Agency. as 
referenced In Attachment 2. The parties further agree that they intend this subaward to comply with all applicable laws, 
regulations, and requirements. 

FOP DEC 2020 
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Subaward Number: 
Attachment 1 

Certifications and Assurances 

Certification Regarding Lobbying (2 CFR 200.450) 
By signing this Subaward, the Sub recipient Authorized Official certifies, to the best of his/her knowledge and belief, that 
no Federal appropriated funds have been paid or will be paid, by or on behalf of the Subrecipient, to any person for 
influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer 
or employee of Congress, or an employee of a Member of Congress in connection w ith the awarding of any 
Federal contract, the making of any Federal grant, the making of any Federal loan, the entering into of any 
cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any Federal 
contract, grant, loan, or cooperative agreement in accordance with 2 CFR 200.450, 

If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing or 
intending to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, 
or an employee of a Member of Congress in connection with this Federal contract, grant loan, or cooperative agreement, 
the Subrecipient shall complete and submit Standard Form -LLL, "Disclosure Form to Report Lobbying," to the PTE. 

This certIfIcatIon Is a material representation of tact upon which reliance was placed when this transaction was made 
or entered into Submission of this cert ification is a prerequisite for making or entering imo this transaction imposed by 31 
U.S.C. 1352. Any person who fails to file the required certification shall be subject to a civi l penalty of not less than 
$10,000 and not more than $100,000 for each such failure. 

Debarment, Suspension, and Other Responsibility Matters (2 CFR 200.214 and 2 CFR 180) 
By signing this Subaward, the Subrecipient Authorized Official certifies, to the best of his/her knowledge and belief that 
neither lhe Sub recipient nor its principals are presently debarred, suspended, proposed for debarment, declared 
ineligible or voluntarily excluded from participation in this transaction by any federal department or agency, in accordance 
with 2 CFR 200.213 and 2 CFR 180 

Audit and Access to Records 
Subrecipient certifies that It will provide PTE with notice of any adverse findings which impact this Subaward. 
Subrecipient certifies compliance with applicable provisions of 2 CFR 200.501-200.521 . If Subrecipient Is not required to 
have a Single Audit as defined by 200.501 , Awarding Agency requirements, or the Single Audit Act, then Subrecip1ent 
will provide notice of the completion of any required audits and will provide access to such audits upon request. 
Subrecipient will provide access to records as required by parts 2 CFR 200.337 and 200.338 as applicable. 

Program for Enhancement of Contractor Employee Protections (41 U.S.C 4712) 
Subrecipient Is hereby notified that they are required to: inform their employees working on any federal award that they 
are subject to the whistleblower rights and remedies of the program; inform their employees in writing of employee 
whislleblower protections under 41 U.S.C §4712 in the predominant native language of the workforce: and include such 
requirements in any agreement made with a subcontractor or subgrantee. 

The Subreclpient shall require that the language of the certifications above in this Attachment 1 be Included in the award 
documents for all subawards at all tiers (including subcontracts, subgrants, and contracts under grants, loans, and 
cooperative agreements) and that all subrecipients shall certify and disclose accordingly 

Use of Name 
Neither party shall use the other party's name, trademarks, or other logos in any publicity, advertising, or news release 
without the prior written approval of an authorized representative of that party. The parties agree that each party may use 
factual information regarding the existence and purpose of the relationship that is the subject of this Subaward for 
legitimate business purposes, to satisfy any reporting and funding obligations, or as required by applicable law or 
regulat ion without written permission from the other party. In any such statement, the relationship of the parties shall be 
accurately and appropriately described. 

Prohibition on Certain Telecommunication and Video Surveillance Services or Equipment 
Pursuant to 2 CFR 200.216, Sub recipient will not obligate or expend funds received under this Subaward lo: (1) procure 
or obtain; (2) extend or renew a contract to procure or obtain; or (3) enter into a contract (or extend or renew a contract) 
to procure or obtain equipment, services, or syslems that uses covered telecommunications equipment or services (as 
oescrlbed In Public Law 115-232, section 589) as a substantial or essential component of any system, or as a critical 
technology as pan of any system. 
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Attachment 2 Subaward Number 

Federal Award Terms and Conditions 

Required Data Elements Awarding Agency Institute (If Applicable) 

! National Science Foundation (NSF) The data elements required b Un iform 
I"':""---""!"'~-~~~"'!"'~-~-, 

Guidance are incorporated in the attached Federal Award Federal Award Issue Date FAIN Assistance Listing No. 

I 07113/22 I N00014•22·1·2604 I 12,300 

This Subaward ts: Assistance Listing Program Title (ALPT) 

~ Research & Development ~ Subject to FFATA 
! Bas,c and Apploed Saenufic Research 

Key Personnel Per NOA 

General Terms and Conditions 

By signing this Subaward, Subrecipient agrees to the following: 

1. To abide by the conditions on acliv11tes snd restrictions on expenditure of federa l funds rn appropriations acts that are 
applicable to this Subaward to the extent those restrictions are pertinent. This includes any recent legislation noted on the Federal 
Awarding Agency's website: 

! See Prime Award 

2. 2 CFR 200 

3. The Federal Awarding Agency's grants policy guidance, including addenda In effect as of the beginning date of the period of 
performance or as amended found al. 

See Prime Award 

4. Research Terms and Conditions, including any Federal Awarding Agency's Specific Requirements found at: 

._!_ Se_e_P_ri_m_e_A_w_ar_d __________________________________ _,!except for lhe following 

a, No-cost extensions r uire lhe written aporoval of the PTE. Any requests for a no-cost extension shall be d irected to the 
.,A,,;d,..m..;.,.,in,..1s""tr ... a_tiv_e'------..i Contact s:-iown 1n Attachment 3A. not less than 30 days prior to lhe desired effective date of the requested 
c nge. 

b. Any payment mechanisms and financial reporting requirements described in the applicable Federal Awarding Agency Terms and 
Conditions and Agency-Specific Requirements are replaced with Tenns and Conditions (1) through (4) of this Subaward; and 

c. Any prior approvals are to be sought from the PTE and not the Federal Awarding Agency. 
d. Tille lo equipment as defined in 2 CFR 200.1 that IS purchased or fabricated with research funds or Subrecipient cost sharing 

funds, as direct costs of the project or program, shall vest in the Subrecipient subject io the conditions specified in 2 CFR 200.313. 
e. Prior approval must be sought for a change in Subrecipient Pl or change in Key Personnel (defined as listed on the NOA). 

5. Treatment of program income: I Addrtive f 
Special Terms and Conditions: 

Data Sharing and Access: 
Subrecipient agree~ to comply with the Federal Awarding Agency's data sharing and/or access requirements as reflected in the NOA 
or the Federal Awarding Agency's standard terms and conditions as referenced in General Terms and Conditions 1-4 above. 

! No additional reqUtrements I 
Data Rights: 
Subrecipient grants to PTE the ng ht to use data created in the performance of this Subaward solely for the purpose of and only to the 
extent required to meet PTE's obligations to the Federal Government under its PTE Federal Awc,rd. 

Copyrights: 

Subrecipient Shall Grant 10 PTE an irrevocable, royally-free, non-transferable, non-exclusive nght and license to use, 
repro uce, ma e enva Ive works, display, and perform publicly any copyrights or copyrighted material (including any computer 
software and its documentation and/or databases) first developed and delivered under this Subaward solely For the purpose of and 
only to the extent required to meet PTE's obligations to the Federal Government under its PTE Federal Award. 

Subrecipient grants to PTE the rig hi to use any written progress reports and deliverables created under this Subaward solely for the 
purpose of and only to the extent requ1ree1 to meet PTE's obttgations to the Federal Government under Its Federal Award. 

Promoting Objectivity in Research (COi): 
Subrec1pient must designate herein which entity 's Financial Confiicts of Interest policy (COi) will apply. ! Subrecipienl 

If applying its own COi policy, by execution of this Subaward Subreci ient certifies that its oliC com hes w ith the re uirements of 
the relevant Federal Awarding Agency as dentified herein, DOD-NAVY: Office of Naval Research ONR 

Subreop1ent shall report any Financial conUIct of interest to PTE's Adm1mstrat1ve Representative or COi contact, as designated on 
Attachment 3A. Any financial conflicts of interest identified shall. when applicable, subsequently oe reported to Federal Awarding 
Agency. Such report shall be made before expenditure of funds authonzed in this Subaward and within 45 days of any subsequently 
identified COi. 
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Work Involving Human or Vertebrate Animals (Select Applicable Options) 

00 No Human or Vertebrate Animals 

This section left intentionally blank. 

Human Subjects Data (Select One) ,._j N_o_t_A_.p~p_lic_a_b_le _________________ _. 

This section left intentionally blank 

Thts section left 1ntent1onally blank 

Additional Terms 

Force Majeure. With the exception of a party's payment obligations, no liability shall result from the delay in performance or 
nonperformance caused by force majeure or circumstances beyond the reasonable control of the party affected, including, but not 

limited to. acts of God. fi re . flood. substantial snowstorm or other weather condition , war. terrorism, embargo, any United States or 
foreign government regulation, direction or request, accident, disease, pandemic or epidemic, strike or otner labor dispute or labor 
trouble, civi l unrest, or any failure or delay of any transportation, power, equipment or communications system, other emergencies 
that disrupt a party's operations, or any other or similar cause beyond that party's reasonable control 

The party which is so prevented from performing shall give prompt notice to the other pany of the occurrence of such event of 
force majeure, the expected duration of such condition and the steps which it is taking to correct such condition. This Agreement 
may be terminated by either party by written notice upon the occurrence of such event of force majeure which results in a delay o f 
performance hereunder exceeding thirty (30) days 
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PTE Information 

Entity Name: 

Legal Address: 

Website: 

Attachment 3A 
Pass-Through Entity {PTE) Contacts 

j Arizona Board of Regents for and on behalf of Arizona State University 

ORSPA 
KED 
PO Box 876011 
Tempe, AZ 85287-6011 

! https://researchadmin asu.edu/ 

Subaward Number: 
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Attachment 38 Subaward Number: 

Su breeipient Contacts 

Subrecipient Information for FFATA reporting 

Entity's UEI Name: l University of Arkansas at Little Rock 

EIN No.: l._7_1_-0_2_3_6_9_04 ___ __,I Institution Type: Public/State Controlled Inst. of Higher Ed. 

UEI Number .-----------. Currently registered in SAM.gov: ~ Yes Q No 
IOBP4N9GHCA14 I \:I t::-.. . Exempt from reporting executive compensation:\!; Yes No (itno. complete 3Bpg2) 

DUNS: j o36725083 J This section for U.S. Entities. Zip Code Look-up.---------
Place of Per1orm._a_n-ce-A-dd_r_e-ss ___ _. Congressional D1slrict:l AR-02 I Zip Code+4: l 72204-1000 

2801 S. University Avenue 

Little Rock, AR 72204-1 000 

PRR23-198 _ 0246 



Subrecipient: 

Attachment 38-2 
Highe:st Compensated Officers 

Institution Name: I University of Arkansas at Little Rock 

Subaward Number: 

I - -- ---- ____ _. 

Pl Name: _._ __________ ___, 

Highest Compensated Officers 

The names and total compensation of the five most highly compensated officers of the entity(ies) must be listed if 
the entity in the preceding fiscal year received 80 percent or more of its annual gross revenues in 
Federal awards: and $25,000.000 or more in annual gross revenues from Federal awards; and the public does 
not have access to this information about the compensation of the senior executives of the entity through 
periodic reports filed under section 13(a) or 15(d) of the Securities Exchange Act of 1934 (15 U.S.C. §§ 
78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of 1986. See FFATA § Z(b)(1) Internal Revenue 
Code of 1986. 

Officer 1 Name: 

Officer 1 Compensation: 

Officer 2 Name: 

Officer 2 Compensation: 

Officer 3 Name: 

Officer 3 Compensation: 

Officer 4 Name: 

Officer 4 Compensation: 

Officer 5 Name: 

Officer 5 Compensation: 
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Subaward Number: 

Attachment 4 
Reporting and Prior Approval Terms 

Subrecipient agrees to submit the fol lowing reports (PTE contacts are identified in Atlachment 3A): 

Technical Reports: 

□ Monthly technical/progress reports will be submitted to the PTE's! Adm,nistrat,ve contact !within ._! 1_5 _ _.!days of 
of the end of the month. 

Quarterly technical/ ro ress re orts will be submitted within 30 days after the end of each project quarter to 
the PTE's Prmc1 al lnvesti ator 

r:, Annual technical/ progress reports will be submitted within@[::Jdays prior to the end of each budget period 

~ to the PTE's I Pnncipal Investigator j. Such report shall also include a detailed budget for the nex1 Budget Period, 

updated other support for key personnel, certification of appropriate education in the conduct of human subject 
research of any new key personnel, and annual IRB or IACUC approval, if applicable. 

A Final technicaVprogress report wi ll be submitted to the PTE's j Principal Investigator I w ilhin~ days of the 
end of the Project Period or after termination of this award, whichever comes first. 

□ Technical/progress reports on the project as may be required by PTE's! Adm1nistrat1ve contact 
to satisfy its report ing obligations to the Federal Awarding Agency. 

Prior Approvals: 

Carryover: 

I Carryover ,s automatic 

Other Reports: 

l in order for the PTE 

[!] In accordance with 37 CFR 401 .14, Subreciprent agrees to notify both the Federal Awarding Agency via iEdison 
and PTE's I Principal Investigator 1 within 60 days after Sub recipient's inventor discloses invention(s) in writing 
to Subrecipient's personnel responsible for patent matters. The Subreci ient will submit a final invention report 
using Federal Awarding Agency specific forms to the PTE's Prinapal lnvesti ator within 60 days of the end 
of the Project Period to be included as part of the PTE's final invention report to the Federal Awarding Agency. 

A negative report is required: ! Upon Request I 
D Property Inventory Report (only when required by Federal Awarding Agency). specific requirements below. 

Additional Technical and Reporting Requirements : 
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Attachment 5 
Statement of Work, Cost Sharing, Indirects & Budget 

Statement of Work 

Q selow 0 Altached, E::J pages 

Subaward Number: 

If award is FFATA eligible and SOW exceeds 4000 characters, include a Subrecipient F&deral Award Project Description 

Budget Information 

Indirect Information Indirect Cost Rate (IDC) Applied 

Rate Type: I Modified Total Direc1 Costs 

143.5 1 % 

Budget Details Q Below (!) Attached, E]pages 

Cost Sharing I No 

... - .. ---_-----_-_ ---'., 
If Yes, include Amount: $ • .. 1 ___ __, 

Budget Totals 

Direct Costs $ ,_!2_4_.9_03_0_o ____ _, 

Indirect Costs $ ._l9_,3_o_s._oo ____ __. 

Total Costs $ ._I 3_4_,2_1_2_.o_o ____ __ 

All amounts are in United States Dollars 
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Stat ement of Work 
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0 

0 

Subaward Number: 

Attachment G 

Notice of Award (NOA) and any additional documents 

The following pages include the NOA and if applicable any additional documentation referenced 
throughout this Subaward. 

Not incorporating the NOA or any additional documentation to this Subaward. 
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OFFICE OF NAVAL 
RESEARCH 

3a AWARDING OFFICE· 

Office of Na~al Research HO 
875 N. Randolph St, suite 1425 
ARL1NG10N VA 22203 -1995 

AWARD/ MODIFICATION 

13 ISSUEOTO 
130. ADDRESS: 

13b CAGE: 

4B293 

IIISTRUMENT TYPE 
Grant Award 

2 /!UTHORITY 

13c 

~/A 

03312022 

3b ASSISTANCE LISllNO NUMBER ANO TITLE· 
t,4l;OQ•1M•i11c•t~lll:ltll-:l:i<S'ISdJlifnt!4;Mi'J~.R•i,•~{2H 

3c DUNS NUMBER or UEI· 
NTLHJXM55KZ6 

R6D 
12 PROGRAM TYPE· 

ONR 

Id REMITTANCE ADDRESS ( IF DIFFERENT FROM BLOCK 13)· 

15 RESEARCH TITLE ANO/OR DESCRIPTION OF PROJECT AND/OR PROPOSAL TITLE· 
Fusing Narrative and Social Cyber Forensics to underscand Covert Influence - Malaysia 

16 FUNDING ACTIVITY/AGENCY SHARE RECIPIENT SHARE TOTAL 17. CLJRRENl l=UNOING PERIOD 

PREVIOUSLY OBLIGATED· 

OBLIGATED BY THIS ACTION: 

TOTAL OBLIGATED ON AWARD 

FUTURE FUNDING: 

GRANT TOTAL. 

19 ACCOUII r ING AND APPROPRIATION DATA: 
See Attached Financial Accounting Data Sheet(s) 

20• PRINCF'AL INVfSTIOATOIVRfCIPlfNT 
TECHNICAL REPRESENTATIVE: 

22c ADDRESS: 
Office of Naval Research 
875 N. Randolph Street Suite 1425 
Arlington VA 22203·1995 

22d TELEPHONE NUMBER: 

24 SUBMIT PAYMENT REQUEST TO· 25a PAYINGOFFICE 

See FMS Article II, Section ONR Internal Entitlement 
C.2.b of the ONR Addendum N3429l 

$0. 00 

18 PERIOD OF PERFORMANCE 

$249. 025. 00 

21c. ADDRESS: 

HUMAN & BLOENGINEERED SYSTEMS DIV 
875 N. Randolph Scree: 

Arlingt on VA 22203 - 1995 

21d TELEPHONE NUMBER 

23•. ADMINISTRATIVE OFFICE: 

25b. CODE· 26a. PATENT OFFICE 26b, CODE 

Office of Naval Research 

:o the DoD R&O General usn.pentagon.cnr-arlington-va.mbx.onr-
ATTN: ONR Office of Counsel 
Intellectual Property Ssccion 
One Liberty Center Terms and conditions [rn@us. navy.mil 

Arl ingt on V~ 22203 

NAVONR 420611-lJ27) 

Page l of S 

875 North Randolph Street, Suice li25 
ARL[NGTON VA 22203 - 1995 
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AWARD NO. 

AWARD/ MODIFICATION 
MODIFICATION NO. 

27 SPECIAL INSTRUCTIONS 

see special Require men~s on !?age 5 

28 DELEGAT IONS. Tne admlnistratoo dullos ltsled b<>loo have been delegalad 10th& adm1nistraI1ve olflce (bloc)( 23a) . Upon Ie"'es1 the awaroing off<ee coota<::! ( bjO(k 22) will 
make their full text available Please direct questions to tte contacts@: 

https ://w.,.., ,onr.navy.m1l / work-with-1.15/manage- your-award/onx-resi ona l -off1ces 

This award p rovides Eu ll de l egat i on to t he admin istrative off i ce i n Block 23 of t~e grant . Fu ll delegati on 
i ncludes the func t i o~s described i n che DoOGARs a t 32 CFR 22 . 715 and the admin1s tra t1ve gr ants office r 
functions r elated to p ayments descr-i::>ed 1n 3 2 CFR 22 . 8 10. 

29 TERMS ANO CONDITIONS The following tenns and conditions are incorporated nerP.in by referencQ with 1he same 1'oree ?.nd off9ct as if they were-91ven in full te><L Upon 
request the iwarding office contact named in bk>ck 22 w1I make their full text available, or they can be found at tile specified URL. 

30 OPTIONS AMOUNT PERIOD 

(1) 

(2) 

(3) 

(4) 

31 REPORTS; The reporting requirements under this award are specified in the a,ticles of part 5 (Financial, Programmatic, and Properly Reporting) to the General Terms and 
Conditions and In any additional language for Part 5 In an ONR Addendum to the General Te,ms and Condtions spec,fied n Block 29. 

NAVONP 4206( 1-2012) 

i>age 2 of 5 

33 FOR THE UNITED STATES OF AMleRICA 

33a, SIGNATURE OF AWARDN O OFFICER 

Da t ed , 2h2 . 0 , .1 :i 08, 27, 59 EST 

33b, NAME AND TITLE OF AWARD OFFICER 33, DATE SIGNED 

07/13/2022 
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FINANCIAL ACCOUNTING DATA SHEET- NAVY 
I CONTRACT NJM BER {CRITC AL) 2. SPIN {CRITICAL) , MOO (CRITICAL) 4 PR NUMBER 

• 6 t.!Nf OFACCOUNllNG 7 
CUN/SUN t~AW ,, 8 . C , 0 " r. G H ,. I ~ .Afl40UNT 'Ni E~NAL US!: 

ACRN APPROPRI, no .. SUBHEAD OBJ PARM RFM SA AAA II PAA COST cooe !CRITICAL) ONL~ 
(C~IT~ AI.) (C.Rl'tlCAl.f (C~iTCAL) CLA {CRITICAL} ~RO~ MC(; f' OLI (I,: N.t:r- i)(;J(Ai,"t;"" 

UNlT SIJF 

PAGETOTA.l s:2.5. tioo . <10 

GR.ANO TOTA~ S !25 , :icio,.oo 

C.,REPA.REDJAUTMOR17EO BY CQMPTROUE~ APP~OVAL 
f OR FISCAL OATA ASD SIGNATURE 
RV rnr COMPTROLLER ONlt COIITR.Acr RE\11EWED 

CATE DATE. 

" 

Page J o t 5 
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FINANCIAL ACCOUNTING DATA SHEET - NON-NAVY DoD ACTIVITIES 
1, CONTRACT NUM~ER. (CRITICP4..t I 2 SPUN (CRJTICAL) [ J MOD {CRITICAL) llllliiiiiiil •. • I • NAVY INURNAl CllNISLIN ACRN ACCOUNl1>GCITATION AMOUNT 

USE ON"t.Y (C,'tJTlCAL) (CRITICAL) 
REI OOCIACRN 

PAOE TOTAL 

GRA~O fOTA, 

PRl;PAREO/AU.HORl260 ev 

I 
COMPTQOLLER: AF'DROVAL 
F"OR FISC/>J. DATA mo SGNATURE 
ov ~ COM PTROLLER ONR CONTRACT REVICVVED 

OATE DATE: 

" '· 
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AWARD NO. 

I SPECIAL REQUIREMENTS 
PAYMeNT OFPrCE />.ND R~CIPIENT PAYMENT INSTRUCTIONS 

SEE ONR ADDENDUM TO fHE DOD R&D GENERAL TERMS AND CONDITIONS 
FMS ART[CLE 11. P/l.YMgNTS 

PAYMENT GUlDES ARE AVAILABLE ON THE ONR WEBSITE A, THE FOLLOWING LINK: 
https: / / www. nre. navy. mil /work -wl ch - us /cnanage- your· award/rnanage ·g ,ant-award 

Page 5 oE s 

I MOOl•ICAflON NO. 
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1. Recipient Name 
ARIZONA STATE UNIVERSITY 
DBAORSPA 

3. Address 

PO SOX 876011 
TEMPE. AZ 85287-6011 
UNITED STATES 

5. Type of Entity 
U. S Educational lnst1tuhon 

8. CFDA Number 

11 . Period of Performance 
• • - I • I 

15. 

U.S. Share of Costs 

Recioient Share of Costs 

Total Costs 

U.S. Department of State 

FEDERAL ASSISTANCE AWARD 

6. Unique Entity Identifier 
943360412 

9. Statute Authorit for Assistance 

.... - . . - . . . 

Fundino Distribution 

2. Assistance Type: 

D Cooperative Agreement 

D Fixed Amount Award 

0 Grant 

D Property Grant 

D Voluntary Contribution 

7. EINI TIN 

10. Award Number 

12. Amendment Number 

Total Prior Costs New Costs Total Cost 
$417,538.00 USD $80,000.00 USD $497,538.00 USO 

$0.00 USO $0.00 USO $0.00 USD 

$417,538.00 USO $80,000.00 USO $497,538.00 USO 

16. Purpose of the Federal Award Activity 
Cost amendment as described ,n inttial award. All terms and conditions unchanged. 

17. Specific Award Conditions 

0 Attached 

A reement 
The rec ipient agrees to execute the work in accordance with the Notice of Award, the approved appl ication Incorporated herein by 
reference or as attached and 2 CFR Parts 200 and 600 includin anv subse uent revisions. 

1 Ba. Recipient Name 

DS-1909 
12-Z0 14 

19a. Grants Officer Name 
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U.S. Department of State 
Award Provisions 

During the period of performance, the Recipient must comply with: 
• The Award Provisions below; 
• The Department of State Standard Terms and Conditions for Federal Awards, 

which are incorporated by reference and made part of this Federal Award. 
Electronic copies containing the complete text are available at: 
https://www.state.gov/m/a/ope/index.htm 

• The applicable sections of 2 CFR §200 and 2 CFR §600; and 
• All assurances and certifications made during the application process. 

1) FEDERAL AWARD IDENTIFICATION NUMBER (FAIN): 

2) FEDERAL SHARE OF AWARD: 
$497,538.00 USO 

3) PURPOSE AND OBJECTIVES OF AWARD: 

a. Purpose: 
ARIZONA STATE UNIVERSITY (hereinafter referred to as the Recipient), is hereby 
provided a federal award, the purpose of which is to: 

The recipient will enhance the capability U.S. allies and partners to detect and defend 
against Russian state-sponsored disinformation efforts through the development 
and/or refinement of techniques and automated tools for identification and analysis of 
digital disinformation and propaganda. 

The Recipient shall carry out the Agreement in accordance with its proposal dated: 05-
Apr-2018, and any revisions to which both parties agree to in writing. The Recipient's 
proposal and any subsequent negotiated revisions are hereby incorporated by 
reference. 

b. Objectives and Expected Outcomes: The Recipient agrees to perform the 
program and meet the specific objectives below: 

See attached Scope of Work. 

4) CONTACT INFORMATION: 

a. Grants Officer: 

DS-1909 
12-2014 

Name: 
Post/Bureau: 

Section: 

Street Address: 

Zip Code: 
E-mail: 

Telephone: 

Page: 2 of6 
SGECPD18GR0010-M001 
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b. Grants Officer Representative: 

Name: 

Post/Bureau: 

Section: 

Street Address: 

Zip Code: 

E-mail: 
Telephone: 

5) AUTHORIZED BUDGET SUMMARY: 

Unless otherwise stipulated, funds provided under this award may only be expended on 
authorized activities which take place during the period of performance. 

6) INDIRECT COSTS: 

Type Rate% Applicable to 

Predetermined 56.5% Modified total direct costs. 

The base of application for the rate(s) above is defined in the Recipient's Negotiated 
Indirect Cost Rate Agreement dated 05-Jul-2017. 

7) PRE-AWARD COSTS: 

N/A 

8) PROGRAM INCOME: 

Deduction: Any program income earned by the Recipient as a result of this award and 
during the period of performance must be deducted from the total allowable costs in 
order to determine the net allowable costs for the award. 

9) COST SHARING: 

N/A 

10) SUBRECIPIENTS: 

Subawards not included in the Recipient's approved budget must be submitted to the 
DS-1909 
12-2014 
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Grants Officer prior to execution in order to determine cost allowability. 

All subawards must comply with the requirements of 2 CFR §200.331--Requirements for 
pass-through entities. Upon issuing a subaward, the Recipient is required to submit an 
executed copy to the Grants Officer. 

11) PAYMENTS: 

Payments under this award will be made through the U.S. Department of Health and 
Human Services (HHS) Payment Management System (PMS). Unless otherwise 
stipulated, the Recipient may request payments on a reimbursement or advance basis. 
Instructions for requesting payments are available at: https://pms.psc.gov/. 

Advance payments must be limited to the minimum amounts needed and be timed to be 
in accordance with the actual, immediate cash requirements of the Recipient in carrying 
out the purpose of this award. The timing and amount of advance payments must be as 
close as is administratively feasible to the actual disbursements by the Recipient for 
direct program or project costs and the proportionate share of any allowable indirect 
costs. 

Failure to comply with the terms and conditions of this award may result in payment 
delays. 

12) REPORTING AND MONITORING: 

The Recipient is required to submit Quarterly performance and Quarterly financial 
reports. All reports must be signed and certified by an authorized representative of the 
Recipient organization. All performance progress reports must indicate the Federal 
Award Identifying Number (FAIN), period of performance, reporting period end date, 
reporting frequency (quarterly, interim, semi-annual, annual, final) and include a detailed 
description of program progress. 

Reports are due 30 days after the end of a reporting period and in accordance with the 
schedule below. A final program and financial report is due 90 calendar days after 
the period of performance end date. Failure to comply with these reporting 
requirements may jeopardize the Recipient's eligibility for future awards and/or delays in 
payments. 

D S-1909 
12-2014 

Report 
Report 

Report 

Report 

Report 

Report 

Final 

Performance Progress Report Schedule 
Report RanQe Start Report RanQe End 

05-Sep-2018 30-Sep-2018 

01-0ct-2018 31-Dec-2018 

01-Jan-2019 31-Mar-2019 

01-Apr-2019 30-Jun-2019 

01-Jul-2019 04-Sep-2019 

05-Sep-2018 04-Sep-2019 

Due Date 
30-0ct-2018 

30-Jan-2019 

30-Apr-2019 

30-Jul-2019 

04-0ct-2019 

03-Dec-2019 
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Federal Financial Report Schedule 

Report Report Range Start Report Range End Due Date 

Report 05-Sep-2018 30-Sep-2018 30-0ct-2018 

Report 01-0ct-2018 31-Dec-2018 30-Jan-2019 

Report 01-Jan-2019 31-Mar-2019 30-Apr-2019 

Report 01-Apr-2019 30-Jun-2019 30-Jul-2019 

Report 01 -Jul-2019 04-Sep-2019 04-0ct-2019 

Final 05-Sep-2018 04-Sep-2019 03-Dec-2019 

Financial Reports: 
All financial reports must be submitted using form SF-425-Federal Financial Report. 
Financial reports shall be completed in the Payment Management system. Instructions 
for completing the SF-425 in PMS are available at: https://pms.psc.gov/ 

Financial Reports completed in PMS must also be downloaded and submitted to the 
Grants Officer and Grants Officer Representative via SAMS Domestic. 

Performance Reports: 
As appropriate, performance reports must contain: 

• A comparison of actual accomplishments to the objectives of the federal award 
established for the period. This should include information on how costs are tied to 
accomplishments: 

• The reasons why established goals were not met, and 
• Additional pertinent information including an analysis and explanation of cost 

overruns or high unit costs. 

Performance Reports must be submitted to the Grants Officer and Grants Officer 
Representative via SAMS Domestic. 

The Recipient acknowledges that the Department of State may make site visits as 
determined by the Grants Officer. 

13) SUBSTANTIAL INVOLVEMENT: 

N/A 

14) WAIVER OF ACKNOWLEDGMENT OF DEPARTMENT OF 
STATE SUPPORT AND BRANDING AND MARKING 
REQUIREMENTS: 

The Department of State Standard Terms and Conditions for Federal Awards requires 
that materials produced under a federal award be marked appropriately to acknowledge 
the support of the U.S. Department of State. However, the Department of State has 
determined that for the purposes of this award, the Recipient is not required to publicly 
display Department of State and/or U.S. government branding and marking for materials 
produced under this award, nor insert the disclaimers required in the Standard Terms 
and Conditions. 

15) ADDITIONAL BUREAU/POST SPECIFIC REQUIREMENTS: 

Depending upon the availability of funding, this award will be incrementally funded with 
$80,000 added to the Personnel budget line item via amendment. Should funds not 
become available, GEC will expect that this budget and SoW will be revised and 
mutually agreed to via amendment. 

D S-1909 
12-2014 
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16) SPECIFIC CONDITIONS: 

NIA 

17) SPECIAL PROVISION FOR PERFORMANCE IN A DESIGNATED 
COMBAT AREA: 

NIA 

18) STATE DEPARTMENT LEAHY AMENDMENT VETTING 
REQUIREMENTS: 

NIA 

19) PROTECTING LIFE IN GLOBAL HEALTH ASSISTANCE: 

NIA 

DS-1909 
12-2014 
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- 4 -

NOTE: The activities in this Scope of Work are based on recipient's proposal 
dated April 2018, which is incorporated by reference. In the event of any 
discrepancies, this Scope of Work takes precedence. 
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KEY TERMS AND DEFINITIONS 

Baseline: Data that are collected before or at the start of a program, project, or process and provide a 
basis for planning and/ or assessing subsequent progress and impact. 

Evaluation: The systematic collection and analysis of information about the characteristics and 
outcomes of programs, projects, or processes as a basis for making judgments, improving 
effectiveness and informing decisions about current and future programs, projects, and processes. 
Evaluation is distinct from assessment, which may be designed to examine country or sector context 
to inform program or project design. 

Goal: The highest-order outcome or end state to which a program, project, process, or policy is 
intended to contribute. 

Impact: A result or effect that is caused by or attributable to a program, project, process, or policy. 
Impact is often used to refer to higher-level effects that occur in the medium- or long-term, and can 
be intended or unintended and positive or negative. 

Logic Model: A rigorous methodology used for program or project design that focuses on the causal 
linkages between project inputs, activities, outputs, short-term outcomes, and long-term outcomes. 
It is a visual representation that shows the sequence of related events connecting a planned 
program's or project's objectives with its desired outcomes. 

Monitoring: An ongoing system of gathering information and tracking performance to assess progress 
against established goals and objectives. 

Objective: A statement of the condition or state one expects to achieve toward accomplishing a 
program, process, or project goal. 

Outcome -A results or effect that is caused by or attributed to the project, program, or policy. Outcome 
is often used to refer to more immediate and intended effects. 

Outputs - The products, goods, and services which result from a project or program. 

Performance Indicator: A particular characteristic or dimension used to measure intended changes. 
Performance indicators are used to observe progress and to measure actual results compared to 
expected results. 

Performance Management: The systematic process of collecting, analyzing, and using performance 
monitoring data and evaluations to track progress, influence decision-making, and improve results. 

Pilot: Any new, untested approach that is implemented to learn of its potential feasibility and 
efficacy/ effectiveness because it is anticipated to be replicated or expanded in scale or scope. 

Process: A systematic series of actions or steps taken to achieve a particular end. 

Program: A set of activities, processes, or projects aimed at achieving a goal or objective that is typically 
implemented by several parties over a specified period of time and may cut across sectors, themes, 
and/or geographic areas. 

Program design: The process of analyzing the context, identifying the root causes of issues to be 
addressed, and constructing logic and a theory of how and why a proposed program, project, or 
process will work. 

PRR23-198 _ 0268 



Project: A set of activities intended to achieve a defined product, service, or result with specified 
resources within a set schedule. Multiple projects often make up the portfolio of a program and 
support achieving a goal or objective. 

Situational Analysis: A review of the current state or conditions that could affect the design, 
implementation, or outcome of a program, project, or process. 
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LINE-ITEM BUDGET 
Arizona State University 

Disinformation Cascades: Analyzing Propaganda and Disinformation Through Rhetorical ond Opemtionol Signatures in the European Theater 
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I. Introduction 
The non-Federal entity and any sub-non-Federal entity must, in addition to the assurances 
and certifications made as pa11 of the award, comply with all applicable te1ms and 
conditions during the project period. 

II. Order of Precedence 
In the event of any inconsistency between provisions of the award, the inconsistency will 
be resolved by giving precedence in the following order: 

A. Applicable laws and statutes of the United States, including any specific legislative 
provisions mandated in the statutmy authority for the award. 

B. Code of Federal Regulations (CFR) 
C. Award Specifics 
D. Standard Te1ms and Conditions 
E. Other documents and attachments 

III. Controlling Language 
In accordance with 2 CFR 200.111, it is the Depa1tment of State's policy that all award 
documents must be in the English language and in te1ms of U.S. dollars, including 
cmTespondence and supporting documents. If an award or any supporting documents are 
provided in both English and a foreign language, it must be stated in each version that the 
English language version is the controlling version. 

IV. Department of State (DOS) Responsibilities 
DOS has overall responsibility for Depa11ment-funded awards, including providing 
oversight for technical, programmatic, financial and administrative performance. 

Agency Award Administrator - Grants Officer (GO) 
The GO is responsible for all actions on behalf of the DOS, including entering into, 
changing, or te1minating an award. The GO is authorized by a wan-ant issued by the 
Procurement Executive in the Office of the Procurement Executive. In addition, the GO 
is responsible for administrative coordination and liaison with the non-Federal entity. 

The GO is the only person authorized to approve changes in any of the requirements in 
the award. In the event the non-Federal entity effects any change at the direction of any 
person other than the GO, the change(s) will be considered to have been made without 
authority and no adjustment will be made in the amount of the award to cover any 
increase in costs inclmed as a result thereof. 
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Agency Program Contact - Grants Officer Representative (GOR) 
In accordance with DOS standard policy, the GO is responsible for all aspects of the 
award, but may designate technically qualified personnel to join in the administration of 
grants. The GOR is delegated by the GO and responsible for the programmatic, 
technical, and/or scientific aspects of the award. Non-Federal entities should direct any 
conespondence related to programmatic and budgetary issues to both the GO and GOR. 

V. Federal Awardee Performance and Integrity Information System 
(FAPIIS) 
If the total value of yom cmTently active grants, cooperative agreements, and 
procmement contracts from all Federal awarding agencies exceeds $10,000,000 for any 
period of time during the period of pe1fonnance of this Federal award, then you as the 
non-Federal entity recipient dming that period of time must maintain the cmTency of 
information repo1ted to the System for Award Management (SAM) that is made available 
in the designated integrity and perfo1mance system (clmently the Federal Awardee 
Perfo1mance and Integrity Info1mation System (F APIIS)) about civil, criminal, or 
administrative proceedings described in paragraph 2 of this award te1m and condition. 
This is a statutory requirement under section 872 of Public Law 110-417, as amended ( 41 
U.S.C. 2313). 

VI. Non-Federal Entity Responsibilities and Compliance with Federal 
Requirements 
The non-Federal entity is responsible for notifying DOS of any significant problems 
relating to the administrative, programmatic or financial aspects of the award. 

The non-Federal entity has full responsibility for the management of the project or 
activity suppmt ed under the award and for adherence to Federal regulations and the 
award te1ms and conditions. Although the non-Federal entity is encomaged to seek the 
advice and opinion of the GO and/or the GOR on special problems that may arise, such 
advice does not diminish the non-Federal entity' s responsibility for making pmdent and 
sound administrative judgments under the circumstances prevailing at the time the 
decision was made and should not in1ply that the responsibility for operating decisions 
has shifted to DOS. 

Non-Federal entity Key Personnel: 
Within thirty (30) days after the date of execution of the award, the non-Federal entity 
must furnish names, titles, and brief biographical sketches (if these have not been 
previously furnished), including info1mation on the education and experience of key 
personnel in charge of the award project and other key professional and supe1visory 
personnel; i.e., the members of the professional staff in a program supervismy position 
engaged for 01· assigned to duties under the award to the Grants Officer. The non-Federal 
entity must also provide similar info1mation for Executive officer personnel that may 
subsequently be assigned by the non-Federal entity to pe1fo1m duties in connection with 
the award. Any changes, prolonged absences, or significant adjustments of total time 
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devoted to the award project of any listed personnel should be brought to the attention of 
the GO and requires p1ior wlitten approval. 

Sub-Non-Federal entity Flow Down Requirement: 
In accordance with 2 CFR 330, te1ms and conditions flow down to all non-Federal entity 
subrecipients and contractors, and must be appropriately addressed in the perfomling 
organization' s sub-award instlument. All cost reimbursement sub-awards (sub-grants, 
subconti·acts, etc.) are subject to those Federal cost principles applicable to the paiticular 
organization concerned. 

Admimsti·ative and Allowable Cost Requirements: 
All non-Federal entities shall comply with the following terms and conditions unless othe1wise 
specified in the award 

Ce1tain applicable Federal administi·ative standards ai·e incorporated by reference. Appropriate 
officials are made aware that elect1·01lic copies containing the complete text of the circulars are 
available on the Government P1inting office www.ecfr.gov website and specifically at: 
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title02/2cfr200 main 02.tpl 

In addition, all 2 CFR references are available on the Depaitment of State's website at: 
https://statebuy.state. gov. 

The principal investigator(s) or project director(s) shall receive a copy of the te1ms and 
conditions, including the award -specific requirements, and any subsequent changes in the te1ms 
and conditions. 

The appropriate non-Federal entity officials shall be made aware of the te1ms and conditions 
made available by DOS in electronic fonn at 
https://www.statebuy.state.gov/fa/Pages/Te1msandCo11ditions.aspx. These te1m and conditions 
may be duplicated, copied or othe1wise reproduced as appropriate. 

Tllis provision does not alter the non-Federal entity's full responsibility for conduct of the 
project and compliance with all terms and conditions. 

VII. Mandatory Disclosure 
Consistent with 2 CFR 200.113, the non-federal entity must disclose, in a timely manner, 
in wiiting to the Office of the Inspector General (OIG) for the Depa1tment of State, with 
a copy to the cogmzant Grants Officer, all violations of Federal criminal law involving 
fraud, bribe1y, or illegal gratuities potentially affecting the Federal award. 

Subrecipients must disclose, in a timely manner, in wiiting to the OIG and to the prime 
recipient (pass-through entity) all violations of Federal criminal law involving fraud, 
b1ibe1y, or illegal gratuities potentially affecting the Federal award. Failure to make 
required disclosures can result in any of the remedies described in 2 CFR 200.338 
"Remedies for Noncompliance", including suspension or debarment. 
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Fmward disclosures to: 

VIII. Confidentiality of Information 
Confidential infonnation, as used in this Provision, means: 

• Information or data of a personal nature about an individual that, if released, 
would constitute a clearly unwananted invasion of personal privacy. 

In addition to the types of confidential infonnation described above, info1mation which 
might require special consideration with regard to the timing of its disclosme may derive 
from studies or research, during which public disclosme of preliminary invalidated 
findings could create eIToneous conclusions, which might threaten public health or safety 
if acted upon. 

The Grants Officer and the 110n-Pederal entity may, by mutual consent, identify 
elsewhere in this award specific infonnation and/or categories of infmmation which the 
Government will furnish to the non-Federal entity or that the non-Federal entity is 
expected to generate which is confidential. Similarly, the Grants Officer and the non­
Federal entity may, by mutual consent, identify such confidential infonna6on from time 
to time dming the perfonnance of the agreement. 

If it is established that infonnation to be utilized under this award is subject to the Privacy 
Act, the non-Federal entity will follow the rnles and procedures of disclosure set fo1th in 
the Privacy Act of 197 4, and implementing regulations and policies, with respect to 
systems of records dete1mined to be subject to the Privacy Act. 

Under Recipient's policy as a public university, the results of work performed under this 
agreement must be publishable and agrees that Recipient and its employees and students 
engaged in work hereunder shall be free to present at symposia or professional meetings, and 
to publish in journals, theses or disse11ation, or otherwise of their own choosing, 

Notwithstanding anything herein to the contrary, Recipient agrees to submit manuscripts of 
proposed publicahons to the Grants Officer prior to publication for review to asce1tain that no 
confidential or proprieta1y info1mation has been inadve1iently disclosed by the proposed 
manuscript. A delay in publication for the Grants Officer to accomplish this review will be 
granted for thirty (30) days from receipt by the Grants Officer of such manuscript for review. 
In the event a patent application is being filed, Recipient agrees to an additional delay in 
publication for a period not to exceed one hundred twenty (120) days from the date the Grants 
OtlJ.cer first received said manuscript for review. 
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Whenever the non-Federal entity is unce1tain with regard to the proper handling of material 
under the Federal award, or if the material in question is subject to the Privacy Act or is 
confidential inf01mation subject to this Provision, the non-Federal entity shall obtain a written 
dete1mination from the Grants Officer prior to any release, disclosme, dissemination, or 
publication. 
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IX. Conflict of Interest and Federal Assistance Awards 
The non-Federal entity must maintain wiitten standards of conduct covering conflicts of interest 
and governing the performance of its employees engaged in the selection, award and 
administration of sub-awards and sub-contracts. No employee, officer, or agent may pa1iicipate 
in the selection, award, or administration of a sub-award or subcontract suppmted by a federal 
award if he or she has a real or apparent conflict of interest. Such a conflict of interest would 
arise when the employee, officer, or agent, any member of his or her immediate family, his or 
her pa1iner, or an organization which employs or is about to employ any of the parties indicated 
herein, has a financial or other interest in or a tangible personal benefit from another non-federal 
entity considered for a sub-award or subcontract. The officers, employees, and agents of the non­
Federal entity must neither solicit nor accept gratuities, favors, or anything of moneta1y value 
from sub non-Federal entities, subcontractors, or pa1ties to sub-awards and subcontracts. 
However, non-Federal entities may set standards for situations in which the financial interest is 
not substantial or the gift is an unsolicited item of nominal value. The standards of conduct must 
provide for disciplina1y actions to be applied for violations of such standards by officers, 
employees, or agents of the non-Federal entity. 

If the non-Federal entity has a parent, affiliate, or subsidia1y organization that is not a state, local 
government, or Indian tribe, the non-Federal entity must also maintain wiitten standards of 
conduct cove1ing organizational conflicts of interest. Organizational conflicts of interest are 
those where, because of relationships with a parent company, affiliate, or subsidia1y 
organization, the non-Federal entity is unable or appears to be unable to be impa1iial in 
conducting an award or procurement action involving a related organization. 

The non-Federal entity must disclose in writing any potential conflict of interest to the Federal 
awarding agency or pass-through entity. If the effects of the potential or actual conflict of 
interest cannot be avoided, neutralized, or mitigated before award, the employee, officer or 
agent must recuse themselves from pa1ticipating in the award. Where there is an organizational 
conflict, the prospective non-Federal entity is not eligible for the award. 

If a potential or actual conflict of interest is identified after award and the effects cannot be 
avoided, neutralized or mitigated, the Federal awarding agency will te1minate the award unless 
continued perfo1mance is dete1mined to be in the best interest of the Federal government. 

X. Liability 

The non-Federal entity (ASU) will be responsible for its own negligent acts and omissions and the 
negligent acts and omissions of its agents, employees, and authorized servants during the 
perfo1mance of the award. The non-Federal entity wanants that it is self-insured pursuant to State 
of Arizona law as provided under Arizona Revised Statutes Sections 41-621 et seq. and thereby 
maintains coverage for liabilities arising from the acts or omissions of its employees. The non­
Federal entity is subject to the statutmy requirements imposed by Worker's Compensation law 
within the State of Arizona. Nothing in this statement shall be constrned as enlarging the 
responsibility or liability of the non-Federal entity beyond that permitted by the laws of the State 
of Ai·izona. 
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Notification of Award for Similar Program 
The non-Federal entity must immediately provide written notification to the Grants Officer 
Representative and the Grants Officer in the event that, subsequent to an award, other Federal 
financial assistance is received relative to that pruticular project award. 

Protocol and Decornm 
Dming the tenn of an award, the non-Federal entity will be associated with the Government in 
such a manner that the non-Federal entity's actions will reflect upon the Government and the 
United States. Therefore, the non-Federal entity will be held accountable for appropriate protocol 
and deconun during the awru·d period of perf01mance. 

XI. Financial Management System (FMS) Requirements 
Non-Federal entities must adhere to the Code of Federal Regulations (2 CFR 200 
Subpait D) standru·ds for financial management systems and methods for making 
payments, and mies for satisfying cost sharing and matching requirements, accounting 
for program income, budget revision approvals, making audits, dete1mining allowability 
of costs, and establishing funds availability. 

XII. Payments 
Payment methods shall minimize the time elapsing between the transfer of funds from the 
U.S. Treasmy and the issuance or redemption of checks, wanants, or payment by other 
means by the non-Federal entities. Payment methods of State agencies or 
instrumentalities shall be consistent with Treasmy-State Cash Management Improvement 
Act (C:MIA) agreements or default procedures codified at 31 CFR Part 205. Approval of 
payment requests will be based on the Recipient's progress towards achieving the award 
objectives, the amount of unexpended cash on-hand as rep01ted in the SF-425 and SF-270. and 
the Recipient's adherence to the tenns and conditions of the award. paiticularly in te1ms of timely 
submission ofrequired financial. program and other rep011s. Delinquency in submitting repo1ts 
may result in payment delays. 

Advances. 
Non-Federal entities may be paid in advance, provided they maintain or demonstrate the 
willingness to maintain: 

1. Written procedmes that minimize the time elapsing between the transfer of fimds and 
disbursement by the non-Federal entity, and 

2. Financial management systems that meet the standards for fund control and 
accountability as established in 2 CFR Pa1ts 200 and 600 

Requirements and Procedures. 
Whenever possible, advances shall be consolidated to cover anticipated cash needs for all 
awards made by the Deprutment of State to the non-Federal entity. 

In order of preference, advance payment mechanisms include: 
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1. Electronic funds transfer (EFT) via the Department of Health & Human Services 
(HHS) Payment Management System (PMS): 

2. Department of State-issued electronic funds transfers (EFT); and 
3. Treasmy check. 

The Depa1tment must auth01ize payment by a means other than through PMS. 

Fonns. 
Unless otherwise specified in these Tenns and Conditions, only the following fonns shall 
be authorized for the non-Federal entities in requesting advances and reimbursements. 
The Department shall not require more than an original and two copies. 

1. SF- 270, Request for Advance or Reimbursement. Requests for Treasmy check 
advance payment shall be submitted on SF-270, -Request for Advance or 
Reimbursement, or other forms as may be authorized by 0MB. This form is not to be 
used when Treasmy check advance payments are made to the non-Federal entity 
automatically through the use of a predetermined payment schedule or if precluded by 
special Department of State instructions for electronic funds transfer. 

2. Payments under the award will be made through the U.S. Department of Health and 
Human Services Payment Management System (PMS-SMARTLINK). PMS­
SMARTLINK can also be accessed at the following address: 
http://www.dpm.psc.gov. 

If the non-Federal entity needs fmther assistance, they are to contact the GO identified on 
fonn DS-1909. Non-Federal entities should request funds based on immediate 
disbursement requirements and disburse funds as soon as possible to minimize the 
Federal cash on hand in accordance with the policies established by the U.S. Treasmy 
Depa1tment and mandated by 0MB. 

XIII. Prior Approval Requirements 
For non-construction Federal awards, non-Federal entities must request prior approvals from 
Federal awarding agencies for one or more of the following program or budget-related reasons: 
(a) The disengagement from the project for more than three months, or a 25 percent reduction in 
time devoted to the project, by the approved project director or principal investigator. (b) The 
inclusion, unless waived by the Federal awarding agency, of costs that require prior approval. (c) 
The tr·ansfer of funds budgeted for participant support costs as defined in § 200. 7 5 "Pa1ticipant 
support costs" to other categories of expense. ( d) Unless described in the application and funded 
in the approved Federal awards, the sub-awarding, tr·ansfen-ing or contr·acting out of any work 
under a Federal award. This provision does not apply to the acquisition of supplies, material, 
equipment or general supp01t se1vices. (e) Changes in the approved cost-sharing or matching 
provided by the non-Federal entity. No other prior approval requirements for specific items may 
be imposed unless an exception has been approved by 0MB. (f) Rebudgeting more than 10% of 
the total approved award between direct cost categories. 
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XIV. Period of Availability of Funds 
The project period of the award is indicated on the award cover sheet (Fonn DS-1909). 
The non-Federal entity may charge to the award only allowable costs resulting from 
obligations incuffed during the project period. However, the funds shall be available­
baning cancellation of the relevant appropriation-- for closeout activities that occur after 
the project period, and the non-Federal entity shall liquidate all obligations inclmed 
under the award no later than 90 days after the project period. 

XV. Indirect Costs 
Indirect costs will not be allowable charges against this award unless specifically included as a 
line item in the approved budget for this award. 

Indirect cost recove1y for any actual indirect costs incuned by the non-Federal entity which are 
greater than the indirect cost line item in the approved award budget is limited up to the award 
amount. 

A non-profit organization which has not previously established an indirect cost rate with a 
Federal agency, that believes the DOS should be its cognizant agency, shall submit its initial 
indirect cost proposal immediately after the organization is advised that an award will be made 
and, in no event, later than three months after the effective date of the award. For all NICRA and 
indirect rate inquiries please contact AQM-NICRA@state.gov . 

If a dispute arises in a negotiation of an indirect cost rate between DOS and the non­
Federal entity, the dispute shall be resolved in accordance with the appeals procedures of 
the Department of State, Office of Acquisition Management (A/LM/AQM). 

XVI. Publication for Professional Audiences 
Any publications or articles resulting from the award must acknowledge the suppo1t of 
the Department of State and include a disclaimer of official endorsement as follows: 
"This [article] was funded [in pa1t] by a grant from the United States Depa1tment of 
State. The opinions, findings and conclusions stated herein are those of the author[ s] and 
do not necessarily reflect those of the United States Depaitment of State". The non­
Federal entity must ensure that this disclaimer be included on all brochures, flyers, 
posters, billboards, or other graphic a1twork that are produced under the tenns of the 
award. 

XVII. Branding and Marking Strategy 
The Recipient shall recognize the United States Government's funding for activities 
specified under this award at the project site with a graphic of the U.S. flag accompanied 
by one of the following two phrases based on the level of funding for the award: 

1) Fully funded by the award: 'Gift of the United States Government' 
2) Pa1tially funded by the award: 'Funding provided by the United States Government' 
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Exemptions from this requirement may be allowable but must be agreed to in writing by 
the Grants Officer. 

All programs, projects, assistance, activities, and public communications to foreign 
audiences, pa1tially or fully funded by the Department, should be marked appropriately 
overseas with the standard U.S. flag in a size and prominence equal to (or greater than) 
any other logo or identity. The requirement does not apply to the Recipient's own 
corporate communications or in the United States. 

The Recipient should ensure that all publicity and promotional materials underscore the 
sponsorship by or paitnership with the U.S. Government or the U.S. Embassy. The Recipient 
may continue to use existing logos or program materials; however, a standai·d rectangular U.S. 
flag must be used in conjunction with such logos. 

The U.S. flag may replace or be used in conjunction with the Depa1tment of State seal, the U.S. 
embassy seal, or other DOS program logos. 

Sub non-Federal entities and subsequent tier sub-awai·d agreements are subject to the marking 
requirements and the non-Federal entity shall include a provision in the sub non-Federal entity 
agreement indicating that the standard, rectangular U.S. flag is a requirement. 

In the event the non-Federal entity does not comply with the marking requirements as established 
in the approved assistance agreement, the Grants Officer Representative and the Grants Officer 
must initiate co1Tective action with the Non-Federal entity. 

XVIII. Travel 
All Federal Government-financed international air transp01tation must be accomplished 
by U.S. Flag air caniers or U.S. code sharing to the extent that service by those caITiers is 
available. These circumstances are outlined below: 

1. The United States - European Open Skies Air Transp01t Agreement (U.S.-E.U. Open 
Skies Agreement) is a bilateral/multilateral agreement that allows federal funded 
transp01tation services to use foreign air caniers under specific circumstances. Due to 
recent modifications to the U.S. - E.U. Open Skies Agreement, the Depa1tment's travel 
policy has been amended. 

2. The modified agreement allows travelers to: 
a. Use EU caniers if the travelers are not eligible to use City Pair Fares. Examples 

would be non-Federal entities and sub non-Federal entities of Federal Awards 
traveling between points not reflected in the approved Federal Award budget. 

b. Use EU caniers between points in the United States and points OUTSIDE of the 
EU when there is no City Pair Fare on the route or the traveler is not eligible to 
use the fare. In essence, this allows travelers to compare costs and select between 
an EU and U.S. flag canier when the flight originates, aITives in, or stops in any 
of the EU countiies. 
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c. For additional infonnation regarding these issues, we invite the non-federal entity 
to review the frequently asked questions posted on our A/LM website at 
http: //almopst tm. a . state . gov/EU OPEN SKI ES AMENDMENT FAQ . asp or 
contact "Transpor t a tionQuery@st a t e . g ov . " 

For infonnation on other "open skies" agreements into which the United States has entered, 
please refer to GSA's website at http://www.gsa.gov/p01tal/content/l03 l91. 

Refer to the electronic Code of Federal Regulations as codified published in Title 41 CFR 
301.10, "Public Contracts and Prope1ty Management, Transpmtation Expenses" to obtain 
entire Fly America Act regulatmy guidance on following website address: 
www.gpoaccess.gov/ cfr/index.html 

XIX. Prohibition Against Assignment 
Notwithstanding any other provision of an award, the non-Federal entity must not transfer, 
pledge, m01tgage, or othe1wise assign the award, or any interest therein, or any claim arising 
thereunder, to any pa1ty or pa1ties, bank trnst companies, or other financing or fmancial 
institutions. 

XX. Monitoring and Reporting Requirements 
Monitoring 
The non-Federal entity is responsible for oversight of the operations of the Federal award 
suppo1ted activities. The non-Federal entity must monitor its activities under Federal 
awards to assure compliance with applicable Federal requirements and performance 
expectations are being achieved. Monitoring by the non-Federal entity must cover each 
program, function or activity. Per Section 2 CFR 200.328 http://www.ecfr.gov/cgi­
bin/text-idx?node=2:1.1.2.2.1#se2.1.200 1328 . 

Annual Reconciliation of Continuing Assistance Awards. DOS must reconcile multi­
year awards at least annually and evaluate program peif onnance and financial reports. 
Items to be reviewed include a comparison of the non-Federal entity's work perf01mance 
to its progress rep01ts and project expenditures. See Section 7 of the U.S. Depa1tment of 
State Award Specific Provisions for details regarding repmting and monitoring. 

Federal F1mding Accountability and Transparency Act (FF ATA) Repo1ting Procedures 
Awards that are deemed ' sensitive' and therefore do not require FF ATA repo1ting will be 
designated by a provision in Section 7 of the U.S. Depa1tment of State Award Specific 
provisions stating that this award is not subject to the Federal Funding Accountability and 
Transparency Act (FFATA) sub-award rep01ting requirements as outlined in the Office of 
Management and Budgets (0MB) guidance issued August 27, 2010. 

Reporting of first-tier sub awards. 
1. Applicability. Unless the non-Federal entity is exempt as provided under exemptions 

of this award te1m, the non-Federal entity must repmt each action that obligates 
$25,000 or more in Federal fimds that does not include Recove1y funds (as defmed in 
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section 1512(a)(2) of the American Recove1y and Reinvestment Act of 2009, Pub. L. 
111-5) for a sub award to an entity (see definitions of this award tenn). 

2. Where and when to repo1t. 
i. You must repo1t each obligating action described in paragraph a. l. of this award 
te1m to http://www.fsrs.gov. 
ii. For sub award inf01mation, rep01t no later than the end of the month following the 
month in which the obligation was made. (For example, if the obligation was made on 
November 7, 2010, the obligation must be reported by no later than December 31, 
2010.) 

3. What to rep01t. The non-Federal entity must report the inf01mation about each 
obligating action that the submission instrnctions posted athttp://www.fsrs.gov 
specify. 

Reporting Total Compensation of Non-Federal entity Executives. 
1. Applicability and what to repo1t. the non-Federal entity must repo1t total 

compensation for each of the five most highly compensated executives for the 
preceding completed fiscal year, if -
1. the total Federal funding auth01ized to date under this award is $25,000 or more; 
11. in the preceding fiscal year, the non-Federal entity received-

(A) 80 percent or more of the annual gross revenues from Federal procurement 
contracts (and subcontracts) and Federal financial assistance subject to the 
Transparency Act, as defined at 2 CFR 170.320 (and sub awards); and 
(B) $25,000,000 or more in annual gross revenues from Federal procurement 
contracts (and subcontracts) and Federal financial assistance subject to the 
Transparency Act, as defined at 2 CFR 170.320 (and sub awards); and 
(C) The public does not have access to info1mation about the compensation of 
the executives through pe1iodic rep01ts filed under section 13( a) or 15( d) of the 
Securities Exchange Act of 1934 (15 U.S.C. 78m(a), 78o(d)) or section 6104 of 
the Internal Revenue Code of 1986. (To detennine if the public has access to the 
compensation information, see the U.S. Security and Exchange Commission total 
compensation filings at http://www.sec.gov/answers/execomp .htm.) 

2. Where and when to rep01i. The non-Federal entity must rep01t executive total 
compensation described in paragraph 1. of this award te1m: 
i. As pa1t of your registration profile athttp:www.sam.gov. 
ii. By the end of the month following the month in which this award is made, and 
annually thereafter. 

Reporting of Total Compensation of Sub non-Federal entity Executives. 
1. Applicability and what to repo1t. Unless the non-Federal entity is exempt as provided 

in exemptions of this award te1m, for each first-tier sub non-Federal entity under this 
award, the non-Federal entity shall repo1i the names and total compensation of each 
of the sub non-Federal entity's five most highly compensated executives for the sub 
non-Federal entity's preceding completed fiscal year, if-
i. in the sub non-Federal entity's preceding fiscal year, the sub non-Federal entity 
received-
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A 80 percent or more of its annual gross revenues from Federal procurement 
contracts (and subcontracts) and Federal financial assistance subject to the 
Transparency Act, as defined at 2 CFR 170.320 (and sub awards); and 
B. $25,000,000 or more in annual gross revenues from Federal procurement 
contracts (and subcontracts), and Federal financial assistance subject to the 
Transparency Act (and sub awards); and 
C. The public does not have access to information about the compensation of 
the executives through periodic repmts filed under section 13(a) or 15(d) of the 
Securities Exchange Act of 1934 (15 U.S.C. 78m(a), 78o(d)) or section 6104 of the 
Internal Revenue Code of 1986. (To detennine if the public has access to the 
compensation infmmation, see the U.S. Security and Exchange Commission total 
compensation filings at http://www.sec.gov/answers/execomp.htm.) 

2. Where and when to repo1t. The non-Federal entity must repo1t sub non-Federal 
entity executive total compensation described in paragraph 1. of this award te1m: 

i. To the non-Federal entity. 
ii. By the end of the month following the month during which the sub award is 
made. For example, if a sub award is obligated on any date dming the month of 
October of a given year (i.e., between October 1 and 31), the non-Federal entity must 
repo1t any required compensation infmmation of the sub non-Federal entity by 
November 30 of that year. 

Exemptions 
If, in the previous tax year, gross income, from all sources, was under $300,000, the non­
Federal entity are exempt from the requirements to repmt: Sub awards; and the total 
compensation of the five most highly compensated executives of any sub non-Federal 
entity. 

Definitions. 
For purposes of this award term: 
1. Entity means all of the following, as defined in 2 CFR pa.it 25: 

i. A Governmental organization, which is a State, local government, or Indian tribe; 
ii. A foreign public entity; 
iii. A domestic or foreign nonprofit organization; 
iv. A domestic or foreign for-profit organization; 
v. A Federal agency, but only as a sub non-Federal entity under an award or sub 

award to a non-Federal entity. 
2. Executive means officers, managing pa1tners, or any other employees in management 

positions. 
3. Sub award: 

1. This te1m means a legal instrnment to provide support for the perfmmance of any 
po1tion of the substantive project or program for which you received this award 
and that you as the non-Federal entity award to an eligible sub non-Federal entity. 

u. The term does not include your procurement of prope1ty and services needed to 
cany out the project or program. 

Ill. A sub awai·d may be provided through any legal agreement, including an 
agreement that you or a sub non-Federal entity considers a contract. 
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4. Sub non-Federal entity means an entity that: 
i. Receives a sub-award from you (the non-Federal entity) under this award; and 

ii. Is accountable to you for the use of the Federal funds provided by the sub award. 
5. Total compensation means the cash and noncash dollar value earned by the executive 

during the non-Federal entity's or sub non-Federal entity' s preceding fiscal year and 
includes the following (for more info1mation see 17 CFR 229.402(c)(2)): 
1. Sala1y and bonus. 

u. Awards of stock, stock options, and stock appreciation rights. Use the dollar 
amount recognized for financial statement repmting purposes with respect to the 
fiscal year in accordance with the Statement of Financial Accounting Standards 
No. 123 (Revised 2004) (FAS 123R), Shared Based Payments. 

m. Earnings for services under non-equity incentive plans. This does not include 
group life, health, hospitalization or medical reimbursement plans that do not 
discriminate in favor of executives, and are available generally to all salaried 
employees. 

1v. Change in pension value. This is the change in present value of defined benefit 
and actuarial pension plans. 

v. Above-market earnings on defe1Ted compensation which is not tax-qualified. 
v1. Other compensation, if the aggregate value of all such other compensation ( e.g. 

severance, termination payments, value of life insurance paid on behalf of the 
employee, perquisites or prope1ty) for the executive exceeds $10,000. 

XX.I. Post-Award Requirements for Closeout 
Closeout procedures require: 
1. submission by the grant non-Federal entity of final financial and program repo1ts within 

ninety (90) calendar days after the project period end date; 
2. reconciliation of all cost or expenditure discrepancies; 
3. prompt payment of allowable costs; 
4. immediate collection of any unexpended funds or disallowed costs; 
5. de-obligation of excess funds; and 
6. disposition of prope1ty and/or equipment acquired under the award. 

The non-Federal entity must make eve1y effo1t to obtain its Final Indirect Rate from its 
cognizant agency. The settlement for any upward or downward adjustment to the 
Federal share of costs for provisional NICRA rates are based on the non-Federal entity's 
submission of its Final SF-425 and, for rate increases, the availability of funds remaining 
in the award obligation. Umecovered indirect costs may be considered cost share or 
matching with plior approval of the Grants Officer. Note that the non-Federal entity 
must be able to substantiate any cost share. 

If the non-Federal entity organization does not have its Final Indirect Rate within 12 
months after the end of the project period end date, the Grants Officer shall proceed with 
close-out after which all funds remaining in the obligation shall be de-obligated. 
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XXII. Retention and Access Requirements for Records 
The non-Federal entity must maintain financial records, suppmting documents, statistical 
records, and all other records pertinent to an award for a period of three years from the 
date of submission of the final expenditure repmt. Exceptions to the three-year rnle are 
referenced in 2 CFR 200.333. For awards that are renewed quarterly or annually, the 
retention period is from the date of the submission of the qua1terly or annual financial 
repo1t as authorized by the Depa1tment. The Depaitment must request transfer of ce1tain 
records to its custody from non-Federal entities when it detennines that the records 
possess long-te1m retention value. However, in order to avoid duplicate record.keeping, 
DOS may anange for non-Federal entities to retain any records that are continuously 
needed for joint use. 

Timely and Umestricted Access. DOS authorized officials, the Inspector General, 
Comptroller General, or any of their duly authorized representatives have the right of 
timely and umestricted access to any books, documents, papers, or other records of non­
Federal entities that are pe1tinent to the award, in order to make audits, examinations, 
exce1pts, transcripts, and copies of such documents. This right also includes timely and 
reasonable access to a non-Federal entity' s personnel for the pmpose of interview and 
discussion related to such documents. The lights of access in this paragraph are not 
limited to the required retention period, but must last as long as records ai·e retained. 

XXIII. Audits 
For all DOS awards to a U.S. based non-federal entity, regardless of business type, the 
non-Federal entities are subject to the audit requirements found in 2 CFR Pait 200 
Subpa1t F. In addition, the non-Federal entities are subject to the audit requirements 
found in the Single Audit Act of 1984, 31 U.S.C. 7501-7507. 

Non-Federal entities that expend $750,000 or more in a year in Federal awards must have 
a single or program-specific audit conducted for that year in accordance with the revised 
circular. 

The fuspector General or any of his or her duly authmized representatives shall have 
access to any pe1tinent books, documents, papers and records of the non-Federal entity. 
Information accessible to the fuspector General includes wiitten, printed, recorded, 
produced, or reproduced by any mechanical, magnetic, or other process or medium. DOS 
reserves the right to make audits, inspections, exce1pts, transcriptions or other 
examinations as authmized by law of the non-Federal entities' documents and facilities. 

The data collection f01m and the repo1ting package shall be submitted electronically to 
the Federal Audit Clea1inghouse (https://harvester.census.gov/sac ). 

DOS and its authorized representatives have the legally enforceable right to examine, 
audit, and copy, at any reasonable time, all records in DOS possession pe1taining to the 
award. 
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Audits of Foreign Non-Federal entity Organizations 
All Foreign organizations that expend $750,000 or more in a fiscal year in Federal awards must 
perfo1m an independent, non-Federal entity-contracted Single Audit or Program Specific Audit. 

Program-specific Audit - means an audit of one Federal award program. Single Audit - means 
an audit which includes both the entity's financial statements and the Federal Awards to be 
conducted in accordance with Generally Accepted Government Auditing Standards (GAGAS). 

The audits must be independently and professionally executed in accordance with GAGAS either 
prescribed by a government's Supreme Audit Institution with auditing standards approved by the 
Comptroller General of the United States, or in accordance with the host countly's laws or 
adopted by the host country's public accountants or associations of public accountants, together 
with generally accepted international auditing standards. However, foreign entity audits 
consistent with International Standards for Auditing or other auditing standards are acceptable 
with the Grants Officer's approval. 

For sub-non-Federal entities expending $750,000 or more in Depa11ment of State award funding 
dming their fiscal year, Department of State standard audit provisions require that P1ime non­
Federal entities ce1tify that audits of sub-non-Federal entities are perfo1med annually and 
according to the standards described above. 

The cost of audits may be charged either as an allowable direct cost to the award, or included in 
the organizations established indirect costs in the award's detailed budget. 

XXIV. Debarment and Suspension 
Deba1ment and suspension are discretiona1y actions that, taken in accordance with this 
subpa1t, are appropriate means to effectuate this policy. 

1. The se1ious natme of debaiment and suspension requires that these sanctions be 
imposed only in the public interest for the Government's protection and not for 
purposes of punishment. Agencies shall impose debaiment or suspension to protect 
the Government' s interest and only for the causes and in accordance with the 
procedures set fo1th in 2 CFR Part 180 subpait s A Through I and 2 CFR Part 601. 

2. When more than one agency has an interest in the debarment or suspension of a non­
Federal entity, the lnteragency Committee on Debaiment and Suspension, established 
under Executive Order 12549, and authorized by Section 873 of the National Defense 
Authorization Act, 2009 (P. L. 110-417), shall resolve the lead agency issue and 
coordinate such resolution among all interested agencies prior to the initiation of any 
suspension, debarment, or related adminisu-ative action by any agency. 

The non-Federal entity ce1tifies to the best of its knowledge and belief that it and its 
principals: 
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1. Are not presently debai.Ted, suspended, proposed for disba1ment, declai·ed ineligible, 
or volunta1ily excluded from covered transactions by any Federal depaitment or 
agency; 

2. Have not within a three-year period preceding this application been convicted of or 
had a civil judgment rendered against them for commission of fraud or a criminal 
offense in connection with obtaining, attempting to obtain, or perf01ming a public 
(Federal, State, or local) transaction or contract under a public transaction; violation 
of Federal or State antitrust statutes or commission of embezzlement, theft, forgery, 
bribe1y, falsification or destrnction of records, making false statements, or receiving 
stolen property; 

3. Are not presently indicted for or othe1wise criminally or civilly charged by a 
governmental entity (Federal, State, or local) with commission of any of the offenses 
enumerated; and 

4. Have not within a three-year period preceding this application had one or more public 
transactions (Federal, State, or local) te1minated for cause or default. 

Where the prospective primaiy paiticipant is unable to ce1tify to any of the statements in 
this ce1tification, such prospective prima1y pa1ticipant shall attach an explanation to this 
award. 

XXV. Termination 
Awards may be te1minated in whole or in pa1t if any of the circumstances stated below 
apply: 

National Security or Foreign Policy Interests 
By DOS, if at any time DOS dete1mines that continuation of all or part of the funding for a 
program should be suspended or te1minated because such assistance is not consistent with the 
national secmity or foreign policy interests of the United States, or would be in violation of an 
applicable law. In such cases, DOS may, following notice to the non-Federal entity, suspend or 
tetminate the award in whole or in pa1t and prohibit the non-Federal entity from incmTing 
additional obligations chargeable to the award other than those costs specified in the notice of 
suspens10n. 

By Mutual Agreement 
When DOS wishes to tetminate a project, the GO will issue, in writing, a te1mination 
notice to the non-Federal entity' s authorized representative with a copy to the project 
manager and the GOR. The non-Federal entities may te1minate their perfotmance of a 
project in whole or in pa1t. When both patties agree that continuation of the project 
would not produce results commensmate with fmther expenditure of funds or for any 
other reason, the award may be te1minated by mutual consent. The non-Federal entities 
may tenninate the project after the authorized representative advises the GO in writing; 
and concunently sends a copy to the GOR. Within 30 days after receipt of a request by 
either paity for tetmination by mutual agreement, the other patty will provide an 
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appropriate wiitten response. The two pa1ties must agree upon the te1mination 
conditions, including the effective date, and, in the case of pa1tial tennination, the po1tion 
to be te1minated. The non-Federal entity must not incur new obligations for the 
te1minated portion after the effective date and must cancel as many outstanding 
obligations as possible. DOS will allow full credit to the non-Federal entities for the 
Federal Share of the obligations that cannot be cancelled properly incurred by the non­
Federal entities prior to termination. 

For Cause 
DOS reserves the right to te1minate the award in whole or in part at any time before the 
project period end date, whenever it is dete1mined that the non-Federal entities have 
failed to comply with the conditions of the award. However, if DOS determines in the 
case of paitial te1mination that the reduced or modified po1tion of the award will not 
accomplish the purposes for which the award was made, it may te1minate the award in its 
entirety. 

DOS must promptly notify the non-Federal entities in writing of the detennination and reasons 
for the te1mination, together with the effective date. Payments made to non-Federal entities or 
recoveries by DOS awards te1minated for cause must be in accordance with the legal rights and 
liabilities of the paities. 

XXVI. Certification Regarding Lobbying 
As required by Section 1352, Title 31 of the U.S. Code, and implemented at 2 CFR Pait 418, for 
persons entering into a grant or cooperative agreement over $100,000, the applicant ce1tifies, to 
the best of his or her knowledge and belief, that: 

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of the 
undersigned, to any person for influencing or attempting to influence an officer or employee 
of any agency, a Member of Congress, an officer or employee of Congress, or an employee 
of a Member of Congress in connection with the awarding of any Federal contract, the 
making of any Federal Cooperative Agreement, the making of any Federal loan, the entering 
into of any cooperative agreement, and the extension, continuation, renewal, amendment or 
modification of any Federal contract, grant, loan, or cooperative agreement. 

2. If any funds other than Federal appropriated funds have been paid or will be paid to any 
person for influencing or attempting to influence an officer or employee of any agency, a 
Member of Congress, an officer or employee of Congress, or an employee of a Member of 
Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the 
undersigned shall complete and submit Standard Fo1m-LLL, "Disclosure of Lobbying 
Activities," in accordance with its instrnctions. 

3. The undersigned shall require that the language of this certification be included in the award 
documents for all sub-awai·ds at all tiers (including subcontracts, sub-grants, and contracts 
under grants, loans, and cooperative agreements) and that all non-Federal entities shall ce1tify 
and disclose accordingly. This certification is a material representation of fact upon which 
reliance was placed when this transaction was made or entered into. Submission of this 
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ce1tification is a prerequisite for making or entering into this transaction imposed by section 
1352, title 31, United States Code. Any person who fails to file the required ce1tification shall 
be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each 
such failure. 

XXVII. Section 504 of the Rehabilitation Act 
Section 504 of the Rehabilitation Act provides that no otherwise qualified individual with 
a disability in the United States, shall, solely by reason of his/her disability, be excluded 
from the paiticipation in, be denied the benefits of, or be subjected to discrimination 
under any program or activity receiving federal assistance. A non-Federal entity of 
federal financial assistance must provide programs and services in a manner that does not 
discriminate based on disability and ensures equal access and oppo1tunity for people with 
disabilities. 

For the purpose of Section 504, the te1m individual with a disability means any person who (a) 
has a physical or mental impairment which substantially limits one or more of such person's 
major life activities, (b) has a record of such impairment, or ( c) is regarded as having such 
impai1ment. 

XXVIII. Awards to Faith-Based and Community Organizations 
The non-Federal entity may not discriminate against any beneficia1y or prospective 
beneficiaiy under this award on the basis of religion or belief: 

Accordingly, in providing services suppo1ted in whole or in pa1t by this agreement or in 
its outreach activities related to such services, the non-Federal entity may not 
discriminate against cunent or prospective program beneficiaries on the basis of religion, 
a religious belief, a refusal to hold a religious belief, or a refusal to attend or participate in 
a religious practice. 

Unless specifically authorized by the Depaitment of State, non-Federal entities that 
engages in explicitly religious activities, including activities that involve ove1t religious 
content such as worship, religious instruction, and proselytization, must perfo1m such 
activities and offer such services at a different time or location from any programs or 
services directly funded by this award, and participation by beneficiaries in any such 
explicitly religious activities must be volunta1y. 

If the non-Federal entity makes sub-awards under this agreement, faith-based organizations 
should be eligible to pa1ticipate on the same basis as other organizations, and should not be 
discriminated against on the basis of their religious chai·acter or affiliation. 

XXIX. Religious Persecution 
The non-Federal entity must ensure that its personnel take into account in their work the 
considerations reflected in the International Religious Freedom Act concerning countly-specific 
conditions, the right to freedom of religion, methods of religious persecution practiced in foreign 
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countries, and applicable distinctions within a country between the nature of and tr·eatment of 
va1ious religious practices and believers. 

XXX. Prohibition on Abortion Related Activities 
The Recipient agrees that none of the funds provided by this award shall be used to issue grant 
funds to lobby for or against abortion. The recipient agrees that none of the funds provided by 
this award shall be used to pay for the perfonnance of ab01tion as a method of family planning or 
to motivate or coerce any person to practice abortions. 

XXXI. Minority Business Participation, Executive Order 12432 
In accordance with Executive Order 12432, Minolity Business Enterprise Development, 
DOS encourages the non-Federal entities to utilize minority business enterplises in the 
pe1fo1mance of the award. When contracting for any supplies, services, research, or 
constmction under the award, the non-Federal entities must make their best effo1ts to 
solicit bids, proposals, or quotations from min01ity business enterprises. 

A min01ity business enterprise is defined as a business that is at least 51 percent owned 
by one or more minolity individuals, or in the case of any publicly owned business, at 
least 51 percent of the voting stock is owned by one or more minority individuals. The 
daily business operations are likewise managed by a minority owner. A minority 
individual is defined as a US. citizen who has been subjected to racial or ethnic prejudice 
or cultural bias because of his or her identity as a member of this group without regard to 
his or her individual qualities. Such groups include, but are not limited to: Black 
[African] Americans, Hispanic Americans, Native Americans, and Asian-Pacific 
Americans. 

XXXI. Trafficking in Persons 
1. Provisions applicable to any recipient. 

1. You must infonn us immediately of any info1mation you receive from any source 
alleging a violation of a prohibition in paragraph a .1 of this award te1m. 

2. Our right to te1minate unilaterally that is described in paragraph a.2 orb of this 
section: 

Implements section 106(g) of the Trafficking Victims Protection Act of 
2000 (TVPA), as amended (22 US.C. 7104(g)), and 

1. Is in addition to all other remedies for noncompliance that are available to us 
under this award. 

2. You must include the requirements of this award te1m in any subaward you make to a 
private entity. 

3. Provisions applicable to a recipient that is a private entity. 
1. You as the recipient, your employees, subrecipients under this award, and 

subrecipients' employees may not-
1. Engage in severe fo1ms of trafficking in persons during the period of time 

that the award is in effect; 
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11. Procure a commercial sex act during the period of time that the award is in 
effect; or 

111. Use forced labor in the perfonnauce of the award or subawards U11der the 
award. 

2. We as the Federal awarding agency may unilaterally terminate this award, without 
penalty, if you or a subrecipient that is a private entity-
1. Is detennined to have violated a prohibition in paragraph a. I of this award 

term; or 
11. Has au employee who is detennined by the agency official authorized to 

terminate the award to have violated a prohibition in paragraph a.1 of this 
award te1m through conduct that is either-

1. Associated with performance under this award; or 
2. Imputed to you or the subrecipient using the standards and due 

process for imputing the conduct of an individual to an organization 
that are provided in 2 CFR pa1t 180, "OMB Guidelines to Agencies 
on Government-wide Deba1ment and Suspension (Non­
procurement)," as implemented by om agency at 2 CFR pa1t 376. 

4. Provision applicable to a recipient other than a private entity. We as the Federal 
awarding agency may unilaterally te1minate this award, without penalty, if a subrecipient 
that is a private entity-

1. Is dete1mined to have violated an applicable prohibition in paragraph a.I of this 
award term; or 

2. Has an employee who is determined by the agency official authorized to tenninate 
the award to have violated an applicable prohibition in paragraph a.1 of this award 
tenn through conduct that is either-
ii. Associated with perfo1mance under this award; or 

3. Imputed to the subrecipient using the standards and due process for imputing the 
conduct of an individual to au organization that are provided in 2 CFR part 180, 
"OMB Guidelines to Agencies on Government-wide Deba1ment and Suspension 
(Non-procurement)," as implemented by our agency at 2 CFR pa1t 376. 

5. Definitions. For purposes of this award term: 
1. "Employee" means either: 

An individual employed by you or a subrecipient who is engaged in the 
performance of the project or program under this award; or 

1. Another person engaged in the perfonnance of the project or program U11der 
this award and not compensated by you including, but not limited to, a 
volunteer or individual whose se1vices are conttibuted by a third party as au 
in-kind contribution toward cost sharing or matching requirements. 

2. "Forced labor" means labor obtained by any of the following methods: the 
recmittnent, harboring, transportation, provision, or obtaining of a person for labor 
or services, through the use of force, fraud, or coercion for the purpose of 
subjection to involunta1y se1vitude, peonage, debt bondage, or slave1y. 

3. "Private entity": 
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Means any entity other than a State, local government, Indian tribe, or 
foreign public entity, as those tem1s are defined in 2 CFR 175.25. 

1. Includes: 
1. A nonprofit organization, including any nonprofit institution of higher 

education, hospital, or tribal organization other than one included in 
the definition of Indian t:Iibe at 2 CFR l 75.25(b). 

2. A for-profit organization. 
4. "Severe fmms of trafficking in persons," "commercial sex act," and "coercion" 

have the meanings given at section 103 of the TVPA, as amended (22 U.S.C. 
7102) 

XXXII. Blocking Property and Prohibiting Transactions Who Commit, 
Threaten To Commit, or Support Terrorism, Executive Order 13224 
Executive Order 13224 designated certain individuals and entities that commit or pose a 
significant risk of committing teITorist acts and authorized the Secreta1y of State to 
designate additional individuals and entities. 

The Order also autho1ized the Secreta1y of the Treasmy to designate additional 
individuals and entities that provide supp011 or services to, are owned or controlled by, 
act for or on behalf of, or are "othe1wise associated with," an individual or entity who has 
been designated in or under the order. All prope11y and interests in property of the 
individual or entity in the United States or in the possession or control of United States 
persons are blocked. The order prohibits all transactions and dealings in blocked 
prope11y or interests in the United States or by United States persons, and also prohibits 
n·ansactions with, and provision of suppo1t for, individuals or entities listed in or subject 
to the Order. 

Non-Federal entities should be aware of Executive Order 13224 and the names of the 
individuals and entities designated thereunder. A list of these names can be found in the 
exclusions section of the SAM.gov. The web site is: http://www.sam.gov. 

Non-Federal entities are reminded that U.S. Executive Order and U.S. laws prohibit 
tJ.·ansactions with, and the provision of resources and suppmt to, individuals and 
organizations associated with tefforism. It is the legal responsibility of the non-Federal 
entity/cont:I·actor to ensure compliance with these Executive Orders and laws. 
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U.S. Department of State 

DRAFT FEDERAL ASSISTANCE AWARD 
1. Recipient Name 
ARIZONA STATE UNIVERSITY 
DBAORSPA 

3. Address 

PO BOX 876011 
TEMPE.AZ 85287-6011 
Ur-lTED STATES 

U.S. Educational Institution 

8. CFDA Number 

11 . Period of Performance 
Start Date 24-Aug-2018 

6. Unique Entity Identifier 
943360412 

End Date 23-Aug-2019 

2. Assistance Type: 

□ Cooperative Agreement 

D Fixed Amount Award 

~ Grant 

D Property Grant 

D Voluntary Contribution 

7. EIN/ TIN 

10. Award Number 

t I 111 ... llilllll ... 111..... :.1 II - ■ 1-1: 

Fundin Distribution 

Total Prior costs New costs 

U.S. Share of Costs $417,538.00 USD 

Reci ient Share of Costs $0.00 USD 

Total Costs $417,538.00 USD 

16. Purpose of the Federal Award Activity 
Project to enhance the capability U.S. allies and partners to detect and defend against state-sponsored dismfom,atJon. 

17. Specific Award Conditions 

~ Attached 

Agreement 

Total cost 
$417,538.00 USD 

$0.00 USD 

$417,538.00 USD 

The recipient agrees to execute the work in accordance with the Notice of Award, the approved application incorporated herein by 
reference or as ;attached, and 2 CFR P,u1s 200 and 600 includin ;an subse uent revisions. 

By signing this Federal award, the recipient acknowledges that it will comply with Federal regulations, the Terms and Conditions, and any Special 
Award Conditions associated with this award. Receipt of the recipient's signature and return of the Federal Award Coversheet is required within ten 
1 o business da s of the Grants Officers si nature. Please return to the Grants Officer address indicated here: mosermc state. ov 

DS-1909 
12-2014 

Pa<!e: 1 of6 
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U.S. Department of State 
Award Provisions 

During the period of performance, the Recipient must comply with: 
• The Award Provisions below; 
• The Department of State Standard Terms and Conditions for Federal Awards, 

which are incorporated by reference and made part of this Federal Award. 
Electronic copies containing the complete text are available at: 
https://www.state.gov/m/a/ope/index.htm 

• The applicable sections of 2 CFR §200 and 2 CFR §600; and 
• All assurances and certifications made during the application process. 

1) FEDERAL AWARD IDENTIFICATION NUMBER (FAIN): 

2) FEDERAL SHARE OF AWARD: 
$417,538.00 USO 

3) PURPOSE AND OBJECTIVES OF AWARD: 

a. Purpose: 
ARIZONA STATE UNIVERSITY (hereinafter referred to as the Recipient), is hereby 
provided a federal award, the purpose of which is to: 

The recipient will enhance the capability U.S. allies and partners to detect and defend 
against Russian state-sponsored disinformation efforts through the development 
and/or refinement of techniques and automated tools for identification and analysis of 
digital disinformation and propaganda. 

The Recipient shall carry out the Agreement in accordance with its proposal dated: 05-
Apr-2018, and any revisions to which both parties agree to in writing. The Recipient's 
proposal and any subsequent negotiated revisions are hereby incorporated by 
reference. 

b. Objectives and Expected Outcomes: The Recipient agrees to perform the 
program and meet the specific objectives below: 

See attached Scope of Work. 

4) CONTACT INFORMATION: 

a. Grants Officer: 

DS-1909 
12-2014 

Name: 
Post/Bureau: 

Section: 

Street Address: 

Zip Code: 
E-mail: 

Telephone: 
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b. Grants Officer Re resentative: 

Name: 

Post/Bureau: 

Section: 

Street Address: 

Zip Code: 

E-mail: 
Telephone: 

5) AUTHORIZED BUDGET SUMMARY: 

Unless otherwise stipulated, funds provided under this award may only be expended on 
authorized activities which take place during the period of performance. 

6) INDIRECT COSTS: 

Type Rate% Applicable to 

Predetermined 56.5% Modified total direct costs. 

The base of application for the rate(s) above is defined in the Recipient's Negotiated 
Indirect Cost Rate Agreement dated 05-Jul-2017. 

7) PRE-AWARD COSTS: 

N/A 

8) PROGRAM INCOME: 

Deduction: Any program income earned by the Recipient as a result of this award and 
during the period of performance must be deducted from the total allowable costs in 
order to determine the net allowable costs for the award. 

9) COST SHARING: 

N/A 

10) SUBRECIPIENTS: 

Subawards not included in the Recipient's approved budget must be submitted to the 
DS-1909 
12-2014 
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Grants Officer prior to execution in order to determine cost allowability. 

All subawards must comply with the requirements of 2 CFR §200.331--Requirements for 
pass-through entities. Upon issuing a subaward, the Recipient is required to submit an 
executed copy to the Grants Officer. 

11) PAYMENTS: 

Payments under this award will be made through the U.S. Department of Health and 
Human Services (HHS) Payment Management System (PMS). Unless otherwise 
stipulated, the Recipient may request payments on a reimbursement or advance basis. 
Instructions for requesting payments are available at: https://pms.psc.gov/. 

Advance payments must be limited to the minimum amounts needed and be timed to be 
in accordance with the actual, immediate cash requirements of the Recipient in carrying 
out the purpose of this award. The timing and amount of advance payments must be as 
close as is administratively feasible to the actual disbursements by the Recipient for 
direct program or project costs and the proportionate share of any allowable indirect 
costs. 

Failure to comply with the terms and conditions of this award may result in payment 
delays. 

12) REPORTING AND MONITORING: 

The Recipient is required to submit Quarterly performance and Quarterly financial 
reports. All reports must be signed and certified by an authorized representative of the 
Recipient organization. All performance progress reports must indicate the Federal 
Award Identifying Number (FAIN), period of performance, reporting period end date, 
reporting frequency (quarterly, interim, semi-annual, annual, final) and include a detailed 
description of program progress. 

Reports are due 30 days after the end of a reporting period and in accordance with the 
schedule below. A final program and financial report is due 90 calendar days after 
the period of performance end date. Failure to comply with these reporting 
requirements may jeopardize the Recipient's eligibility for future awards and/or delays in 
payments. 

D S-1909 
12-2014 

Report 
Report 

Report 

Report 

Report 

Report 

Final 

Performance Progress Report Schedule 
Report RanQe Start Report RanQe End 

24-AU!l-2018 30-Sep-2018 

01-0ct-2018 31-Dec-2018 

01-Jan-2019 31-Mar-2019 

01-Apr-2019 30-Jun-2019 

01-Jul-2019 23-Aug-2019 

24-Au!l-2018 23-AU!l-2019 

Due Date 
30-0ct-2018 

30-Jan-2019 

30-Apr-2019 

30-Jul-2019 

23-Sep-2019 

21-Nov-2019 
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Federal Financial Report Schedule 

Report Report Range Start Report Range End Due Date 

Report 24-Auq-2018 30-Sep-2018 30-0ct-2018 

Report 01-0ct-2018 31-Dec-2018 30-Jan-2019 

Report 01-Jan-2019 31-Mar-2019 30-Apr-2019 

Report 01-Apr-2019 30-Jun-2019 30-Jul-2019 

Report 01-Jul-2019 23-Aug-2019 23-Sep-2019 

Final 24-Aug-2018 23-Aug-2019 21-Nov-2019 

Financial Reports: 
All financial reports must be submitted using form SF-425-Federal Financial Report. 
Financial reports shall be completed in the Payment Management system. Instructions 
for completing the SF-425 in PMS are available at: https://pms.psc.gov/ 

Financial Reports completed in PMS must also be downloaded and submitted to the 
Grants Officer and Grants Officer Representative via SAMS Domestic. 

Performance Reports: 
As appropriate, performance reports must contain: 

• A comparison of actual accomplishments to the objectives of the federal award 
established for the period. This should include information on how costs are tied to 
accomplishments: 

• The reasons why established goals were not met, and 
• Additional pertinent information including an analysis and explanation of cost 

overruns or high unit costs. 

Performance Reports must be submitted to the Grants Officer and Grants Officer 
Representative via SAMS Domestic. 

The Recipient acknowledges that the Department of State may make site visits as 
determined by the Grants Officer. 

13) SUBSTANTIAL INVOLVEMENT: 

N/A 

14) WAIVER OF ACKNOWLEDGMENT OF DEPARTMENT OF 
STATE SUPPORT AND BRANDING AND MARKING 
REQUIREMENTS: 

The Department of State Standard Terms and Conditions for Federal Awards requires 
that materials produced under a federal award be marked appropriately to acknowledge 
the support of the U.S. Department of State. However, the Department of State has 
determined that for the purposes of this award, the Recipient is not required to publicly 
display Department of State and/or U.S. government branding and marking for materials 
produced under this award, nor insert the disclaimers required in the Standard Terms 
and Conditions. 

15) ADDITIONAL BUREAU/POST SPECIFIC REQUIREMENTS: 

Depending upon the availability of funding, this award will be incrementally funded with 
$80,000 added to the Personnel budget line item via amendment. Should funds not 
become available, GEC will expect that this budget and SoW will be revised and 
mutually agreed to via amendment. 

D S-1909 
12-2014 
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16) SPECIFIC CONDITIONS: 

NIA 

17) SPECIAL PROVISION FOR PERFORMANCE IN A DESIGNATED 
COMBAT AREA: 

NIA 

18) STATE DEPARTMENT LEAHY AMENDMENT VETTING 
REQUIREMENTS: 

NIA 

19) PROTECTING LIFE IN GLOBAL HEALTH ASSISTANCE: 

NIA 

DS-1909 
12-2014 

Page: 6 of6 
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CSD Mission 
Scope of Work 

Arizona State Universi - Global Securi 
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- 2 -
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- 4 -

NOTE: The activities in this Scope of Work are based on recipient's proposal 
dated April 2018, which is incorporated by reference. In the event of any 
discrepancies, this Scope of Work takes precedence. 
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KEY TERMS AND DEFINITIONS 

Baseline: Data that are collected before or at the start of a program, project, or process and provide a 
basis for planning and/ or assessing subsequent progress and impact. 

Evaluation: The systematic collection and analysis of information about the characteristics and 
outcomes of programs, projects, or processes as a basis for making judgments, improving 
effectiveness and informing decisions about current and future programs, projects, and processes. 
Evaluation is distinct from assessment, which may be designed to examine country or sector context 
to inform program or project design. 

Goal: The highest-order outcome or end state to which a program, project, process, or policy is 
intended to contribute. 

Impact: A result or effect that is caused by or attributable to a program, project, process, or policy. 
Impact is often used to refer to higher-level effects that occur in the medium- or long-term, and can 
be intended or unintended and positive or negative. 

Logic Model: A rigorous methodology used for program or project design that focuses on the causal 
linkages between project inputs, activities, outputs, short-term outcomes, and long-term outcomes. 
It is a visual representation that shows the sequence of related events connecting a planned 
program's or project's objectives with its desired outcomes. 

Monitoring: An ongoing system of gathering information and tracking performance to assess progress 
against established goals and objectives. 

Objective: A statement of the condition or state one expects to achieve toward accomplishing a 
program, process, or project goal. 

Outcome -A results or effect that is caused by or attributed to the project, program, or policy. Outcome 
is often used to refer to more immediate and intended effects. 

Outputs - The products, goods, and services which result from a project or program. 

Performance Indicator: A particular characteristic or dimension used to measure intended changes. 
Performance indicators are used to observe progress and to measure actual results compared to 
expected results. 

Performance Management: The systematic process of collecting, analyzing, and using performance 
monitoring data and evaluations to track progress, influence decision-making, and improve results. 

Pilot: Any new, untested approach that is implemented to learn of its potential feasibility and 
efficacy/ effectiveness because it is anticipated to be replicated or expanded in scale or scope. 

Process: A systematic series of actions or steps taken to achieve a particular end. 

Program: A set of activities, processes, or projects aimed at achieving a goal or objective that is typically 
implemented by several parties over a specified period of time and may cut across sectors, themes, 
and/or geographic areas. 

Program design: The process of analyzing the context, identifying the root causes of issues to be 
addressed, and constructing logic and a theory of how and why a proposed program, project, or 
process will work. 
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Project: A set of activities intended to achieve a defined product, service, or result with specified 
resources within a set schedule. Multiple projects often make up the portfolio of a program and 
support achieving a goal or objective. 

Situational Analysis: A review of the current state or conditions that could affect the design, 
implementation, or outcome of a program, project, or process. 
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LINE-ITEM BUDGET 
Arizona State University 

Disinformation Cascades: Analyzing Propaganda and Disinformation Through Rhetorical and Operational Signatures in the European Theater 
6/1/2018-5/31/2019 



THE U.S. DEPARTMENT OF STATE 
STANDARD TERMS AND CONDITIONS 
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I. Introduction 
The non-Federal entity and any sub-non-Federal entity must, in addition to the assurances 
and certifications made as pa11 of the award, comply with all applicable te1ms and 
conditions during the project period. 

II. Order of Precedence 
In the event of any inconsistency between provisions of the award, the inconsistency will 
be resolved by giving precedence in the following order: 

A. Applicable laws and statutes of the United States, including any specific legislative 
provisions mandated in the statutmy authority for the award. 

B. Code of Federal Regulations (CFR) 
C. Award Specifics 
D. Standard Te1ms and Conditions 
E. Other documents and attachments 

III. Controlling Language 
In accordance with 2 CFR 200.111, it is the Depa1tment of State's policy that all award 
documents must be in the English language and in te1ms of U.S. dollars, including 
cmTespondence and supporting documents. If an award or any supporting documents are 
provided in both English and a foreign language, it must be stated in each version that the 
English language version is the controlling version. 

IV. Department of State (DOS) Responsibilities 
DOS has overall responsibility for Depa11ment-funded awards, including providing 
oversight for technical, programmatic, financial and administrative performance. 

Agency Award Administrator - Grants Officer (GO) 
The GO is responsible for all actions on behalf of the DOS, including entering into, 
changing, or te1minating an award. The GO is authorized by a wan-ant issued by the 
Procurement Executive in the Office of the Procurement Executive. In addition, the GO 
is responsible for administrative coordination and liaison with the non-Federal entity. 

The GO is the only person authorized to approve changes in any of the requirements in 
the award. In the event the non-Federal entity effects any change at the direction of any 
person other than the GO, the change(s) will be considered to have been made without 
authority and no adjustment will be made in the amount of the award to cover any 
increase in costs inclmed as a result thereof. 

2 

PRR23-198 _ 0308 



Agency Program Contact - Grants Officer Representative (GOR) 
In accordance with DOS standard policy, the GO is responsible for all aspects of the 
award, but may designate technically qualified personnel to join in the administration of 
grants. The GOR is delegated by the GO and responsible for the programmatic, 
technical, and/or scientific aspects of the award. Non-Federal entities should direct any 
conespondence related to programmatic and budgetary issues to both the GO and GOR. 

V. Federal Awardee Performance and Integrity Information System 
(FAPIIS) 
If the total value of yom cmTently active grants, cooperative agreements, and 
procmement contracts from all Federal awarding agencies exceeds $10,000,000 for any 
period of time during the period of pe1fonnance of this Federal award, then you as the 
non-Federal entity recipient dming that period of time must maintain the cmTency of 
information repo1ted to the System for Award Management (SAM) that is made available 
in the designated integrity and perfo1mance system (clmently the Federal Awardee 
Perfo1mance and Integrity Info1mation System (F APIIS)) about civil, criminal, or 
administrative proceedings described in paragraph 2 of this award te1m and condition. 
This is a statutory requirement under section 872 of Public Law 110-417, as amended ( 41 
U.S.C. 2313). 

VI. Non-Federal Entity Responsibilities and Compliance with Federal 
Requirements 
The non-Federal entity is responsible for notifying DOS of any significant problems 
relating to the administrative, programmatic or financial aspects of the award. 

The non-Federal entity has full responsibility for the management of the project or 
activity suppmt ed under the award and for adherence to Federal regulations and the 
award te1ms and conditions. Although the non-Federal entity is encomaged to seek the 
advice and opinion of the GO and/or the GOR on special problems that may arise, such 
advice does not diminish the non-Federal entity' s responsibility for making pmdent and 
sound administrative judgments under the circumstances prevailing at the time the 
decision was made and should not in1ply that the responsibility for operating decisions 
has shifted to DOS. 

Non-Federal entity Key Personnel: 
Within thirty (30) days after the date of execution of the award, the non-Federal entity 
must furnish names, titles, and brief biographical sketches (if these have not been 
previously furnished), including info1mation on the education and experience of key 
personnel in charge of the award project and other key professional and supe1visory 
personnel; i.e., the members of the professional staff in a program supervismy position 
engaged for 01· assigned to duties under the award to the Grants Officer. The non-Federal 
entity must also provide similar info1mation for Executive officer personnel that may 
subsequently be assigned by the non-Federal entity to pe1fo1m duties in connection with 
the award. Any changes, prolonged absences, or significant adjustments of total time 
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devoted to the award project of any listed personnel should be brought to the attention of 
the GO and requires p1ior wlitten approval. 

Sub-Non-Federal entity Flow Down Requirement: 
In accordance with 2 CFR 330, te1ms and conditions flow down to all non-Federal entity 
subrecipients and contractors, and must be appropriately addressed in the perfomling 
organization's sub-award instlument. All cost reimbursement sub-awards (sub-grants, 
subconti·acts, etc.) are subject to those Federal cost principles applicable to the paiticular 
organization concerned. 

Admimsti·ative and Allowable Cost Requirements: 
All non-Federal entities shall comply with the following terms and conditions unless othe1wise 
specified in the award 

Ce1tain applicable Federal administi·ative standards ai·e incorporated by reference. Appropriate 
officials are made aware that elect1·01lic copies containing the complete text of the circulars are 
available on the Government P1inting office www.ecfr.gov website and specifically at: 
http://www.ecfr.gov/cgi-bin/text-idx?tpl=/ecfrbrowse/Title02/2cfr200 main 02.tpl 

In addition, all 2 CFR references are available on the Depaitment of State's website at: 
https://statebuy.state. gov. 

The principal investigator(s) or project director(s) shall receive a copy of the te1ms and 
conditions, including the award -specific requirements, and any subsequent changes in the te1ms 
and conditions. 

The appropriate non-Federal entity officials shall be made aware of the te1ms and conditions 
made available by DOS in electronic fonn at 
https://www.statebuy.state.gov/fa/Pages/Te1msandCo11ditions.aspx. These te1m and conditions 
may be duplicated, copied or othe1wise reproduced as appropriate. 

Tllis provision does not alter the non-Federal entity's full responsibility for conduct of the 
project and compliance with all terms and conditions. 

VII. Mandatory Disclosure 
Consistent with 2 CFR 200.113, the non-federal entity must disclose, in a timely manner, 
in wiiting to the Office of the Inspector General (OIG) for the Depa1tment of State, with 
a copy to the cogmzant Grants Officer, all violations of Federal criminal law involving 
fraud, bribe1y, or illegal gratuities potentially affecting the Federal award. 

Subrecipients must disclose, in a timely manner, in wiiting to the OIG and to the prime 
recipient (pass-through entity) all violations of Federal criminal law involving fraud, 
b1ibe1y, or illegal gratuities potentially affecting the Federal award. Failure to make 
required disclosures can result in any of the remedies described in 2 CFR 200.338 
"Remedies for Noncompliance", including suspension or debarment. 
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Fmward disclosures to: 

VIII. Confidentiality of Information 
Confidential infonnation, as used in this Provision, means: 

• Information or data of a personal nature about an individual that, if released, 
would constitute a clearly unwananted invasion of personal privacy. 

In addition to the types of confidential infonnation described above, info1mation which 
might require special consideration with regard to the timing of its disclosme may derive 
from studies or research, during which public disclosme of preliminary invalidated 
findings could create eIToneous conclusions, which might threaten public health or safety 
if acted upon. 

The Grants Officer and the 110n-Pederal entity may, by mutual consent, identify 
elsewhere in this award specific infonnation and/or categories of infmmation which the 
Government will furnish to the non-Federal entity or that the non-Federal entity is 
expected to generate which is confidential. Similarly, the Grants Officer and the non­
Federal entity may, by mutual consent, identify such confidential infonna6on from time 
to time dming the perfonnance of the agreement. 

If it is established that infonnation to be utilized under this award is subject to the Privacy 
Act, the non-Federal entity will follow the rnles and procedures of disclosure set fo1th in 
the Privacy Act of 197 4, and implementing regulations and policies, with respect to 
systems of records dete1mined to be subject to the Privacy Act. 

Under Recipient's policy as a public university, the results of work performed under this 
agreement must be publishable and agrees that Recipient and its employees and students 
engaged in work hereunder shall be free to present at symposia or professional meetings, and 
to publish in journals, theses or disse11ation, or otherwise of their own choosing, 

Notwithstanding anything herein to the contrary, Recipient agrees to submit manuscripts of 
proposed publicahons to the Grants Officer prior to publication for review to asce1tain that no 
confidential or proprieta1y info1mation has been inadve1iently disclosed by the proposed 
manuscript. A delay in publication for the Grants Officer to accomplish this review will be 
granted for thirty (30) days from receipt by the Grants Officer of such manuscript for review. 
In the event a patent application is being filed, Recipient agrees to an additional delay in 
publication for a period not to exceed one hundred twenty (120) days from the date the Grants 
OtlJ.cer first received said manuscript for review. 
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Whenever the non-Federal entity is unce1tain with regard to the proper handling of material 
under the Federal award, or if the material in question is subject to the Privacy Act or is 
confidential inf01mation subject to this Provision, the non-Federal entity shall obtain a written 
dete1mination from the Grants Officer prior to any release, disclosme, dissemination, or 
publication. 
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IX. Conflict of Interest and Federal Assistance Awards 
The non-Federal entity must maintain wiitten standards of conduct covering conflicts of interest 
and governing the performance of its employees engaged in the selection, award and 
administration of sub-awards and sub-contracts. No employee, officer, or agent may pa1iicipate 
in the selection, award, or administration of a sub-award or subcontract suppmted by a federal 
award if he or she has a real or apparent conflict of interest. Such a conflict of interest would 
arise when the employee, officer, or agent, any member of his or her immediate family, his or 
her pa1iner, or an organization which employs or is about to employ any of the parties indicated 
herein, has a financial or other interest in or a tangible personal benefit from another non-federal 
entity considered for a sub-award or subcontract. The officers, employees, and agents of the non­
Federal entity must neither solicit nor accept gratuities, favors, or anything of moneta1y value 
from sub non-Federal entities, subcontractors, or pa1ties to sub-awards and subcontracts. 
However, non-Federal entities may set standards for situations in which the financial interest is 
not substantial or the gift is an unsolicited item of nominal value. The standards of conduct must 
provide for disciplina1y actions to be applied for violations of such standards by officers, 
employees, or agents of the non-Federal entity. 

If the non-Federal entity has a parent, affiliate, or subsidia1y organization that is not a state, local 
government, or Indian tribe, the non-Federal entity must also maintain wiitten standards of 
conduct cove1ing organizational conflicts of interest. Organizational conflicts of interest are 
those where, because of relationships with a parent company, affiliate, or subsidia1y 
organization, the non-Federal entity is unable or appears to be unable to be impa1iial in 
conducting an award or procurement action involving a related organization. 

The non-Federal entity must disclose in writing any potential conflict of interest to the Federal 
awarding agency or pass-through entity. If the effects of the potential or actual conflict of 
interest cannot be avoided, neutralized, or mitigated before award, the employee, officer or 
agent must recuse themselves from pa1ticipating in the award. Where there is an organizational 
conflict, the prospective non-Federal entity is not eligible for the award. 

If a potential or actual conflict of interest is identified after award and the effects cannot be 
avoided, neutralized or mitigated, the Federal awarding agency will te1minate the award unless 
continued perfo1mance is dete1mined to be in the best interest of the Federal government. 

X. Liability 

The non-Federal entity (ASU) will be responsible for its own negligent acts and omissions and the 
negligent acts and omissions of its agents, employees, and authorized servants during the 
perfo1mance of the award. The non-Federal entity wanants that it is self-insured pursuant to State 
of Arizona law as provided under Arizona Revised Statutes Sections 41-621 et seq. and thereby 
maintains coverage for liabilities arising from the acts or omissions of its employees. The non­
Federal entity is subject to the statutmy requirements imposed by Worker's Compensation law 
within the State of Arizona. Nothing in this statement shall be constrned as enlarging the 
responsibility or liability of the non-Federal entity beyond that permitted by the laws of the State 
of Ai·izona. 

7 

PRR23-198 _ 0313 



Notification of Award for Similar Program 
The non-Federal entity must immediately provide written notification to the Grants Officer 
Representative and the Grants Officer in the event that, subsequent to an award, other Federal 
financial assistance is received relative to that pruticular project award. 

Protocol and Decornm 
Dming the tenn of an award, the non-Federal entity will be associated with the Government in 
such a manner that the non-Federal entity's actions will reflect upon the Government and the 
United States. Therefore, the non-Federal entity will be held accountable for appropriate protocol 
and deconun during the awru·d period of perf01mance. 

XI. Financial Management System (FMS) Requirements 
Non-Federal entities must adhere to the Code of Federal Regulations (2 CFR 200 
Subpait D) standru·ds for financial management systems and methods for making 
payments, and mies for satisfying cost sharing and matching requirements, accounting 
for program income, budget revision approvals, making audits, dete1mining allowability 
of costs, and establishing funds availability. 

XII. Payments 
Payment methods shall minimize the time elapsing between the transfer of funds from the 
U.S. Treasmy and the issuance or redemption of checks, wanants, or payment by other 
means by the non-Federal entities. Payment methods of State agencies or 
instrumentalities shall be consistent with Treasmy-State Cash Management Improvement 
Act (C:MIA) agreements or default procedures codified at 31 CFR Part 205. Approval of 
payment requests will be based on the Recipient's progress towards achieving the award 
objectives, the amount of unexpended cash on-hand as rep01ted in the SF-425 and SF-270. and 
the Recipient's adherence to the tenns and conditions of the award. paiticularly in te1ms of timely 
submission ofrequired financial. program and other rep011s. Delinquency in submitting repo1ts 
may result in payment delays. 

Advances. 
Non-Federal entities may be paid in advance, provided they maintain or demonstrate the 
willingness to maintain: 

1. Written procedmes that minimize the time elapsing between the transfer of fimds and 
disbursement by the non-Federal entity, and 

2. Financial management systems that meet the standards for fund control and 
accountability as established in 2 CFR Pa1ts 200 and 600 

Requirements and Procedures. 
Whenever possible, advances shall be consolidated to cover anticipated cash needs for all 
awards made by the Deprutment of State to the non-Federal entity. 

In order of preference, advance payment mechanisms include: 
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1. Electronic funds transfer (EFT) via the Department of Health & Human Services 
(HHS) Payment Management System (PMS): 

2. Department of State-issued electronic funds transfers (EFT); and 
3. Treasmy check. 

The Depa1tment must auth01ize payment by a means other than through PMS. 

Fonns. 
Unless otherwise specified in these Tenns and Conditions, only the following fonns shall 
be authorized for the non-Federal entities in requesting advances and reimbursements. 
The Department shall not require more than an original and two copies. 

1. SF- 270, Request for Advance or Reimbursement. Requests for Treasmy check 
advance payment shall be submitted on SF-270, -Request for Advance or 
Reimbursement, or other forms as may be authorized by 0MB. This form is not to be 
used when Treasmy check advance payments are made to the non-Federal entity 
automatically through the use of a predetermined payment schedule or if precluded by 
special Department of State instructions for electronic funds transfer. 

2. Payments under the award will be made through the U.S. Department of Health and 
Human Services Payment Management System (PMS-SMARTLINK). PMS­
SMARTLINK can also be accessed at the following address: 
http://www.dpm.psc.gov. 

If the non-Federal entity needs fmther assistance, they are to contact the GO identified on 
fonn DS-1909. Non-Federal entities should request funds based on immediate 
disbursement requirements and disburse funds as soon as possible to minimize the 
Federal cash on hand in accordance with the policies established by the U.S. Treasmy 
Depa1tment and mandated by 0MB. 

XIII. Prior Approval Requirements 
For non-construction Federal awards, non-Federal entities must request prior approvals from 
Federal awarding agencies for one or more of the following program or budget-related reasons: 
(a) The disengagement from the project for more than three months, or a 25 percent reduction in 
time devoted to the project, by the approved project director or principal investigator. (b) The 
inclusion, unless waived by the Federal awarding agency, of costs that require prior approval. (c) 
The tr·ansfer of funds budgeted for participant support costs as defined in § 200. 7 5 "Pa1ticipant 
support costs" to other categories of expense. ( d) Unless described in the application and funded 
in the approved Federal awards, the sub-awarding, tr·ansfen-ing or contr·acting out of any work 
under a Federal award. This provision does not apply to the acquisition of supplies, material, 
equipment or general supp01t se1vices. (e) Changes in the approved cost-sharing or matching 
provided by the non-Federal entity. No other prior approval requirements for specific items may 
be imposed unless an exception has been approved by 0MB. (f) Rebudgeting more than 10% of 
the total approved award between direct cost categories. 
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XIV. Period of Availability of Funds 
The project period of the award is indicated on the award cover sheet (Fonn DS-1909). 
The non-Federal entity may charge to the award only allowable costs resulting from 
obligations incuffed during the project period. However, the funds shall be available­
baning cancellation of the relevant appropriation-- for closeout activities that occur after 
the project period, and the non-Federal entity shall liquidate all obligations inclmed 
under the award no later than 90 days after the project period. 

XV. Indirect Costs 
Indirect costs will not be allowable charges against this award unless specifically included as a 
line item in the approved budget for this award. 

Indirect cost recove1y for any actual indirect costs incuned by the non-Federal entity which are 
greater than the indirect cost line item in the approved award budget is limited up to the award 
amount. 

A non-profit organization which has not previously established an indirect cost rate with a 
Federal agency, that believes the DOS should be its cognizant agency, shall submit its initial 
indirect cost proposal immediately after the organization is advised that an award will be made 
and, in no event, later than three months after the effective date of the award. For all NICRA and 
indirect rate inquiries please contact AQM-NICRA@state.gov . 

If a dispute arises in a negotiation of an indirect cost rate between DOS and the non­
Federal entity, the dispute shall be resolved in accordance with the appeals procedures of 
the Department of State, Office of Acquisition Management (A/LM/AQM). 

XVI. Publication for Professional Audiences 
Any publications or articles resulting from the award must acknowledge the suppo1t of 
the Department of State and include a disclaimer of official endorsement as follows: 
"This [article] was funded [in pa1t] by a grant from the United States Depa1tment of 
State. The opinions, findings and conclusions stated herein are those of the author[ s] and 
do not necessarily reflect those of the United States Depaitment of State". The non­
Federal entity must ensure that this disclaimer be included on all brochures, flyers, 
posters, billboards, or other graphic a1twork that are produced under the tenns of the 
award. 

XVII. Branding and Marking Strategy 
The Recipient shall recognize the United States Government's funding for activities 
specified under this award at the project site with a graphic of the U.S. flag accompanied 
by one of the following two phrases based on the level of funding for the award: 

1) Fully funded by the award: 'Gift of the United States Government' 
2) Pa1tially funded by the award: 'Funding provided by the United States Government' 
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Exemptions from this requirement may be allowable but must be agreed to in writing by 
the Grants Officer. 

All programs, projects, assistance, activities, and public communications to foreign 
audiences, pa1tially or fully funded by the Department, should be marked appropriately 
overseas with the standard U.S. flag in a size and prominence equal to (or greater than) 
any other logo or identity. The requirement does not apply to the Recipient's own 
corporate communications or in the United States. 

The Recipient should ensure that all publicity and promotional materials underscore the 
sponsorship by or paitnership with the U.S. Government or the U.S. Embassy. The Recipient 
may continue to use existing logos or program materials; however, a standai·d rectangular U.S. 
flag must be used in conjunction with such logos. 

The U.S. flag may replace or be used in conjunction with the Depa1tment of State seal, the U.S. 
embassy seal, or other DOS program logos. 

Sub non-Federal entities and subsequent tier sub-awai·d agreements are subject to the marking 
requirements and the non-Federal entity shall include a provision in the sub non-Federal entity 
agreement indicating that the standard, rectangular U.S. flag is a requirement. 

In the event the non-Federal entity does not comply with the marking requirements as established 
in the approved assistance agreement, the Grants Officer Representative and the Grants Officer 
must initiate co1Tective action with the Non-Federal entity. 

XVIII. Travel 
All Federal Government-financed international air transp01tation must be accomplished 
by U.S. Flag air caniers or U.S. code sharing to the extent that service by those caITiers is 
available. These circumstances are outlined below: 

1. The United States - European Open Skies Air Transp01t Agreement (U.S.-E.U. Open 
Skies Agreement) is a bilateral/multilateral agreement that allows federal funded 
transp01tation services to use foreign air caniers under specific circumstances. Due to 
recent modifications to the U.S. - E.U. Open Skies Agreement, the Depa1tment's travel 
policy has been amended. 

2. The modified agreement allows travelers to: 
a. Use EU caniers if the travelers are not eligible to use City Pair Fares. Examples 

would be non-Federal entities and sub non-Federal entities of Federal Awards 
traveling between points not reflected in the approved Federal Award budget. 

b. Use EU caniers between points in the United States and points OUTSIDE of the 
EU when there is no City Pair Fare on the route or the traveler is not eligible to 
use the fare. In essence, this allows travelers to compare costs and select between 
an EU and U.S. flag canier when the flight originates, aITives in, or stops in any 
of the EU countiies. 
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c. For additional infonnation regarding these issues, we invite the non-federal entity 
to review the frequently asked questions posted on our A/LM website at 
http: //almopst tm. a . state . gov/EU OPEN SKI ES AMENDMENT FAQ . asp or 
contact "Transpor t a tionQuery@st a t e . g ov . " 

For infonnation on other "open skies" agreements into which the United States has entered, 
please refer to GSA's website at http://www.gsa.gov/p01tal/content/l03 l91. 

Refer to the electronic Code of Federal Regulations as codified published in Title 41 CFR 
301.10, "Public Contracts and Prope1ty Management, Transpmtation Expenses" to obtain 
entire Fly America Act regulatmy guidance on following website address: 
www.gpoaccess.gov/ cfr/index.html 

XIX. Prohibition Against Assignment 
Notwithstanding any other provision of an award, the non-Federal entity must not transfer, 
pledge, m01tgage, or othe1wise assign the award, or any interest therein, or any claim arising 
thereunder, to any pa1ty or pa1ties, bank trnst companies, or other financing or fmancial 
institutions. 

XX. Monitoring and Reporting Requirements 
Monitoring 
The non-Federal entity is responsible for oversight of the operations of the Federal award 
suppo1ted activities. The non-Federal entity must monitor its activities under Federal 
awards to assure compliance with applicable Federal requirements and performance 
expectations are being achieved. Monitoring by the non-Federal entity must cover each 
program, function or activity. Per Section 2 CFR 200.328 http://www.ecfr.gov/cgi­
bin/text-idx?node=2:1.1.2.2.1#se2.1.200 1328 . 

Annual Reconciliation of Continuing Assistance Awards. DOS must reconcile multi­
year awards at least annually and evaluate program peif onnance and financial reports. 
Items to be reviewed include a comparison of the non-Federal entity's work perf01mance 
to its progress rep01ts and project expenditures. See Section 7 of the U.S. Depa1tment of 
State Award Specific Provisions for details regarding repmting and monitoring. 

Federal F1mding Accountability and Transparency Act (FF ATA) Repo1ting Procedures 
Awards that are deemed ' sensitive' and therefore do not require FF ATA repo1ting will be 
designated by a provision in Section 7 of the U.S. Depa1tment of State Award Specific 
provisions stating that this award is not subject to the Federal Funding Accountability and 
Transparency Act (FFATA) sub-award rep01ting requirements as outlined in the Office of 
Management and Budgets (0MB) guidance issued August 27, 2010. 

Reporting of first-tier sub awards. 
1. Applicability. Unless the non-Federal entity is exempt as provided under exemptions 

of this award te1m, the non-Federal entity must repmt each action that obligates 
$25,000 or more in Federal fimds that does not include Recove1y funds (as defmed in 
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section 1512(a)(2) of the American Recove1y and Reinvestment Act of 2009, Pub. L. 
111-5) for a sub award to an entity (see definitions of this award tenn). 

2. Where and when to repo1t. 
i. You must repo1t each obligating action described in paragraph a. l. of this award 
te1m to http://www.fsrs.gov. 
ii. For sub award inf01mation, rep01t no later than the end of the month following the 
month in which the obligation was made. (For example, if the obligation was made on 
November 7, 2010, the obligation must be reported by no later than December 31, 
2010.) 

3. What to rep01t. The non-Federal entity must report the inf01mation about each 
obligating action that the submission instrnctions posted athttp://www.fsrs.gov 
specify. 

Reporting Total Compensation of Non-Federal entity Executives. 
1. Applicability and what to repo1t. the non-Federal entity must repo1t total 

compensation for each of the five most highly compensated executives for the 
preceding completed fiscal year, if -
1. the total Federal funding auth01ized to date under this award is $25,000 or more; 
11. in the preceding fiscal year, the non-Federal entity received-

(A) 80 percent or more of the annual gross revenues from Federal procurement 
contracts (and subcontracts) and Federal financial assistance subject to the 
Transparency Act, as defined at 2 CFR 170.320 (and sub awards); and 
(B) $25,000,000 or more in annual gross revenues from Federal procurement 
contracts (and subcontracts) and Federal financial assistance subject to the 
Transparency Act, as defined at 2 CFR 170.320 (and sub awards); and 
(C) The public does not have access to info1mation about the compensation of 
the executives through pe1iodic rep01ts filed under section 13( a) or 15( d) of the 
Securities Exchange Act of 1934 (15 U.S.C. 78m(a), 78o(d)) or section 6104 of 
the Internal Revenue Code of 1986. (To detennine if the public has access to the 
compensation information, see the U.S. Security and Exchange Commission total 
compensation filings at http://www.sec.gov/answers/execomp .htm.) 

2. Where and when to rep01i. The non-Federal entity must rep01t executive total 
compensation described in paragraph 1. of this award te1m: 
i. As pa1t of your registration profile athttp:www.sam.gov. 
ii. By the end of the month following the month in which this award is made, and 
annually thereafter. 

Reporting of Total Compensation of Sub non-Federal entity Executives. 
1. Applicability and what to repo1t. Unless the non-Federal entity is exempt as provided 

in exemptions of this award te1m, for each first-tier sub non-Federal entity under this 
award, the non-Federal entity shall repo1i the names and total compensation of each 
of the sub non-Federal entity's five most highly compensated executives for the sub 
non-Federal entity's preceding completed fiscal year, if-
i. in the sub non-Federal entity's preceding fiscal year, the sub non-Federal entity 
received-
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A 80 percent or more of its annual gross revenues from Federal procurement 
contracts (and subcontracts) and Federal financial assistance subject to the 
Transparency Act, as defined at 2 CFR 170.320 (and sub awards); and 
B. $25,000,000 or more in annual gross revenues from Federal procurement 
contracts (and subcontracts), and Federal financial assistance subject to the 
Transparency Act (and sub awards); and 
C. The public does not have access to information about the compensation of 
the executives through periodic repmts filed under section 13(a) or 15(d) of the 
Securities Exchange Act of 1934 (15 U.S.C. 78m(a), 78o(d)) or section 6104 of the 
Internal Revenue Code of 1986. (To detennine if the public has access to the 
compensation infmmation, see the U.S. Security and Exchange Commission total 
compensation filings at http://www.sec.gov/answers/execomp.htm.) 

2. Where and when to repo1t. The non-Federal entity must repo1t sub non-Federal 
entity executive total compensation described in paragraph 1. of this award te1m: 

i. To the non-Federal entity. 
ii. By the end of the month following the month during which the sub award is 
made. For example, if a sub award is obligated on any date dming the month of 
October of a given year (i.e., between October 1 and 31), the non-Federal entity must 
repo1t any required compensation infmmation of the sub non-Federal entity by 
November 30 of that year. 

Exemptions 
If, in the previous tax year, gross income, from all sources, was under $300,000, the non­
Federal entity are exempt from the requirements to repmt: Sub awards; and the total 
compensation of the five most highly compensated executives of any sub non-Federal 
entity. 

Definitions. 
For purposes of this award term: 
1. Entity means all of the following, as defined in 2 CFR pa.it 25: 

i. A Governmental organization, which is a State, local government, or Indian tribe; 
ii. A foreign public entity; 
iii. A domestic or foreign nonprofit organization; 
iv. A domestic or foreign for-profit organization; 
v. A Federal agency, but only as a sub non-Federal entity under an award or sub 

award to a non-Federal entity. 
2. Executive means officers, managing pa1tners, or any other employees in management 

positions. 
3. Sub award: 

1. This te1m means a legal instrnment to provide support for the perfmmance of any 
po1tion of the substantive project or program for which you received this award 
and that you as the non-Federal entity award to an eligible sub non-Federal entity. 

u. The term does not include your procurement of prope1ty and services needed to 
cany out the project or program. 

Ill. A sub awai·d may be provided through any legal agreement, including an 
agreement that you or a sub non-Federal entity considers a contract. 
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4. Sub non-Federal entity means an entity that: 
i. Receives a sub-award from you (the non-Federal entity) under this award; and 

ii. Is accountable to you for the use of the Federal funds provided by the sub award. 
5. Total compensation means the cash and noncash dollar value earned by the executive 

during the non-Federal entity's or sub non-Federal entity' s preceding fiscal year and 
includes the following (for more info1mation see 17 CFR 229.402(c)(2)): 
1. Sala1y and bonus. 

u. Awards of stock, stock options, and stock appreciation rights. Use the dollar 
amount recognized for financial statement repmting purposes with respect to the 
fiscal year in accordance with the Statement of Financial Accounting Standards 
No. 123 (Revised 2004) (FAS 123R), Shared Based Payments. 

m. Earnings for services under non-equity incentive plans. This does not include 
group life, health, hospitalization or medical reimbursement plans that do not 
discriminate in favor of executives, and are available generally to all salaried 
employees. 

1v. Change in pension value. This is the change in present value of defined benefit 
and actuarial pension plans. 

v. Above-market earnings on defe1Ted compensation which is not tax-qualified. 
v1. Other compensation, if the aggregate value of all such other compensation ( e.g. 

severance, termination payments, value of life insurance paid on behalf of the 
employee, perquisites or prope1ty) for the executive exceeds $10,000. 

XX.I. Post-Award Requirements for Closeout 
Closeout procedures require: 
1. submission by the grant non-Federal entity of final financial and program repo1ts within 

ninety (90) calendar days after the project period end date; 
2. reconciliation of all cost or expenditure discrepancies; 
3. prompt payment of allowable costs; 
4. immediate collection of any unexpended funds or disallowed costs; 
5. de-obligation of excess funds; and 
6. disposition of prope1ty and/or equipment acquired under the award. 

The non-Federal entity must make eve1y effo1t to obtain its Final Indirect Rate from its 
cognizant agency. The settlement for any upward or downward adjustment to the 
Federal share of costs for provisional NICRA rates are based on the non-Federal entity's 
submission of its Final SF-425 and, for rate increases, the availability of funds remaining 
in the award obligation. Umecovered indirect costs may be considered cost share or 
matching with plior approval of the Grants Officer. Note that the non-Federal entity 
must be able to substantiate any cost share. 

If the non-Federal entity organization does not have its Final Indirect Rate within 12 
months after the end of the project period end date, the Grants Officer shall proceed with 
close-out after which all funds remaining in the obligation shall be de-obligated. 
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XXII. Retention and Access Requirements for Records 
The non-Federal entity must maintain financial records, suppmting documents, statistical 
records, and all other records pertinent to an award for a period of three years from the 
date of submission of the final expenditure repmt. Exceptions to the three-year rnle are 
referenced in 2 CFR 200.333. For awards that are renewed quarterly or annually, the 
retention period is from the date of the submission of the qua1terly or annual financial 
repo1t as authorized by the Depa1tment. The Depaitment must request transfer of ce1tain 
records to its custody from non-Federal entities when it detennines that the records 
possess long-te1m retention value. However, in order to avoid duplicate record.keeping, 
DOS may anange for non-Federal entities to retain any records that are continuously 
needed for joint use. 

Timely and Umestricted Access. DOS authorized officials, the Inspector General, 
Comptroller General, or any of their duly authorized representatives have the right of 
timely and umestricted access to any books, documents, papers, or other records of non­
Federal entities that are pe1tinent to the award, in order to make audits, examinations, 
exce1pts, transcripts, and copies of such documents. This right also includes timely and 
reasonable access to a non-Federal entity' s personnel for the pmpose of interview and 
discussion related to such documents. The lights of access in this paragraph are not 
limited to the required retention period, but must last as long as records ai·e retained. 

XXIII. Audits 
For all DOS awards to a U.S. based non-federal entity, regardless of business type, the 
non-Federal entities are subject to the audit requirements found in 2 CFR Pait 200 
Subpa1t F. In addition, the non-Federal entities are subject to the audit requirements 
found in the Single Audit Act of 1984, 31 U.S.C. 7501-7507. 

Non-Federal entities that expend $750,000 or more in a year in Federal awards must have 
a single or program-specific audit conducted for that year in accordance with the revised 
circular. 

The fuspector General or any of his or her duly authmized representatives shall have 
access to any pe1tinent books, documents, papers and records of the non-Federal entity. 
Information accessible to the fuspector General includes wiitten, printed, recorded, 
produced, or reproduced by any mechanical, magnetic, or other process or medium. DOS 
reserves the right to make audits, inspections, exce1pts, transcriptions or other 
examinations as authmized by law of the non-Federal entities' documents and facilities. 

The data collection f01m and the repo1ting package shall be submitted electronically to 
the Federal Audit Clea1inghouse (https://harvester.census.gov/sac ). 

DOS and its authorized representatives have the legally enforceable right to examine, 
audit, and copy, at any reasonable time, all records in DOS possession pe1taining to the 
award. 
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Audits of Foreign Non-Federal entity Organizations 
All Foreign organizations that expend $750,000 or more in a fiscal year in Federal awards must 
perfo1m an independent, non-Federal entity-contracted Single Audit or Program Specific Audit. 

Program-specific Audit - means an audit of one Federal award program. Single Audit - means 
an audit which includes both the entity's financial statements and the Federal Awards to be 
conducted in accordance with Generally Accepted Government Auditing Standards (GAGAS). 

The audits must be independently and professionally executed in accordance with GAGAS either 
prescribed by a government's Supreme Audit Institution with auditing standards approved by the 
Comptroller General of the United States, or in accordance with the host countly's laws or 
adopted by the host country's public accountants or associations of public accountants, together 
with generally accepted international auditing standards. However, foreign entity audits 
consistent with International Standards for Auditing or other auditing standards are acceptable 
with the Grants Officer's approval. 

For sub-non-Federal entities expending $750,000 or more in Depa11ment of State award funding 
dming their fiscal year, Department of State standard audit provisions require that P1ime non­
Federal entities ce1tify that audits of sub-non-Federal entities are perfo1med annually and 
according to the standards described above. 

The cost of audits may be charged either as an allowable direct cost to the award, or included in 
the organizations established indirect costs in the award's detailed budget. 

XXIV. Debarment and Suspension 
Deba1ment and suspension are discretiona1y actions that, taken in accordance with this 
subpa1t, are appropriate means to effectuate this policy. 

1. The se1ious natme of debaiment and suspension requires that these sanctions be 
imposed only in the public interest for the Government' s protection and not for 
purposes of punishment. Agencies shall impose debaiment or suspension to protect 
the Government' s interest and only for the causes and in accordance with the 
procedures set fo1th in 2 CFR Part 180 subpait s A Through I and 2 CFR Part 601. 

2. When more than one agency has an interest in the debarment or suspension of a non­
Federal entity, the lnteragency Committee on Debaiment and Suspension, established 
under Executive Order 12549, and authorized by Section 873 of the National Defense 
Authorization Act, 2009 (P. L. 110-417), shall resolve the lead agency issue and 
coordinate such resolution among all interested agencies prior to the initiation of any 
suspension, debarment, or related adminisu-ative action by any agency. 

The non-Federal entity ce1tifies to the best of its knowledge and belief that it and its 
principals: 
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1. Are not presently debai.Ted, suspended, proposed for disba1ment, declai·ed ineligible, 
or volunta1ily excluded from covered transactions by any Federal depaitment or 
agency; 

2. Have not within a three-year period preceding this application been convicted of or 
had a civil judgment rendered against them for commission of fraud or a criminal 
offense in connection with obtaining, attempting to obtain, or perf01ming a public 
(Federal, State, or local) transaction or contract under a public transaction; violation 
of Federal or State antitrust statutes or commission of embezzlement, theft, forgery, 
bribe1y, falsification or destrnction of records, making false statements, or receiving 
stolen property; 

3. Are not presently indicted for or othe1wise criminally or civilly charged by a 
governmental entity (Federal, State, or local) with commission of any of the offenses 
enumerated; and 

4. Have not within a three-year period preceding this application had one or more public 
transactions (Federal, State, or local) te1minated for cause or default. 

Where the prospective primaiy paiticipant is unable to ce1tify to any of the statements in 
this ce1tification, such prospective prima1y pa1ticipant shall attach an explanation to this 
award. 

XXV. Termination 
Awards may be te1minated in whole or in pa1t if any of the circumstances stated below 
apply: 

National Security or Foreign Policy Interests 
By DOS, if at any time DOS dete1mines that continuation of all or part of the funding for a 
program should be suspended or te1minated because such assistance is not consistent with the 
national secmity or foreign policy interests of the United States, or would be in violation of an 
applicable law. In such cases, DOS may, following notice to the non-Federal entity, suspend or 
tetminate the award in whole or in pa1t and prohibit the non-Federal entity from incmTing 
additional obligations chargeable to the award other than those costs specified in the notice of 
suspens10n. 

By Mutual Agreement 
When DOS wishes to tetminate a project, the GO will issue, in writing, a te1mination 
notice to the non-Federal entity' s authorized representative with a copy to the project 
manager and the GOR. The non-Federal entities may te1minate their perfotmance of a 
project in whole or in pa1t. When both patties agree that continuation of the project 
would not produce results commensmate with fmther expenditure of funds or for any 
other reason, the award may be te1minated by mutual consent. The non-Federal entities 
may tenninate the project after the authorized representative advises the GO in writing; 
and concunently sends a copy to the GOR. Within 30 days after receipt of a request by 
either paity for tetmination by mutual agreement, the other patty will provide an 
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appropriate wiitten response. The two pa1ties must agree upon the te1mination 
conditions, including the effective date, and, in the case of pa1tial tennination, the po1tion 
to be te1minated. The non-Federal entity must not incur new obligations for the 
te1minated portion after the effective date and must cancel as many outstanding 
obligations as possible. DOS will allow full credit to the non-Federal entities for the 
Federal Share of the obligations that cannot be cancelled properly incurred by the non­
Federal entities prior to termination. 

For Cause 
DOS reserves the right to te1minate the award in whole or in part at any time before the 
project period end date, whenever it is dete1mined that the non-Federal entities have 
failed to comply with the conditions of the award. However, if DOS determines in the 
case of paitial te1mination that the reduced or modified po1tion of the award will not 
accomplish the purposes for which the award was made, it may te1minate the award in its 
entirety. 

DOS must promptly notify the non-Federal entities in writing of the detennination and reasons 
for the te1mination, together with the effective date. Payments made to non-Federal entities or 
recoveries by DOS awards te1minated for cause must be in accordance with the legal rights and 
liabilities of the paities. 

XXVI. Certification Regarding Lobbying 
As required by Section 1352, Title 31 of the U.S. Code, and implemented at 2 CFR Pait 418, for 
persons entering into a grant or cooperative agreement over $100,000, the applicant ce1tifies, to 
the best of his or her knowledge and belief, that: 

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of the 
undersigned, to any person for influencing or attempting to influence an officer or employee 
of any agency, a Member of Congress, an officer or employee of Congress, or an employee 
of a Member of Congress in connection with the awarding of any Federal contract, the 
making of any Federal Cooperative Agreement, the making of any Federal loan, the entering 
into of any cooperative agreement, and the extension, continuation, renewal, amendment or 
modification of any Federal contract, grant, loan, or cooperative agreement. 

2. If any funds other than Federal appropriated funds have been paid or will be paid to any 
person for influencing or attempting to influence an officer or employee of any agency, a 
Member of Congress, an officer or employee of Congress, or an employee of a Member of 
Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the 
undersigned shall complete and submit Standard Fo1m-LLL, "Disclosure of Lobbying 
Activities," in accordance with its instrnctions. 

3. The undersigned shall require that the language of this certification be included in the award 
documents for all sub-awai·ds at all tiers (including subcontracts, sub-grants, and contracts 
under grants, loans, and cooperative agreements) and that all non-Federal entities shall ce1tify 
and disclose accordingly. This certification is a material representation of fact upon which 
reliance was placed when this transaction was made or entered into. Submission of this 
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ce1tification is a prerequisite for making or entering into this transaction imposed by section 
1352, title 31, United States Code. Any person who fails to file the required ce1tification shall 
be subject to a civil penalty of not less than $10,000 and not more than $100,000 for each 
such failure. 

XXVII. Section 504 of the Rehabilitation Act 
Section 504 of the Rehabilitation Act provides that no otherwise qualified individual with 
a disability in the United States, shall, solely by reason of his/her disability, be excluded 
from the paiticipation in, be denied the benefits of, or be subjected to discrimination 
under any program or activity receiving federal assistance. A non-Federal entity of 
federal financial assistance must provide programs and services in a manner that does not 
discriminate based on disability and ensures equal access and oppo1tunity for people with 
disabilities. 

For the purpose of Section 504, the te1m individual with a disability means any person who (a) 
has a physical or mental impairment which substantially limits one or more of such person's 
major life activities, (b) has a record of such impairment, or ( c) is regarded as having such 
impai1ment. 

XXVIII. Awards to Faith-Based and Community Organizations 
The non-Federal entity may not discriminate against any beneficia1y or prospective 
beneficiaiy under this award on the basis of religion or belief: 

Accordingly, in providing services suppo1ted in whole or in pa1t by this agreement or in 
its outreach activities related to such services, the non-Federal entity may not 
discriminate against cunent or prospective program beneficiaries on the basis of religion, 
a religious belief, a refusal to hold a religious belief, or a refusal to attend or participate in 
a religious practice. 

Unless specifically authorized by the Depaitment of State, non-Federal entities that 
engages in explicitly religious activities, including activities that involve ove1t religious 
content such as worship, religious instruction, and proselytization, must perfo1m such 
activities and offer such services at a different time or location from any programs or 
services directly funded by this award, and participation by beneficiaries in any such 
explicitly religious activities must be volunta1y. 

If the non-Federal entity makes sub-awards under this agreement, faith-based organizations 
should be eligible to pa1ticipate on the same basis as other organizations, and should not be 
discriminated against on the basis of their religious chai·acter or affiliation. 

XXIX. Religious Persecution 
The non-Federal entity must ensure that its personnel take into account in their work the 
considerations reflected in the International Religious Freedom Act concerning countly-specific 
conditions, the right to freedom of religion, methods of religious persecution practiced in foreign 
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countries, and applicable distinctions within a country between the nature of and tr·eatment of 
va1ious religious practices and believers. 

XXX. Prohibition on Abortion Related Activities 
The Recipient agrees that none of the funds provided by this award shall be used to issue grant 
funds to lobby for or against abortion. The recipient agrees that none of the funds provided by 
this award shall be used to pay for the perfonnance of ab01tion as a method of family planning or 
to motivate or coerce any person to practice abortions. 

XXXI. Minority Business Participation, Executive Order 12432 
In accordance with Executive Order 12432, Minolity Business Enterprise Development, 
DOS encourages the non-Federal entities to utilize minority business enterplises in the 
pe1fo1mance of the award. When contracting for any supplies, services, research, or 
constmction under the award, the non-Federal entities must make their best effo1ts to 
solicit bids, proposals, or quotations from min01ity business enterprises. 

A min01ity business enterprise is defined as a business that is at least 51 percent owned 
by one or more minolity individuals, or in the case of any publicly owned business, at 
least 51 percent of the voting stock is owned by one or more minority individuals. The 
daily business operations are likewise managed by a minority owner. A minority 
individual is defined as a US. citizen who has been subjected to racial or ethnic prejudice 
or cultural bias because of his or her identity as a member of this group without regard to 
his or her individual qualities. Such groups include, but are not limited to: Black 
[African] Americans, Hispanic Americans, Native Americans, and Asian-Pacific 
Americans. 

XXXI. Trafficking in Persons 
1. Provisions applicable to any recipient. 

1. You must infonn us immediately of any info1mation you receive from any source 
alleging a violation of a prohibition in paragraph a .1 of this award te1m. 

2. Our right to te1minate unilaterally that is described in paragraph a.2 orb of this 
section: 

Implements section 106(g) of the Trafficking Victims Protection Act of 
2000 (TVPA), as amended (22 US.C. 7104(g)), and 

1. Is in addition to all other remedies for noncompliance that are available to us 
under this award. 

2. You must include the requirements of this award te1m in any subaward you make to a 
private entity. 

3. Provisions applicable to a recipient that is a private entity. 
1. You as the recipient, your employees, subrecipients under this award, and 

subrecipients' employees may not-
1. Engage in severe fo1ms of trafficking in persons during the period of time 

that the award is in effect; 
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11. Procure a commercial sex act during the period of time that the award is in 
effect; or 

111. Use forced labor in the perfonnauce of the award or subawards U11der the 
award. 

2. We as the Federal awarding agency may unilaterally terminate this award, without 
penalty, if you or a subrecipient that is a private entity-
1. Is detennined to have violated a prohibition in paragraph a. I of this award 

term; or 
11. Has au employee who is detennined by the agency official authorized to 

terminate the award to have violated a prohibition in paragraph a.1 of this 
award te1m through conduct that is either-

1. Associated with performance under this award; or 
2. Imputed to you or the subrecipient using the standards and due 

process for imputing the conduct of an individual to an organization 
that are provided in 2 CFR pa1t 180, "OMB Guidelines to Agencies 
on Government-wide Deba1ment and Suspension (Non­
procurement)," as implemented by om agency at 2 CFR pa1t 376. 

4. Provision applicable to a recipient other than a private entity. We as the Federal 
awarding agency may unilaterally te1minate this award, without penalty, if a subrecipient 
that is a private entity-

1. Is dete1mined to have violated an applicable prohibition in paragraph a.I of this 
award term; or 

2. Has an employee who is determined by the agency official authorized to tenninate 
the award to have violated an applicable prohibition in paragraph a.1 of this award 
tenn through conduct that is either-
ii. Associated with perfo1mance under this award; or 

3. Imputed to the subrecipient using the standards and due process for imputing the 
conduct of an individual to au organization that are provided in 2 CFR part 180, 
"OMB Guidelines to Agencies on Government-wide Deba1ment and Suspension 
(Non-procurement)," as implemented by our agency at 2 CFR pa1t 376. 

5. Definitions. For purposes of this award term: 
1. "Employee" means either: 

An individual employed by you or a subrecipient who is engaged in the 
performance of the project or program under this award; or 

1. Another person engaged in the perfonnance of the project or program U11der 
this award and not compensated by you including, but not limited to, a 
volunteer or individual whose se1vices are conttibuted by a third party as au 
in-kind contribution toward cost sharing or matching requirements. 

2. "Forced labor" means labor obtained by any of the following methods: the 
recmittnent, harboring, transportation, provision, or obtaining of a person for labor 
or services, through the use of force, fraud, or coercion for the purpose of 
subjection to involunta1y se1vitude, peonage, debt bondage, or slave1y. 

3. "Private entity": 
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Means any entity other than a State, local government, Indian tribe, or 
foreign public entity, as those tem1s are defined in 2 CFR 175.25. 

1. Includes: 
1. A nonprofit organization, including any nonprofit institution of higher 

education, hospital, or tribal organization other than one included in 
the definition of Indian t:Iibe at 2 CFR l 75.25(b). 

2. A for-profit organization. 
4. "Severe fmms of trafficking in persons," "commercial sex act," and "coercion" 

have the meanings given at section 103 of the TVPA, as amended (22 U.S.C. 
7102) 

XXXII. Blocking Property and Prohibiting Transactions Who Commit, 
Threaten To Commit, or Support Terrorism, Executive Order 13224 
Executive Order 13224 designated certain individuals and entities that commit or pose a 
significant risk of committing teITorist acts and authorized the Secreta1y of State to 
designate additional individuals and entities. 

The Order also autho1ized the Secreta1y of the Treasmy to designate additional 
individuals and entities that provide supp011 or services to, are owned or controlled by, 
act for or on behalf of, or are "othe1wise associated with," an individual or entity who has 
been designated in or under the order. All prope11y and interests in property of the 
individual or entity in the United States or in the possession or control of United States 
persons are blocked. The order prohibits all transactions and dealings in blocked 
prope11y or interests in the United States or by United States persons, and also prohibits 
n·ansactions with, and provision of suppo1t for, individuals or entities listed in or subject 
to the Order. 

Non-Federal entities should be aware of Executive Order 13224 and the names of the 
individuals and entities designated thereunder. A list of these names can be found in the 
exclusions section of the SAM.gov. The web site is: http://www.sam.gov. 

Non-Federal entities are reminded that U.S. Executive Order and U.S. laws prohibit 
tJ.·ansactions with, and the provision of resources and suppmt to, individuals and 
organizations associated with tefforism. It is the legal responsibility of the non-Federal 
entity/cont:I·actor to ensure compliance with these Executive Orders and laws. 
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U.S. Department of State 

FEDERAL ASSISTANCE AWARD 
1. Recipient Name 
ARIZONA STATE UNIVERSITY 
DBAORSPA 

3. Address 

PO BOX 876011 
TEMPE.AZ 85287-6011 
Ur-lTED STATES 

Start Date 05-Sep-2018 

I • I I I 

End Date 31-Dec-2019 

Fundin Distribution 

2. Assistance Type: 

□ Cooperative Agreement 

D Fixed Amount Award 

~ Grant 

D Property Grant 

D Voluntary Contribution 

7. EIN/ TIN 

15. Total Prior Costs New Costs Total Cost 

U.S. Share of Costs $497,538.00 USD 

Reci ient Share of Costs $0.00 USD 

Total Costs $497,538.00 USD 

16. Purpose of the Federal Award Activity 
Closeout Action: De-obligate $2,613.07. Recipient is not required to sign. 

17. Specific Award Conditions 
~ Attached 

A reement 

$-2,613.07 USD $494,924.93 USD 

$0.00 USD $0.00 USD 

$-2,613.07 USD $494,924.93 USD 

The recipient agrees to execute the work in accordance with the Notice of Award, the approved application incorporated herein by 
reference or as attached, 11nd 2 CFR Parts 200 11nd 600 includin an subse uent revisions. 

By signing this Federal award, the recipient acknowledges that it will comply with Federal regulations, the Terms and Conditions, and any Special 
Award Conditions associated with this award. Receipt of the recipient's signature and return of the Federal Award Coversheet is required within ten 
10 business da s of the Grants Officer's si nature. Please return to the Grants Officer address indicated here: Ahwiren F state. ov 

DS-1909 
12-2014 

Pa2e: 1 of6 
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U.S. Department of State 
Award Provisions 

During the period of performance, the Recipient must comply with: 
• The Award Provisions below; 
• The Department of State Standard Terms and Conditions for Federal Awards, 

which are incorporated by reference and made part of this Federal Award. 
Electronic copies containing the complete text are available at: 
https://www.state.gov/about-us-office-of-the-procurement-executive/ 

• The applicable sections of 2 CFR §200 and 2 CFR §600; and 
• All assurances and certifications made during the application process. 

1) FEDERAL AWARD IDENTIFICATION NUMBER (FAIN): 

2) FEDERAL SHARE OF AWARD: 
$494,924.93 USO 

3) PURPOSE AND OBJECTIVES OF AWARD: 

a. Purpose: 
ARIZONA STATE UNIVERSITY (hereinafter referred to as the Recipient), is hereby 
provided a federal award, the purpose of which is to: 

The purpose of this amendment is to realign the award budget per the attached 
detailed budget and budget summary. 

The recipient will enhance the capability U.S. allies and partners to detect and defend 
against Russian state-sponsored disinformation efforts through the development 
and/or refinement of techniques and automated tools for identification and analysis of 
digital disinformation and propaganda. 

The Recipient shall carry out the Agreement in accordance with its proposal dated: 05-
Apr-2018, and any revisions to which both parties agree to in writing. The Recipient's 
proposal and any subsequent negotiated revisions are hereby incorporated by 
reference. 

b. Objectives and Expected Outcomes: The Recipient agrees to perform the 
program and meet the specific objectives below: 

See attached Scope of Work. 

4) CONTACT INFORMATION: 

a. Grants Officer: 

DS-1909 
12-2014 

Name: 

Post/Bureau: 

Section: 

Street Address: 

Zip Code: 
E-mail: 

Telephone: 
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b. 

Name: 

Post/Bureau: 

Section: 
Street Address: 

Zip Code: 

E-mail: 

Telephone: 

5) AUTHORIZED BUDGET SUMMARY: 

Unless otherwise stipulated, funds provided under this award may only be expended on 
authorized activities which take place during the period of performance. 

6) INDIRECT COSTS: 

T e Rate% A licable to 
Predetermined 56.5% Modified total direct costs. 

The base of application for the rate(s) above is defined in the Recipient's Negotiated 
Indirect Cost Rate Agreement dated 05-Jul-2017. 

7) PRE-AWARD COSTS: 

NIA 

8) PROGRAM INCOME: 

Deduction: Any program income earned by the Recipient as a result of this award and 
during the period of performance must be deducted from the total allowable costs in 
order to determine the net allowable costs for the award. 

9) COST SHARING: 

NIA 

10) SUBRECIPIENTS: 

DS-1909 
12-2014 
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Subawards not included in the Recipient's approved budget must be submitted to the 
Grants Officer prior to execution in order to determine cost allowability. 

All subawards must comply with the requirements of 2 CFR §200.331--Requirements for 
pass-through entities. Upon issuing a subaward, the Recipient is required to submit an 
executed copy to the Grants Officer. 

11) PAYMENTS: 

Payments under this award will be made through the U.S. Department of Health and 
Human Services (HHS) Payment Management System (PMS). Unless otherwise 
stipulated, the Recipient may request payments on a reimbursement or advance basis. 
Instructions for requesting payments are available at: https://pms.psc.gov/. 

Advance payments must be limited to the minimum amounts needed and be timed to be 
in accordance with the actual, immediate cash requirements of the Recipient in carrying 
out the purpose of this award. The timing and amount of advance payments must be as 
close as is administratively feasible to the actual disbursements by the Recipient for 
direct program or project costs and the proportionate share of any allowable indirect 
costs. 

Failure to comply with the terms and conditions of this award may result in payment 
delays. 

12) REPORTING AND MONITORING: 

The Recipient is required to submit Quarterly performance and Quarterly financial 
reports. All reports must be signed and certified by an authorized representative of the 
Recipient organization. All performance progress reports must indicate the Federal 
Award Identifying Number (FAIN), period of performance, reporting period end date, 
reporting frequency (quarterly, interim, semi-annual, annual, final) and include a detailed 
description of program progress. 

Reports are due 30 days after the end of a reporting period and in accordance with the 
schedule below. A final program and financial report is due 90 calendar days after 
the period of performance end date. Failure to comply with these reporting 
requirements may jeopardize the Recipient's eligibility for future awards and/or delays in 
payments. 

D S-1909 
12-2014 

Report 

Report 

Report 

Report 

Report 

Report 

Report 

Final 

Performance Progress Report Schedule 

Report Range Start Report Range End 

05-Sep-2018 30-Sep-2018 

01-0ct-2018 31-Dec-2018 

01-Jan-2019 31-Mar-2019 

01-Apr-2019 30-Jun-2019 

01-Jul-2019 30-Sep-2019 

01-0ct-2019 31-Dec-2019 

05-Sep-2018 31-Dec-2019 

Due Date 

30-0ct-2018 

30-Jan-2019 

30-Apr-2019 

30-Jul-2019 

30-0ct-2019 

30-Jan-2020 

30-Mar-2020 
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Federal Financial Report Schedule 

Report Report Range Start Report Range End Due Date 

Report 05-Sep-2018 30-Sep-2018 30-0ct-2018 

Report 01-0ct-2018 31-Dec-2018 30-Jan-2019 

Report 01-Jan-2019 31-Mar-2019 30-Apr-2019 

Report 01-Apr-2019 30-Jun-2019 30-Jul-2019 

Report 01 -Jul-2019 30-Sep-2019 30-0ct-2019 

Report 01-0ct-2019 31-Dec-2019 30-Jan-2020 

Final 05-Sep-2018 31-Dec-2019 30-Mar-2020 

Financial Reports: 
All financial reports must be submitted using form SF-425--Federal Financial Report. 
Financial reports shall be completed in the Payment Management system. Instructions 
for completing the SF-425 in PMS are available at https://pms.psc.gov/ 

Financial Reports completed in PMS must also be downloaded and submitted to the 
Grants Officer and Grants Officer Representative via SAMS Domestic. 

Performance Reports: 
As appropriate, performance reports must contain: 

• A comparison of actual accomplishments to the objectives of the federal award 
established for the period. This should include information on how costs are tied to 
accomplishments: 

• The reasons why established goals were not met, and 
• Additional pertinent information including an analysis and explanation of cost 

overruns or high unit costs. 

Performance Reports must be submitted to the Grants Officer and Grants Officer 
Representative via SAMS Domestic. 

The Recipient acknowledges that the Department of State may make site visits as 
determined by the Grants Officer. 

13) SUBSTANTIAL INVOLVEMENT: 

NIA 

14) WAIVER OF ACKNOWLEDGMENT OF DEPARTMENT OF 
STATE SUPPORT AND BRANDING AND MARKING 
REQUIREMENTS: 

The Department of State Standard Terms and Conditions for Federal Awards requires 
that materials produced under a federal award be marked appropriately to acknowledge 
the support of the U.S. Department of State. However, the Department of State has 
determined that for the purposes of this award, the Recipient is not required to publicly 
display Department of State and/or U.S. government branding and marking for materials 
produced under this award, nor insert the disclaimers required in the Standard Terms 
and Conditions. 

15) ADDITIONAL BUREAU/POST SPECIFIC REQUIREMENTS: 

Depending upon the availability of funding, this award will be incrementally funded with 
$80,000 added to the Personnel budget line item via amendment. Should funds not 
become available, GEC will expect that this budget and SoW will be revised and 

DS-1909 
12-2014 
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mutually agreed to via amendment. 

16) SPECIFIC CONDITIONS: 

NIA 

17) SPECIAL PROVISION FOR PERFORMANCE IN A DESIGNATED 
COMBAT AREA: 

NIA 

18) STATE DEPARTMENT LEAHY AMENDMENT VETTING 
REQUIREMENTS: 

NIA 

19) PROTECTING LIFE IN GLOBAL HEALTH ASSISTANCE: 

NIA 

20) REPORTING TAXES ON FOREIGN ASSISTANCE FUNDS: 

NIA 

DS-1909 
12-2014 
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FDP Subaward Amendment 
Amendment No 01 Subaward No 

Pass-Through Enllty (PTE) Subrec1prent 

Ar,zona Board of Regents for and on behalf or Anzona State Un,vers,ty Entity Name ! University of Arkansas al Little Rock 

Contact Email 

Principal lnvestigato 

Fusing Narrative and Social Cyber Forensics to understand Covert Influence - Malays,a 

PTE/Pnme Award No.! ! Awarding Agency 1 DOD-NAVY: Office of Naval Research (ONR) 

Cumulative Budget Period(s) Amount Funded This Action Total Amount of Funds Obligated to Date 

Start Date ~~;~~~•~~;" End ~:;:;'j~~•;;~•;~;;~'T I $ 30,943.00 11$ 65,155.00 ! 
Sb •• IC lSh D Sb" It FFATA rjl Sb •• !LJEI <""'•••EoMyUenOfie< • M•'''"'' u rec1p1en OS are u Jee O ~ u rec1p1en bl10~ 1l1c,1ni;tl•ngedrn,mpr1or"91ecmcnl} 

Amendment(s) to Original Te rms and Conditions 
This Amendment revises the above-referenced Subaward Agreement as follows 

D Addit ional Budget Period 

D No Cost Extension 

~Additional Funding 

Additional funding in the amount of 1 $ 30.943.00 ! is hereby obligated lo th s Subaward 

D Oeobligation 

Carryover is !Automatic 

D Carryover Authorized 

Carryover is allo.ved across all budget periods. 

~ Detailed Budget/Scope of Work/Notice of Award Attached (Sp1e1fy ,f W\o!ludg11ol orid~¢Op• ofWo•t•,-"Naw' "Ftov tfll.r or•~1,1ppi•rMt1tor, .. c1ropd0wr,9f'"o..t,,t; 

1 A Scope of Work & Budget I Is incorporated by attachment lo this Amendment. 

~ Other (See Below) 

ASU Pl is changed from Scott Ruston to Elena Steiner. 

® Revised 212021 
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Budget ($30,943 increment) 

Maulden-Entergy Chair and Distinguished Professor 
Director, Collaboratorium for Social Media and Online Behavioral Studies (COSMOS) 
University o f Arkansas - Little Rock 
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Statement of Work 
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MODIFICATION NUMBER 07 
SUBCONTRACT AGREEMENT 

BETWEEN 
KITWARE, INC. 

and 
ARIZONA BOARD OF REGENTS FOR AND ON BEHALF OF ARIZONA ST ATE UNIVERSITY 

The Agreement heretofore entered into under Subcontract Number ---- between 
Kitware Inc., ("Sponsor") and ARIZONA BOARD OF REGENTS F~ALF OF 
ARIZONA ST ATE UNIVERSITY ("Subcontractor") made effective as of December 04, 2020 is 
modified. Article 8 and of this Subcontract is modified as specified herein. 

A. The funding amount has been increased by $74,074 for a revised total funded amount to date 
of $801,015 

B. The phase funding breakdown table has been updated to reflect funding through the current 
modification. 

ARTICLE 8. LIMITATION OF FUNDS 

8.1 This Subcontract is valued at a total estimated cost of $1,000,905. 

8.2 This contract is incrementally funded. An additional increment of $74,074 is now 
available. The sum of $801,015 of the estimated costs is presently available for funding 
under this contract. Although Kitware intends to fully fund this contract, the presently 
available funds as stated above are not a guarantee of work under this contract and cannot 
be exceeded under any circumstances without a modification to this contract. 

Previously Funded Current Total Funded 
Period of Performance 

Amount Fundina Action Amount to Date 

$726,941 $74,074 $801 ,015 July 29, 2020 to 
Januarv 31 2025 

8.2.1 The Subcontractor agrees to perform up to the point at which the total amount 
payable by Contractor approximates the total amount presently available to the 
contract as stated above. The Subcontractor will not be obligated to continue 
work beyond that point. Contractor will not be obligated in any event to 
reimburse the Subcontractor in excess of the amount allotted to the Subcontract 
as stated above regardless of anything to the contrary stated in Article 17. The 
above stated amount is the total amount payable by Contractor in the event of 
termination, regardless of reason, including costs, fees, and estimated 
termination settlement costs. 

8.2.2 The Subcontractor will notify Contractor in writing at least sixty (60) days prior to 
the date when the work will reach the point at which the total amount payable by 
Contractor will approximate 75 percent (75%) of the total amount then allotted to 
the Subcontract for performance. The notification will state: (1) the estimated 
date when that point will be reached; and (2) an estimate of additional funding, if 
any, needed to continue performance. The notification will also advise 
Contractor of the estimated amount of additional funds that will be required for 
the timely performance for a subsequent period. If, after such notification, 
additional funds are not allotted by the date, Contractor will terminate any work 
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for which additional funds have not been allotted, pursuant to Article 17 of this 
Subcontract. 

8.2.3 The decision to increase the limitations on costs will be made unilaterally by 
Contractor. If Contractor authorizes such an increase, a letter stating the amount 
of increase will be written and signed by a duly authorized Contractor 
representative. Such letter will become a part of this Subcontract. 

8.2.4 When additional funds are allotted for continued performance of the Subcontract, 
the provisions of paragraphs 8.2.1 through 8.2.5 will apply in like manner to the 
additional allotted funds and agreed to period of performance. 

8.2.5 Contractor may at any time allot additional funds for the performance of the 
Subcontract. 

8.2.6 The provisions of this clause no longer apply once the Subcontract is fully 
funded. 

8.2.7 Nothing in this clause shall act as a waiver of any rights or obligations of the 
parties under this Subcontract. 

Except as amended as hereinabove set forth, the said Subcontract between the parties is hereby ratified 
and confirmed and shall continue in full force and effect according to its terms. 

KITWARE INC.: ARIZONA BOARD OF REGENTS FOR AND ON 

Page 2 of 2 
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DocuSign Envelope ID: E3A20658-51BF-42E2-A188-A7ABA970DFCF 

MODIFICATION NUMBER 01 
SUBCONTRACT AGREEMENT 

BETWEEN 
KITWARE, INC. 

and 
ARIZONA BOARD OF REGENTS FOR AND ON BEHALF OF ARIZONA STATE UNIVERSITY 

The Agreement heretofore entered into under Subcontract Number ---- between 
Kitware Inc., ("Sponsor") and ARIZONA BOARD OF REGENTS F~ ALF OF 
ARIZONA ST ATE UNIVERSITY (uSubcontractor") made effective as of December 04, 2020 is 
modified. Article 8 of this Subcontract is modified as specified herein. 

The following Articles are modified as highlighted in bold: 

ARTICLE 8. LIMITATION OF FUNDS 

8.2 This contract is incrementally funded. An additional increment of $208,491 is now 
available. The sum of $358,604 of the estimated costs is presently available for funding 
under this contract. Although Kitware intends to fully fund this contract, the presently 
available funds as stated above are not a guarantee of work under this contract and cannot 
be exceeded under any circumstances without a modification to this contract. 

Except as amended as hereinabove set forth, the said Subcontract between the parties is hereby ratified 
and confirmed and shall continue in full force and effect according to its terms. 

KITWARE, INC.: ARIZONA BOARD OF REGENTS FOR AND ON 
BEHALF OF ARIZONA STATE UNIVERSITY: 
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MODIFICATION NUMBER 02 
SUBCONTRACT AGREEMENT 

BETWEEN 
KITWARE, INC. 

and 
ARIZONA BOARD OF REGENTS FOR AND ON BEHALF OF ARIZONA STATE UNIVERSITY 

The Agreement heretofore entered into under Subcontract Number ---- between 
Kitware Inc., ("Sponsor") and ARIZONA BOARD OF REGENTS F~ ALF OF 
ARIZONA STATE UNIVERSITY ("Subcontractor") made effective as of December 04, 2020 is 
modified. Article 24 and Exhibit D of this Subcontract is modified as specified herein. 

The following Articles are modified / added In its entirety as highlighted in bold: 

Under Article 24. Notice, Ashley Carbino has been replaced by Denise Hale. Article 23 is deleted 
in its entirety and replaced by the following: 

ARTICLE 24. NOTICE 
Any notice required or permitted under this Agreement shall be in writing and shall be deemed 
received on the date of receipt or the date on which receipt is refused. Notices shall be given or 
made by electronic mail, facsimile, personal delivery, received by reputable overnight courier or 
registered or certified mail, return receipt requested with all postage prepaid, addressed to the 
party to receive such notice at the address set forth below, or such other address as is 
subsequently specified in writing: 

If to Contractor If to Subcontractor 
For Administrative Matters For Administrative Matters 

For Technical Matters For Technical Matters 

Under Exhibit D Prime Terms and Conditions, the following Clause is added in its entirety: 

TITLE TO EQUIPMENT (NONPROFIT INSTITUTIONS OF HIGHER EDUCATION AND 
NONPROFIT ORGANIZATIONS) 

In accordance with FAR 35.014, "Government property and title", the following is 
applicable: 
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(a) Title to all equipment costing less than $5,000 purchased with funds available for 
research under this contract shall vest in the acquiring institution of higher education 
and/or nonprofit organization performer(s) upon acquisition without further obligation to 
the Government. The equipment shall be used for the conduct of basic or applied 
scientific research. 

(b) Title to all equipment costing $5,000 or more purchased with funds available for 
research under this contract shall vest as follows: 

Title is vested with the institution of higher education and/or nonprofit organization upon 
acquisition without further obligation to the Government. The equipment shall be used for 
the conduct of basic or applied scientific research. 

Except as amended as hereinabove set forth, the said Subcontract between the parties is hereby ratified 
and confirmed and shall continue in full force and effect according to its terms. 

KITWARE, INC.: ARIZONA BOARD OF REGENTS FOR AND ON 
BEHALF OF ARIZONA STATE UNIVERSITY: 
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MODIFICATION NUMBER 03 
SUBCONTRACT AGREEMENT 

BETWEEN 
KITWARE, INC. 

and 
ARIZONA BOARD OF REGENTS FOR AND ON BEHALF OF ARIZONA STATE UNIVERSITY 

The Agreement heretofore entered into under Subcontract Number ---- between 
Kitware Inc., ("Sponsor") and ARIZONA BOARD OF REGENTS F~ALF OF 
ARIZONA STATE UNIVERSITY ("Subcontractor") made effective as of December 04, 2020 is 
modified. Article 8 and of this Subcontract is modified as specified herein. 

ARTICLE 8. LIMITATION OF FUNDS 

8.2 This contract is incrementally funded. An additional increment of $114,641 is now 
available. The sum of $473,245 of the estimated costs is presently available for funding 
under this contract. Although Kitware intends to fully fund this contract, the presently 
available funds as stated above are not a guarantee of work under this contract and cannot 
be exceeded under any circumstances without a modification to this contract. 

Previously Current Total Funded Period of Phase Funding Funded Amount Action Amount to Date Performance 

I $358,604 $58,377 $416,981 
July 29, 2020 to 

January 28, 2022 

II $0 $56,264 $56,264 
January 29, 2022 to 

July 28, 2023 

Ill $0 $0 $0 July 29, 2023 to July 
28 2024 

Except as amended as hereinabove set forth , the said Subcontract between the parties is hereby ratified 
and confirmed and shall continue in full force and effect according to its terms. 

KITWARE, INC.: ARIZONA BOARD OF REGENTS FOR AND ON 
BEHALF OF ARIZONA STATE UNIVERSITY: 
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MODIFICATION NUMBER 04 
SUBCONTRACT AGREEMENT 

BETWEEN 
KITWARE, INC. 

and 
ARIZONA BOARD OF REGENTS FOR AND ON BEHALF OF ARIZONA ST ATE UNIVERSITY 

The Agreement heretofore entered into under Subcontract Number ---- between 
Kitware Inc., ("Sponsor") and ARIZONA BOARD OF REGENTS F~ALF OF 
ARIZONA ST ATE UNIVERSITY ("Subcontractor") made effective as of December 04, 2020 is 
modified. Article 8 and of this Subcontract is modified as specified herein. 

ARTICLE 8. LIMITATION OF FUNDS 

8.2 This contract is incrementally funded. An additional increment of $143,054 is now 
available. The sum of $616,299 of the estimated costs is presently available for funding 
under this contract. Although Kitware intends to fully fund this contract, the presently 
available funds as stated above are not a guarantee of work under this contract and cannot 
be exceeded under any circumstances without a modification to this contract. 

Previously 
Current 

Total Funded Period of 
Phase Funding 

Funded Amount 
Action 

Amount to Date Performance 

I $358,604 $58,377 $416,981 
July 29, 2020 to 

January 28, 2022 

II $56,264 $143,054 $199,318 
January 29, 2022 to 

July 28, 2023 

Ill $0 $0 $0 July 29, 2023 to July 
28 2024 

Except as amended as hereinabove set forth, the said Subcontract between the parties is hereby ratified 
and confirmed and shall continue in full force and effect according to its terms. 

KITWARE, INC.: ARIZONA BOARD OF REGENTS FOR AND ON 
BEHALF OF ARIZONA STATE UNIVERSITY: 
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MODIFICATION NUMBER 06 
SUBCONTRACT AGREEMENT 

BETWEEN 
KITWARE, INC. 

and 
ARIZONA BOARD OF REGENTS FOR AND ON BEHALF OF ARIZONA STATE UNIVERSITY 

The Agreement heretofore entered into under Subcontract Number ---- between 
Kitware Inc., ("Sponsor'') and ARIZONA BOARD OF REGENTS F~ALF OF 
ARIZONA STATE UNIVERSITY ("Subcontractor'') made effective as of December 04, 2020 is 
modified. Article 2 of this Subcontract is modified as specified herein. 

A. Principal Investigator has been updated to Joshua Garland Ph.D. 

ARTICLE 2. PRINCIPAL INVESTIGATORS 

2.1 

2.2 

The Subcontractor's Principal Investigator for the Research is ---- Ph.D. 
("Principal Investigator"), who will be responsible for the direc~arch in 
accordance with the applicable policies of the Subcontractor and the terms of this 
Subcontract. 

If for any reason the Principal Investigator is unwilling or unable to serve as Principal 
Investigator, and a successor acceptable to both the Contractor and the Subcontractor is 
not available, this Subcontract shall be terminated in accordance with Article 17.1 (b). 

Except as amended as hereinabove set forth, the said Subcontract between the parties is hereby ratified 
and confirmed and shall continue in full force and effect according to its terms. 

KITWARE, INC.: ARIZONA BOARD OF REGENTS FOR AND ON 
BEHALF OF ARIZONA STATE UNIVERSITY: 
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FDP Cost Reimbursement Subaward 
Federal Awarding Agency: Other (Type in Agency] Department of Defense 

Pass-Through Entity (PTE): Subrecipient: 

Texas A&M Engineering Experiment Station Arizona Board of Regents on behalf of Arizona State University 

PTEPI: - ubPI:-

PTE Federal Award No: [W Subaward No: 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

: 

mount Funded This Action (USO): ~I 21,966.00 

Incrementally Estimated Total (USO): $1.._2_1_,96_6_.o_o _____ ____. 

Terms and Conditions 
PTE hereby awards a cost reimbursable Subaward, (as determined by 2 CFR 200.330), to Subrecipient. The Statement of Work 
and budget for this Subaward are as shown in Attachment 5. In its performance of Subaward work, Subrecipient shall be an 
independent entity and not an employee or agent of PTE. 

Subrecipient shall submit invoices not more often than monthly and not less frequently than quarterly for allowable costs 
incurred. Upon the receipt of proper invoices, the PTE agrees to process payments in accordance with this Subaward and 2 
CFR 200.305. All invoices shall be submitted using Subrecipient's standard invoice, but at a minimum shall include current and 
cumulative costs (including cost sharing), breakdown by major cost category, Subaward number, and certification, as required in 
2 CFR 200.415(a). Invoices that do not reference PTE Subaward number shall~ returned to Sybrecjpjent. Invoices and 
questions concerning invoice receipt or payments shall be directed to the party's t Financial ] Contact, shown in 
Attachment 3A. 

AJinal s1~tement of cymul~tive costs incurred, induding cost sharing, marked "FINAL" must be submitted to PTE's 
!l!°"inancial J Contact, as shown in Attachment 3A, not later than 60 days after the I Project Period end date. 
The final statement of costs shall constitute Subrecipient's final financial report. 

All payments shall be considered provisional and are subject to adjustment within the total estimated cost in the event such 
adjustment is necessary as a result of an adverse audit finding against the Subrecipient. 

Matters concerning the technical performance of this Subaward shall be directed to the appropriate party's Principal Investigator 
as shown in Attachments 3A and 3B. Technical reports are required as shown In Attachment 4. 

Matters concerning the request or negotiation of any changes in the terms, conditions1 or amounts cited in this Subaward, and 
an chan es re uirin rior approval, shall be directed to the PTE's I Administrative ! Contact and the Subrecipient's 
Administrative Contact shown in Attachments 3A and 3B. Any such change made to this Subaward requires the 

wntten approva o ea party's Authorized Official as shown in Attachments 3A and 3B. 

The PTE may issue non-substantive changes to the Period of Performance and budget""[ B-i-la-te-,-a-lly ___ _,!. Unilateral 
modification shall be considered valid 14 days after receipt unless otherwise indicated by Subrecipient when sent to 
Subrecipient's I Administrative I Contact, as shown in Attachment 3B. 

Each party shall be responsible for its negligent acts or omissions and the negligent acts or omissions of its employees, officers, 
or directors, to the extent allowed by law. 

ma terminate this Subaward with 30 days written notice. PTE notice shall be directed to the 
Administrative Contact, and Subrecipient notice shall be directed to the Administrative 
ontact as s own in Attac ments 3A and 3B. PTE shall pay Subrecipient for termination costs as allowab e under Uniform 

Guidance, 2 CFR 200, or 45 CFR Part 75 Appendix IX, as applicable. 

By signing this Subaward, including the attachments hereto which are hereby incorporated by reference, Subrecipient certifies 
that it will perform the Statement of Work in accordance with the terms and conditions of this Subaward and the applicable terms 
of the Federal Award, induding the appropriate Research Terms and Conditions ('RTCs") of the Federal Awarding Agency, as 
referenced in Attachment 2. The parties further agree that they intend this Subaward to comply with all applicable laws, 
regulations, and requirements. 

• • •• . . By an Authorized Official of the Subrecipient: 



Subaward Number: 
Attachment 1 

Certifications and Assurances 

Certification Regarding Lobbying (2 CFR 200.450) 
By signing this Subaward, the Subrecipient Authorized Official certifies, to the best of his/her knowledge and belief, that 
no Federal appropriated funds have been paid or will be paid, by or on behalf of the Subrecipient, to any person for 
influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an officer 
or employee of Congress, or an employee of a Member of Congress in connection with the awarding of any 
Federal contract, the making of any Federal grant, the making of any Federal loan, the entering into of any 
cooperative agreement, and the extension, continuation, renewal, amendment, or modification of any Federal 
contract, grant, loan, or cooperative agreement in accordance with 2 CFR 200.450. 

If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing or 
intending to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, 
or an employee of a Member of Congress in connection with this Federal contract, grant, loan, or cooperative agreement, 
the Subrecipient shall complete and submit Standard Form -LLL, "Disclosure Form to Report Lobbying," to the PTE. 

This certification is a material representation of fact upon which reliance was placed when this transaction was made 
or entered into. Submission of this certification is a prerequisite for making or entering into this transaction imposed by 31 
U.S.C. 1352. Any person who fails to file the required certification shall be subject to a civil penalty of not less than 
$10,000 and not more than $100,000 for each such failure. 

Debarment, Suspension, and Other Responsibility Matters (2 CFR 200.213 and 2 CFR 180) 
By signing this Subaward, the Subrecipient Authorized Official certifies, to the best of his/her knowledge and belief that 
neither the Subrecipient nor its principals are presently debarred, suspended, proposed for debarment, declared 
ineligible or voluntarily excluded from participation in this transaction by any federal department or agency, in 
accordance with 2 CFR 200.213 and 2 CFR 180. 

Audit and Access to Records 
Per 2 CFR 200.501 - 200.521, Subrecipient certifies that it will provide notice of any adverse findings which impact this 
Subaward and will provide access to records as required by parts 2 CFR 200.336, 200.337, and 200.201 as applicable. 
If Subrecipient is not subject to the Single Audit Act, then Subrecipient will provide notice of the completion of any 
required audits and provide access to such audits upon request. 

Program for Enhancement of Contractor Employee Protections (41 U.S.C 4712) 
Subrecipient is hereby notified that they are required to: inform their employees working on any federal award that they 
are subject to the whistleblower rights and remedies of the program; inform their employees in writing of employee 
whistleblower protections under 41 U.S.C §4712 in the predominant native language of the workforce; and include such 
requirements in any agreement made with a subcontractor or subgrantee. 

The Subrecipient shall require that the language of the certifications above in this Attachment 1 be included in the award 
documents for all subawards at all tiers (including subcontracts, subgrants, and contracts under grants, loans, and 
cooperative agreements) and that all subrecipients shall certify and disclose accordingly. 

Use of Name 
Neither party shall use the other party's name, trademarks, or other logos in any publicity, advertising, or news release 
without the prior written approval of an authorized representative of that party. The parties agree that each party may use 
factual information regarding the existence and purpose of the relationship that is the subject of this Subaward for 
legitimate business purposes, to satisfy any reporting and funding obligations, or as required by applicable law or 
regulation without written permission from the other party. In any such statement, the relationship of the parties shall be 
accurately and appropriately described. 
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Attachment 2 Subaward Number 

Federal Award Terms and Conditions 

Required Data Elements Awarding Agency Institute (If Applicable) 

The data elements required...,.by.,_U_n_if_or_m _______ _, I WHS - ACQUISITION DIRECTORATE (Department of Defense) I 
Guidance are incorporated I in the attached Federal Award. Federal Award Issue Date FAIN CFDA No. 

I 07/31/19 !I 31-Jul-2019 ~![ 31-Jul-2019 

This Subaward Is: CFDA Title 
J United States Department of Defense (DOD) 

~ Research & Development ~ Subject to FFATA Key Personnel Per NOA 

General Terms and Conditions 

By signing this Subaward, Subrecipient agrees to the following: 

1. To abide by the conditions on activities and restrictions on expenditure of federal funds in appropriations acts that are 
applicable to this Subaward to the extent those restrictions are pertinent. This includes any recent legislation noted on the Federal 
Awarding Agency's website: 

I See Attached PTE Agreement 

2. 2 CFR 200 

3. The Federal Awarding Agency's grants policy guidance, including addenda in effect as of the beginning date of the period of 
performance or as amended found at: 

!I See Attached PTE Agreement 

4. Research Terms and Conditions, including any Federal Awarding Agency's Specific Requirements found at: 

@ee Attached PTE Agreement !except for the following : 

a. No-cost extensions re uire the written approval of the PTE. Any requests for a no-<:esl extension shall be directed to the 
Administrative Contact shown in Attachment 3A, not less than 30 days prior to the desired effective date of the requested 
c ange. 

b. Any payment mechanisms and financial reporting requirements described in the applicable Federal Awarding Agency Terms and 
Conditions and Agency-Specific Requirements are replaced with Terms and Conditions (1) through (4) of this Subaward; and 

c. Any prior approvals are to be sought from the PTE and not the Federal Awarding Agency. 
d. Trtle to equipment as defined in 2 CFR 200.33 that is purchased or fabricated with research funds or Subrecipient cost sharing funds, 

as direct costs of the project or program, shall vest in the Subrecipient subject to the conditions specified in 2 CFR 200.313. 
e. Prior approval must be sought for a change in Subrecipient Pl or change in Key Personnel (defined as listed on the NOA). 

5. Treatment of program income: ! Additive I 
Special Terms and Conditions: 

Data Sharing and Access: 
Subrecipient agrees to comply with the Federal Awarding Agency's data sharing and/or access requirements as reflected in the NOA 
or the Federal Awarding Agency's standard terms and conditions as referenced in General Terms and Conditions 1-4 above. 

! No add_itional requirements I 
Data Rights: 
Subrecipient grants to PTE the right to use data created in the performance of this Subaward solely for the purpose of and only to the 
extent required to meet PTE's obligations to the Federal Government under its PTE Federal Award. 

Copyrights: 

Subrecipient Shall Grant to PTE an irrevocable, royalty-free, non-transferable, non~xclusive right and license to use, 
repro uce, ma e enva Ive works, display, and perform publicly any copyrights or copyri~hted material (including any computer 
software and its documentation and/or databases) first developed and delivered under this Subaward solely for the purpose of and 
only to the extent required to meet PTE's obligations to the Federal Government under its PTE Federal Award. 

Subrecipient grants to PTE the right to use any written progress reports and deliverables created under this Subaward solely for the 
purpose of and only to the extent required to meet PTE's obligations to the Federal Government under its Federal Award. 

Promoting Objectivity in Research (COi): r,"'------... 

Subrecipient must designate herein which entity's Financial Conflicts of Interest policy (COi) will apply: I Subrecipient 

If applying its own COi policy, by execution of this Subaward Subreci ient certifies that its olic com lies with the re uirements of 
the relevant Federal Awarding Agency as identified herein: Department of Defense -~-------------------
Sub recipient shall report any financial conflict of interest to PTE's Administrative Representative or COi contact, as designated on 
Attachment 3A. Any financial conflicts of interest identified shall, when applicable, subsequently be reported to Federal Awarding 
Agency. Such report shall be made before expenditure of funds authorized in this Subaward and within 45 days of any subsequently 
identified COi. 
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Work Involving Human or Vertebrate Animals (Select Applicable Options) 

~ No Human or Vertebrate Animals 

This section left intentionally blank. 

Human Subjects Data (Select One) .. I N_o_t_A...,p __ p_lica_ b_le _________________ _. 

This section left intentionally blank 

This section left intentionally blank 

Additional Terms 

1. By signing the Subaward Agreement, the authorized official of SUBRECIPIENT hereby adopts the terms of the PTE Agreement 
and the Department of Defense award DE-EE0008250 found therein ("Prime Agreement") in their entirety, incorporate them as 
attached and set forth herein, and agree to perform and be bound by all applicable terms. 

In reference to the PTE Award attached: (a) references lo "Subrecipient" shall be deemed to mean the "Subrecipienr of this 
award; (b) references to the "Pass-through Entity" shall be deemed to mean the "Pass-through Entity" of this award; and (c) 
references to "lntrasystem Subaward Agreement" shall be deemed to mean this "Subaward Agreement''. 

In reference to the Prime Agreement attached in the PTE Award: (a) references to "Contractor" shall be deemed to mean the 
"Subrecipient" of this award; (b) references to the "Department of Defense," "Government," or equivalent shall be deemed to 
mean the "Pass-through Entity" of this award; and (c) references to "Contracr shall be deemed to mean this "Subaward 
Agreemenr. 

In the event of any inconsistency between the provisions of this Subaward Agreement and those of the Prime Agreement and the 
PTE Agreement, the inconsistency shall be resolved by giving precedence to the provisions of the Prime Agreement. 

2. This work contains d assified information. A 00-254 will be issued in relation to this work, 

3. Any terms in this agreement that are deemed not applicable by their terms or prescriptions shall be deemed unenforceable. 
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Attachment 3A 
Pass-Through Entity (PTE) Contacts 

Subaward Number: 
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Subrecipient lnfonnation for FFATA reporting 

Attachment 38 
Subreclplent Contacts 

Entity's DUNS Name: .Arizona Board of Regents for and on behalf of Arizona State University 

EIN No.: I 860196696 I Institution Type: ! Public/State Controlled Inst. of Higher Ed. 

Subaward Number: 

DUNS: --------, Currently registered in SAM.gov: (!) Yes O No 
I 943360412 I Exempt from reporting executive compensation: • Yes No (if no, complete 3Bpg2J 

Parent DUNS: 1943360412 I This section for U.S. Entities: Zip Code Look-up.,,.....-------
Place of Performance Address Congressional District: AZ-009 Zip Code+4: Ja5287-6011 

ORSPA, KE 
PO Box 876011 

Tempe, AZ 85287-6011 



Subrecipient: 

Attachment 3B-2 
Highest Compensated Officers 

Institution Name: I Arizona Board of Regents on behalf of Arizona State University 

Subaward Number: 

Pl Name: .... ______________ __. 

Highest Compensated Officers 

The names and total compensation of the five most highly compensated officers of the entity(ies) must be listed if 
the entity in the preceding fiscal year received 80 percent or more of its annual gross revenues in 
Federal awards; and $25,000,000 or more in annual gross revenues from Federal awards; and the public does 
not have access to this information about the compensation of the senior executives of the entity through 
periodic reports filed under section 13(a) or 15(d) of the Securities Exchange Act of 1934 (15 U.S.C. §§ 
78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of 1986. See FFATA § 2(b)(1) Internal Revenue 
Code of 1986. 

Officer 1 Name: 

Officer 1 Compensation: 

Officer 2 Name: 

Officer 2 Compensation: 

Officer 3 Name: 

Officer 3 Compensation: 

Officer 4 Name: 

Officer 4 Compensation: 

Officer 5 Name: 

Officer 5 Compensation: 
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Attachment 4 
Reporting and Prior Approval Terms 

Subaward Number: 

Subrecipient agrees to submit the following reports (PTE contacts are identified in Attachment 3A): 

Technical Reports: 

Monthly technical/progress reports will be submitted to the PTE's! Principal Investigator 
of the end of the month. 

lwithinl ,_I 3_0_.....,I days of 

Quarterly technical/ r ress re orts will be submitted within 30 days after the end of each project quarter to 
the PTE's Administrative Contact 

Annual technical / progress reports will be submitted within I 30 I days prior to the end of each budget period 

to the PTE's r Principal Investigator I. Such report shall also include a detailed budget for the next Budget Period, 

updated other support for key personnel, certification of appropriate education in the conduct of human subject 
research of any new key personnel, and annual IRB or IACUC approval, if applicable. 

00 A FinaJ technical/progress report will be submitted to the PTE'sf Principal Investigator 
end of the Project Period or after termination of this award, whichever comes first. 

I w ithin ... 16_0_...,ldays of the 

r;, Technical/progress reports on the project as may be required by PTE'~ Principal Investigator 
~ to satisfy its reporting obligations to the Federal Awarding Agency. 

I in order for the PTE 

Prior Approvals: 

Carryover: P------------------,..-----------, Canyoverinstructions and requirements are as Ii Carryover is restricted for this subaward by the: n Federal Awarding Agency I stated t,y the Federal Awarding Agency 
~~----------;::;;:;;::;:;:::;::::::;;;::.::=:::::::::;-------------------' guidance or as shown below_ 

Submit carryover requests to thel Administrative Contact 1-

Other Reports: 

~ In accordance with 37 CFR 401.14, Subrecipient agrees to notify both the Federal Awarding Agency via iEdison 
and PTE's l[ Principal Investigator I within 60 days after Subrecipient's inventor discloses invention(s) in writing 
to Subrecipient's personnel responsible for patent matters. The Subreci ient will submit a final invention report 
using Federal Awarding Agency specific forms to the PTE's Principal Investigator within 60 days of the end 
of the Project Period to be included as part of the PTE's final invention report to the Federal Awarding Agency. 

A negative report is required: ._l N_o ______ __,! 

D Property Inventory Report (only when required by Federal Awarding Agency), specific requirements below. 

Additional Technical and Reporting Requirements: 



Attachment 5 
Statement of Work, Cost Sharing, Indirects & Budget 

Statement of Work 

Qselow {!)Attached, EJ pages 

Subaward Number: 

( 

If award is FFATA eligible and SOW exceeds 4000 characters, include a Subrecipient Federal Award Project Description 

Budget Information 

Indirect Information Indirect Cost Rate (IDC) Applied 

Rate Type: I Total Direct Costs 

I 010 

Budget Details Q Below {!) Attached, ~pages 

Cost Sharing 

If Yes, include Amount: $ ._! ___ _, 

Budget Totals 

Direct Costs $ l ..... 1_s_,s_s_s._o_o ____ _, 

Indirect Costs $1 ..... 1_,9_9_7_.o_o ____ __. 

Total Costs $ l ..... 2_1_,s_s_s._00 ____ __. 

All amounts ara in United States Dollars 
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Arizona State University (ASU) Cost Proposal 
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0 

Subaward Number: 

I 
Attachment 6 

Notice of Award (NOA) and any additional documents 

The following pages include the NOA and if applicable any additional documentation referenced 
throughout this Subaward. 

Not incorporating the NOA or any additional documentation to this Subaward. 
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Pass-through Entity (PTE): 

Texas A&M Universi stem 

Prime Award Issue Date: 3 1-JUL-2019 

Attachment 6 - PTE Award 
Page 1 of 81 

Intra- System Subaward Agreement (Federal Sponsor) 
SRS Administered for Both Parties 

Subrecipient: ubrecipient: 

Texas A&M En • eerin Ex eriment Station 

CFDA # 12.000 CFDA Title: De artrnent of Defense 
Is the Prime Award Rand D?: IZJ Yes □ No l0%de minimis IDC rate? D Yes IZJ No 

S onsor and Award# NA 
Project Title: Assessing Warfare in the Digital Age:-Developing a Net Assessment Framework to Define, Compare and Measure the Role of lnfonnation­
in the Strate ic Conce ts, Objectives, 0 erations and Ca abilities of-the Peo les Re ublic of China, the Russia Federation and tJ1e United States 
Subaward Period of Performance: Start Date: 13-Feb-2020 End Date: 12-Feb-2021 

Estimated Project Period: NA 

Amount Funded this Action: $272,278.00 

Incrementall Funded Estimated Total: $1,085,754.00 

Re orting Re uirements D FFATA (See Attachment 3) Cost Share Requirement:$ NA 
l) PTE hereby awards a COST REIMBURSABLE Subaward, as described above, to Subrecipicnt The statement of work and budget for this Subaward arc attached and 
incorporated herein as Attachment 4. 1n its performance oftbe Subaward. Subrecipient shall be an independent entity and not an employee or agent of PTE. 

2) P'l E shall reimburse Subrecipient not more often than monthly for allowable co~1S. All invoices shall be submitted using Subrecipient's standard invoice, but al a 
minimum shall include current and cumulative costs (including cost sharing), Subaward number, and ccrtiJication. as required in 2 CFR 200.41 S(a). 

3) A final statement of cumulative costs incurred, including cost sharing. marked "FINAL" must be submiued to PTE NOT LATER TllAN 45 days after the end date of the 
project. The final statement of costs shall constitute Subrccipicnt's final financial report. 

4) All payments shall be considered provisional and subject to adjusunent ·within the total estimated cost in the event such adjusuncnt is necessary as a result of a subsequent 
determination that 1mallowable costs were reinlbursed. PTE reserves the right to reject an invoice in accordance with 2 CFR 200305. 

5) Matters concerning tbe technical performance ofthis Subaward should be directed to the appropriate party's Principal Lnvestigator. The parties shall cooperate on meeting 
the rcponing requirements ofthc PTE's Prime Sponsor Award anached and incorporated as Attachment 2. 

6) Any Subrccipient request requiring prior approval of the Prime Sponsor must be directed to the PTE through Texas A&M System Sponsored Research Services ("SRS"). 
Any requests for a no-cost ex1ension must be submitted to PTE not less than thirty (30) days prior to the desired clfective date of the requested change !!U!, not less than ten 
(J 0) days prior to the Prime Sponsor's due date for receiving the request, if any. Any changes made to this Subaward agreement require the written approval of eacb party's 
authorized official. 

7) Each party shall be responsible for its negligent acts or omissions and the negligent acts or omissions of its employees, officers, or dire<:tors, to the extent allowed by law. 

8) Either party may terminate this Subaward with 30 days written notice to the other party. PTE shall pay Subrecipien1 for termination costs as allowable under Uniform 
Guidance, 2 CFR 200. 

9) The Subaward is subject to the applicable tenns and conditions of the PTE's Prinle Sponsor Award which is attached and incorporated herein as Attachment 2. 

I 0) Administration of this Subaward Agreement for both Parties shall be provided by SRS and is subject to: ( a) T AMUS Policies & Regulations: (b) PTE and Subrccipicnt 
Rules and SAPs; and (c) SRS procedures. 

11) PTE shall pay for services received from the PTE's account for the PTE award referenced above. 

12) The Parties make the following certi fications: (a) the services specified above are necessary and authorized for activities that are properly within the statutory functions 
and programs of the affected members of T AMUS; and (b) the services, materials, or equipment contracted for are not required by Section 21 of Article XVI of the 
Constitution of Texas to be supplied under contract given to the lowest responsible bidder. 

13) Subrecipient certifies it has authority to perform the services contracted for by authority granted in Texas Education Code Chapter 86 ifSubrecipient is TAMU; Chapter 
87 if Subrccipient is auy other System member university; Chapter 88 if Subrecipicnt is a System member agency; and Chapter 89 if Subrecipient is Texas A&M Health 
Science Center. PTE certifies that it has the authority to contract for the above services by authority granted In Texas Education Code Chapter 86 if PTE is Texas A&M 
University: Q1apter 87 if PTE is any other System member university; Chapter 88 if PTE is a System member agency: and Chapter 89 ifPTE is Texas A&M Health Science 
Center. 

14) By signing below Subrecipient makes the certifications and assurances shovm in Attachments I and 2. 

15) Ln the event of any inconsistency between the provisions of this Subaward and those of the provisions of PTE's Prinle Sponsor award, the inconsistency shall be resolved 
b recedencc to the rovisions of this Subaward. 

Federal Sponsor 
Jan 2020 
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Attachment 6 - PTE Award 
Page 2 of 81 

Intra-System Subaward # M2000523 
Attachment 1 - Certifications and Assurances 

By signing the Subaward Agreement, the Authorized Official ofSubrecipient certifies, to the best of his/her knowledge and belief, 
that: 

Certification Regarding Lobbying 
No Federal appropriated funds have been paid or will be paid, by or on behalf of the Subrecipient, to any person for influencing or 
attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an 
employee of a Member of Congress in connection with the awarding of any Federal contract, the making of any Federal grant, the 
making of any Federal Joan, the entering into of any cooperative agreement, and the extension, continuation, renewal, amendment, or 
modification of any Federal contract, grant, loan, or cooperative agreement in accordance with 2 CFR 200.450. 

If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing or intending to 
influence an officer or employee of any agency, a Member of Congress, an officer or employee of Congress, or an employee of a 
Member of Congress in connection with this Federal contract, grant, loan, or cooperative agreement, the Subrecipient shall complete 
and submit Standard Form -LLL, "Disclosure Form to Report Lobbying," to the PTE. 

This certification is a material representation of fact upon which reliance was placed when this transaction was made or entered into. 
Submission of this certification is a prerequisite for making or entering into this transaction imposed by 31 U.S.C. 1352. Any person 
who fails to file the required certification shall be subject to a civil penalty of not less than 
$10,000 and not more than $100,000 for each such failure. 

Debarment, Suspension, and Other Responsibility Matters 
By signing this Subaward, the Subrecipient Authorized Official certifies, to the best of his/her knowledge and belief that neither the 
Subrecipient nor its principals are presently debarred, suspended, proposed for debarment, declared ine ligible or voluntarily excluded 
from participation in this transaction by any Federal department or agency, in accordance with 2 CFR 200.213 and 2 CFR 180. 

Audit and Access to Records 
Per 2 CFR 200.501- 200.521, Subrecipient certifies that it will provide notice of any adverse findings which impact this 
Subaward and will provide access to records as required by parts 2 CFR 200.336, 200.337, and 200.201 as applicable. 
If Subrecipient is not subject to the Single Audit Act, then Subrecipient will provide notice of the completion of any required audits 
and provide access to such audits upon request. 

Program for Enhancement of Contractor Employee Protections (41 U.S.C 4712) 
Subrecipient is hereby notified that they are required to: inform their employees working on any Federal award that they are subject to 
the whistleblower rights and remedies of the program; inform their employees in writing of employee whistleblower protections under 
41 U.S.C §4712 in the predominant native language of the workforce; and include such requirements in any agreement made with a 
Subcontractor or Subgrantee. 

The Subrecipient shall require that the language of this certification be included in the award documents for all Subawards at all tiers 
(including subcontracts, subgrants, and contracts under grants, Joans, and cooperative agreements) and that all Subrecipients shall 
certify and disclose accordingly. 

SRS Intra-System CR 
Federal Sponsor 
Jan 2020 
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SRS Intra-System CR 
Federal Sponsor 
Jan 2020 

Attachment 6 - PTE Award 
Page 3 of 81 

Attachment 2 
PTEAward 
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Attachment 6 - PTE Award 
Page4 of 81 

SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS 
OFFEROR TO COMPLETE BLOCKS 12 17 23 24 AND 30 

1. REQUISITION NUMBER 
H008429:l01711 

PAGE1 OF 25 

2. CONTRACT NO. 3. Al'AADIEFFECTIVE OATE 4. ORDER NUMBER S. SOLICITATION NUMBER 6. SOUCITATION ISSUE DATE 

31.Jul-2019 
a.NAME b. TELEPHONE NUMBER (No Cdled Cfi/s) a OFFER DUE DA TEI\.OCAL TIME 

CODE - 10. lHIS ACOUIS1110 N IS ~ UNRESTRICTED OR □ SET ASIDE: ___ % FOR: 

a.===---------1□ □ 1/\0MEN..QWIIEO SMALL BUSINESS ('IIOSB) 

18.: 

FAX: 

11. DEUVERY FOR FOB DESTlNA­

TION UNLESS BLOCK IS 

MARKED 

□ SEE SCHEDULE 

12. DISCOUNT TERMS 

SMALL BUSINESS ELIGIBLE UNDER THE 1/\0MEN--OV\NED 
SMALL BUSINESS PROGRAM 

□ HUBZONE SMALL □ NAICS: 
BUSINESS EDWOSB 541720 

□ SERVICE-DISABLED 
VETERAN-OWNED □ 8(A) 
SMALL BUSINESS 

SIZE STANDARD: 

$20,500,000 

13b. RATING 

□ 13a. 11-il S CONTRACT IS A 
RATED ORDER UNDER t-----------------------1 
DPAS (15 CFR 700) 14. METI-iOD OF SOU CITAllON 

□ RFQ □ IFB □ RFP 
15. DELIVER TO CODE .__.._ ____ --416. ADr.lNISTERED BY CODE 

OSO NET ASSESSMENT 
TRACY 'l\tiITTLESEY 
1920 DEFENSE PENTAGON ROOM 3A932 
'N<ISHINGTON DC 20301 

SEE ITEM 9 

Ha.CONTRACTOR/ CODE - FACILITY 

CODE 
18a. PAYMENT WILL BE MADE BY CODE 

OFFER OR ====---' 
TEXAS A&M UNIVERSITY SYSTEM, THE FMNQI\L M\NAGaeff CR:CTORA TE/V\IHS 

18.EPHONE N0.979.845.8630 

□ 17b. a-ECK F REMTTAI\CE IS CFFERENr AND PVT 
SUCH A~S N OFFER 

1 Bb. SLSMT" N\/CXES JQ,A~ Sl-0,/IAII N BLOCK 18a. l.N..ESS BLOO< 
BELOW IS a-ECKID LJ SEEAOOBO..M 

19. 20. 
ITEMNO. SCt-Bll..E OF SUPPLES/ SERVICES 

SEE SCHEDULE 

25. ACCOUNTING AND APPROPRIATION DATA 

See Schedule 

21. 22. 
QU6.NlTIY Ur-Ir 

23, 
l.NTPRtt 

24. 
A~ 

26, TOTAL AWARD AMOUNT (For Govt. Use Only) 

$272,278.00 

□ 27a, SOLICITATION INCORPORATES BY REFERENCE FAR 52,212-1, 52,212-4. FAR 52.212-3, 52,212-5 ARE ATTACHED, 

~ 27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212-4. FAR 52,212-5 IS ATTACHED, 

ADDENDA DARED ARE NOT ATTACHED 

ADDENDA ~ ARE DARE NOT ATTACHED 

~ 28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT ANO RETIJRN J. 
COPIES TO ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH ANO 
DELIVER ALL ITEMS SET FORTI-i OR OTHERWISE IDENTIFIED ABOVE AND ON ANY 

AOOlllONAL SHEETS SUBJECT TO THE TERMS ANO CONDITIONS SPECIFIED. 

□ 29. AWARD OF CONTRACT: REF. 

OFFER DATED . YOUR OFFER ON SOLICITATION 
(BLOCK 5), INCLUDI NG ANY ADDITIONS OR CHANGES WHICH ARE 

SET FORlH HEREIN, IS ACCEPTED AS TO ITEMS: 

30a. Sk.NA 1\R: OF OFFEROR/CONTRACTOR 31&.0NIIEO STAJ'ES Of AMERICA SIGNATURE OF CONTRACTING OFFICER 

30b. NAf.lE AND 1TTlE OF S'3t-ER 

(TYPE OR PRl/1/T) 

AUTH)R28) FOR LOCAL REPRODOCTION 
PREVOUS EllOON IS NOT USABLE 

30c. DO. 1E Sk31\Hl 

STAI\OI\RD FORM 1449 (REV. 2/2012) 
A'escribed by GSA - FAR (48 a=R) 53.212 
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Attachment 6 - PTE Award 
Pages of 81 

SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS 
OFFEROR TO COMPLETE BLOCKS 12 17 23 24 AND 30 

I REQUISITION NUMBER 
H00042920119 

PAGE1 OF 25 

2. CONTRACT~ 3. A'MRIM:FFECTM DATE t. ORDER NUMBER 

31-Jul-2019 
6. SOUCIT ATION NUMBER 6. SOUCIT ATION ISSUE DATE 

7. FCR 50.JCITATICN 
INFOIIM .. TOO C,.U. 

lB._ 

FAX· 

11. DELIVERY FOR F08 DESTINA­

TION UNLESS BLOCK IS 

MARKED 

□ SEE SCHEDULE 

.._ NA.l!E 

12. DISCOUNT TERMS 

I> TEUcPHONE NUMBER /No Cdfed Csls) 8. Ol'FER DUE 0-.TElt.OCAl. TIME 

10 ™IS ACQUISITION IS 1B UNRESTRICTED OR □ SET ASIDE: __ % FOR: 

□ SMALL BUSINESS 
□ v.QMEN•OVINED SMAU. 8USINESS(V.OSB) 

EUGISLE UNDER THE V',()MEN-OY'INEO 
S\IAU. BUSINESS PROGf<AM 

□ HUBZONE SW.LL 
BUSINESS 

□ SERVICE-OISASLEO 
VETERAN-OWNED □ 8(A) 
SMALL BUSINESS 

13b. RATING 

NAICS 

541720 

SIZE STANDARD. 

$20.500,000 

□ 13a. THIS CONTRACT IS A 
RATED ORDER UNDER 1--------------------t 
DPAS (15 CFR 700) 14. MElliOO OF SOUCITATION 

□RFQ □ IFS □ RFP 
-----118. ADMINISTERED BY COOE '--------t 

SEE ITEM 9 

□ 17b o-EO< IF RBdTTAIO: IS OtFFl:RENT At-0 FVT 
Su:::H AOCA:SS IN OFFER 

18b. SUMr HJOICES JD.AIXHSS SHO'Mil N Bl()()( 18a. lN.ESS BL()()( 
86.0WISQ-ECKED LJ SEEACXBO.M 

19. 20. 21. 22. 23. 24. 
ITENI N)_ somJ.E Of Slff\.ES/ SERVCES 0'-»'NmY lNT l.tjlfmK;E AMJUIIT 

SEE SCHEDULE 

25. ACCOUNTING AND APPROPRIATION DATA 26 TOTAL AWARD /IMOUNT(F0<Govl Uoa Only) 

See Schedule $272,278.00 

D 27•. SOLICITATION INCORPORATES BY REFERENCE FAR 52.212•1. 52.212-4. FAR 52.212-3, 62.212~ ARE ATTACHED. 

~ 27b. CONTRACT/PURCHASE OROER INCORPORATES BY REFERENCE FAR !12..21:M. FAR 52.212-5 IS ATTACHED. 

ADOENDA□ARE□ARE NOTATTACHEO 

ADDENoA!EAReOARENOTATTACHED 

1B 28 CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT ANO REn.lRN .1 

COPIES TO ISSUING OFFICE CONTRACTOR AGREES TO FURNIStt ANO 
DELIVER ALL ITEMS SET FORTH OR OTHERWISE IDENTIFIED ABOVE ANO ON At>N 
ADDITIONAL SHEETS SUBJECT TO THE TERMS AND CONDITIONS SPECIFIED. 

□ 29. AWARD OF CONTRAC"r. REF 

OFFER DATlED • YOUR OFFER ON SOLICITATION 
(BLOCK 5). INCLUDING ANY ADDITIONS OR CHANGES WHICH ARE 

SET FORTH HEREIN, 15 ACCEPTED AS TO ITEMS: 
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Attachment 6 - PTE Award 
Page6 of 81 

SOU CITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS 1• REOUISITKlN NUMBER 

OFFEROR TO COMPLETE BLOCKS 12 17 23 24 AND 30 
PAGE1 OF 25 

2. CONTRACT NO. 3. Al'AADIEFFECTIVE OATE 4. ORDER NUMBER S. SOLICITATION NUMBER 6. SOUCITATKlN ISSUE DATE 

31.Jul-2019 
a.NAME b. TELEPHONE NUMBER (No Cdled Cfi/s) a OFFER DUE DA TEI\.OCAL TIME 

CODE - 10. lHIS ACOUIS1110 N IS ~ UNRESTRICTED OR □ SET ASIDE: ___ % FOR: 

a.===---------1□ □ 1/\0MEN..QWIIEO SMALL BUSINESS ('IIOSB) 

18.: 

FAX: 

11. DEUVERY FOR FOB DESTlNA­

TION UNLESS BLOCK IS 

MARKED 

□ SEE SCHEDULE 

12. DISCOUNT TERMS 

SMALL BUSINESS ELIGIBLE UNDER THE 1/\0MEN--OV\NED 
SMALL BUSINESS PROGRAM 

□ HUBZONE SMALL □ NAICS: 
BUSINESS EDWOSB 541720 

□ SERVICE-DISABLED 
VETERAN-OWNED □ 8(A) 
SMALL BUSINESS 

SIZE STANDARD: 

$20,500,000 

13b. RATING 

□ 13a. 11-il S CONTRACT IS A 
RATED ORDER UNDER t-----------------------1 
DPAS (15 CFR 700) 14. METI-iOD OF SOU CITAllON 

□ RFQ □ IFB □ RFP 
15. DELIVER TO CODE .__.._ ____ --416. ADr.lNISTERED BY CODE 

SEE ITEM 9 

Ha.CONTRACTOR/ CODE - FACILITY 

CODE 
18a. PAYMENT WILL BE MADE BY CODE 

OFFER OR ====---' 
TEXAS A&M UNIVERSITY SYSTEM, THE FMNQI\L M\NAGaeff CR:CTORA TE/V\IHS 

18.EPHONE N0.979.845.8630 

□ 17b. a-ECK F REMTTAI\CE IS CFFERENr AND PVT 
SUCH A~S N OFFER 

1 Bb. SLSMT" N\/CXES JQ,A~ Sl-0,/IAII N BLOCK 18a. l.N..ESS BLOO< 
BELOW IS a-ECKID LJ SEEAOOBO..M 

19. 20. 
ITEMNO. SCt-Bll..E OF SUPPLES/ SERVICES 

SEE SCHEDULE 

25. ACCOUNTING AND APPROPRIATION DATA 

See Schedule 

21. 22. 
QU6.NlTIY Ur-Ir 

23, 
l.NTPRtt 

24. 
A~ 

26, TOTAL AWARD AMOUNT (For Govt. Use Only) 

$272,278.00 

□ 27a, SOLICITATION INCORPORATES BY REFERENCE FAR 52,212-1, 52,212-4. FAR 52.212-3, 52,212-5 ARE ATTACHED, 

~ 27b. CONTRACT/PURCHASE ORDER INCORPORATES BY REFERENCE FAR 52.212-4. FAR 52,212-5 IS ATTACHED, 

ADDENDA DARED ARE NOT ATTACHED 

ADDENDA ~ ARE DARE NOT ATTACHED 

~ 28. CONTRACTOR IS REQUIRED TO SIGN THIS DOCUMENT ANO RETIJRN J. 
COPIES TO ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH ANO 
DELIVER ALL ITEMS SET FORTI-i OR OTHERWISE IDENTIFIED ABOVE AND ON ANY 

ADDITIONAL SHEETS SUBJECT TO THE TERMS ANO CONDITIONS SPECIFIED. 

□ 29. AWARD OF CONTRACT: REF. 

OFFER DATED . YOUR OFFER ON SOLICITATION 
(BLOCK 5), INCLUDI NG ANY ADDITIONS OR CHANGES WHICH ARE 

SET FORlH HEREIN, IS ACCEPTED AS TO ITEMS: 

30a. Sk.1"¥\ 1\R: OF OFFEROR/CONTRACTOR 31&.0NilEO STAJ'ES OE' AMERICA (SIGNATURE OF CONTRACTING OFFICER) 
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SOLICITATION/CONTRACT/ORDER FOR COMMERCIAL ITEMS 
(CONTINUED) 

19. 20. 

I PAGE2 OF 25 

21. 22. 23. 24. 
ITEMNO. SOfiU.E OF Slffl..ES/ SER\/0:.S Q~NTTTY LNr I.NrPRk::E AII.OI.JNT 

SEE SCHEDULE 

32a. QUANTiiY IN COLU'-"I 21 HAS BEEN 

□ RECEIVED □ INSPECTED □ 
ACCEPTED, AND CONFORMS TO Tl-iE CONTRACT, EXCEPT AS NOTED: 

32b. SIGNATURE OF AUTI-iORIZE.D GOVERNMENT 32c. DATE 32d. PRINTED NAME AND TITLE OF AUTI-iORIZED GOVERNMENT 
REPRESENTATIVE REPRESENTATIVE 

32e, MAILING ADDRESS OF AUTHORIZED GOVERNMENT REPRESENTATIVE 32!. TELEPHONE NUMBER OF AUTHORIZED GOVERNMENT REPRESENTATIVE 

32g. E-MAIL OF AUTI-iORIZED GOVERNMENT REPRESENTATIVE 

33, SHIP NU"'3ER 34, VOUCHER NUMBER 35. AMOUNT VERIFIED 36. PAYMENT 37. CHECK NUMBER 
CORRECT FOR 

□ COt.'PLETE □ PARTIAL □ FINAL I PARTIAL I FINAL 

38, SIR ACCOUNT NUMBER 39. SIR VOUCHER NUl.'BER 40. PAID BY 

41a I CERTIFY THIS ACCOUNT I S CORRECT AND PROPER FOR PAYl'AENT 
41b. SIGNATURE ANO TITLE OF CERTIFYING OFFICER 

AUTI-ORJZID FOR LOCAL REPROO.JCOON 
PREVK>US EIJ00N lS NOT USABLE 

41c. DATE 
42a. RECEIVED BY (Print) 

42b. RECEIVED AT (L0<;ation) 

42c. DATE REC'D (YYIMM/DD) 142d. TOTAL CONTAINERS 

STAND\RD FORM 1449 (REV. 2/2012) BAO< 
A'escribed by GSA - FAR (48 a:R) 53.212 
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Each of the three powers has sought to apply digitization of information to the strategic level of their respective 
national policies and strategies. While acknowledging the significance of this effort, it is not the objective of the 
proposed study. 
Likewise, as a matter of scope, the proposed study will address the US and the PRC. The "military scientific" work 
Russia has done on the subject will be consulted and where appropriate addressed. 
The objective of the proposed study is to test the hypothesis that digitized warfare has or will change the conduct of 
warfare and in what ways. 

2. PERIOD OF PERFORMANCE 

12-month Base Year and Two 12-month Option Years. 
Base Year: July 31, 2019 - July 30, 2020 
Option Year One: July 31, 2020 - July 30, 2021 
Option Year Two: July 31, 2021 - July 30, 2022 

3. GENERAL REQUIREMENTS 

This section describes the general requirements for this effort. The following sub-sections provide 
details of various considerations. 

3.1. Non-Personal Services 
The services and performance required under this contract are determined to be not inherently 
governmental. The contractor shall not perform or give the appearance of performing inherently 
governmental functions as described in FAR Part 2 and Subpart 7.5, and all applicable Department 
of Defense (DoD) policy. The Government shall neither supervise contractor employees nor control 
the method by which the contractor performs the required tasks. All contractor personnel shall 
identify themselves as contracted support personnel in all forms of communication with all entities 
with whom the Office of Net Assessment (ONA) have business dealings. It shall be the responsibility 
of the contractor to manage its employees and to guard against any actions that are of the nature of 
personal services, or give the perception of personal services. If the contractor believes that any 
actions constitute, or are perceived to constitute personal services, it shall be the contractor's 
responsibility to notify the Contracting Officer immediately. 

3.2. Business Relations 
The Contractor shall successfully integrate and coordinate all activity needed to execute the 
requirements specified herein. The Cont ractor shall manage the timeliness, completeness, and 
quality of the contract deliverables. The Contractor shall provide corrective action plans, proposal 
submittals, timely identification of issues, and effective management of all contractor personnel 
(including subcontractors). The Contractor shall seek to ensure customer satisfaction and 
professional and ethical behavior of all contractor personnel. 

3.3. Contract Management 
The contractor shall establish clear organizational lines of authority and responsibility to ensure 
effective management of the resources assigned to this requirement. The Contractor must maintain 
continuity between ONA and the Contractor's corporate offices. 

The Contractor shall establish processes and assign appropriate resources to effectively administer 
this contract. The Contractor shall respond to Government requests for contractual actions in a 
timely fashion. The Contractor shall have a single point of contact (the Contracting Officer's 
Representative (COR)) between the Government and contractor personnel assigned to support this 
contract. 

3.4. Contractor PersonneL Disciplines. and Specialties 
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While the end product or deliverable is vital to successful performance, oversight also includes client 
interaction and responsiveness. Accordingly, the Contractor is required to proactively maintain 
assigned tasks, and be responsive to all entities with professional business dealings related to the 
assigned tasks. 

The Contractor must at all times maintain an adequate work force for the uninterrupted 
performance of all tasks defined within this work statement and keep the Government informed of 
personnel extended absences. The Contractor shall keep in mind that the stability and continuity of 
the workforce are essential. 

4. APPROACH 

The proposed study will: 
• identify, based on developments in the last two decades, what the US and the PRC might anticipate the 

operational level impact to be of digitization of warfare in the 2025-2030 timeframe; 
• examine and compare the efforts of the US and China, primarily, to integrate and exploit digitization in 

doctrine, concept development and the acquisition and deployment (including force structure, 
organization) of requisite capabilities; 

• assess whether and in what ways the incorporation of digitized warfare has led to changes in how they 
expect to conduct warfare; 

• extrapolate potential lines of development of digitized warfare at the operational level, looking for 
developments that might result in fundamental changes in warfare through the adoption of 
" information command;" 

• create a framework for assessing the implications of changes--modest or more fundamental--on the 
operational concepts and material capabilities as they might relate in scenarios designed to test relative 
advantage gained or lost by on side vis the other. 

The anticipated results of the study include: 
• a cogent description of the potential impact of digitization on operational art; 
• criteria by which to assess the activity and success of the US and the PRC in adopting digitized 

operational concepts and the value each ascribes to the capability; 
• an appreciation for the potential evolution of digitized operational concepts of the US and the PRC 

into: information command" and a framework for assessing relative advantage. 

5. TASKS AND DELIVERABLES 

5.1 Tasks. 

Base Year 
TASK l: Concept definition and capability identification: 

a. Identify concepts that have driven the baseline "information" capabilities of the US and PRC 
since the early 2000s; 

b. Extend the trend lines through 2025/2030 for US and PRC relative to the role and mission of 
"information" as reflected in doctrine, concept development for combat operations and 
acquisition of capabilities; 

i. This timeline has the virtue of capturing the modernization programs underway in 
the US and the PRC 

TASK 2: Extrapolate those trend lines toward "information command" concepts beyond 2030 
considering anticipated technology developments, evolving force balances, changing geopolitical 
conditions, etc., assuming resourcing of capabilities; 

c. Complete a comparative assessment of capabilities, as reflected in doctrine, concept 
development and acquisition. 

i. Circa 2025/2030 
ii. Beyond 2030 
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TASK 3: Final report 

Option Year 1 
TASK l : Anticipated benefits of digitized warfare for the US and PRC: 

a. Identify adjustments to the respective forces considering anticipated benefits, e.g., 
1. Organization 

11. Manning 
m. Comroand(s) 
iv. Declaratory doctrine 
v. Technology development and road.maps for investment 

TASK 2: Identify the "limits" of expectation as reflected in, e.g., 
vi. Doctrinal debate 
vii. Budgetary allocations 

viii. Contingency planning 
TASK 3: Scenario development building on l. and 2. 

ix. Precise contours to be developed in consultation with the sponsor 
x. Assessment of scenarios through a workshop for each 

TASK 4: Comparative assessment of trends in progress toward information command 
TASK 5: Deliverable 

Option Year 2 
TASK I : Propose a framework for a net assessment of digitized warfare 

a. Present anticipated status of information command in the doctrine, concept development and 
forces of the US and PRC post- 2030 

b. Perform a SWOT analysis as each might of its own capabilities 
c. Perform a SWOT analysis as each might of the other' s capabilities 

TASK 2: Identify the metrics each might propose to establish the effectiveness of"information 
command" on operations; 
TASK 3: Develop a scenario to highlight the implications of the success/failure to gain information 
command poses to US/PRC strategic concepts, objectives and plans. 
TASK 4: Deliverable 

5.2 Deliverables 
All deliverables will be provided in both paper and electronic formats. Two paper copies and one electronic version 
on CD-ROM. The COR has the right to reject or require correction of any deficiencies found in the deliverables. In 
the event of a rejected deliverable, the Contractor will be notified in writing by the COR of the specific reasons for 
rejection. 

Base Year. The first-year deliverable will be a briefing of - 50 slides that 
I. Reflects the results of the concept definition and capabilities identification phase and, 
2. Proposes a way ahead for the second year that expands to workshops and scenario development 

designed to provide greater visibility into operational implications of digitization and its potential 
evolution to information command. 

Option Year One. Option year one would deliver two scenarios, in briefing format, each 35-50 slides, 
1. Reflecting the adjustments in the respective military capabilities of the US and PRC as a result of 

digitization, 
2. The relative advantages conveyed and indications of further evolution toward information command; 
3. Criteria for a net assessment would be developed through the workshops held to examine the two 

scenarios. 

Option Year Two. Option year two would deliver two briefings: 
l. Briefing of - 50 slides: 
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a. Framework for a net assessment of digitized warfare 
b. Criteria for assessing evolution toward and implementation of information command; 

2. Briefing of ~50 slides presenting a scenario and workshop results examining the implications of 
adopting information command capabilities by the US and PRC. 
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6. SPECIAL REQUIREMENTS 

This section describes the special requirements for this effort. The following sub-secti.ons provide details of various 
considerations on this effort. 

6.1 Travel and ODCs 
Contractor travel will comply with FAR 31.205-46, "Travel Costs." Contractors will be required to travel as part of 
this contract. If written evidence ofCOR approval for contractor overnight travel, that deviates from the statement of 
work, cannot be provided upon request of the government official inspecting or accepting vendor invoices, 
reimbursement for such travel may be denied. The contractor must be able to support emerging travel requirements 
and/or as required by the ONA for times within the period of performance. All travel surge requirements will be 
contingent on the availability of government funding. 

ODCs shall not include any cost for food. Food is not allowable and will not be reimbursed. 

6.2 Kick-off Meeting 
If the Office of Net Assessment determines a kick-off meeting is required, the Contractor shall participate in a kick­
off meeting with ONA no later than (NL T) forty-five ( 45) working days after contract award date to discuss details 
of the contract, confirm schedule, and format of deliverables. 

6.3 Deliverables and Departing Personnel 
All contract deliverables are expected to continue regardless of any departing or on-boarding of personnel or any 
vacant positions. Contractor shall notify the COR and Contracting Officer of any personnel leaving from the 
contract at least 15 days prior to the departure date. The backfill for any vacant position shall by filled within thirty 
(30) calendar days. Vendor shall provide replacement personnel that have the minimum qualifications as required by 
the contract. 

6.4 Classification 
The project work may be up to the TS/SCI level. 

6.5 Non-Disclosure Statements 
The Contractor shall not publish or disclose in any manner, without the Office of Net Assessment's written consent, 
the details of any safeguards either designed or developed by the Contractor under this contract or otherwise 
provided by the Government. 

6.6 Releases or Publications 
No insights or outputs from this effort shall be openly published without prior approval from The Office of Net 
Assessments, even at the unclassified level. No exceptions 

6.7 Media Inquiries 
The contractor shall not respond to any media inquiries. Any inquiries from the media shall be immediately relayed 
to the OSD Public Affairs Office. There shall be no interviews, comments, or any other response without the 
knowledge and approval of the Director, OSD Public Affairs Office. 

PRR23-198 _ 0034 



Attachment 6 - PTE Award 
Page 14 of 81 

PRR23-198_0035 



Attachment 6 - PTE Award 
Page 15 of 81 

PRR23-198 _ 0036 



Attachment 6 - PTE Award 
Page 16 of 81 

PRR23-198_0037 



DELIVERY INFORMATION 

Attachment 6 - PTE Award 
Page 17 of 81 

PRR23-198 _ 0038 



Attachment 6 - PTE Award 
Page 18 of 81 

PRR23-198_0039 



Attachment 6 - PTE Award 
Page 19 of 81 

Page 14 of25 

CLAUSES INCORPORATED BY REFERENCE 

52.202-1 
52.203-3 
52.203-6 
52.203-7 
52.203-12 

Definjtions 
Gratuities 
Restrictions On Subcontractor Sales To The Government 
Anti-Kickback Procedures 
Limitation On Payments To Influence Certain Federal 
Transactions 

NOV 2013 
APR 1984 
SEP 2006 
MAY2014 
OCT2010 

52.203-1 7 

52.204-2 
52.204-4 

Contractor Employee Whistleblower Rights and Requirement APR 2014 

52.204-7 
52.204-9 
52.212-1 
52.212-4 
52.217-5 
52.219-14 
52.219-14 
52.222-3 
52.222-7 
52.222-21 
52.222-22 
52.222-25 
52.222-26 
52.222-35 
52.222-36 
52.222-40 

52.222-50 
52.232-2 

52.232-33 

52.237-3 
52.242-17 
52.243-1 

To Inform Employees of Whistleblower Rights 
Security Requirements 
Printed or Copied Double-Sided on Postconsumer Fiber 
Content Paper 
System for Award Management 
Personal Identity Verification of Contractor Personnel 
Instructions to Offerors--Commercial Items 
Contract Terms and Conditions--Commercial Items 
Evaluation Of Options 
Limitations On Subcontracting 
Limitations On Subcontracting 
Convict Labor 
Withholding of Funds 
Prohibition Of Segregated Facilities 
Previous Contracts And Compliance Reports 
Affirmative Action Compliance 
Equal Opportunity 
Equal Opportunity for Veterans 
Equal Opportunity for Workers with Disabilities 
Notification of Employee Rights Under the National Labor 
Relations Act 
Combating Trafficking in Persons 
Payments Under Fixed-Price Research And Development 
Contracts 
Payment by Electronic Funds Transfer-System for Award 
Management 
Continuity Of Services 
Government Delay Of Work 
Changes--Fixed Price 

CLAUSES IN CORPORA TED BY FULL TEXT 

AUG 1996 
MAY2011 

OCT 2018 
JAN 2011 
OCT2018 
OCT2018 
JUL 1990 
JAN 2017 
JAN2017 
JUN2003 
MAY2014 
APR2015 
FEB 1999 
APR 1984 
SEP 2016 
OCT2015 
JUL2014 
DEC2010 

JAN2019 
APR 1984 

OCT2018 

JAN 1991 
APR 1984 
AUG 1987 

52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO IMPLEMENT STATUTES OR 
EXECUTIVE ORDERS--COMMERCIAL ITEMS (MAY 2019) 

( a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) clauses, which are 
incorporated in this contract by reference, to implement provisions of law or Executive orders applicable to 
acquisitions of commercial items: 

(I) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) 
(section 743 of Division E, Title VII, oftbe Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 
113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing resolutions)). 
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(2) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by 
Kaspersky Lab and Other Covered Entities (Jul 2018) (Section 1634 of Pub. L. 115-91). 

(3) 52.209- 10, Prohibition on Contracting with Inverted Domestic Corporations (Nov 2015). 

(4) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 

(5) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (Public Laws 108-77 and 108-78 (19 
U.S.C. 3805 note)). 

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the Contracting Officer has 
indicated as being incorporated in this contract by reference to implement provisions of law or Executive orders 
applicable to acquisitions of commercial items: (Contracting Officer check as appropriate.) 

_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government (Sept 2006), with Alternate I (Oct 1995) 
(41 U.S.C. 4704 and 10 U.S.C. 2402). 

__ (2) 52.203- 13, Contractor Code of Business Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 

__ (3) 52.203- 15, Whistleblower Protections under the American Recovery and Reinvestment Act of 2009 (June 
2010) (Section 1553 of Pub. L. 111-5). (Applies to contracts funded by the American Recovery and Reinvestment 
Act of2009.) 

_ ( 4) 52.204-1 0, Reporting Executive Compensation and First-Tier Subco.ntract Awards (Oct 2018) (Pub. L. 
109-282) (31 U.S.C. 6101 note). 

_ (5) [Reserved] 

(6) 52.204-14, Service Contract Reporting Requirements (Oct 2016) (Pub. L. 111-117, section 743 of Div. 
C). 

(7) 52.204-15, Service Contract Reporting Requirements for Indefinite-Delivery Contracts (Oct 2016) (Pub. 
L. 111- 117, section 743 ofDiv. C). 

_ (8) 52.209-6, Protecting the Government's Interest When Subcontracting with Contractors Debarred, 
Suspended, or Proposed for Debarment. (Oct 2015) (31 U.S.C. 6101 note). 

(9) 52.209-9, Updates of Publicly Available Information Regarding Responsibility Matters (Oct 2018) ( 41 
U.S.C. 2313). 

__ (10) [Reserved] 

(1 l)(i) 52.219-3, Notice ofHUBZone Set-Aside or Sole-Source Award (NOV 2011) (15 U.S.C. 657a). 

__ (ii) Alternate I (NOV 2011) of52.219-3. 

__ (12) (i) 52.219-4, Notice of Price Evaluation Preference for HUBZone Small Business Concerns (OCT 2014) 
(if the offeror elects to waive the preference, it shall so indicate in its offer) (15 U.S.C. 657a). 

__ (ii) Alternate I (JAN 2011) of 52.219-4. 

__ ( 13) [Reserved] 

__ (14)(i) 52.219-6, Notice of Total Small Business Set-Aside (NOV 2011) (15 U.S.C. 644). 
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__ (ii) Alternate I (NOV 2011). 

__ (iii) Alternate Il (NOV 2011). 

__ (15)(i) 52.219-7, Notice of Partial Small Business Set-Aside (June 2003) (15 U.S.C. 644). 

__ (ii) Alternate I (Oct 1995) of 52.219-7. 

__ (iii) Alternate TI (Mar 2004) of 52.219-7. 

__ (16) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and (3)). 

__ (17)(i) 52.219-9, Small Business Subcontracting Plan (Aug 2018) (15 U.S.C. 637(d)(4)). 

__ (ii) Alternate I (Nov 2016) of 52.219-9. 

__ (iii) Alternate II (Nov 2016) of 52.219-9. 

__ (iv) Alternate III (Nov 2016) of 52.219-9. 

__ (v) Alternate IV (Aug 2018) of52.219-9. 

__ (18) 52.219- 13, Notice of Set-Aside of Orders (NOV 2011) (15 U.S.C. 644(r)). 

__ (19) 52.219- 14, Limitations on Subcontracting (JAN 2017) (15 U.S.C. 637(a)(l4)). 

(20) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 1999) (15 U.S.C. 637(d)(4)(F)(i)). 

__ (21) 52.219-27, Notice of Service-Disabled Veteran-Owned Small Business Set-Aside (NOV 2011) (15 U.S.C. 
657f). 

__ (22) 52.219-28, Post Award Small Business Program Rerepresentation (July 2013) (J 5 U.S.C. 632(a)(2)). 

__ (23) 52.219-29, Notice of Set-Aside for, or Sole Source Award to, Economically Disadvantaged Women­
Owned Small Business Concerns (Dec 2015) (15 U.S.C. 637(m)). 

__ (24) 52.219-30, Notice of Set-Aside for, or Sole Source Award to, Women-Owned Small Business Concerns 
Eligible Under the Women-Owned Small Business Program (Dec 2015) (15 U.S.C. 637(m)). 

__ (25) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 

__ (26) 52.222- 19, Child Labor--Cooperation with Authorities and Remedies (Jan 2018) (E.O. 13126). 

__ (27) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 

_ (28)(i) 52.222-26, Equal Opportunity (SEPT 2016) (E.O. 11246). 

__ (ii) Alternate I (Feb 1999) of 52.222-26. 

__ (29)(i) 52.222-35, Equal Opportunity for Veterans (OCT 2015)(38 U.S.C. 4212). 

__ (ii) Alternate I (July 2014) of 52.222-35. 

__ (30)(i) 52.222-36, Equal Opportunity for Workers with Disabilities (JUL 2014) (29 U.S.C. 793). 

PRR23-198 _ 0042 



Attachment 6 - PTE Award 
Page 22 of 81 

Page 17 of 25 

__ (ii) Alternate I (July 201 4) of52.222-36. 

__ (31) 52.222-37, Employment Reports on Veterans (FEB 2016) (38 U.S.C. 4212). 

__ (32) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 
13496). 

__ (33)(i) 52.222-50, Combating Trafficking in Persons (JAN 2019) (22 U.S.C. chapter 78 and E.O. 13627). 

__ (ii) Alternate I (Mar 2015) of52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 

__ (34) 52.222-54, Employment Eligibility Verification (Oct 2015). (E. 0. 12989). (Not applicable to the 
acquisition of commercially available off-the-shelf items or certain other types of commercial items as prescribed in 
22.1803.) 

__ (35)(i) 52.223-9, Estimate of Percentage of Recovered Material Content for EPA- Designated Items (May 
2008) (42 U.S.C. 6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially available off-the-shelf 
items.) 

__ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). (Not applicable to the acquisition of 
commercially available off-the-shelf items.) 

__ (36) 52.223- 11, Ozone-Depleting Substances and High Global Wanning Potential Hydrofluorocarbons (Jun 
2016) (E.O. 13693). 

__ (37) 52.223- 12, Maintenance, Service, Repair, or Disposal ofRefiigeration Equipment and Air Conditioners 
(Jun 2016) (E.O. 13693). 

__ (38) (i) 52.223- 13, Acquisition ofEPEAT® Registered Imaging Equipment (Jun 2014) (E.O.s 13423 and 
13514). 

(ii) Alternate I (OCT 2015) of 52.223- 13. 

(39)(i) 52.223- 14, Acquisition ofEPEAT® Registered Televisions (Jun 2014) (E.O.s 13423 and 13514). 

(ii) Alternate I (Jun 2014) of52.223-14. 

__ (40) 52.223- 15, Energy Efficiency in Energy-Consuming Products (Dec 2007) (42 U.S.C. 8259b). 

__ ( 41 )(i) 52.223- 16, Acquisition ofEPEAT®-Registered Personal Computer Products (OCT 2015) (E.O.s 
13423 and 13514). 

__ (ii) Alternate I (Jun 2014) of52.223-16. 

__ (42) 52.223- 18, Encouraging Contractor Policies to Ban Text Messaging While Driving (Aug 2011) (E.O. 
13513). 

__ ( 43) 52.223-20, Aerosols (Jun 2016) (E.O. 13693). 

_ (44) 52.223-21, Foams (Jun 2016) (E.O. 13693). 

__ (45)(i) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 

__ (ii) Alternate I (JAN 2017) of 52.224-3. 
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__ (46) 52.225- 1, Buy American--Supplies (May 2014) (41 U.S.C. chapter 83). 

__ (47) (i) 52.225-3, Buy American--Free Trade Agreements--Israeli Trade Act (May 2014) (41 U.S.C. chapter 
83, 19 U.S.C. 3301 note, 19 U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 
103- 182, 108-77, 108-78, 108-286, l08-302, 109-53, 109-169, l09-283, 110-138, 112-41, 112-42, and 112-43. 

__ (ii) Alternate I (May 2014) of52.225-3. 

(iii) Alternate U (May 2014) of52.225-3. 

(iv) Alternate lil (May 2014) of52.225-3. 

__ (48) 52.225-5, Trade Agreements (AUG 2018) 19 U.S.C. 2501, et seq., 19 U.S.C. 3301 note). 

__ (49) 52.225-13, Restrictions on Certain Foreign Purchases (WNE 2008) (E.O.'s, proclamations, and statutes 
administered by the Office of Foreign Assets Control of the Department of the Treasury). 

__ (50) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) 
(Section 862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note). 

__ (51) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 2007) (42 U.S.C. 5150 

__ (52) 52.226-5, Restrictions on Subcontracting Outside Disaster or Emergency Area (Nov 2007) (42 U.S.C. 
5150). 

__ (53) 52.232-29, Terms for Financing of Purchases of Commercial Items (Feb 2002) (41 U.S.C. 4505, 10 
U.S.C. 2307(f)). 

__ (54) 52.232-30, Installment Payments for Commercial Items (Jan 2017) (41 U.S.C. 4505, 10 U.S.C. 2307(f)). 

__ (55) 52.232-33, Payment by Electronic Funds Transfer-System for Award Management (Oct 2018) (31 
U.S.C. 3332). 

__ (56) 52.232-34, Payment by Electronic Funds Transfer-Other than System for Award Management (July 
2013)(31 U.S.C. 3332). 

_ (57) 52.232-36, Payment by Third Party (MAY 2014) (31 U.S.C. 3332). 

__ (58) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 552a). 

__ (59) 52.242-5, Payments to Small Business Subcontractors (JAN 2017)(15 U.S.C. 637(d)(13)). 

__ (60)(i) 52.247-64, Preference for Privately Owned U.S.-Flag Commercial Vessels (Feb 2006) (46 U.S.C. 
Appx. 1241(b) and 10 U.S.C. 2631). 

__ (ii) Alternate T (Apr 2003) of 52.247-64. 

__ (iii) Alternate II (Feb 2006) of 52.247-64. 

( c) The Contractor shall comply with the FAR clauses in this paragraph ( c ), applicable to commercial services, that 
the Contracting Officer has indicated as being incorporated in this contract by reference to implement provisions of 
law or Executive orders applicable to acquisitions of commercial items: (Contracting Officer check as appropriate.) 

__ (I) 52.222- 17, Nondisplacement of Qualified Workers (May 2014) (E.O. 13495). 
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__ (2) 52.222-41, Service Contract Labor Standards (AUG 2018) (41 U.S.C. chapter 67). 

__ (3) 52.222-42, Statement of Equivalent Rates for Federal Hires (MAY 2014) (29 U.S.C. 206 and 41 U.S.C. 
chapter 67). 

__ (4) 52.222-43, Fair Labor Standards Act and Service Contract Labor Standards--Price Adjustment (Multiple 
Year and Option Contracts) (AUG 20 18) (29 U.S.C. 206 and 41 U.S.C. chapter 67). 

__ (5) 52.222-44, Fair Labor Standards Act and Service Contract Labor Standards--Price Adjustment (MAY 
2014) (29 U.S.C 206 and 41 U.S.C. chapter 67). 

__ (6) 52.22~5 l , Exemption from Application of the Service Contract Labor Standards to Contracts for 
Maintenance, Calibration, or Repair of Certain Equipment--Requirements (MAY 2014) (41 U.S.C. chapter 67). 

__ (7) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 
Services--Requirements (MAY 2014) (41 U.S.C. chapter 67). 

__ (8) 52.222-55, Minimum Wages Under Executive Order 13658 (DEC 2015) (E.O. 13658). 

__ (9) 52.222-62, Paid Sick Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 

__ (10) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations (MAY 2014) (42 U.S.C. 1792). 

(d) Comptroller General Examination of Record. The Contractor shall comply with the provisions ofthis paragraph 
(d) if this contract was awarded using other than sealed bid, is in excess of the simplified acquisition threshold, and 
does not contain the clause at 52.215-2, Audit and Records--Negotiation. 

(I) The Comptroller General of the United States, or an authorized representative of the Comptroller General, shall 
have access to and right to examine any of the Contractor's directly pertinent records involving transactions related 
to this contract. 

(2) The Contractor shall make available at its offices at all reasonable times the records, materials, and other 
evidence for examination, audit, or reproduction, until 3 years after final payment under this c-0ntract or for any 
shorter period specified in FAR Subpart 4.7, Contractor Records Retention, of the other clauses ofthis contract. If 
this contract is completely or partially terminated, the records relating to the work terminated shall be made 
available for 3 years after any resulting final termination settlement. Records relating to appeals under the disputes 
clause or to litigation or the settlement of claims arising under or relating to this contract shall be made available 
until such appeals, litigation, or claims are fmally resolved. 

(3) As used in this clause, records include books, documents, accounting procedures and practices, and other data, 
regardless of type and regardless of form. This does not require the Contractor to create or maintain any record that 
the Contractor does not maintain in the ordinary course of business or pursuant to a provision of law. 

(e) (1) Notwithstanding the requirements of the clauses in paragraphs (a), (b), (c), and (d) of this clause, the 
Contractor is not required to flow down any FAR clause, other than those in this paragraph (e)(l)in a subcontract for 
commercial items. Unless otherwise indicated below, the extent of the flow down shall be as required by the 
clause--

(i) 52.203- 13, Contractor Code ofBusiness Ethics and Conduct (Oct 2015) (41 U.S.C. 3509). 

(ii) 52.203-19, Prohibition on Requiring Certain Internal Confidentiality Agreements or Statements (JAN 2017) 
(section 743 of Division E, Title VII, of the Consolidated and Further Continuing Appropriations Act, 2015 (Pub. L. 
113-235) and its successor provisions in subsequent appropriations acts (and as extended in continuing resolutions)). 
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(iii) 52.204-23, Prohibition on Contracting for Hardware, Software, and Services Developed or Provided by 
Kaspersky Lab and Other Covered Entities (Jul 2018) (Section l 634 of Pub. L. I 15-91 ). 

(iv) 52.219-8, Utilization of Small Business Concerns (Oct 2018) (15 U.S.C. 637(d)(2) and (3)), in all subcontracts 
that offer further subcontracting opportunities. If the subcontract (except subcontracts 
to small business concerns) exceeds $700,000 ($ 1.5 million for construction of any public facility), the 
subcontractor must include 52.219-8 in lower tier subcontracts that offer subcontracting opportunities. 

(v) 52.222-17, Nondisplacement of Qualified Workers (MAY 2014) (E.O. 13495). Flow down required in 
accordance with paragraph (l) off AR clause 52.222-17. 

(vi) 52.222-21, Prohibition of Segregated Facilities (Apr 2015). 

(vii) 52.222-26, Equal Opportunity (Sep 2016) (E.O. 11246). 

(viii) 52.222-35, Equal Opportunity for Veterans (Oct 2015) (38 U.S.C. 4212). 

(ix) 52.222-36, Equal Opportunity for Workers with Disabilities (Jul 2014) (29 U.S.C. 793). 

(x) 52.222-37, Employment Reports on Veterans (Feb 2016) (38 U.S.C. 4212). 

(xi) 52.222-40, Notification of Employee Rights Under the National Labor Relations Act (Dec 2010) (E.O. 13496). 
Flow down required in accordance with paragraph (f) of FAR clause 52.222-40. 

(xii) 52.222-41, Service Contract Labor Standards (Aug 2018), (41 U.S.C. chapter 67). 

(xiii) __ (A) 52.222-50, Combating Trafficking in Persons (JAN 2019) (22 U.S.C. chapter 78 and E.O. 13627). 

(B) Alternate I (March 2, 2015) of52.222-50 (22 U.S.C. chapter 78 and E.O. 13627). 
(xiv) 52.222-51 , Exemption from Application of the Service Contract Labor Standards to Contracts for 
Maintenance, Calibration, or Repair ofCertainEquipment--Requirements (May 2014) (41 U.S.C. chapter 67.) 

(xv) 52.222-53, Exemption from Application of the Service Contract Labor Standards to Contracts for Certain 
Services--Requirements (May 2014) (41 U.S.C. chapter 67) 

(xvi) 52.222-54, Employment Eligibility Verification (Oct 2015) (E. 0. 12989). 

(xvii)52.222-55, Minimum Wages Under Executive Order 13658 (Dec 2015) (E.O. 13658). 

(xviii) (A) 52.224-3, Privacy Training (JAN 2017) (5 U.S.C. 552a). 
(B) Alternate I (JAN 2017) of 52.224-3. 

(xix) 52.222-62 Paid Skk Leave Under Executive Order 13706 (JAN 2017) (E.O. 13706). 

(xx) 52.225-26, Contractors Performing Private Security Functions Outside the United States (Oct 2016) (Section 
862, as amended, of the National Defense Authorization Act for Fiscal Year 2008; 10 U.S.C. 2302 Note). 

(xxi) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. (May 2014) (42 U.S.C. 1792). Flow 
down required in accordance with paragraph (e) of FAR clause 52.226-6. 

(xxii) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels (Feb 2006) (46 U.S.C. Appx 
1241(b) and 10 U.S.C. 2631). Flow down required in accordance with paragraph (d) ofFAR clause 52.247-64. 

(2) While not required, the Contractor may include in its subcontracts for commercial items a mfoimal number of 
additional clauses necessary to satisfy its contractual obligations. 
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(End of clause) 

52.217-8 OPTION TO EXTEND SERVICES (NOV 1999) 

Tbe Government may require continued perfonnance of any services witbin tbe limits and at tbe rates specified in 
the contract. These rates may be adjusted only as a result of revisions to prevailing labor rates provided by tbe 
Secretary of Labor. The option provision may be exercised more than once, but the total extension of performance 
hereunder shall not exceed 6 montbs. The Contracting Officer may exercise tbe option by written notice to tbe 
Contractor within 15 days before tbe end of tbe contract.option). 

(End of clause) 

52.217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000) 

(a) The Government may extend tbe term of this contract by written notice to the Contractor provided that tbe 
Government gives the Contractor a preliminary written notice of its intent to extend at least 30 days before the 
contract expires. The preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include tbis option clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, shall not exceed 72 
months. 

(End of clause) 

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, witb the same force and effect as iftbey were given in 
full text. Upon request, tbe Contracting Officer will make tbeir full text available. Also, the full text of a clause may 
be accessed electronically at this/tbese address( es): 

http://farsite.hill.af.mil/reghtml/regs/far2afmcfars/fardfars/far/Far l toc.htm#TopOfPage 

(End of clause) 

252.201-9000 WHS/AD LOCAL CLAUSE: CONTRACTING OFFICER'S REPRESENTATIVE (COR) 
(MAR 2015) 

(a) The Contracting Officer's Representative (COR) is a representative of the Government with limited authority 
who has been designated in writing by the Contracting Officer to provide technical direction, clarification, and 
guidance with respect to existing specifications and perfonnance work statement/statement of work/statement of 
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objectives, as established in the contract. The COR also monitors the progress and quality of the Contractor' s 
performance for payment purposes. The COR shall promptly report Contractor performance discrepancies and 
suggested corrective actions to the Contracting Officer for resolution. 

(b) The COR is not authorized to take any direct or indirect actions or make any commitments that will result in 
changes to price, quantity, quality, schedule, place of performance, delivery or any other terms or conditions of the 
written contract. 

(c) The Contractor is responsible for promptly providing written notification to the Contracting Officer if it believes 
the COR has requested or directed any change to the existing contract. No action shall be taken by the Contractor for 
any proposed change to the existing contract. No action shall be taken by the Contractor for any proposed change to 
the contract until the Contracting Officer has issued a written directive or a written modification to the contract. The 
Government will not accept and is not liable for any alleged change to the contract unJess the change is included in a 
written contract modification or directive signed by the Contracting Officer. 

(d) COR authority is not delegable. 

(e) The COR for this contract is: 

( end of clause) 

252.232-7006 WIDE AREA WORKFLOW PAYMENT 1NSTRUCTJONS (DEC 2018) 

(a) Definitions. As used in this clause--

''Department of Defense Activity Address Code (DoDAAC)" is a six position code that uniquely identifies a unit, 
activity, or organization. 

"Document type" means the type of payment request or receiving report available for creation in Wide Area 
WorkFlow (WA WF). 

"Local processing office (LPO)" is the office responsible for payment certification when payment certification is 
done external to the entitlement system. 

"Payment request'' and "receiving report" are defined in the clause at 252.232-7003, Electronic Submission of 
Payment Requests and Receiving Reports. 

(b) Electronic invoicing. The WA WF system provides the method to electronically process vendor payment requests 
and receiving reports, as authorized by Defense Federal Acquisition Regulation Supplement (DF ARS) 252.232-
7003, Electronic Submission of Payment Requests and Receiving Reports. 

(c) WA WF access. To access WA WF, the Contractor shall-

( I) Have a designated electronic business point of contact in the System for Award Management at 
https://wvvw.sam.gov: and 

(2) Be registered to use WA WF at https://wawf.eb.mil/ folJowing the step-by-step procedures for self-registration 
available at this web site. 
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(d) WA WF training. The Contractor should follow the training instructions oftbe WA WF Wel>-Based Training 
Course and use the Practice Training Site before submitting payment requests through WA WF. Both can be 
accessed by selecting the "Web Based Training" link on the WA WF home page at https://wawf.eb.mil/. 

(e) WA WF methods of document submission. Document submissions may be via web entry, Electronic Data 
Interchange, or File Transfer Protocol. 

(f) WA WF payment instructions. The Contractor shalJ use the following information when submitting payment 
requests and receiving reports in WA WF for this contract or task or delivery order: 

(1) Document type. The Contractor shall submit payment requests using the folJowing document type(s): 

(i) For cost-type line items, including Labor-hour or time-and-materials, submit a cost voucher. 

(ii) For fixed price line items-

(A) That require shipment of a deliverable, submit the invoice and receiving report specified by the Contracting 
Officer. 

NIA ---------- ---------------
(Contracting Officer: Insert applicable invoice and receiving report document type(s) for fixed price line items that 
require shipment of a deliverable.) 

(B) For services that do not require shipment of a deliverable, submit either the Invoice 2inl , which meets the 
requirements for the invoice and receiving report, or the applicable invoice and receiving report, as specified by the 
Contracting Officer. 

2 in 1 

(Contracting Officer: Insert either "Invoice 2in1" or the applicable invoice and receiving report document type(s) for 
fixed price line items for services.) 

(iii) For customary progress payments based on costs incurred, submit a progress payment request. 

(iv) For performance based payments, submit a performance based payment request. 

(v) For commercial item financing, submit a commercial item financing request. 

(2) Fast Pay requests are only permitted when Federal Acquisition Regulation (FAR) 52.213- 1 is included in the 
contract. 

[Note: The Contractor may use a WA WF "combo" document type to create some combinations of invoice and 
receiving report in one step.] 

(3) Document routing. The Contractor shall use the information in the Routing Data Table below only to fill in 
applicable fields in WA WF when creating payment requests and receiving reports in the system. 

Routing Data Table* 

Field Name in WAWF !Data to be entered in WAWF 

Pay Official DoDAAC I HQ0768 

Issue By DoDAAC I HQ0034 ------------------- _____________ _, 
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Admin DoDAAC** 

Inspect By DoDAAC 

Ship To Code 

Ship From Code 

Mark For Code 

Service Approver (DoDAAC) 

Service Acceptor (DoDAAC) 

Accept at Other DoDAAC 

LPODoDAAC 

DCAA Auditor DoDAAC 

Other DoDAAC(s) 
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HQ0067 

NIA 
NIA 
NIA 
NIA 
HQ0067 

HQ0067 

NIA 
NIA 
NIA 

--

Page 24 of25 

(*Contracting Officer: Insert applicable DoDAAC information. If multiple ship to/acceptance locations apply, insert 
"See Schedule" or ''Not applicable.") 

(**Contracting Officer: If the contract provides for progress payments or performance-based payments, insert the 
DoDAAC for the contract administration office assigned the functions under FAR 42.302(a)( 13).) 

(4) Payment request. The Contractor shall ensure a payment request includes documentation appropriate to the type 
of payment request in accordance with the payment clause, contract financing clause, or Federal Acqufaition 
Regulation 52.216-7, Allowable Cost and Payment, as applicable. 

(5) Receiving report. The Contractor shall ensure a receiving report meets the requirements ofDFARS Appendix F. 

(g) WA WF point of contact. 

tracym.whittlesey.civ@maH.mil 

(1) The Contractor may obtain clarification regarding invoicing in WA WF from the following contracting activity's 
WA WF point of contact. 

tracy .m. whittlesey.civ@mail.mil 

(2) Contact the WA WF helpdesk at 866-618-5988, if assistance is needed. 

(End of clause) 

252.237-9000 WHS/AD LOCAL CLAUSE: MANDATORY CONTRACTOR MANPOWER REPORTING 
(MAR2015) 
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(a) The Contractor shall report all contractor labor hours (including subcontractor labor hours) required for 
performance of services provided under this contract via a secure data collection site. The contractor is required to 
completely fill in all required data fields using the following web address: http://www.ecmra.mil/ 

(b) There are four separate ECMRA tools at the ECMRA website: Army, Air Force, Navy and AH Other Defense 
Components. The appropriate ECMRA reporting tool to use is determined by the requiring activity being supported 
by the service. The Contractor shall use the "All Other Defense Components" tool unless otherwise directed by the 
Contracting Officer' s Representative or Contracting Officer. 

(c) Reporting inputs will be for the labor executed during each Government fiscal year (FY), which runs October I 
through September 30. While inputs may be reported any time during the FY, all data shall be reported no later than 
October 31 of each calendar year. The Contractor shall completely fill in all required data fields. The Contractor 
shall enter initial data into the appropriate ECMRA tool to establish the basic contract record no later than 15 
business days after receipt of contract award or contract modification incorporating this clause. The contractor shall 
notify the Contracting Officer when the basic contract record has been established in the appropriate ECMRA tool. 

(d) Contractors may direct technical questions to the help desk at: http://www.ecmra.mil. 
[Reference: DP AP memorandum of 28 November 2012, "Enterprise-wide Contractor Manpower Reporting 
Application."] 
(end of clause) 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 
I.CON111.ACTIDCODE 

s 
PAGE OF PA0ES 

16 
2. AMENDMENT/MO0IFlCATION NO • . REQl/lSmo-.i1PURCHASEREQ NO ! PROJECTNO~lf■ppllcable) 

CODE 
11. THIS ITEM ONLY APPLIEST0AMENDMENTSOFSOLIOTATIONS 

OThcabavt' nurt'bncd solla111lon Is fflEndc:d as set &nh in ltm 14 Theho11r1Rdd111c apc,afcd R,rmet1pl 0(05-1 □ 1scucndcd. 0 l1 not CXJffldcd 

O&r m&st Kknowlc:dse rccc1pc of1bi1 ammdwnt pnor co the b()ur 1ind di11c 1ptc.1led ln t.ht soUdtauon Of Ii ~nde.d b)' one oft he ilillowlflg f'l'l!thod.1 
(1) By c::ocplc1111g llffl"II I and 15,Md ftlum•"R cop1t1 of1hcam:ndm!PI, lb) a,. ad"non,ledting rcttip1 oOhis arrndm:n1 on uc:.h copyof1hcoller subrniutd. 
or(c) By sq,,rascJdterortclcgnmv.hltb 1ndud~bcncc l o thcsolic:uadon and M'Cfldtmtl nll.a'btn FAlLUR.EOF YOURACKNOWLEOGME~'TTO BE 
REC£1VEO ATTilE PLACE 0 l!SIGNAll!D FOR lHEll[CEJPTOFOFFERS PRIOR 10 lHE H0 IIRAND DA IBSPECIFlllD MA\' RESULT IN 
llCJECTlON OF YOUR OFFER In»)' "'nuc ofthis armidmenc you dc11« 10 d,1115,t an olrr atrudy ,ubm11cd, 1uch c:h1ngc->' be trade b)' ltlcgnmor ltlln, 
provulcd t.kh lt::lcgrar'llor lc:1urd'.D.cS rd:rcoce to 1hc tolidw1on md lhu ~ dna.L, and is ncavcd pnorto lhc opcmng hour llil.d: d■tc spc:o&ed.. 

12. ACCOUNTING AND APPROPRIATION DATA (lf re(J!ired) 

13 THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS'OROERS. 
IT MOOIAESTHF CONTRACT/ORDER NO. AS0~IBED IN JTE.:-.t 14. 

A. THIS CHANGE ORDER IS l$UE0 PURSUANT TO (Specify aUlhorily) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE 
CONTRACT ORDER NO. IN ITEM I OA. 

B THE ABOVE NUMBERED CONTRACT ,ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES(such os changes in paying 
ofrice, appropnation dale, etc.) SET FORTH IN ITEM 14, PURSUA)lf TO THE AUTJIORfTY OF FAR 43. 103(8}. 

X C THIS SUPPLEMENT AL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF. 
FAR 43.103 - Types of Contract M:xlificati:>ns. 
D OT HER (Specify lfP• of modifocat ion nnd aUlhorily) 

E. IMPORTANT· Con1ractor O 1s nol, [Kl IS re~nred 10 S•IVI this doc1S11ent and return copies 10 lhe ISSUll'lg omce 

4 O;;SCRIP l'IO'\ OF AME1'0 \IENTIM0lJ!!'lCATI0N t 0 rganlud b) l.'CF ,ccllan headings. mdu.hng <0hc11a11on/con1rac1 sul!Jecl matler 

"""' r.u,blc 1 
1-1~d11ica11on C'ontrJi 1'1S11t>:r beal1192703 

The purpose of :~:s TOdfica1ion is to: 

(1) ·errc,e c'.auses , ot apcli.7.able to th~ contracl (252-237-9000). 
12) rn:lt.de t,t Jared ril a; the FCC for ccntrai:trig C011cern;. 
(3) nclt.de tne C0254. 
(d) =cf'eha~ged for alQN; 
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SECTION SF .,o BLOCK 14 CONTINUAT ION PAGI:: 

SU-:.IMARY OF CHANGES 

SECTION Sf 30- BLOCK 14 CONTINUATION PAGE 

P 1t" 1c1 ~' " ng '!J'.: t.".:cr JJ.:ed t-) ·ull te~: 
?L1 'S 

Sl:.C'I ION SI 14-19 • CONTINUATION SHEET 

SOLICIT/\ TION/CONTRACT FORM 
The vendor signature required has changed from required 1n nnl required 
The number of award copies required I has been deleted. 
The facility cod.: 781 3:1 ha~ been □ddcd. 
The contracwr organm1t1un bcllw, has been ddctcd: 

TEXAS A&M UNIVERSITY SYS rEM. TIIE 

DELIYERIF.S AND PERFORMANCE 

The following Delivery Schedule item for CU N 0001 has hccn changed from: 

DELIVERY DATE QUANTTTY SHIP TO ADDRESS 

(bcalt 192703) 
Page 2 of 16 

DODAAC/ 
CAGE 
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f'Of' II-JUL-2019 TO NIA 
30-JUL-2020 

OELIVERY DATE 

POP 11-FF.R 2020 TO 
I 2-H::B-20'.'. I 

QUANTITY 

NIA 

The fulllH1111g Delivery Sdwdulc 11cm lorCLIN 000 

To: 

DEi IVFRY DATE 

POP J I -JUL 2019 ro 
'.\CI-JUL-'.'.020 

DEUVER) DATE 

POP IJ-FEB-2020 TO 
I 2-FEB-2011 

QIIANTITY 

NIA 

QUANTITY 

NIA 

Th, following Delivery Sch~dulc item for C LIN 000. 

DELIVERY DATE QUANTITY 
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:'~11' q JIil -!llll) TO N/1\ 
:,, .. l'L-!O::ll 

1)1:1 IVl:RY l>/\'l l:. 

POP I1-FFB-2020 TO 
I1-1-EH-20! I 

VU/\NI 11 Y 

NIA 

Tile folio\\ 111~ Dd1vcry Sc:hcdulc 11cm loi CUN l(J() I h;I\ 

To, 

OF.I IVFRY OATF 

POI' J I-JUL :020 l'\l 
10 Jl 11.-'.!m I 

DELI VERY lJATE 

POP I :I FEB-202I TO 
I 2-FEB-2022 

Ql!ANTITY 

NIA 

(JUAN'I ITY 

NIA 

The fulhJ\\ 111g Ddivcry Schct.lule i tt!m for C U N I 002 has 

DELIVERY DATE QUANTITY 
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PlP'l •Jl,;L.202l1 TO NIA 
C(J.; LTJ ·:!021 

DELIVLRY DATE 

POP IJ-FF.B-2021 T O 
12-FEB-2022 

QUANTITY 

Th,.. follo"ing Vchvcry Scl1cllule item lor CUN 1003 

To: 

DELIVERY DATF 

POP 3 I-JUL-2020 TO 
30-JUL-~021 

DELIVERY DA Tc 

POP 13-FEB-2021 TO 
I 2-FEB-2022 

QUANTITY 

NIA 

QUANTITY 

NIA 

The following Dd1vcry Schedule 11cm for CUN 1004 

DELIVERY DATE QUANTITY 
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!'Ul' J I J L'L-2tl20TO N/A 
10 JUL-202 1 

~-,w I_; :'FB<,'~ I Tl' 
1: FF!'\ :o:: 

r ,1r ~1-JUL-2J:1 re., 
_: .--r. L-:o: 2 

f'0P ' :,.FCB-2• 1: TO 
1:-rc:s-20:, 

uEI.:vrn v n.; TE 

' A 

QC -\N 111) 

' .!G \NT!TY 
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POP 31-JL'L-2021 TCJ N/A 
~0-JUJ.-2022 

DELIVERY DA J'E 

POP IJ·FEB-2022 TO 
I 2-FcB-2023 

QUANTITY 

NIA 

T h~ l'ollm"ng Delivery Schedul<! item for CUN :!00:1 I 

To: 

DELIVERY DATF. 

l'OP :I I -JUL-20~ I T(I 
10-Jl II .. 20:n 

DELIVERY Do\TE 

POP 13-FEB-2022 TO 
12 H:B-20:!J 

DELIVER) DATE 

QUANTITY 

QU:\NfffY 

NIA 

QUANrrrv 
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PUP ,1 JUI ~\l,;.I l\l i'\,A 
10-JUL-2022 

DlLI\LH\ !Hrl 

POP 13-FEB-~02: TO 
12-FEB-202"\ 

l,!l'.'\N I I J"Y 

KIA 

The folio" 1ni; have nccn mJdcu by full Icx1. 
0D254 

See DD25-I Auached. da1ed June 26. 2019. 

c o :-.1 R.1,CT TER\1S .\t\O C'O:-.DITIClNS cmtMERCIAL ITE~1S (OCT '.!OIR) 

l) ,1s~c.:1 ,n Ac.~p . .1nl •. The Co,Iracto' sh-I1 t'Ol) Ierdcr for acci:p1ancc 1hosc i tems :ha1 conform 10 the 
·eq_,r,:-;ie- ~ -f 11 s.; 'ilt,JC' T ..,c G1.n<!rn'T1cn1 rc<cnc~ the ngh1 I1, in,pcc1 ur 1c~1 ar.~ supplies .ir ,.:nice:, !llll hJvc 
--.:r , 1, -dt ·ed or Jcc.:plJnc~ 111, Gtn nr mt',1 m.ir r.:q:me rep.iir or r.:pbccncn1 of non.:onforming ~upplies or 
-~pc-fc -m~:'!Cc of ,or.cor iormir.g Sa'"v1.es :11 r.,, iicrt:ise in ;omract price: If r.:p~ir/replacemcnl or rc~rformanc<" 
.,ill no. ccrre,: 11.~ d . ··ec., er 1.1 not po,sil-1e, ·"le Go,ernment may seek an .:q Jnablc price reduc11on or adequa te 
• , r ,1d~•;1t .,n •• ) r JCc!pt::nce ,1 1' n0r :or•orm1rg SJpp .. es or ;c1, 1cc, The Go, ernment mus1 exercI~e ib posl• 
J:: :rt,",< flf'lls ) ,,, j1h n J rrJSl''IJr c t·m, .1f1, r 1hc cefc:1 v. .1s d1sco , ai::d o r,hould ha,c: b~cn discovered. amJ 
: 1 .-d. re ,n) ,ut>,ta-Lia1 ;:nJn~;: e>.:u·, ir 1h • ..:t m.li,11,r , ,f the ncm. unless the change 1s du.- 1,1 the defect 111 the 
ter 

~! .\,, gn:,e, ne Cor.:ra:1or o r llS .:usi6ne<! m_y assi,,;n il> ngbLS to receive pa}mem d ue as a re~ult or 
.-.:r drJn • .: l 1h.s cont:Jct 10 J b~nk. tru;,t cumpan;o. or 01,er tincm:1r g ins111u11on, including any Federal lending 
_ger, ) .n ~-L ·J~n.:~ s. i , t 0 : ,\~St.;,nr;cnl ofClc.m; Act (:l L' S,C ~"T). Hlrn.-vcr. \\hen a third party mal-cs 
:-a:',c .. (e g. . J$c o f :he Gr-.~r-.m.·nt1-1dt comrrerc r3l rurchn!-e card). the C1 nir:ictPr may not assign us right~ to 
rccc , , ;,a_. 'lk ~.t . :id:r 1l: , c on··ac· 

. ) -ht:.'1g<, L'la~ge; 1n he 1er..,, ~:id .'.Or.dn•.:n~ o f 1h1! :ontract may be made only by wrmcn agreement of1hc 
,Jr:.c< 

:;J :Ji , - ,11~s. Thi• :o-1r •• i i; ,uo1e.1 If ..; I U S C chapter 71, C mtrac· Disputes' as amended 141 lJ.~ C. tiO !-611) 
FJ1:Jie , f he :-ar:·es ::i tn1s :on:rac. tc ~c~,;h agrt:;:!Tk!nl rn a ny ~equcst for cqunable ad1ustmel".I , claim. app~al or 
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.. .-11 "1 .. h ;g •. 11,::, , .. ll .ltl 1;! I.' tr , ,.·111 J,I , h .. 11 r.· ,I J1~rull 1,1 re "'"'''~d 111 .h.:..:,,r.1.tnc.• \\'tlh th,· d.iu,c ,11 h\R 
"°: ~ ~., , '"'"'t:-r .. 1t .. ,. ,. ht1r...-. l~ Uh. ,,rr,'1.r,·d 'lc1n11 t,, 1..-:f1rr.·11,'1h."C ~-H .. " Cllllll.h"hll ~h;tl l J'ftll'<.'t~d \iil·gt'IHh \\ uh 
- .-..r·."'rr.,n.· .. , 1-. •• :h, , .. .,...,r.:r.1C"l ""e--.ir"'!1;, fii:l'. r,,,,.,lu H'n ,"'If .,n, di"-°"Uh" ,\r.;1nr undr·r th"" ,~C'ntr:h'I 

,·1 ?,.-. <.P ,,· :d. ,, T:w C',•1111.1,t.• ,r.1II •,· 1.1t, ,. f,,. J:f.m"t 1 ,1I,·,, r,•11rcrf,,rm.1m.:.- 1, ..-.m,cJ b) Jn ,,,cu11c11cc 
~~, • .,, ·hr re'"'<M ·.t,1.- ,·cn1r,·l c,· 1h. C" ntr;;,t,: :I"d "11r-,111 ,i~ fau IN n,•;:lig,·m·e su,·h :i<. ,1r1~ nf C,c,d l'r 1111.' p11t,lic­
:1c,: .i.:,, ,1r ,he G,,~:-m::nt r. ether ll< so·. ne i.:r ,,r :on·rac:ua ca:x1c11y. lire;, l1,1ock ep1demi.:s. quaraminc 
:st . .:t .'11! SL l..c, l!".u, J.Jlh ,e,~r~ "~.1t·.e1 . .inc ,k,J:> ,,t : un111,,n c.11n~r, The c,,nuac1,1 r >'ldll notify the 

, ,,r,r.1:.111; 0 !t,. 1r 11 ,tirf-" 'l ·'" -' 11 •~ .·.1~.•nJt>ly ,1()~,;1b.c· a:"1c1 the .:u111111en..:c111en1 N .in) c,.:usahlc d.-la~. 
-.u , ~ ',r - t~. f1.; I prtl.ltlJrs 1,.:-nn .. 1, 11 •hcr.,1i.1. ,hJ" rc,1cd) su,·h ,,,cu11,·11cc '"th .11l 1.-,1w11.tbk ,li~r.1tch 

,.:: ,h:. r· :irrptl·. j!l',C "'nt·en ,,,1 :e •. , I~<' c ,,n1·:1c! n11 or•0ce· (1r 1h,· ('C<,nr1t1n .,f ~11ch ,1rr11rrt'nce 

17', ll ,tr-,1< • <h.ill ,ut,-;,11 Jn .:-ng n:1 ,n,011:. arJ 1'1rc, ro,,c~ (N ck.111•11IC 1n,oicc. ,f .1u1l1011l1:d11t, the 
· jd-~s• j.:, grJt~. ir, 1hc ,;,1,tro.t t rc.cne 1rvn,,cs Ar 1n,oice mJ~I ,nc udc-• 

-. l ':11:~1·; r_m:;x•1 Jnu J,1 .- ,,. , h 1-111 ent incuJ.'lg. :ht.'. ~,111 of !Ju n)c'. number unJ \\e1grt of ,h1prncnt 11 sluµpcd nn 
0,, ; 1 r '.1c: l· 11 ,·t l -.1111~ 

, T.1.,~J.er '.Je- uf ~JI ·n ",i-hc (TII\' P,e C,1n•·,1, ,r ;.',all m:lude 11, TIN ,,n fhc mvc-1.:e rinly 1freq111rect 
-= se .\ h;;-i; , t""::- -.1..,n ... Ji:• 

Bl It !:Fl ;,.1r\..1r~ 1•:·or.1J t.vn ., r0t r~qL.rcd rn ~ '" the '.n>t:.:c. ,n .,rd~r for Lfie 11vo1.:c !u 1-::'. a prup.:r nvo1ce. 
-.- C ,,- .r.1:t.1r ,ll~. I ~ J1 c rnt-nH·tcJ :1H:~c F.FT t-Jnl-.rng 1111,1 1 ll Jt11111 11 .ic, urJ,111.:c "1th th, apr l 1c.1hlc ,ulic1W11t1n 

-r,, "' n, ::,~ -~, c-l.1.15e (cg .. -~:,'.!,, Pa_,m,nl 1'~ Fl~.:trnr,c Fund, Tr:in,t'cr Sy,1.:m :ori\\\ard 
\IJ- J,1::·m-,,. r: 2.: ,2. ~-l. Pa) ;nc-t b·, E ~ct:on.: 
:'Jd< -ra·;;te·--C:hc T--:Jn S),l~r fo: A•,. arJ lv.Jn~.:emen·i. c~ appli;able agen;y procedures 

: 1 : ,\.,cc, v. ll b.: Lr.cl ed n ,.~rn.la,cc v. 11n tr.e PrJrrpt Pay'.ncr1 Act (, I l 1.S C WO,) and Office of 
'-1a· Jg.11t·1 ~-d 3u"get 10\.tF, p~um:,t pyr.:~n regJl,ric,r,, a• 5 CFR pa:t 13 IS 
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~\ P.H:r.t '1dn1r :~ T11.- C.:-ntrJ,t,'r ,:iJII •mkmr.t f) ,h.: ulWC11111~111 Jnd us ,, ffi~as. cmpll1ycc.- and agents aga111st 
I .1l·.l1t• i,-:lu.;111:: ,-r,ts. 1,11 J,h .. 1I .,r ,1'k;:,d ,!ire,-1 ,·r .:pntr J:,u.01) inhnp:m.-m ,,r. ,,r mdu,cmcnt 10 1111'1,ni;c, any 
... n ·~d :-1r:~s • r (.,re :rn rateni . iraccm.,rk ;,r c:-op1ngh1. arising Put 0f the r'-"rf0rrr:,rnce of th,~ cC1ntr.ir1, provided the 
.:or .ra:·01 ,; r, 1s,:,n~blv not tie.: of such c:a11::, and prot~eding;. 

I\ !her, ~:ce-tcd P~~rr~nl sh.di r~ rr:ade for ttcms accrpted h~ the G,,vernmcnt that have l'ee:i deliverec 10 the 
.:ti. ·,t:rJ de<ur .Jtr. n, , et .on., ir thi, C(ntrJ.:t. 

: I r'rc-np. pa_. mcr. t. T h~ G, \ c·'1111enI \'II m~I...: pa) mcnt Ir Jc.:,mlJn.:e \11th the Prc-mpt Paym:nt Act (3 I U.S.C 
: of~ 1 ~ ·d ;:n:,:-np: ra, me:it r :gl. .1t1, n, Jt ~ CFR ;-art 13. 5 . 

. ~J !:.e~ucr.1c =-'uds Transfe· rEFT I t the Gc-vcr,ment makc:s ;iayrncm b;, Et-T. see 52.21 :-S(b) for the appropnatt: 
Er. -:Li.:,~ 

JI ['11,,,,u I , ~ nrecl.on ., i i, ar: d, ,n unt .,fr.:rcc fo· curly p.,y,m:rt. 1.mc 5hall he Cl•mpulcd fru111 Ila: <lute of the 
inv ,.,:t; F, • tr.<: p.rp-,c if c~rr,ut 1g ·he discount carntd. payment sh~ll be con51dcrcd t0 havt heo!n nack on the 
:ate w· .er .:?p~eu-s o~ the pJ) IT'int ;:he;:k ~r t~e 5;:iec· ficd payment datc i f an elcc:romc funds trans:er paymcnt is 
1a.:.:-. 

51 Ov. •p~_.Tl"-.,nt If the C1.n1r~. tor hL-or.cs ~ww-c (•ta Jurlic .. tc u ,ntrac· rin~nung or Invc.,Icc payment or that the 
,o.~rr ilc·t r a; t,e·wI,e ( ',Cr;,aIc on .i c,nt·act financing or I,vo cc pa)mo?nl thc Contractor \hall--

1) Rcr. .t 1~e c -crpJ) men aTco.nt • 1 tr: r :iyren or:,cc : i1ed ir the ccntract .ilor~ "tth a dcscnptnn of the 
_ vc •;•a_. me~t 1cl.1di~.g I ,e 

.\l C rr.:ur,tnncc, o. the 01.:,p.1\'ll<o!nt Ie.". c!Jphcate p.vIr.ent crroncou~ pavmcnt. ltqut<luuor errnrs. da•c(sl of 
·, c·pa, mntl 

; l ,.;II l'11C ~nL• tr Ji 1-c.:r,ic ;:a: Jblc b:, th~ CcntrJctor It the G!'vcmment under this :nnIrnc1 shall :>ear simple 
nt,~~s. lrce-i tn: CJk .iu~ ur: I ;:'J1d un,~s~ pa•.: \I ;thn 30 da}s G t' b~com1rg dJc. The interest rate shall bc th.: 
nwcs .. aI. e;:.1l11 ,h~J t-~ t·c Sccrc::u_. v. thc Tr.-asJry as rrn, 1dcJ 1n -l I U.S C. 

· IC"'· "h .• h , j ,rlt- jJ1k t, 1h. pc:11G~ 111 "h,d11hc J111,•unt bc:,,,mcs Ju.: as p1 m ak<l in (i 1(6)( v) o f this .: lau,c. 
_nd ;hl • n the rn:i ,1:-rh. Jb,c: r r e~=h ,1 x-mr•1h per:e>d JS r'ix~ h) the Secrc1;ir} umd th.- .imoJnt Is p:iid. 

11) The G·~e·rim~nt '113:, Is;uc a drn1nnd -or ray-ner.t to the Contractor uron ;inomg a debt Is cue under tnc 
:0n::-.1c: 

·\ l Th~ C ·nIr ... ~t ng J ffi~er ~n1. th, C nIra:Irr arc: unah:e to rcJch agrc:errc:nt nn the <"Xi<terce ~r amount c, f a dcht 
•• lt~i:1 ;1) :'.ly, 
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10) Th: c,,11t1J,11>1 IJil, 1,1 hqu1Jate a d,·bt prcv1ousl~ Ol.'111.1•1JcJ h~ the Cnntru.:tmg Uf11ccr 1q1hm the 11mclmc 
,pc.:ilicd in the demand f,11 1>Jy111cnt 1mlc,s 1hc ,1moun1, 11crc m1t r•·p.uJ h,Ta,,~c the C1.>ntr.i.:101 ha, 1c4uc,1cd an 
1n,1allm.-n: p:ivmenl agrr<'m~nl or 

1C) Th~ Ct,ntractor requests J dd.:rmcnt or collcct1on on a debt pre\'1ousl} demanded by 1hc Con1rac11ng Oniccr 
,cc J2 c,0--21 

,v) !fa demand for payment wa, prcv1011sly i,,ued br 1hc dcb1. the demand for p:1ymcm 1ncl11dl·d in the linnl 
dec1s1on shall 1dcntif~ th~ same due date as the nnginal demand for pa} mcnt. 

1 v I .\mount, ,hall lie du" ,it 1hc curl!•·" ol :hi: lollowmg daies: 

A) Th~ date fixed under tlm contrn.:t 

1B) The d~,e ot the lirst 1\nl!en Jemand for paym:!nl. 1nch1dmgan} demand for payment rc~ul1mg frnm adefat11l 
tcrnunat1un. 

r vi) The imcrc,t chm!!c :,hull be computed !or 1he actual number of cnlc:ndar dny, m,olved beginning c>n the due 
date anJ ending on ~ 

(A) Tb~ Ud!t.: "" "hk h 1he dcsignatcJ offae re~ehi;;s pa}m<:nl from the Contractor; 

1 B) The dttc of is~uancc ot' ~ Govcrnm.:nt .:heck to ti..: Contractor from >Ah1ch an amount otherwise payable ha~ 
been w11hhc ld as a credit against the contrac t debt, or 

(C) The d~tc t•n II hi,!1 an amoun1 "11hhr.:ld and applied 10 the comract ,khl would mherv.·1sc have become pa)'able IO 
th<! Cont raclor 

t , i1 l f he int~r.-sl char~c made undl.'r 1ht, clJusc may be r.:duccd unJcr the p1 occdurcs p~:,rnbcd in J2.608·2 or the 
Fl·d,·rai t\c~u1,111on Rcgulauon 111 rllcrt on the date of 1111;; cuntr.i.:1 

Jl R1.sl.. nfln,< Unle,, the contrnc1 spc, i fically provides other111se. risk of lo,, or damn,gc 10 1he supplies provided 
undl!r th1:. contract shJII remJin 1,·11h the Contractor until. anJ shall pass to the Government upon: 

i l Del:, ..:ry ol th~ supplic, 11, J .:arri..:r i r trnn,portat1un 1:, f o.b ungin. ur 

2) [)el1~erv of 1h~ ~upphes lCI th<' Government~, the destination ~pecificd tn 1h,· nmlrnct. if 1ranspcma11on i~ f o.h. 
destmauon. 

!..) ra~es. Thr .:ontra.:t price includes all apph.:abli: Federal. Srntc. Jlld local 1.1xes unJ Julie~. 

I) Tcrmrn;itinn for the Govcrnmcm s convenience T'lc Govcrnmcr.1 rc~cnc:, the right to tcrmin.,1e thi~ cunt,act. o r 
any part hereof, for i1~ snle con,en1cncc. In the e,cnt or such tcrm1na1ion. the Contractor shall 1mmedia1cl y slop all 
11or;.. hereunder and ~hall immediate!} cause any and ali o r ns suppliers and subconlrJctors to cease work. <;ubject 10 
the 1crms of 1111s contract. the Cuntractu ~hall be paid a pc1ccntage of the contract price rcllt:eting the percentage of 
the wnr\.. p,:rformcd p1wr 10 the nuucc of 1crmma11on plus reusonablc charges lh~ Contractor can demonstratl! to the 
ati~fat11on of the Govcmn,~nl u,ing ii, st~nll,1rd rcc<1rd kc.:ping S}'\tcm, huv..: rc~uhcd from the lcr111i11Jt11,n. The 

Contrac(()r , h.,11 not be required tn comply with t~c cosi accn11n11ne standards or cun1ract crn,t prmc1pll:s for this 
purpose. This paragraph does not g. ve lhc Go,crnmi.:'lt any r ight to <1ud1t the Con1rac1or's record~ The Contract,lr 
,h:11 nut b,: po1d for any wor:< pl!rformcd or costs mcJrred II hich reasonahly could have been avoided. 

m) Tcrmi"lutiun for cau~c. The Go,·crnmcn1 may 1e11111n.1tc 1hi, ~ontrac1, or any pn1 I hereof. ro, cuu,e 1n 1hc event of 
any defa11h hy the CnntrnLlnr or i r 1h~ Co,ara,tor fai, lo comply 1~11h :sny contract term, and i.:undition,, or fails to 
prO\ 1de the Govemment up<m r.:qu:st. wilh adcqJate a~~urances of future performance In the event or t.:rmina1ion 
for caus.e, the Go1ernmenl shall not he liable to the Con1,actor for any amounl for supplies or services not accepted, 
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and 1h~ Con1racll1r shall be hal>le 10 the Gowrnm.:nl for any and all rtgh1s and remc:dics provided hy law. If it is 
dc1cm11ned 1h,11 the G(lvcm111cn1 impmpcrly 1crmina1cd 1hi~ conlracl for default, sudi 1ermina1ivn shall be dce1m:d a 
1erminntinn for convenience. 

l n) Tn!c. Unless specrfi~d ebcwhcrc in 1h1s conirac1, Lille 10 llems furn1~hcd under 1h1s contract shall pas!, 10 the 
Go, crnmcn1 upon acccpiam:c, regard le~~ of when or where the Gtivcrnmcnl takes physical po~se~s1on. 

(n) \Varranty. T he Contractor w:irran ts and irnphe;,s thal the itcm5 delivered he;,reundcr arc mcrchaniabl., and fit for 
use for the parucular purpose described tn 1h1s conIrac1. 

(p) Lim1tat100 o f' hah1!11y. E:xccp1 as 01herw1se provided by an express warrnnty, lhc: Comrac1or wall not be liable 10 
the Government for con~cqucntial dnmagcs rcsulung from any defect 01 dclicicncic~ 111 acc:cp1cd uems. 

(q) Other compliam:e~. The Contractor shall comply with all applicable Federal, State and local laws . ..-xecudvc 
orders. rules and regulation~ applicable 10 us performance undcr this contract. 

(r) Compl1ancc with law, unique Iv Guvcrnmcnl contrnll>. T h.: Con11uctor ~g1cc, tu cvmply wnh 31 U.S.C. 1352 
rclaung to limitations on the u~e nf arprnpria1cd funds to influence cenain Fcdcr.11 ct•n1rac1s: 18 U.S.C 411 rel ming 
10 official, 110110 hcncfit; 40 U.S C. chapter 37. Contrac1 Work Hour5 and Safety Standards: 41 U.S.C 
chapter 87. Kickbacks; -l I U.S.C. ~712 and IO U.S.C. 2409 rcla1ing 10 wh1s1leblowcr pmtcctions; 49 U S.C . .io I 18, 
1-1) A1uc11<.:J[I , and 41 lJ.S.C. d1aµter 21 rclaung to procurement In1egrny. 

(~) Orch:r or precedence /\ny inconsistencies an tl11S ~nlic11at1t1n l'r contrnc1 ~hall 111: rc~1,lvccl hy gIv111g pl l'Lcclcm·,• 1n 
the following on.kr: (I) 1hc schedule of supplies/services (2) The A(~1gnmcnts. D1spu1e~ Paymcnh. Tnvoicc. Other 
Lompl1ances. Compliance wuh L aws Umquc 10 Gnvernment CnnLra~ts, and Unauthori1cd Ohhgations paragraph, 
of 1h1, clau,c: ( > ) Lite dau, e JI 52.212-5 . (-1) u,hkmla lo thr~ ~ohc11a11on ur comracl. mt'lud111g any liccnsc 
arrct' ll1l'l1I\ !'or c,1111p1Hl'r Sldtwarc. (5) ,nhcita1iun prol'iS1ons JI lhis 1, .1 snlie11:111un: (6) u1ltc1 p.u.1g1 .1pl1s vfthrs 
cl.iusc: (7) 1he Standard Form 1449; (8) other documents. exhibi t,. and a11achmcnts: and (9) the specilic~tion. 

1 t) Rc.1crved. 

(u) Unau1horilcd Obhgntions. 

( I) Except ns stated in paragraph (u)(2) t1f this clause. when any supply or service acquired under 1h1s contract is 
subJ.:cl 10 an) End User Lil-cmc Agreement (EULA). Terms of Service (TOS). or ~imilar legal tn,trum~nt or 
agreement. that mdudcs an} clause requiring the Government 10 indemni fy the Contractor or any person or entity 
for damages . .:nw,. b.:s. or any other lus; or l i:,btlny thJt WllUl<l crc:ilc :,n An11-Dcl1c1c11Ly Act v1,1la11on (3 1 U.S.C. 
114 J ), the following ,hall r ovcrn. 

Ii) .-\n} ~uch clausc is unenforceable u11ains1 the Government. 

(i i) Ne11hcr the Government nor any Government authorized end user shall hc dcemcd to have agreed to ~uch clause 
by virtue or 11 appearing 111 the EULA, TOS. or similar legal 1ns1rumcn1 or agreement. I f the EULA. TOS. or s1m1lar 
legal inMrumcnl or ng1ccmcn11~ in~uled through an " J agtcc" dick box or mhcr comparahle mechanism (e.g .. 
"click wrap" ur .. hmw.1c-wrnp" ngrcemcnts). cxecuuon docs not btnd the Govcrnmcnl or uny 
Government au1hom.cd end user to such clause. 

( 111) Any such clau.~e 1s d.:cmcd to be strid.en from the EULA. TOS. or sirmlar legal 1nstrumem or agre;,emcnt. 

<2) Par:igrapli (u)C I) of this clau~c doc~ not apply Lo 111dcmr11fica11on by lhc Govt:r nmc111 that ,s cxprcs~ly authnri1,cd 
by ~1:uute and ~peci fic:1lly nuthoriicd under applicnble agcnc) rcgulution~ and procedures. 

(v) lm:orporatron by reference. Th.: Contractor's represeniations and cer1i lica1ions, inc luding those completed 
clccll'on1cally via the Sy~tcm for Award Management (SAM). are incorporated by rdcrencc: into the contract. 
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52.: 17-' OPTION TO E:'\.7"E::-JD SER\' ICES 1NuV I \199) 

-Pa!'e I 1 of I fi 

The Gt',l'111111:nt ma) require e.in11nut·d pc1f111 111.1m·c 11f ,rny ~,-rvk:c, ,, ithi11 tli, li111it~ .111<l .11 the rate, ,pt·c1ficJ in 
1he cnmrac1. The:;:~ ra1e, may he adju,1ed onlv as n rl'sult of r!'vision., w prevail inf 1:ihor r:ue~ provided by the 
Secr.:tary of Labor. The op11on prlwi11on may be exercised more lhan once. bul the total extension of performance 
hercumkr shall n-it c,ceed 6 months . The Contracung Officer may exercise the option by written notice tti th<! 
Contra,:tor within !.J!fil. before the end of the eontracl 11ptic111. 

< End n( c lause! 

51.~ 17-9 OPTION TO EXTE'.'JD THE fERM OF l'HE CONTRACT (MAR ,!000) 

a) The Govc1nmenl mu, extend the term o fth i~ contrnc1 h)- \\ritten notice 10 the C1)n1rac1nr provided thm lhe 
Go,err.ment gives lhe Contraclor a preliminary\\ rinen notice of it, intent to extend at Iea,t ,Q days before lhc 
contract expire~. The preliminary notice does nol commll the Government to an exlension. 

(b) If the Government cxcrc1scs this option. lhc e:,ctended contract shall be considc,~d to include 1h1s opuon clause. 

c) The 101al clurauon o f this conlrnc1, including the exercise of any options under 1h1s clause, shall not exceed Jr, 
months. 

(End of c lau,e 1 

5.! . .:.52 2 CLAUSES 1:--ICORPORATED BY REFER.cNCE ( f'Ell 19'JX) 

This ccntrnc l 1ncorpt'rates one or more clause~ hy reference. w11h the same force and effect as 1f they were givt:n in 
lull texl t.:pon rcquc,1. lne Co111rnc1ing Officer will mukc their full text available Also. the full text ofa clause may 
be ncc~!>Scd ckctronicall} m th1s/thl!se acldri:,~(es): 

tEnd of c lause) 

If any of the referenced C'l:iuses arc not applrcahl<.>. ns clNc1mi11cd by the Conlracting Officer. by lhc1r term, or 
prescript ion. they may be deemed uncnforceabk. 

:!52.232-70011 WIDE AR.EA WORK.FLOW PAYMENT INSTRUL7"10NS (DEC 20 I 8) 

(a) Defini1mns. As used ,n this clausc-

"Departmenl of Defense Ac11vity Address Code (DoDAAC)'' 1s a six pow1on code thal uniquely identilies a unit. 
acli"it}. or orgamLauon. 

--oocumcnt 1ypc·· means the type or payment rcqucst or receiving rl'port availahle for creation in Wide Arca 
WorkFlow (\,V AWi-'). 
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(bealt 19270'.I) 
Page 1-1 of 16 

.. L<il·al processing office (LPO)" Is chc office responsible fl11 payment ccr111ii:a1ion when pay111ent cerllfication Is 
dom: c\lo: rmil cu the entitlcmcm sy~tcm . 

.. Pay111ent request" and "recctving report" arc defined m the claus.: at 252.2:12-700'.I, f.lcc1romc SLibmiss ie>n nf 
Pa) ment Requests and Ret:eiving Reports. 

(b) Elcctn>nil i1nui~ing. Tia: WA WF system Pill\ Ille, the method to ckctronicall) procc,~ v..:ndor payment rcqoc•sts 
and receiving reports, as authori7.ed hy Defense Federal Ac4uisition Regula11on Supplement (DFARS) 252 212-
7003, Electronic Submission of Paymen1 Rt:que,ts and Rccci ving Repolls. 

IC) WAWF accc;s. To m:ccss WAWI-. the Contractor shall-

( I) Have a rlc,ignatcd t>lt-ctron1c hu~i ncss point nf <:oniac, in the System for Award Management at 
h11r- , 1 ~ \.JI~".: nnd 

(2) Be registered 10 u,e WA wr: at l111p,.//w,m I .<!h.11111/ tollo\11ng the s1ep-hy-s1ep procedures for sclf -rcg1stra1ion 
available al 1h1~ wch ~lie. 

(d) WAWF traminj!. T he Contractor shoulrl I·011ow the Irai11111g In,1mc1Ion, of the WAWF Wch-Ba~cd Training 
C,,ursc and u,e lht: Practice T raining Site hcfort: ,uhmi11ing payment requests through WA \VF Both can t,c 
acco::,,cd b) ,dccung l ilt: "Wt:b Bast:d I rarn1ng" link on the W AWi- home page at http,J/1\awl ch.mil/ 

r c) WA WF mc1h1HI, of d11c'l1111c111 ,uhmi,,inn Ooru111cn1 ~uh1111,~inn, 111ay 111: vi:1 wch 0:1111 y, Elccu untl DJI.J 

lntcrchani't:, or Fik Tran~fcr Protocol 

f I) WA WI- µay,ncnt 111"truct1un.,. ·n,c Cnniractor ,hall us.: the tollow111~ 1nt11rma11nn when subm1111ng payment 
r,·q1t1"'-'' :11111 11•1•, •1\.i i n1t 11•p1u I\. 1n \VA WF le •r thu. t·nnll u: I nt 1:11..l Pe t!t.""ltv1:rv orcl1.·1 

t I J I )11.:111110:1111ypc· I hr ( '111111.tl IOI ,h.11I ,111111111p,1}1110:1111n1un1, mmg the lullu11111,: d<>,u111cn1 type(,) 

( i l ror ""'' 1vrx· hm: 11,·m~. llll l11d111,1• 1.,1,. .. 111,111 "' 11111,· ,llld 111,IIL'I I.lb, ,11h11111 ,I u"I 11111d1r1 

111) hit IIM:d price line I1c111--

\,\) l"ll.11 ,c,1 1111c ,t11p111c111 ot ., dch1c1:1hk. ,111>11111 th,: 111vo1n· .,nd 1,·n·11·111,: 1cp,,r I ,pn·11tc·II h) tile· l'rn11i;,.•1i11g 
{ )ff1, l'I 

N/A 

l<'11n1r.1, 1,ng Utlt,c1 lmcll Jpphcahk 1111111«· a11J Ic·l,I\111i; I,po11 d,1,11111c111 l)pc(,) Im ltxcd pI1lc ltrw 11<!111~ 11ta1 
(\'ll llill' ,liip1nr111 ,,r ,, 1ll'l1vr1.1ldl') 

I B) Fnr ser\'IC<:S that do not require sh1pmcnI of a deliverable. submit ..:1tl1t:r the Invoice 2in I . which meets the 
requ11crncnti; lor the Invo1cc and receiving report. or Lhe applt~ablc Invo1cc and rcceivmg report. ai. "pe.c1ficd by the 
Contr~cllng Offt,er. 

21n ~'---------

(Contracting Officer: Insert ellher "I nvoIce 2111 I " or the applrcable 1nvo1ct: and receiving report document type(s) for 
llxcd pI ICC linl.' 11cm~ for l,CI \'ICCS,) 

(ii i l F0r cu\tomtir) progress pa) mcn1s ha,ed on CClSIS incurred. suhmit a progress payment rcquc~I. 

(1v) r:or performance based payments. submll a performance bas~d payment request. 
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, ) For .:ommerciJl 11cm financing, submit :i commercial 11cm f111am:ing requcsl 

(hcalt 192703) 
Page 15 of 16 

2) Fast Pay rfqueq~ are on!v perm111cd when f-'ederal Acqu,siuon Regul:lllon (FAR) 52.213-1 1s included in the 
contract. 

,Nl'te: The Con1ra..:1or IIIJY use J W.J.. Wr ··.::omho·· tlrn.:ument t}pc 10 create some comhination~ llf invoice and 
-ece1ving repor1 in one Sll'p.J 

, 3) Document rouung. The Comrac1or sh:ill use the 1nfonna11on in the Routing Data Table hclow only 1\1 fill in 
apphcablc lid.is 1:1 \\" A WF when crcaung pa) me,1 Tl!que,t~ ,ind recei, mg re pons in lht! syslem. 

Fid d ,Vc1me m WA WF 

Pa~ Ollic1al DoDAAC 

Issue By DoDAAC 

Admin DoDAAC"" 

Inspect B, DoDAAC 

Ship Tn Corl~ 

<;tup From C1>d.: 

M~rk Fo1 Code 

Scrv1c~ App1uvcr (D(IUAAC) 

51.:n 1u A~Lcptu1 (D<,DAAC / 

Ac,epl al Other DoDAAC 

Ll'O DnDAAC 

DCAA Auditor DoD!\AC 

O1hcr DoDAACh) 

Rout111g Daw Table• 

!Data tu be e11tered 111 \VA \VI· 

[ HQ076& 

[ HQ0034 

[ HQ0067 

NIA 

I Nii\ 

r NIA 

Nii\ 

I 1(.10067 

lt(.10067 

NIA 

NIA 

jN1A 

(•Cl1n1racung Officer· lns-·11 •'J'l'h,.1hk ll11l li\/\l " 111h11111.11 r.,11 ll 11111lt1pk ,111111,,;,,.,<'1'l,111lc 1,,, .,111111, ,11•1•1}' '"""' ' 
··see Schedule·· or "Not applrr nhk "') 

( **Con1rac1ing Officer: I f tht: cont1.11:1 p t O\' llk~ t,,r f1W)(Tt'SS pa, nlt'nl< no rwrrnrrn.mr,·-h:isc•cl ravm,·nr, in,,•r1 th,• 

DoD/\AC for lhe con1rac1 ad1111111~ll.1\l(lll tlll1l'1' a"1i;ncd lite !unc 11,, I1~ u 11dt·1 £·AK 4Z .. l lJ2(al( I ~).) 

I~) Puymcm request. The lonllJ.:1,11 ,h.dl rn,u,c ., p.1y111c 111 t<'ljUl'\I 111.-ludc~ d11,;11111l'J11.1111111 "1-'P' "l"'atc h> the• t)pc 
lll payment requcM in acc,>11l.111n: 111th tlw l'•'l 111c:11 , l.111w, , ,,1111 .1L'l r, 11.1 11,· 111g < ! Ju, .:. 111 F,·,k1 .11 1\,·q111~i111111 
R,gulaunn 52 ~ 16-7. Allow.1hl.- ("'n,t anrl P;ivnwnt, a~ nppli.-ahlc-

(5) Receiving reporl. The Cc>nlrJ.;IC1r ohJII cn~urc J rccc,, ini:: rcpon mecls lhc rcquirc111cn1s 111" DFARS Appendix F 

I g) WA WF point of conta.:1. 

( I) The Cc,ntrac1.or may ohtam clar11ica1inn rcgnrcltng in,01ctn,'! in \V AWF fr,,111 lhl' h,l lt,wmg con1rac11ng :ic11vi1y' s 
WA WF pom1 of contact 
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(End of clau~t:) 

~52 2.n 9000 WHS/AD LOCAL CLAUSE: MANDATORY l\1AR 201 S 
CONTRAC rt>R l\·1ANPU\liER l{EPUKI ING (MAR 20 15) 

End o•· Summar) of Changes) 
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CLASSIFICATION {\.<\ hen ///ltd ,ni. Undass1fird 

DEPARTMENT OF DEFENSE 
CONTRACT SECURITY CLASSIFICATION SPECIFICATION 

1- ... " rr,l\J,' t" '''-' ,., o' l'r \ .,ti~ ~n, .. J l tS ,:,ts~,, "!ty F"t'Jor:1m ('ttSr opp) to :,II $"7Utry :,4;,,,<;/J er,;, s ef'~rl ll'•ot,,,.ng, .,as,~ed 1f'fQm"nt1ar,} 

O'AB No 0704--()557 
OMS 00/J(OVDI IU/)1111$ 
October 31 20,0 

"'ht .>.ml.: 'tP.,''::l'lg MUI'"' io, t'l $ ~ I)~~ O' rlo,-..atlO"I 07.)l..C~· !I, U\atU1&ttJ ~ ,IWtw'"tQO ·o ml"ll\,IIU ;'Cl .. ,,,po .. M 11';,lydrrt,"w "'' (1rr• 'or ... \1~1"\g IRSl f\Ql3flJ Hlt<'Uling e\ltlftg d•• IOWCtJ , 111t\er'lng 
.-n: -w-~ ~ tne :11tr. - @BC!!ld a"'lld ~-or.a rt-, 8'WJ"""' tN ~o-t Of r"'i)!TTl,r,>.:>n 5.el"'C .;O!T\-erta CIQal'tllt"IQ TIii' tlu'cfe-1 H t"T'liri• .lr a:--1 otr.tf 8-S,jOct :,f th• ~011 ot irton""58tion ndUC!flO 
._.,~.,.•'JC'l·• ft> lhJ . ..:r11 "'Ill t..,1~tt 1:i r-. Of\.,'\olr'lf"'1'(\I c.' Ort-'iM .v.a, .. ~gin ~NOqU,ier, S1t(V(U 11 v.ru m, ••~ •so ,..r,, Gd400 r'or'Mf11or .. cnec:itOf'ltCC~ m,1 n•,:;,ono•,t• M'ICU'd oo evt•11• I'll 
- Qt .. ~S!..rocfl; eny ;--:-r, ~n xH·' ,.. ,: Of"loCI0.$.""\11• ~ S\.Oect·.z an, ;enic--y fo.• 'ai~r.; toOTp' #1'11."1: .:ot'acltor afn'-trma:l.,_jfj d - dou n:itcsp,.z;; a o..-rre,nty va.,.jQl.13 CCY'drofr.MT1tie· 

RETURN C0'4PLETED FORM AS DIRECTED IN THE INSTRUCTIONS. 

CLEARANCE AND SAFEGUARDING 
--------------.....--------------------------

a. LEVEL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED 
,set -stn..-t,.0·1 

2 TH S SPECIFICATION IS FOR: ,X nac:m,-,.re IS BJ:ll'!Ctlllt J 

a. PR ME CO"ITRACT NUMBER .Stt ~srr,ct10•1 / 

b. SUBCONTRACT NUMBER 

b LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION/ 
MATERIAL REQUIRED AT CONTRACTOR FACILITY 

3. THIS SPECIFICATION IS: /X 1n<1 com~1e1e ,s appnc, or• / 

□ 

a. ORIGINAL /CcmP'• l•"atemallcases.) 

b. REVISED /Scpers~rJ•• 011 p,ev1ous ,pec,/lcooo,,.) 

REVISION NO. 

CATE (YYYYMMDD} 

20190625 

OA TE (YYYYMMDOJ 

c. SOLICITATION OR OTHER NUMBER CUE DATE YYT'Yll'\!DC 

D □ 
c. F NAL /C<;mptrto /tom 6 ,n •1 ••••••I DA TE (VYYYMMOOI 

4 IS TI, IS A FOLLOW,ON CONTRACT? [8'. No □ Yes ff yo, co"otor. t'1o 'ollo;.,1ng 

Classlfic,d 'l>atorlal rocolved or gor:eratod undor /P,.cer/,sp Ccntracl Numo.,J is tranaf orred to this follow-on contracl 

5 IS Tl-llS A FINAL DD FORM 16•? 

In rosponse to tho c ontractor"s roquost datod retention of the classil\od matorlal Is authorizod for the period ot 

8 NAME ADDRESS AND ZIP CODE b CAGE CODE c. COGNIZAIH SECURITY OFFICE($) (CSO) 
1NlJ1"10. ~::fd1r.ss. l.'P Ccdo fo!e:JhontJ recu;red, E.rrall Addf8SS opbon,I) 
DS<; 'JrSO 

18 133 

7 SUBCONTRACTOR(S) :11t, t,u-. .rn, H.'U .. ·t,fA.•jiJ t~ •ck (Jf ls: n~ SLJl-LJti( 41,.'IQ--S 

a.. • ""' $!I~ .. a~,., s..,a,..te ~D F~rm .254 .iJUtc o, J or,na -:-:nrrJ::tor ·o e,:n i.1bc.c'ltruc:0rJ 

a . NAME. ADDRESS. ANO ZIP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE(S) (CSO) 
rName. ,.,,d,..ss. Z1P Code. lclf!M0t1c roculred. l:lf'811 Addrass opNon,r/ 

8. ACTUAL P:RFORMANCE ~ ,c, ,ur:,,, 10 ade mor, t=oor, 1 

a. LOCATION(S) rFc• ac:.,1 p~.rto,-,on.:~ ,.., lnstruc:!>ns b. CAGE CODE c. COGNIZANT SECURITY OFFICE($) (CSO) 
rr ~• !N11me. ,.1clre.ss. ZIP Cede Telei:nor.e r1H1u1,ad, £:,rail ,Ocie/res, opticnal/ 

~e ~ ~!rv:OO,"'.$) 

b CAGE CODE c. COGNIZANT SECURITY OFFICE(S) (CSO) a. LOCA TION(S) rFc· ac:-.tl l"'rtor,an.;~ •~ ,ns,nic:ons • 

f h,· fc,.is . .\8..\l L n1,~rs:1~ :,~,:,·m ft iU"' 1..•!'-'1"' (Ntt,..n Addr'f:r..~ llP Cr,,.~o rn,ophMO f'0<:4'1rtld. Frrn1I /J.ddra,, optfOM/) 

[)[\ \ Tt-, .1., /1.~ II ( Cng.ir t-er111g. [ , pcrineru Smior. 
, .. o,v.,,.,,,..; DSS'IFSO 

9 GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCURE'~ENT 

- o pro, ide cor.1ra:1 s.pp) rt to the Office of 'let Assessment 

18 133 

00 FORM 254 , APR 2018 PRE'/ICUS EDITIOt-. IS OBSOLETE 

CLASSIFICATION (Vl?len (//led In,. L nclass tied 
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CLASSIFICATION (When filled In): Unclassified 

10. CONTRACTOR WILL REQUIRE ACCESS TO: (X et /hat apply Provide ct.lails., 8/ocl<s 13 or 14 as set lilrtl> In tho lnsttuc/J0"3.} 

0 a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION O f. SPECIAL ACCESS PROGRAM (SAP) INFORMATION 

l'vl b. RESTRICTED DATA O g. NORTH ATLANTIC TREATY ORGANIZATION 
ICII (NATO) INFORMATION 

l'vl c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWOI) 
ICII (lfCNWDJ •pplie•, RESTRJCTED DATA must a/so~ marl<ed) 

181 d. FORMERLY RESTRICTEt> DATA 

J
e, NATIONAL INTELLIGENCE INFORMATION: 

181 (1 ) Sensitive Compartmontod Information (SCI) 

181 (2) Hon-SCI 

0 h. FOREIGN GOVERMENT INFORMATION 

D I. ALTERNATIVE COMPENSATORY CONTROL MEASURES 
(ACCM) INFORMATION 

181 j. CONTROLLED UNCLASSIFIED INFORMATION (CUI) 
/See /nJtnx:tiolla,/ 

181 k. OTHER (Spec ify) (See instruc:t>ons) 

See attachment 

f 1. IN PERFORMING THIS CONTRACT, ntE CONTRACTOR WILL: IX all l/1at apply Seeit,.in,cbot>s Pro...,,, details ,n Block• 13 or 1• auellottll in lh<! insl1Uct/Ofl$.) 

a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT 
AHOntER CONTRACTOR'S FACILITY OR A GOVERNMENT 

D ACTIVITY 
(App$cob/e only If th.,. Is no ,.,,,,., or ,10ra~ raqu,,-a at contractor faoUty 
See ln/linJct,ons I 

0 b. RECENE AND STORE CLASSIAED DOCUMENTS ONLY 

,_,, c. RECEIVE, STORE, AND GENERATE CLASSIFIED 
ICII INFORMATION OR MATERIAL 

0 d. FABRICATE, MODIFY, OR STORE CLASSIAED HARDWARE 

D •. PERFORM SERVICES ONLY 

f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE 
0 THE U.S.,PUERTO RICO, U.S. POSSESSIONS AND TRUST 

TERRITORIES 

12. PUBLIC RELEASE 

9. BE AUTHORIZED TO USE ntE SERVICES OF DEFENSE 
181 TECHNICAL INFORMATION CENTER (DTIC) OR OTHER 

SECONDARY DISTRIBUTION CENTER 

D h. REQUIRE A COMSEC ACCOUNT 

D I. HAVE A TEMPEST REQUIREMENT 

0 j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS 

0 k. BE AUTHORIZED TO USE DEFENSE COURIER SERVICE 

I. RECEIVE, STORE, OR GENERATE CONTROLLED UNCLASSIFIED 
181 INFORMATION (CUI). 

(OoD Components refer lo OoDM 5200.01 Volume 4 ~ for spednc CUI 
pn,tecbon ,equltements Non·DoD Comp,,Mn,. 1H ln11nJcoon1.) 

l8J m. OTHER (Specify) /SH IMlructiOn•} 

See attachment 

Any Information (classified or unclassified) pertaining lo this contract shan nol be released for publ~ dlssemlnalton except as provided by the Natlonal 
lnduslrial Secunty Program Operating Manual (NISPOM) or unless it has been approved for public release by appropriate U S. Government aulhorlly. 
Proposed pijllic releases shall be submitted for review and approval prior to release lo the appropriate government approval authority ldenbfied here with al 
least office and phone contact lnformaUon and II avallable. an e-mail address (SH ,nstnx:l>Otls/ 

0 DIRECT t8J THROUGH /Spec/)! b.iow/ f'ullllc ~olo'1,a A um only 

D irector Freedom of Informat ion & Security Revi ew, 

3100 Defense Pentagon. Room 2C757. Washington, DC 2030 l 

13. SECURITY GUIDANCE 

The sec:urf1y ctasaificalJOn guidance for classified lnlormaUon needed for this erron Is ldenttfied below. If any d,fficully is encountered in applying lhls 
guidance or If aI"f other contributing factor indicates a need for changes in lhis guidance, the contractor is aulhorized and encouraged to provide 
recommended changes; 10 challenge the guidance or tile classlflcallon assignee! 10 any Information or material furnished or gena,ated under lhls contract: 
and lo submit any questions for lnterprelaUon of this guidance to the official Identified below. Pending final decision, I.he lnformaUoo Involved shall be 
handled and protected at the highest level of classification assigned or recommended. 
(FUJ ,n 8$ appropnaJe /or t1"' clasallled !lfon Alt•ch or forward unclf!r sepat11te corn,spot!t/f!nce, any doc1Jments,vtlde-""x1Jac1S te/erenc,,d /le,-/n_ The lfe/d wiM .,,pandas lflllt 
.. -d Wh9n ,.,,.,.,ng any ••Ptnd9d ,.., •re•. us• .,.,.,. kay or~•~ key, ,,,.,, cktt out of Ole text ~Id lot It to shnnk tfttr ffHI ,.., /Its bffn <»lated Also t/lo\11$ /or 
up lo 5 ,ntemt,J ,..,.we,s to dil/fta!ty SJgn. See lr>$/JUC!lon.s for 1ddi110nal flllld•nce or u, e ol ll>e ""al>le PDF./ 

The Contractor will be required to have a T OP SECRET facility clearance granted hy the Defense Security Service (DSS) prior to contract 

implementation. This contract will only be used to support ONA efforts. Prior approval must be obtained from the COR to u1ilize this 

contract to approve or reestablish any existing systems accreditations or approvals. 

All applicable provision of DoD 5220.22M and ii supplements apply. 

DD FORM 254, APR 2018 PRE\/IOLS EDITION IS OBSOLE-E 

CLASSIFICAT1ON {Wilen fi//ec in): Unclassi fied 
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Cl.ASSIFICA TION (Wl!e1 filled m): Lnclassificd 

List of A:tachme~ts 11] (All F~es Musi be Attache,:i Pr or to Signlrl!i. 1.e . to, any dig tal s:grature on lhe form) 

Updatcd_Blod, IJ Cont1nua11on Attachment 1-,.RG ed1ts.pdf 

PFPA Industrial Security NAME & TITLE OF REVIEWING OFFICIAL 

14. ADDITIONAL SECURITY REQUIREMENTS 

Requili;menls, ,r, aoditicn 10 NISPOM requlri;me~ls lo, classfed .nformalon. are established lor th s contract. 

SIGNATURE 

If Yes. l&fnlft/ l/le part~ .snt ~ntractua, claus.o~ m rtie contrad document rrs~tf. or pmAdc .an appropnatc :italema11t whtch tdcnbOOs mo 11od11fO.naJ 
tfq,.rorrt ots Prov'de • copy of tt,o ~u,rtmtNS to •ho :::so T~ field N1/l t,par.ri" re,i ,s added or YoU c,n 1/so us, 1/tm r J WIien A!ffloving any 
e"i<fRnde-J !ei.t area. u.se de!ete J,e-y or badrspr-e key, lhe-n c .ck o-..Jt of the Jut field lar,1 to ,shnnk after Ire te,t hill b een deleted 
fSO! 11ts•rueMt1.S I~ a~d.ttO!'a/ rl.J d/Jfl.!tl a.r JJSl!: of tr• lfnlbJB 0Dr I 

See ~ecunty a<ldendJm (cont blocl.. 13) 

15. INSPECTIONS 

e1e-,,co1s of this cortrac:1 are outside t!"le nspec1,01 respons,t •hty ol lhc CSO. 

181 Yes 
If Ye.s e.1,:,ia1r .an~ 1der.rtfy soecr'ic areas and i.,vemmel't ac ... Vlty -esp.onslb.s- for mspecltCl"s. the field \v:IJ eXJJand as tad 1.S added ot you can also use rtem 
13 'W'tlc..., rerr.,vin; an1 cxpandtt:i rc,t ar~•. use dt tto •~Y c.r b1tcl(sp, ,o he/, tt:~n c.>ck cut ot thft text feld /or ,1 to :,hnnk 1fta.r trio text has bffn delemd 
( Sc.~ mST"JCtk(t1"1.! far ~d_j-b'o.-:iJ g.:..d:Jr·co o.· J .SC: oft,-~ firl.Jbl~ 0 0F 

lhe SSO DIA has exclusive security rcsponsibi li:y for all SCI classified material released 10 or developed under the contract. DSS is 
r~liel'ed l)f security mspecuon r<!sponsibil11y for all such mai(rial. DIA 1s responsible for reviewing all the contracts SCIF 
docurnenta1io11s 10 ensure complian,:e with SCIF directi,es and regulations DSS retains oversight/inspection responsibi lity for 
coll?.teral infonnation and facility clearance requirements. Prior nppro1 al of COR is required for subcontracting. COR. Trac)' Whinlescy, 
OSDi'.\JA . i 0J-692-3823. 

18. GOVERNMENT CONTRACTING ACTIVITY (GCA) ANO POINT OF CONTACT (POC) 

lele and adequate far safeguardirg the class 'ed mlormaLon to be released or generated under this classified 
1------=-------------cl_a_ n_a_me_ d_b_e_l°'_v_ i.._,p_o_r_d-'19._t~ally s ign ng Item 17h. no changes can be made as the lorm w,11 be locked 

'Last. Flfst. M,dde /n_/Ja/) 

OD FORM 254, APR 2018 J.JRI /I0US W ITION IS ousot err: 
CLASSIFtCA TION (Vlhen filled rn): Unclassified 

Paqe 3 of 4 
A.EM u ... eCyd l!I Ou,g. ... 
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d, AAC OF THE CONTRACTING OFFICE 
($PP, lr.,;;/mrt'IC'ln1J 

e:-c"AGE CODE OF THE PRIME CONTRACTOR 
rs.., lr>lrucnom l 

I . TELEPHONE /orlu.:/cAr~• Code) 

g. EMAIL ADDRESS 5.,. lns,.m:l>ons) 

h. SIGNATURE 

I. DATE SIGNED 
(See lnstrvcr,onsl 

1S REQUIRED DISTRIBUTION s, ThE CERTIFYING OFFICIAL 

:8) a. CONTRACTOR D f. OTHER AS NECESSARY fir mo,. r.,om s nttard. CtH'MUf 1n lttm 13oron 
add.ham/ Pll!}t If -~CC.<s;t,Y) 

C: b. SUBCONTRACTOR 

'vi e. COGNIZANT SECURITY OFFICE FOR PRIME ANO 
;6J SUBCONTRACTOR 

- d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY 
ADMINISTRATION 

Z 8, ADMINISTRATIVE CONTRACTING OFFICER 

00 FORM 254, APR 2018 OREVIOI.JS EDITION IS OBSclLETE 

CLASSIFICATION ('I.her filled In: L nclassllied 
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Continuation for Block 13, DD Form 254 for contract number: HQ0034- 19 

1. General: This contract involves varying levels of classified access and clearance 
requirements based on individual office and mission requirements. Contractors 
shall follow all applicable Standard Office Procedures. 

a. All contractor personnel performing under this contract shall possess a 
minimum of a (Top Secret) and briefed at the SCI level, unless otherwise 
specified. 

b. Following the major heading below there are variable provisions, which 
the applicability is indicated by a block marked by the COR/CM as 
applicable or not applicable as appropriate to this contract. Provisions not 
containing this variable indicating not applicable will apply in all cases to 
performance of this contract. 

c. Prior approval of the contracting activity and concurrence of the COR/CM 
is required for any subcontracting. 

d. No electronic devices are authorized in ONA spaces. 

e. All contractor personnel performing under this contract for ONA shall be 
required to sign and execute a proprietary information non-disclosure 
statement. The proprietary information non-disclosure statement must be 
executed prior to performing any work under this contract within ONA 
spaces. The proprietary information non-disclosure will be maintained on 
file within the ONA. Contractor personnel who refuse to sign the 
proprietary information non-disclosure statement will not be permitted to 
support ONA 

2. Top Secret Clearance. (Item 1 a must be marked Top Secret/or this to apply) 
Specified positions designated by the Contracting Officers Representative (COR) 
or Contract Monitor (CM) will require a Top Secret clearance and briefed for SCI. 

(gl Applicable □Not Applicable. 

3. Actual Performance. (Item Ba must be marked "See Item 13" and applies if 11 a 
is marked yes) List location(s) of performance ALC. 

4. COMSEC information. (Applies if block 1 Oa is marked yes) 

D Applicable (g!Not Applicable. 
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5. Restricted Data (Applies if block I Ob is marked yes) Access to RESTRICTED 
DAT A, information which is classified and controlled under the Atomic Energy 
Act of 1954, or CRITICAL NUCLEAR WEAPON DESIGN INFORMATION 
(CNWDD is required. A final U.S. Government (Top Secret or Secret) clearance 
is required for this project. Information in this category relates to: (1) the design, 
manufacture or utilization of atomic weapons, (2) the production of special 
nuclear material; or, (3) the use of special nuclear material in the production of 
energy. Information of this category shall not be disseminated outside official and 
authorized channels without the consent of the originator. Access to and 
dissemination of this information shall be governed by DoD Instruction 5210.02. 

IZI Applicable ONot Applicable. 

6. CNWDI Information. (Applies if I Oc is yes) Contract personnel are permitted 
access to CNWDI in the performance of this contract. The government program 
manager or designated representative will brief all contractors prior to granting 
access to CNWDI information. Contractor must be briefed by an appropriate 
government agent and follow the guidelines as outline in DoD Instruction 
5210.02. 

cg] Applicable □Not Applicable. 

7. Formerly Restricted Data. (Applies if block JOd is marked yes) 

0 Applicable IZINot Applicable. 

8. SCI Requirement. (Applies if JOe(l) is yes) Performance requiring access to or at 
the SCI level shall be governed by the SCI addendum titled "Release Of 
Sensitive Compartmented Information (SCI) Intelligence Information To Us 
Contractors". Prior approval of contracting activity is required for 
subcontracting. Access to Intelligence information requires SCI indoctrination 
and a final Top Secret U.S. Government clearance. Contractor will require access 
IA W to DCID 6/4 (ICD 704), and ICD 710. The names of contractor personnel 
requiring access to SCI shall be submitted to the contracting officer's 
representative (COR) for approval. The C0R wi11 approve nominations. 
Notification of any visits on behalf of ONA will be provided to the COR for 
awareness. 

~ Applicable □Not Applicable. 

9. Non SCI Intelligence. (Applies if I Oe(2) is yes) Performance requiring access to 
Non-SCI intelligence information shall be governed by the addendum titled 
"Release of Non-SCI Intelligence Information to DoD Contractors" 
Contractor will comply with ICD 503. 
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[gJ Applicable 0Not Applicable. 

10. Special Access Provisions Apply. (Applies if block JO/is marked yes) 

□Applicable [gjNot Applicable. 

11. NATO Information. (Applies if block JOg is marked yes) 

0 Applicable [gjNot Applicable. 

12. Foreign Government Information. {Applies if block ]Oh is marked yes) 
IA W with NISPOM. 

0 Applicable [gjNot Applicable. 

13. ACCM Information. (Applies if block JOi is marked yes) 

0 Applicable [gjNot Applicable. 

14. CUI Information. {Applies if block JOj is marked yes) Controlled Unclassified 
Information under this contract shall be safeguarded as specified in DoD 5200.01-
V4 11D0D Information Security Program: Controlled Unclassified Information 
(CUT)". Contractor wi ll have access to unclassified sensitive information 
normally identified as For Official Use Only (FOUO), Privacy Act information, 
Sensitive but Unclassified and Law Enforcement Sensitive. Contractor shall 
follow the safeguarding requirements in DoD 5200.01-Vl-4, Information Security 
Program and USD(I) guidance for safeguarding unclassified sensitive 
information. DoD 5400.7-R, DoD Freedom oflnfonnation Act Program applies. 

[gjApplicable □Not Applicable. 

15. Performance in Government Facilities. (Mark block JOkyes) This contract 
requires personnel to perform work in direct support of ONA staff and wi ll 
require individuals to work within cleared faci lities. All contractor personnel 
under this contract who have access to classified information must possess a U.S. 
clearance. The Contract Monitor will provide security classification guidance for 
the performance of this contract as required. 

Contract performance is restricted to: specified locations identified in the contract 
when classifying information follow appropriate classification guidance along 
with ONA security classification guidance under the performance of this contract. 
Cleared personnel are required to perform this service because access to classified 
information cannot be precluded. The contractor is not authorized to release 
classified information to any activity or person, including sub-contractors, without 
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the government Contracting Officer Representative's (COR) written approval. 
Only with the expressed permission of the government COR may the contractor 
reproduce any classified information/material outside of this contract. All 
requirements for control and accounting for original documentation and copies 
apply. All classified information must be marked in accordance with Executive 
Order 13526. All applicable provisions ofDoD 5220.22M, National Industrial 
Security Program Operating Manual (NISPOM) and supplements apply. 

[gJ Applicable □Not Applicable. 

a. This contract requires personnel to perform work in direct support of ONA 
ONA and may require individuals to obtain and maintain government 
issued building access cards to enable performance within Government 
controlled facilities. As a condition of this contract, all personnel issued 
government access cards are required to ensure the card is returned to the 
ONA Security office upon removal from the contract or termination of 
employment under this contract. Applies in all cases where paragraph 15 
above is marked applicable. 

16. Common Access Cards. This contract may requires personnel to obtain the 
Government issued Common Access Card in order to provide identification or to 
access government computer systems. As such, all contractor personnel are 
required to coordinate with the ONA Security to obtain a CAC. As a condition of 
this contract, all personnel issued Government Common Access Cards are 
required to ensure the card is returned to the ONA Security Office or the CAC 
Coordinator upon removal from the contract or termination of employment under 
this contract. 

[g)Applicable 0Not Applicable. 

17. NIPRNET access required. (Mark block I Ok yes) This contract may require the 
contractor to access and use the unclassified government computer system known 
as the NIPRNET at government locations. All provisions of DoD Information 
Technology Security Certification and Accreditation Process (DITSCAP) apply. 
This system is Unclassified only, and inappropriate or improper use of the system 
will result in a reportable incident to the Defense Security Service. 

[g)Applicable □Not Applicable 

18. SIPRNET access required. (Mark block 1 Ok yes) This contract may require the 
contractor to access and use the classified government computer system known as 
the SIPRNET at government locations. All provisions of DoD Information 
Technology Security Certification and Accreditation Process (DITSCAP) apply. 
This system is authorized for use to but not exceeding the Secret level only and 
inappropriate or improper use of the system will result in a reportable incident to 
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the Defense Security Service. SIPR tokens will be issued by the government 
agency, ifrequired. 

~Applicable 0Not Applicable. 

19. JWICS access required. (Mark block lOkyes) This contract may require the 
contractor to access and use the classified government computer system known as 
the JWICS at government locations. All provisions of DoD Information 
Technology Security Certification and Accreditation Process (DITSCAP) apply. 
This system is authorized for use to but not exceeding the Secret level only and 
inappropriate or improper use of the system will result in a reportable incident to 
the Defense Security Service. JWICS account will be sponsor by the government 
agency, if required. 

~Applicable □Not Applicable. 

20. Have access to classified information only at another contractor's facility or 
a government activity. (Applies if block lla is marked yes) If other than ONA, 
upon approval for CM. Performance of work will be at ONA and Texas' A&M 
University. CM must approved work at another location. 

□Applicable ~Not Applicable. 

21. Receive and store Classified Documents. (8a and applies if 11 b is marked yes) 

□ Applicable ~Not Applicable. 

22. Receive, store, and Generate classified material. (Applies if block 11 c is 
marked yes) 

~Applicable 0Not Applicable. 

23. Fabricate, Modify, or Store Classified Hardware. (Applies if l ld is marked 
yes) Contractor may fabricate, modify, receive, and generate classified 
information and hardware. Contractor is authorized to process and store up to and 
including (SCD information and hardware at contract facility listed in 6a. The 
contractor must restrict access to only those individuals who possess the 
necessary security clearance and who are actually providing services under the 
contract with a valid need-to-know. Further dissemination to other contractors, 
subcontractors, other government agencies, private individuals or organizations is 
prohibited unless authorized in writing by the CM. Applies in all cases where 
paragraph 20 above is marked applicable. 
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□Applicable ~Not Applicable. 

24. Perform Services Only. (Mark block 1 le yes 

□Applicable ~Not Applicable. 

25. Have access to classified outside the U.S. (Applies if 1 lf is marked yes) 

□Applicable ~Not Applicable. 

26. Government Travel. (Applies if 1 lf is marked yes) 

□Applicable ~Not Applicable. 

27. DTIC Access Required. (Mark block I lg is marked yes) Contractor is 
authorized to use the services of the Defense Technical Information Center 
(DTIC) and is required to prepare and process DD Form 1540. Contracting 
Officials, with concurrence from the program manager/project manager, must 
review and approve contractors need-to-know and ensure all identified DTIC 
information requirements are within Scope of Work prior to approving the DD 
Form 1540. Certification of need-to-know and use of DTIC field of interest 
register for the acquisition ofreference materials classified through Top 
Secret/RD, disclosures authorizations, and visits clearance approvals, fall under 
the responsibility of the Contract Monitor (CM). 

~ Applicable □Not Applicable. 

28. Require a COMSEC Account. (Mark block I 1 h yes) 

□Applicable ~Not Applicable. 

29. Emissions Security (AKA) TEMPEST. (Applies if block 11 i is marked yes) 

□Applicable ~Not Applicable. 

30. Operations Security. (Applies if block 1 Jj is marked yes) The contractor shall 
comply with OPSEC requirements specified in DoD 5220-22-M, National 
Industrial Security Program Operating Manual (NISPOM). OPSEC requirements 
are applicable to the contractor. 

□Applicable ~Not Applicable. 

31. Authorized to use Defense Courier Service. (Applies if 11 k is marked yes 

□Applicable ~Not Applicable. 
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32. Courier authorizations. (Mark block 11 k yes) This contract requires personnel to 
obtain Courier Authorization. All courier authorizations will be in accordance 
with the NISPOM. As such, all contractor personnel are required to obtain courier 
cards from their FSO. 

□Applicable (8]Not Applicable. 

33. Receive, Store or Generate CUI Information. (Mark 111 Applies if block JOJ is 
marked yes) Controlled Unclassified Information under this contract shall be 
safeguarded as specified in DoD 5200.01-V4 "DoD Information Security 
Program: ControUed Unclassified Information (CUI)". Contractor will have 
access to unclassified sensitive information normally identified as For Official 
Use Only (FOUO), Privacy Act information, Sensitive but Unclassified and Law 
Enforcement Sensitive. Contractor shall follow the safeguarding requirements in 
DoD 5200.01-Vl-4, Information Security Program and USD(I) guidance for 
safeguarding unclassified sensitive information. DoD 5400.7-R, DoD Freedom of 
Information Act Program applies. 

l:8]Applicable □Not Applicable. 

34. Performance as Activity Security Representatives. (Mark block 11 m yes) 

□Applicable [8]Not Applicable. 

35. IT Operation and Support Positions. (Mark block 11 m yes) Contractor will 
require access to sensitive unclassified government automated information 
systems (AIS) at different levels. 

l:8]Applicable □Not Applicable. 
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FOUO REQUIREMENTS FOR DOD CONTRACTORS 

The following procedures will be used to protect FOR OFFICIAL USE 
ONLY (FOUO) materials: 

1. HANDLING: Access to FOUO material shall be limited to those 
employees neecling the material to perform their duties. The FOUO 
marking is assigned to material created by a DoD User Agency. 
FOUO is not a classification, but requires extra precautions to ensure 
it is not released to the public. 

2. MARKING: Mark unclassified documents containing FOUO: "FOR 
OFFICIAL USE ONLY at the bottom of each page and back cover 
(if any). In a classified document: 

a. Mark inclividual paragraph that contains FOUO, but not 
classified material by placing "FOUO at the beginning of the 
paragraph. 

b. Mark top and bottom of each page that has both FOUO and 
classified material with the highest security classification of 
the material on that page. 

c. Mark "FOUO at the bottom of each page that has FOUO but 
not classified material. 

d. If a classified document also contains FOUO material or if 
the classified material becomes FOUO when declassified, 
place the following statement on the bottom of the cover or 
the first page under the classification marking: ''NOTE: If 
declassified, review the document to make sure the material 
is not FOUO and not exempt under DoD Regulation 5400.7 
before public release. 

e. Mark other records such as computer print outs, photographs, 
films, tapes, or slides FOR OFFICIAL USE ONLY" so the 
receiver or viewer knows the record contains FOUO material. 

f. Mark each part of a message that contains FOUO material. 
Unclassified messages containing FOUO material must show 
the abbreviation "FOUO before the text begins. 

g. Ensure documents that transmit FOUO material call attention 
to any FOUO attachments. 
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h. FOUO material released to a contractor by a DoD user 
agency must have the following statement on the front page 
or cover: 11-118 DOCUMENT CONTAINS MATERIAL 
EXEMPT FROM MANDATORY DISCLOSURE UNDER 
THE FREEDOM OF INFORMATION ACT. 
EXEMPTION(S) ___ APPL Y." 

3. STORAGE: During normal duty hours, place FOUO material in an 
out-of-sight location if your work area is accessible to persons who 
do not have a valid need for the material. After normal duty hours, 
store FOUO material to prevent unauthorized access. File with other 
unclassified records in unlocked files or desks when internal building 
security is provided. When there is no internal security, locked 
buildings or rooms usually provide adequate after hours protection. 
For additional protection, store FOUO material in locked containers 
such as file cabinets, desks, or bookcases. Expenditure of funds for 
security containers or closed areas solely for the protection ofFOUO 
material is prohibited -

4. TRANSMISSION: FOUO documents and materials may be 
transmitted via first class mail, parcel post or for bulky shipments­
fourth class mail. Within the CONUS discussion ofFOUO material 
on the telephone is authorized if necessary for the performance of the 
contract. Electronic transmission ofFOUO information (voice, data 
or facsimile) should be by approved secure communications systems 
whenever practical. 

5. RELEASE: FOUO material shall not be released outside of the 
contractor's facility except to the representative of the DOD. 

6. DESTRUCTION: When no longer needed FOUO material shall be 
disposed of by a method that precludes its disclosure to unauthorized 
individuals. 
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Release of Non-SCI Intelligence Information to DoD 
Contractors 

ATTACHMENT TO DD FORM 254 FOR CONTRACT NO : 
CONTRACT EXPIRATION DATE: 12 months from date of contract 
award or as extended by contract modification . 

1 . Requirements for access to non-SCI : 

a . All intelligence material released to the contractor 
remains the propert y of the US Government and may be 
withdrawn at any time. Contractors must maintain 
accountability for all classified intelligence released 
into their custody . 

b . The contractor must not reproduce intelligence material 
without the written permission of the originating agency 
through the DIA/SSO . If permi ssion is granted, each copy 
shall be controlled in t he same manner as the original . 

c . The contractor must not destroy any intelligence 
material without advance approval or as specified by the 
contract monitor (CM) . (EXCEPTION : Cl assified waste shall 
be destroyed as soon as practicable i n accordance with the 
provisions of the Industrial Security Program) . 

d . The contractor must restrict access to only those 
individuals who possess the necessary security clearance 
and who are actually providing services under the contract 
with a valid need to know . Further dissemination to other 
contractors , subcontractors , other government agencies , 
private indiv iduals or organi zations is prohibited unless 
authorized in writing by the originating agency through the 
CM. 

e . The contractor must ensure each employee having access 
to intelligence material is f ully aware of the special 
security requirements for this material and shall maintain 
records in a manner that will permit the contractor to 
furnish , on demand, the names of individuals who have had 
access to this material in their custody. 

f . Intelligence material must not be released to foreign 
nationals or immigrant aliens whether they are consultants , 
US contractors , or employees of the contractor and 
regardless of the level of their securi ty c l earance , except 
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wi t h advance wr itten permissi on from the o riginat or . 
Requests fo r r elease t o f orei gn nationals shall be 
i n i t i ally fo r war ded to t he contract monitor and shall 
i ncl ude: 

(1) A copy of the proposed d i scl osur e . 

(2 ) Full just ificat ion refl ecti ng the benefi ts t o US 
i nterests . 

(3) Name , nat ionalit y , parti cul ars of clearance, and 
current access authorizat ion o f each proposed foreign 
nati onal r ecipient . 

g . Upon completion or termi nati on of the classified 
contract, o r sooner when t he purpose of the r elease has 
been ser ved, the cont ract or will r e t u r n a ll classified 
i ntelligence (fur nished or generated) to the source f rom 
which received unless retenti on o r other disposition 
i nstructions (see IW regulati ons) are author ized in writing 
by the CM . 

h. The contr actor must desi gnate an i ndivi dual who is 
worki ng on the contract as custodi an . The designated 
custodian shall be responsi b l e f o r r eceipti ng and 
accounting fo r all classifi ed i ntelligence material 
recei ved under t his cont ract . Th i s does not mean that the 
custodian must personally s i gn f o r all classified material. 
The i nner wrapper o f all c l assified mater ial dispatched 
shoul d be marked for the attenti on of a designated 
custodian and must not be opened by anyone not working 
d i rectly on the contract . 

i. Wi thin 30 days after the final p r oduct is received and 
accepted by the p r ocuring agency, classified int elligence 
materi als r eleased t o or generated by the contract or , must 
be returned to the originati ng agency through the contract 
moni tor unless written instructi ons author izing destruction 
or retention a r e issued . Requests to r etain material shall 
be directed to the CM for this contract in writing and must 
c l earl y indicate the justificati on for r etention and 
i denti ty of the specif ic document to be retained . 

j. Cl assificat ion, regrading, or declassi f i cation markings 
o f document ation produced by the contr actor shall be 
consi stent with that applied to the i nformation or 
documentation f r om which the new document was prepared . I f 

PRR23-198 _ 0082 



Attachment 6 - PTE Award 
Page 62 of 81 

Attachment 3 to the DD Form 254 . 

a compilation of information or a complete analysis o f a 
subject appears to require a security classification o t her 
than that of the source documentation, the contractor shall 
assign the tentative security c l assification and request 
instructions from the contract monitor. Pending final 
determinati on, the material shall be safeguarded as 
required for its assigned or proposed classification, 
whi chever i s higher , until the c lassificati on is changed or 
otherwise verified . 

2 . Intelligence material carries special markings . The 
f ollowing is a list o f the authorized control markings o f 
intelligence material : 

a . " Di ssemination and Extraction of Information Controlled 
by Ori ginat o r (ORCON) ." This marking is used, with a 
security classification , to enable a continu i ng knowledge 
and supervision by t he origi nator of t he use made o f the 
information involved . This marking may be used on 
intelligence which clearly i dentifies , o r would reasonably 
permit ready identification o f an intelligence source or 
method which is particularl y susceptible to countermeasures 
that would nullify or measurabl y reduce its effectiveness . 
This marking may no t be used when an item or information 
will reasonably be protected by use of other markings 
specified herein, or by the application of the "need- to­
know" p rinciple and t he safeguarding procedures o f the 
security classification system . 

b . "Authorized for Release to (Name of 
Country(ies)/International Organization ." The above is 
abbreviated "REL _____ ." This marking must be used when 
it i s necessary to identify c l assified intelligence 
material the US government originator has p redetermined to 
be releasable o r has been released through established 
f orei gn d i sclosure channels to the indicated country(ies) 
or organization . 

3 . The following procedures g overn the use of control 
markings . 

a . Any recipient desiring to use intelligence in a manner 
contrary to restrictions established by the control marking 
set f orth above shall obt a i n the advance permission o f the 
originating agency t hrough the CM . Such permission applies 
onl y to the specific purposes agreed t o by the originat or 
and does not automatically apply to all recipient s . 
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Ori g i nators shall ensure that prompt consideration is given 
to recipients ' r equests in these r egards , with particular 
attention to reviewing and edi t i ng, if necessary, sanitized 
or paraphrased versions to deri ve a text suitable for 
rel ease subject to lesser or no control markings . 

b . The control marking aut hori zed above shall be shown on 
the t i tle page , front cover , and other applicable pages o f 
document s , incor porat ed in the text of electr ical 
communications , shown on graphi cs , and associated (in f ull 
or abbreviated form) wi t h data stored or processed in 
automatic data processing systems . The control marking also 
shall be indicated by parentheti cal use of the marking 
abbreviations at the beginni ng or end of the appropriat e 
porti ons . If the control marki ng applies to several or all 
porti ons , the document must be marked with a statement to 
this effect r ather than marki ng each portion individually . 

c . The control mar kings shall be i ndi vidually assigned at 
the t i me of p r epar a t ion of i ntelligence products and used 
i n conjunction with security c l assifications and other 
marki ng specified by E . O. 13526 and i ts implementing 
securi ty dir ectives . The marki ng shall be carried forward 
to any new format in which the same infor mation is 
i ncorporated including oral and visual presentations . 

4 . Request for release o f i ntelligence mater ial to a 
contractor must be prepared by the contract monitor (CM) 
and submitted to the DIA/SSO . Thi s should be accomplished 
as soon as possible after the contr act has been awarded . 
The request will be prepared and accompanied with a letter 
expl a i ning the r equirements and c opies of the DD Fo rm 254 
and Statement of Work . 
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RELEASE OF SENSITIVE COMPARTMENTED INFORMATION (SCI) 
INTELLIGENCE INFORMATION TO US CONTRACTORS 

ATTACHMENT TO DD FORM 254 FOR CONTRACT NO: 

CONTRACT EXPIRATION DATE : 12 months f rom date of contract 
award or as extended by contract modification . 

1 . Requi rements for access to SCI: 

a . All SCI will be handled in accordance with special 
securi ty requi rements, which will be furnished by the 
desi gnated responsible special securi ty o f fice (SSO). 

b . SCI will not be released to contractor employees without 
specific rel ease approval of the ori g i nator of the material 
as outlined i n governing directi ves ; based on prior 
approval and certification o f " need- to- know" by the 
designated contr actor . 

c. Nomi nati on package with names o f contractor personnel 
requi r i ng access to SCI will be submi tted to the contract 
monitor (CM) for approval. Once approved, the company will 
receive notification of approval and an indoc date will be 
selected to bri ef the individual f or access to SCI. 

d. I nqui r i es pertaining to classificati on guidance on SCI 
will be d i rected through the government agency CSSO . 

e . SCI furni s hed in support of thi s contract remains the 
property o f the Department of Def ense (DoD) department, 
agency, or command originator . Upon compl etion o r 
cancellation o f the contract, SCI furnished will be 
returned to the direct custody of the supporting SSO, or 
destroyed I AW i nstructi ons outlined by t he CM . 

f. SCI will be stored and maintai ned onl y in properly 
accredited facilities at the contractor l ocation . 

2 . The contract monitor (CM) will: 

a. Review the SCI product for contract applicability and 
determi ne that the product is required by the contractor t o 
compl ete contractual obligations . Af ter the CM has reviewed 
the SCI product(s) for contract applicability and 
determi ned that the product is requi red by the contractor 
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t o complete obligations , the CM must request release from 
the originator through the DIA/SSO . Originator release 
authority i s required on the product types below : 

(1) Documents bearing the control markings of ORCON, 
PROPI N. 

(2) GAMMA controlled documents . 

(3) Any NSA/SPECIAL marked product . 

(4) All categories as listed in DoD 5105 . 21- M- l 

a . Notification and approval is required for visits by 
contractor employees when such visits are conducted as 
part of the contract effort . 

b. Determine dissemination of SCI studies or materials 
originated or developed by the contractor . 

c . Within 30 days after completion of the contract, provide 
written disposition instructions for all SCI material 
furnished to, or generated by, the cont ractor with an 
information cop y to the supporting SSO . 

d. Review and forward all contractor requests to process SCI 
electr onically to the accrediting SSO f or coordination 
through appropriate SCI c hannels . 

e . Request for release o f intelligence material to a 
contractor must be prepared by the contract monitor (CM) 
and submitted to the DIA/SSO . This should be accomplished 
as soon as possible a fter the contract has been awarded . 
The request will be prepared and accompanied with a 
letter explaining the requirement and copies of the DD 
Form 254 and Statement o f Work. 
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Intra-System Subaward # M2000523 
Attachment 3 

Texas A&M Engineering Experiment Station, DUNS 84-720-5572 

• Subrecipicnt is currently registered in CCR 

• Subrecipient is exempt from reporting compensation 

• Subrecipient Place of Performance: 

City: College Station 

State: TX 

Zip Code +4: 77845-6194 

Congressional District: TX-017 

SRS intra.System CR 
Federal Sponsor 
Jan 2020 
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Scope of Work and Budget 
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"Digitization" to "Information Command" 

Developing a Framework to Assess Implications of Digitization on Conduct of Warfare 

Cost Proposal 
Submitted in Response to: 

Research and Studies for the Office of Net Assessment (OSD/NA) 
BROAD AGENCY ANNOUNCEMENT: HQ0034-ONA-13-BAA-0001 

Submitted by: 
Texas Engineering Experiment Station 

On behalf of: 
Institute for National-Security and Cyber-Security Education and Research 

Texas A&M University System 
College Station, TX 

Principal Investigator: 

Business Contact 

Justin Allison 

Area of Interest 

Date of Submission: 
July 16, 2019 

Duration of Effort: 
One (1) year from date of award with 

Two (2) one-year options 

This technical and cost proposal are valid for twelve (12) months from date of submission 

1 
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"Digitization" to " Information Command:" 

Developing a Framework to Assess Implications of Digitization on Conduct of Warfare 

Technical Proposal 
Submitted in Response to: 

Research and Studies for the Office of Net Assessment (OSD/NA) 
BROAD AGENCY ANNOUNCEMENT: HQ0034-ONA-13-BAA-0001 

Submitted by: 
Texas Engineering Experiment Station 

On behalf of: 
Instit ute for National-Security and Cyber-Security Education and Research 

Texas A&M University System 
College Station, TX 

Principal Investigator: 

Business Contact 

Area of Interest 
Additional Research Topics: 

Analysis comparing the standing, trends, and future prospects of US and foreign military capability and 
military potential, including an assessment of the underlying factors with important effects on those 

issues 

Date of Submission: 
July 16, 2019 

Duration of Effort: 
One (1) year from date of award with 

Two (2) one-year options 

This technical and cost proposal are valid for twelve (12) months from date of submission 

1 
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