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SECTION SF 30 BLOCK 14 CONTINUATION PAGE

SUMMARY OF CHANGES

SECTION SF 30 - BLOCK 14 CONTINUATION PAGE

SECTION SF 1449 - CONTINUATION SHEET

SOLICITATION/CONTRACT FORM
The vendor signature required has char

[he 1
" !

[he facility code 7B133 has t

rom required to not required

1 quired | has been deleted.

nber of award copies
I

I'he contractor organization below has been deleted

TEXAS A&M UNIVERSITY SYSTEM, THE

DELIVERIES AND PERFORMANCE
he following Delivery Schedule ttem for CLIN 0001 has been changed from:

DELIVERY DATE QUANTITY SHIP TO ADDRESS DODAAC/

CAGE
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DELIVERY DATE

POP 13-FEBR-2020 TO
12-FEB-2021

lhe following Delivery Schedule ttem tor CLIN 000)

DELIVERY DATE

POP 31-JUL-2019 TO
10-JUL-2020

DELIVERY DATE

B-2020 TC

The following Delivery Schedule item for CLIN 000

DELIVERY DATE
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QUANTITY

QUANTITY

N/A

QUANTITY
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POP 1 3-FEB-20200 TO NIA
12-FEB-2021

The followinge Delivery Schedule item tor CLIN U0 ha

DEI IVERY DATI QITANTITY

DELIVERY DATE QUANTITY

POP 13

The followang Delivery Schedule item for CLIN 1002 ha

DELIVERY DATE QUANTITY
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DELIVERY DATI QUANTITY

DELIVERY DATI QUANTITY

POP 13-FEB-2021 TO N/A
12-FEB-2022

The following Delivery Schedule item for CLIN 1004

DELIVERY DATI QUANTITY
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DELIVERY DATE

FOP 13-FEB-2022 TX
12-FEB-2023

The lollowing Delivery Schedule item fo

DELIVERY DATE

POP 31-JUL-2021 T NSA

DELIVERY DATE

PRR23-198_0058



Attachment 6 - PTE Award
Page 38 of 81

ELIVERY DA QUANTITY

1 I It |
P CONTRACT TERMS AND CONDITION Q) TIAL ITEMS (OCT 2018)
| % i (8] 1 only nae C
I I'he Government reserves the 1 Ve
en te I H 2.l 1 n re repai
1 c ITLEH T > T 17 n n
fl Sl | afe s ible, the 2rnm y
1 cap I nonca ng Supplies or servic
cepl b withir ible time afler defect was |
4y hans urs in th ltion of the e
SE.E g - 512 1 StEn s Fighl
I f ! ) ank 151 ¢ ny. or uthar fne g
§ inactord i signment of ns Act | AN
; ; 81141 le oo rcial purchase ¢
ges, Changes in the ter de ittons of this contract may be made only by writter ent of the
B T 3 15 5l C chapter Can imended (41 1U.5.C. 601-613})
ature of the partie nira gach agreement on any regues id ert, claim, appeal or

PRR23-198_0059



Attachment 6 - PTE Award
Page 39 of 81

Pape d of 16

Echion Aty g undar o relatng 10 this contrace shall be a dispute 10 be resolved in accordance with the clause at FAR
S2233 T Duspates. whicnas incorporated heren by eeference: The Contractor shall proceed diligenty with
perieTmans? of this eontract, pending final resolunion of any dispute arsing under the contract

e¥ Definitions The clause al FAR 32.202-1, Defininons, is :ncorporated heremn by reference.

0 Excusanle delavs The Contracter skall be Bable for defauit unless nonperformance is caused by an occurtence
sevone the rezsorable centrol of the Contractor and without is fault or negligence such as, acts of God or the public
snemy. acts of the Government oo either i1s sovereign or coniraciual capacnty, fires, floods. eprdemics, quarantine
restictone stokes, unusaally severs waather, and delays of common carriers. The Contractor shall notify the
Cuntracting AT Twniing as seon asat s reasonably possible atter the commencement or any excusable delay,
setbmg ford the full partizulars ia connection therewith, shall remedy such occurrence with all reasonable dispatch
znd zha'l promptly give writen natce o the Contracting Officer of the cessation of such occurrence

2) Invzice

I The Coatracter shall submit an eriginal invoice and three copies (or electronic invoice. if authorized) to the
zddress Jesigrated in the contract to recenve invaices An invoice must inciude--

eand address of the Contrazior
i Invoice date and rumber
Ul Contrast pumoer. ine 1tem number and, i applicable, the order number;
iv) Descrivtion, cudniity, unit of measure. unit price and exiencad price of the items deliverad;

v Smeping pamber and date of shipment including the bill of luding number und weight of shipment if shipped on

!
bl ef leding

5
b4

Joverrme
vi) Terms of zay Siscount for promp rayment offered;

Vi Nzame and address 07 official 12 wham pavment (s Lo be sent;

Vit Name, e, and phane number of person o noefy ineven: of defective invoice. and

§) Tazpaver entifizat on Number (TIN The Contracior shall include itz TIN on the invoice onlv if required

2sewhert s Iract

A Electrenne funds ransfer (EFT) danking informatan,
A} The Contracter saall inelude EFT tanking information on the invoice anly if required elsewhere in this contract

B) If EFT bankirz information is notrequired to be on the inveice, in order for the invaice 1o be a proper invoice,
the Contractor shail kave submutted corree: EFT banking information 13 accordance with the apphicable solicitation

provision, soniract clause (e g $2.732-32 Payment by Electronic Funds Transfer—System for Award
Management, or §

232-24, Payment by Electronie
System for Award Manzgemen:), or applicable azency procedures

Furds Trars
) EFT bankiag nfermation is not recuired if the Government waived the requirement to pay by EFT

2)Invaices will be handled in accerdance with the Prompt Payment Act (31 U.S.C. 3903) and Office of
Maragzment and Budget (OMB | prompt payment regulations at 5 CFR past 1313
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) Patentindemnity. The Contracter shall indemnify the Government and uts officers, employees and agents against
fabidine, including cests, for aetwal or alleged direct or contributory infringement of, or inducement to infringe, any
Unitad Stetes or fore:gn patent. trademark or copsright, arising out of the performance of this contract, provided the
Cortrasior is reasonably nonified of such claims and proceedings.

iy Payert.--

YV items accented Payment shall be made for items accepted by the Government that have been delivered 1o the
delivery destinatizns set forth in this contractl.

2) Prompt pasment, The Government will make payment in accordance with the Prompt Payment Act (3] US.C.
3903y and promp: payment reguiations at 3 CFR pant 1315,

*) Eleztrenic Funds Transfer (EFT), If the Gevernment makes payment by EFT, see 52.212-5(h) for the appropriate
EFT ¢clause

4) Discount, In connection witn any discount offered for early payment, ime shall be computed from the date of the
inveice For the purpese of computing the discount ezrned, payment shall be considered to have heen made on the
Jate which apoears on the payment check or the specified payment date if an electronic funds transfer payment is
made.

5) Overpey ments If the Contractor becomes awere of a dupliczte contract finuncing or inveice payment or that the
atnerwise cverpaic on a cantract finaneing or inveice payment, the Contractor shall--

Goverpment has

1) Remit the everpayment amount 1o the payment office cited in the contract zlorg with a descniption of the

overpayvment ncludi

A) Circumstances of the overpayment (e.g., duplicate payment. erroneous pavment, liquidanon errors. date(s) of

overpasment)
B} Affected contrac: number und delivery orcer number. if apphicable
Ch Affzeted hine t1em or subline slem, if applicable: and

) Centrector pemnt of contact

U Provide acopy of the renutianes and supporiing docementation o the Contracting Olficer,

&) Interes:

1) All zmeunts that beeeme payable by the Contracter to the Government under this contract shall bear simple
interes. from tne date due untl paid unless paid withia 30 davs of becoming due, The interest rate shall be the
iaterest rale estabiished by the Secretary of the Treasary as provided in 41 U.S.C.

T109, which s apphcable to the pertod in which the amount becomes due. as previded in (iI(6)(v) of this clause,
znd then a: the race anplicable for each six-month period as fixed by the Secretary until the amount is paid.

1) The Government may Issue a demand for payment to the Contractor upon finding a debt 1s cue under the
contract

Hit Final Secisions, The Contracting Officer will issue o final decision as required by 33.211 il--

A) Thz Contracting Offizer anc the Contractor are unable to reach agreement an the existence or amount of a debt

witin 3 days:
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(B) The Contractor fails to hywdate a debt previously demanded by the Contracting Officer within the tmeling
specified in the demand for payment unless the amounts were not repad beeaase the Contractor has requested an
installment pavment agreement: or

(€) The Contractor requests a deferment of collection on a debt previously demanded by the Contracting Officer
(see 32.607-2),

(iv) If a demand for payment was previously issued for the debt, the demand for payment included in the final
decision shall identify the same due date as the onginal demand for pavment.

(v) Amounts shall be due at the carliest of the following dates:
(A) The date fixed under this contract.

(B) The date of the first written demand for payment, including any demand for payment resulting from a default
ermingion,

(vi) The interest charge shall be computed for the actual number of calendar days involved heginning on the due
date and ending on--

(A) The dete on which the designated office receives payment from the Contractor;

(B) The dite of issuance of a Government check to the Contractor from which an amount otherwise payable has
been withhkeld as a cradit against the contract debt; or

(€) The dete on which an amount withheld and applied to the contract debt would otherwise have become payable to
the Contractor

(vit) The interest charge made under this clause may be reduced under the procedures prescribed in 32.608-2 of the
Federal Acquisition Regulaton an eftect on the date of this contract,

() Risk of loss. Uinless the contract specifically provides otherwise, risk of loss or damage to the supphes provided
under this contract shall remain with the Contractor until. and shall pass to the Government upon:

(1) Delivery of the supphies 1o a carrier. if transportation is {o.b. orgm; or

2) Delivery of the supplies to the Government at the destination specified in the contract, if transportation is f.o.b,
destination

(k) Taxes. The contract price includes all applicable Federal, State. and local taxes and duties,

(1) Termination for the Government's convenience. The Government reserves the right to terminate this contract, or
any part hereof, for its sole convenience, In the event of such rermination. the Contractor shall immediately stop all
work hereunder and shall immediately cause any and all of its suppliers and subcontractors to cease wark. Subject 10
the terms of this contract, the Contractor shall be paid a percentage of the contract price reflecting the percentage of
the work performed prior (o the notice of termination. plus reasonable charges the Contractor can demonstrate to the
satisfaction of the Government using its standard record keeping system, have resulted from the termination. The
Contractor shall not be required to comply with the cost accounting standards or contract cost prineiples for this
purpose. This paragraph does not give the Government any right 1o audit the Contractor's records. The Contraclor
shall not be paid for any work performed or costs incurred which reasonably could have been avoided.

tm) Termination for cause, The Government may terminate this contract, or any part hereol, for cause in the event of
any default by the Contractor. or if the Contractor fai's to comply with any contract terms and conditions, or fails 1o
provide the Government, upon reguest, with adequate assurances of future performance. In the event of termination
for cause, the Government shall not he liable (o the Contractor for any amount for supplies or services not accepted,
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and the Contractor shall be liable to the Government for any and all rights and remedies provided by law. If it is
determined that the Government improperly terminated this contract for default, such termination shall be deemed a
termination for convenience.

(n) Title. Unless specified elsewhere in this contract, title 1o items furnished under this contract shall pass to the
Government upon acceptance, regardless of when or where the Government takes physical possession.

{o) Warranty. The Contractor warrants and implies that the items delivered hereunder are merchantable and it for
use for the particular purpose described in this eontract.

(p) Limitation ol liabihty. Except as otherwise provided by an express warranty, the Contractor will not be liable to
the Government for consequential damages resulting [rom any defect or deficiencies in accepted items.

(q) Other compliances. The Contractor shall comply with all applicable Federal, State and local laws, executive
orders, rules and regulations applicable to its performance under this contract.

(r) Complisnce with laws unique 1o Government contracts. The Contructor agrees to comply with 31 U.S.C. 1352
relating to limitations on the use of appropriated funds to influence certain Federal contracts: 18 U.S.C_ 431 relating
to officials not to benefit: 40 U.S.C. chapter 37, Contract Work Hours and Safety Standards; 41 U.S.C.

chapter 87, Kickbacks; 41 U.S.C. 4712 and 10 U.S.C. 2409 relating 10 whistleblower protections: 49 U.S.C. 40118,
Fly Amencan; and 41 U.S.C. chapter 21 relating to procurement integrity.

(s) Order of precedence. Any inconsistencies in this solicitation or contract shall be resolved by giving precedence in
the foliowing order: (1) the schedule of supplies/services: (2) The Assignments, Disputes, Payments, Invoice, Other
Comphances, Compliance with Laws Unique to Government Contracts, and Unauthorized Obligations paragraphs
of this clause: (3) the cluuse at 52.212-5; (4) addenda to this solicitation or contract, including any license
agreements for computer software: (5) solicitation provisions if this is a solicitation; (6) other paragraphs of this
clause: (7) the Standard Form [449; (8) other documents, exhibits, and attachments: and (9) the specification.

(1) Reserved.

(u) Unauthorized Obligations.

(1) Except as stated in paragraph (4)(2) of this clause, when any supply or service acquired under this contract is
subject to any End User License Agreement (EULA), Terms of Service (TOS), or similar legal instcument or
agreement. that includes any clause requiring the Government (o indemnify the Contractor or any person or entity
for damages, costs. fees, or any other loss or liability that would create an Anu-Deficiency Act violation (31 U.S.C.
1341), the following shall govern:

(i) Any such clause is unenforceable against the Government.

(i1} Neither the Government nor any Government authorized end user shall be deemed to have agreed 10 such clause
by virtue of it appearing in the EULA, TOS, or similar |egal instrument or agreement. 1f the EULA, TOS, or similar
legal instrument or agreement is invoked through an "1 agree” click box or other comparable mechanism (e.g..
“elick-wrap" or “browse-wrap” agreements), execution does not bind the Government or any

Government authorized end user to such clause.

(1i1) Any such clause is deemed to be stricken from the EULA, TOS, or similar legal instrument or agreement,

(2) Paragraph (u)(1) of this clause does not apply to indemnification by the Government that is expressly authorized
by statute and specifically authorized under applicable agency regulations and procedures,

(v) Incorporation by reference. The Contractor's representations and certifications, including those completed
electronically via the System for Award Management (SAM ), are incorporated by reference into the contract.
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(End of Clause)

532.217-8  OPTION TO EXTEND SERVICES (NOV 1999)

The Gevernment may require continued performance of any services within the Timits and at the rates specified in
the confract. These rates may he adjusted only as a result of revisions to prevailing labor rates provided by the
Secretary of Labor. The option provision may be exercised more than once. but the total extension of performance
hereunder shall not exceed 6 months. The Contracting Officer may exercise the option by written notice to the
Contractor within 1 day before the end af the contract option.

(End of clzuse)

52.217-9  OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000)

(a) The Government may extend the term of this contract by written natice to the Contractor provided that the
Government gives the Contractor a preliminary writien notice of its intent Lo extend at least 30 days before the
contract eapires, The preliminary notice does not commit the Government (o an exiension.

(b) If the Government exercises this option, the extended contract shall be considered to include this option clause.

tc) The totzl duration of this contract, including the exercise of any options under this clause, shall not exceed 36
months.

(End of clause)

32252-2  CLAUSES INCORPORATED BY REFERENCE (FEB 199%)
This centract incerporates one or more clauses by reference, with the same force and effect as if they were given in
full tiext. Upon request, the Contracting Officer will make their full text available. Also. the full text of a clause may

be accessed electronically at this/these address(es):

atpeflacsue llal milreghimbiregsa 2atme tars/ tand lavs/ L/ Fan Hoe him# TopOfPage

(End of clause)
[ any of the referenced clauses are not applicable, as determined by the Contracting Officer, by their terms or
prescription, they may be deemed unenforceable.

252.232-7006 WIDE AREA WORKFLOW PAYMENT INSTRUCTIONS (DEC 2018)

(a) Definitions. As used in this clause—

“Department of Defense Activity Address Code (DoDAAC)" is a six position code that uniquely identifies a unit,
activity, or organization.

“Document type” means the 1ype of payment request or receiving report available for creation in Wide Area
WorkFlow (WAWE),
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“Local processing office (LPO)™ is the office responsible for payment cernification when payment certification is
done external to the emitlement system.

“Payment request” and “receiving report” arc defined in the clause at 252.232-7003, Electronic Submission of
Payment Requests and Receiving Reports.

(b) Electronic invoicing, The WAWF system provides the method to electronically process vendor payment requests
and receiving reports, as authorized by Defense Federal Acquisition Regulation Supplement (DFARS) 252.232-
7003, Electronic Submission of Payment Requests and Receiving Reports.

(c) WAWEF access. To access WAWE, the Contractor shall—

(1) Have a designated electronic business point of contact in the System for Award Management at
Blps/lwwa -2ov: and

(2) Be registered 10 use WAWF al hitps://wawleb.nul/ following the step-hy-step procedures for self-registration
available at this web sie,

(d) WAWF 1raining. The Contractor should follow the training instructions of the WAWF Web-Based Training
Course and use the Practice Training Site before submitting payment requests through WAWFE, Both can be
accessed by selectng the “Web Based Training link on the WAWEF home page at https://wawl eh.mil/

() WAWF methods of document submission. Document submissions miay be via weh entry, Electronic Data
Interchange, or File Transfer Protocol.

(1) WAWE payment instructions. The Comractor shall use the following information when submitting payment
redquets and receiving ceporis in WAWE for thas conteact or tack o delivery order

(1 Document type. The Contractor shall subuut payment requests using the following document type(s);
(1) For cost type hine nems, including labor hour or tme and- materials, submit a cost voucher
() Lor hixed price hine tems—

(A That require shaprent of adeliverable, subnut the imvorce and receving report speealied by the Contracting
Officer

N/A

(Contracting Ofheer: Insert apphicable invoree and iecewving report document type(s) tor hxed price hne stems that
requine shipment of a deliverable.)

(B) For services that do not require shipment of a deliverable, submit either the Invoice 2inl. which meets the
requirements for the invoice and receiving report, or the applicable invoice and receiving report, as specified by the
Contracting Officer.

2in 1

(Contracting Officer: Insert either “Invoice 2inl" or the applicable invoice and receiving report document type(s) for
fixed price line tlems for services.)

(i) For customary progress payments based on costs incurred, submit a progress payment request.

(iv} For performance based payments. submut a performance based payment request.
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v) For commercial ttem financing, submit a commercial item financing request.

(2) Fast Pay requests are only permitted when Federal Acquisition Regulation (FAR) 52.213-1 is included in the
contract,

[Nete: The Contractor may use a WAWF “combo™ document type 1o create seme combinations of invoice and
receiving report in one step.]

(3) Document routing. The Contractor shall use the informauon in the Routing Data Table below only to fill in
applicable fields in WAWF when creating payment requests and receiving reports in the system.

Routing Data Table*

[Data to be entered in WAWE

Pay Official DoDAAC | HQO768 ‘
lssue By DoDAAC - [HQUU_'M o - _:
Admin DoDAAC** [HQOOK7 ]
Inspect By DoDAAC [ N/A - ‘
Ship To Code [NIA |
Ship From Code 7 i
Mark ForCode _|NT _____ - |
Service Approver (DUDAAC)  |HQUOE? pr——
Service Au:-up-lr;u (DuDAAC) ! HQO0G7 !
Avcept at Other DoDAAC [ N/A |
LPO DoDAAC | NIA i
DCAA Auditor DODAAC ' [NIA - i
Other DoDAAC!s) |

(*Contracting Officer: Tnsertapplicable DODAAC imtormaton. T muliple ship wo/accepance Tocations apply. inscit
“See Schedule” or “Not applicable ™)

(**Contracting Officer: If the contract provides for progress pavments or performance-based pavments, insert the
DoDAAC for the contract admmstration office assigned the functions under FAR 42.302(a)( 13),)

(4) Puyment request. The Contractor shall ensure s payment request ieludes documentation approprate o the type
of payment request in accordance with the paysnent clause, contract financing clause, or Federal Acquisition
Regulation 52.216-7, Allowable Cost and Payment, as applicable

(5) Reeziving report. The Contractor shall ensure a receiving report meets the requirements of DFARS Appeadix F.
g) WAWF paoint of contact.

tracy mowhinlesev.civ @ mail, mil

(1) The Contractor may obtuin clarification regarding invoicing in WAWEF from the following contracting activity's
WAWEF point of contact.
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2) Contact the WAWF helpdesk al 865-618-5988, if assistance is needed.

(End of clauss)

Fhe totlowmp hive been deleted

252.237-9000 WHS/AD LOCAL CLAUSE: MANDATORY MAR 2015
CONTRACTOR MANPOWER REPORTING (MAR 2015)

End of Summary of Changes)
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CLASSIFICATION (Mhen fiil Unclassified

DEPARTMENT OF DEFENSE
| uONTRAL..T SEuLRI"'Y CLASSIFI»ATFON SPECIFICATION

(The requirerme~is o the Naficns wstial Secenty Program (VISP apply i urry aspects of this effort g c'assfied informafion |
duta sourcas, gaiharing
‘ gfpaoid
sware thal
| 1. CLEARANCE AND SAFEGUARDING
!
a /EL OF FACILITY SECURITY CLEARANCE (FCL) REQUIRED b LEVEL OF SAFEGUARDING FOR CLASSIFIED INFORMATION.’
‘ 3 MATERIAL REQUIRED AT CONTRACTOR FACILIT
| Top Secre Scuie
| 2 THIS SPECIFICATION IS FOR: (X a1d campiate 25 apaicasia 3. THIS SPECIFICATION IS: (X and compiate as appicadle ]
k=7 3 PRIME CONTRACT NUMBER (See nstructions | e i DATE (¥YYYMMUD)
b, SUBCONTRACT NUMSER . REVISED [Supemedes all previgus spacil s
| im REVISION NO. DATE (¥YYYMMOD)
] c. SOLICITATION OR OTHER NUMBER DUE DATE /vy v/
‘ ] c. FINAL (Comptete Item 5 all cases,) DATE (¥¥YYMMDD)

4 IS THIS A FOLLOW-ON CONTRACT? [ Mo [] Yes ¥ yes complete the following

Classified material roceived or generated under (Preceding Contract Number) s transferred to this follow.-on contract
5 1S THIS A FINAL DD FORM 2647 [ Mo [ ] Yos I vex comstete fha faflowng i

in rasponsa to the contractor's request datad ratantion of the classifind material is authorized for the period of:
& CONTRACTOR (ir “ar 7 Gover Ennity (TAGE) Code

a NA H'E'_g: np:g\ A-.n ZP - b _-.':AIGIE_;_‘(]['!E | c. COGNIZANT SECURITY OFFICE(S) (CSO)

Name, Address, ZiP Code. Teleohone recuired, Email Address cplional)

| 1%
| 3s A& OSSAFSO
TBi33
7 SUBCONTRACTOR(S),ciic —
Dot wy sl regure & S8 Y subcontracior}
a. NAME. ADDRESS, AND ZIP CODE b. CAGE CODE | ©- CDL-NMNTSECUR!T“ OFFIC (S) (CSO)
Name. Address, P Code, Telephone recuired, Emal Address optional)

B8 ACTUAL PERFORMANCE Cic

2. LOCATION(S) (Fe- acial performance. -sae instructans b. CAGE CODE | ¢. COGNIZANT SECURITY OFFICE(S) (CSO)
¢ Name, Address, ZIP Code Tefsphone recuired Email Address opficnal)

a. LOCATION(S) [Fer azial performance. sea msirucsons b. CAGE CODE [ L,DL:NELA\N] S(‘.L-UHI TY L]FFIC. (S} {CS0)
T & \ iV are L Geary A | Nama, Addre TP Coade Telaphonp roouimd: Emal Addross ophonal)
1e Texnas AKM Lniversity Sysiem 4 ."_\\HSU

DRA: Texas AKM Engineering Experiment Station

78133 |

9 GENERAL UNCLASSIFIED DESCRIPTION OF THIS PROCUREMENT
ce of Net Assessment

t suppart to the O

DD FORM 254, APR 2018 PREVICUS EI
CLASSIFICATION {When filled in): Unclass:fied

TION IS OBSOLETE y Page 1 of 4

sigrer
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CLASSIFICATION (When filfed in): Unclassified

10. CONTRACTOR WILL REQUIRE ACCESS TO: (X all that apply. Frovide defails in Biocks 13 or 14 as sel forth in the instructions.)

[[] a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION [[] f. SPECIAL ACCESS PROGRAM (SAP) INFORMATION

g. NORTH ATLANTIC TREATY ORGANIZATION
[X b. RESTRICTED DATA ™ (NaTO) INFORMATION

c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI)
E} (I GNWDI appiies, RESTRICTED DATA must aisa be marked.) [C] h. FOREIGN GOVERMENT INFORMATION

0 I. ALTERNATIVE COMPENSATORY CONTROL MEASURES

[X] d. FORMERLY RESTRICTED DATA (ACCM) INFORMATION

) J. CONTROLLED UNCLASSIFIED INFORMATION (CUI)
o. NATIONAL INTELLIGENCE INFORMATION: 2 sttt
[X] (1) Sensitive Compartmented Information (SCf) [X] k. OTHER (Specify) (See instructions )
E (2) Non-SCI See attachment

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: (x ail that apply. See instuctions Provide details in Blocks 13 or 14 as sel forth in the instructions.)

a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE
ANOTHER CONTRACTOR'S FACILITY OR A GOVERNMENT [X  TECHNICAL INFORMATION CENTER (DTIC) OR OTHER
O Acnviry SECONDARY DISTRIBUTION CENTER
(Applicable anly if there is no access or storage required af contractor facility.
See instrctions ) [[] h. REQUIRE A COMSEC ACCOUNT
[T] b. RECEIVE AND STORE CLASSIFIED DOCUMENTS ONLY [T] i. HAVE A TEMPEST REQUIREMENT
5 RECEIVE, STORE, AND GENERATE CLASSIFIED [T] I HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
INFORMATION OR IATERIAL [[] k. BE AUTHORIZED TO USE DEFENSE COURIER SERVICE
D d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE |. RECEIVE, STORE, OR GENERATE CONTROLLED UNCLASSIFIED

® INFORMATION (CUI).

DCW refer fo DoDM 5200.01, Volume 4 for specific CUI
[] o. PERFORM SERVICES ONLY i . N

[X| m. OTHER (Specify) (Sea instructions )

f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE
THE U.S,,PUERTO RICO, U.S. POSSESSIONS AND TRUST
TERRITORIES See attachment

12. PUBLIC RELEASE

Any information (classified or unclassified) pertaining 1o this contract shall not be released for public dissemination except as provided by the National
Industrial Security Program Operating Manual (NISPOM) or unless it has been approved for public release by appropriate U.S. Government authority.
Proposed public releases shall be submitted for review and approval prior to release 1o the appropriale government approval authority identified here with al
least office and phone contact information and If avallable, an e-mall address. (See instructions)

[] oIRecT [] THROUGH (spacity beiow) Public Rolease Authority

Director Freedom of Information & Security Review,
3100 Defense Pentagon, Room 2C757, Washington, DC 20301

13. SECURITY GUIDANCE

The security classification guidance for classified information needed for this effort Is identified below. If any difficulty is encountered in applying this
guidance or if any other contribuling factor indicates a need for changes in this guidance, the conltractor is authorized and encouraged to provide
recommended changes: to challenge the guidance or the classification assigned 1o any information or material furnished or generated under this contract;
and to submit any questions for interpretation of this guidance to the official [dentified below. Pending final decision, the information Involved shall be
handled and protected at the highest level of classification assigned or reoammendad

(Fill in a5 approy for the classified effort. Attach, or & d under - ol any d fuidesiext f d herain. The field will expand as fext
is added Hﬂslﬂnmnnmynplndldmrlut mdlhhkwurmlukw rl‘m!cbcitcul'ofﬂ‘mtul‘muirbmmkmﬂumlhnhmmw Also aliows for
up ko 8 { fo digitally sign. See inst for guidh or use of the fillable PDF )

The Cnnlr&ctur will be required to have a TOP SECRET facility clearance granted by the Defense Security Service (DSS) prior to contract
implementation. This contract will only be used to support ONA efforts. Prior approval must be obtained from the COR to utilize this
contract to approve or reestablish any existing systems accreditations or approvals.

All applicable provision of DoD 5220.22M and it supplements apply.

DD FORM 254, APR 2018 EREVIOUS EDITION IS OBSOLETE Page 2of 4
_ AEM Livelyc's Designar
CLASSIFICATION (When fillec inj; Linclassified
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CLASSIFICATION (When filled in): Unclassified

List of Attachments [1] (All Fies Must be Attachea Priar Lo Signing. |.e.. for any digtal s'ar

<

Updated Block 13 Continugtion Attachment KRG edits.pdt

ura on the form

PFPA [ndustrial Se

14, ADDITIONAL SECURITY REQUIREMENTS

an {o NISPOM

cCurity NAME & TITLE OF REVIEWING OFFICIAL

SIGNATURE

1y responsibility for all SCI classified materia
nsibility for all such material. DIA s re

nspect

documentations to ensure compliance with SCIF directives

OSD/NA | 703-692-3823

released to or developed under the contract
sible for reviewing &l

and regulations. DSS retains oversigl

the contracts SCIF

nspection responsibility for

llateral information and facility clearance requirements.  Prior approval of COR is required for subcontracting. COR: Tracy Whittlesey,

D85 1s

16. GOVERNMENT CONTRACTING ACTIVITY (GCA) AND POINT OF CONTACT (POC)

a GCA NAME ¢. ADDRESS (inclutle ZIP C

d. POC NAME

17, CERTIFICATION AND SIGNATURES

Security requiremants staled h ele and adeguate for safat
efforl. All questions shal b

b
a. TYPED NAME OF CERTIFYING OFFICIAL /Last. First. Middie Intial)

\arein are com

rred (o the

&l named below. Lpor di

DD FORM 254, APR 2018 SREVIOUS EOITION 1S OHSOLET

CLASSIFICATION (When filled ir Unclassifiec
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CLASSIFICATION (Wher filled in): Unclassified

d, AAC OF THE CONTRACTING OFFICE | h. SIGNATURE

(Eae instrschons!

e. CAGE CODE OF THE PRIME CONTRACTOR

{oge frstruchons. )

f. TELEPHONE (clude Area Code) I. DATE SIGNED

L e

g. EMAIL ADDRESS | Sew Insructions) [

18 REQUIRED DISTRIBUTION BY THE CERTIFYING OFFICIAL

(TRA {. OTHER AS NECESSARY (i mare room /s needed, corfinue (n item 13 oron
z 00N CTOR D additional page if necessary.)
| 5. SUBCONTRACTOR

= c. COGNIZANT SECURITY OFFICE FOR PRIME AND
“= SUBCONTRACTOR

~— d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY
—  ADMINISTRATICN

5 o, ADMINISTRATIVE CONTRACTING OFFICER

DD FORM 254, AFR 2018 PREVIOUS EDITION IS OBSOLETE e
CLASSIFICATION (When filled in): L nclassified
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Continuation for Block 13, DD Form 254 for contract number: HQ0034-19

1. General: This contract involves varying levels of classified access and clearance
requirements based on individual office and mission requirements. Contractors
shall follow all applicable Standard Office Procedures.

a.

All contractor personnel performing under this contract shall possess a
minimum of a (Top Secret) and briefed at the SCI level, unless otherwise
specified.

Following the major heading below there are variable provisions, which
the applicability is indicated by a block marked by the COR/CM as
applicable or not applicable as appropriate to this contract. Provisions not
containing this variable indicating not applicable will apply in all cases to
performance of this contract.

Prior approval of the contracting activity and concurrence of the COR/CM
is required for any subcontracting.

No electronic devices are authorized in ONA spaces.

All contractor personnel performing under this contract for ONA shall be
required to sign and execute a proprietary information non-disclosure
statement. The proprietary information non-disclosure statement must be
executed prior to performing any work under this contract within ONA
spaces. The proprietary information non-disclosure will be maintained on
file within the ONA. Contractor personnel who refuse to sign the
proprietary information non-disclosure statement will not be permitted to
support ONA

2. Top Secret Clearance. (ltem la must be marked Top Secret for this to apply)
Specified positions designated by the Contracting Officers Representative (COR)

or Contract Monitor (CM) will require a Top Secret clearance and briefed for SCI.

Applicable [ INot Applicable.

3. Actual Performance. (Item 8a must be marked “See Item 13" and applies if 11a
is marked yes) List location(s) of performance ALC.

4. COMSEC information. (Applies if block 10a is marked yes)

] Applicable >XNot Applicable.
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5. Restricted Data. (Applies if block 10b is marked yes) Access to RESTRICTED
DATA, information which is classified and controlled under the Atomic Energy
Act of 1954, or CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
(CNWDI) is required. A final U.S. Government (Top Secret or Secret) clearance
is required for this project. Information in this category relates to: (1) the design,
manufacture or utilization of atomic weapons, (2) the production of special
nuclear material; or, (3) the use of special nuclear material in the production of
energy. Information of this category shall not be disseminated outside official and
authorized channels without the consent of the originator. Access to and
dissemination of this information shall be governed by DoD Instruction 5210.02.

[X] Applicable [INot Applicable.

6. CNWDI Information. (Applies if 10c is yes) Contract personnel are permitted
access to CNWDI in the performance of this contract. The government program
manager or designated representative will brief all contractors prior to granting
access to CNWDI information. Contractor must be briefed by an appropriate
government agent and follow the guidelines as outline in DoD Instruction
5210.02.

X1 Applicable [CINot Applicable.
7. Formerly Restricted Data. (Applies if block 10d is marked yes)
[] Applicable [<INot Applicable.

8. SCI Requirement. (Applies if 10e(1) is yes) Performance requiring access to or at
the SCI level shall be governed by the SCI addendum titled “Release Of
Sensitive Compartmented Information (SCI) Intelligence Information To Us
Contractors”. Prior approval of contracting activity is required for
subcontracting. Access to Intelligence information requires SCI indoctrination
and a final Top Secret U.S. Government clearance. Contractor will require access
IAW to DCID 6/4 (ICD 704), and ICD 710. The names of contractor personnel
requiring access to SCI shall be submitted to the contracting officer's
representative (COR) for approval. The COR will approve nominations.
Notification of any visits on behalf of ONA will be provided to the COR for
awareness.

X Applicable [INot Applicable.

9. Non SCI Intelligence. (Applies if 10e(2) is yes) Performance requiring access to
Non=SCI intelligence information shall be governed by the addendum titled
“Release of Non=SCI Intelligence Information to DoD Contractors”
Contractor will comply with ICD 503.
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10.

11.

12.

13.

14,

15.

[X] Applicable [CINot Applicable.

Special Access Provisions Apply. (Applies if block 10f is marked yes)
[CJApplicable D><Not Applicable.

NATO Information. (Applies if block 10g is marked yes)

[] Applicable XINot Applicable.

Foreign Government Information. (Applies if block 10h is marked yes)
IAW with NISPOM.

[] Applicable [XINot Applicable.
ACCM Information. (Applies if block 10i is marked yes)
[] Applicable XINot Applicable.

CUI Information. (Applies if block 10j is marked yes) Controlled Unclassified
Information under this contract shall be safeguarded as specified in DoD 5200.01-
V4 "DoD Information Security Program: Controlled Unclassified Information
(CUI)". Contractor will have access to unclassified sensitive information
normally identified as For Official Use Only (FOUO), Privacy Act information,
Sensitive but Unclassified and Law Enforcement Sensitive. Contractor shall
follow the safeguarding requirements in DoD 5200.01-V1-4, Information Security
Program and USD(I) guidance for safeguarding unclassified sensitive
information. DoD 5400.7-R, DoD Freedom of Information Act Program applies.

X]Applicable [INot Applicable.

Performance in Government Facilities. (Mark block 10k yes) This contract
requires personnel to perform work in direct support of ONA staff and will
require individuals to work within cleared facilities. All contractor personnel
under this contract who have access to classified information must possess a U.S.
clearance. The Contract Monitor will provide security classification guidance for
the performance of this contract as required.

Contract performance is restricted to: specified locations identified in the contract
when classifying information follow appropriate classification guidance along
with ONA security classification guidance under the performance of this contract.
Cleared personnel are required to perform this service because access to classified
information cannot be precluded. The contractor is not authorized to release
classified information to any activity or person, including sub-contractors, without
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16.

17.

18.

the government Contracting Officer Representative's (COR) written approval.
Only with the expressed permission of the government COR may the contractor
reproduce any classified information/material outside of this contract. All
requirements for control and accounting for original documentation and copies
apply. All classified information must be marked in accordance with Executive
Order 13526. All applicable provisions of DoD 5220.22M, National Industrial
Security Program Operating Manual (NISPOM) and supplements apply.

<] Applicable [_INot Applicable.

a. This contract requires personnel to perform work in direct support of ONA
ONA and may require individuals to obtain and maintain government
issued building access cards to enable performance within Government
controlled facilities. As a condition of this contract, all personnel issued
government access cards are required to ensure the card is returned to the
ONA Security office upon removal from the contract or termination of
employment under this contract. Applies in all cases where paragraph 15
above is marked applicable.

Common Access Cards. This contract may requires personnel to obtain the
Government issued Common Access Card in order to provide identification or to
access government computer systems. As such, all contractor personnel are
required to coordinate with the ONA Security to obtain a CAC. As a condition of
this contract, all personnel issued Government Common Access Cards are
required to ensure the card is returned to the ONA Security Office or the CAC
Coordinator upon removal from the contract or termination of employment under
this contract.

X]Applicable [_INot Applicable.

NIPRNET access required. (Mark block 10k yes) This contract may require the
contractor to access and use the unclassified government computer system known
as the NIPRNET at government locations. All provisions of DoD Information
Technology Security Certification and Accreditation Process (DITSCAP) apply.
This system is Unclassified only, and inappropriate or improper use of the system
will result in a reportable incident to the Defense Security Service.

DX Applicable [ INot Applicable

SIPRNET access required. (Mark block 10k yes) This contract may require the
contractor to access and use the classified government computer system known as
the SIPRNET at government locations. All provisions of DoD Information
Technology Security Certification and Accreditation Process (DITSCAP) apply.
This system is authorized for use to but not exceeding the Secret level only and
inappropriate or improper use of the system will result in a reportable incident to
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19,

20.

21.

22.

23.

the Defense Security Service. SIPR tokens will be issued by the government
agency, if required.

> Applicable [_INot Applicable.

JWICS access required. (Mark block 10k yes) This contract may require the
contractor to access and use the classified government computer system known as
the JWICS at government locations. All provisions of DoD Information
Technology Security Certification and Accreditation Process (DITSCAP) apply.
This system is authorized for use to but not exceeding the Secret level only and
inappropriate or improper use of the system will result in a reportable incident to
the Defense Security Service. JWICS account will be sponsor by the government
agency, if required.

X Applicable [INot Applicable.

Have access to classified information only at another contractor’s facility or
a government activity. (Applies if block 11a is marked yes) If other than ONA,
upon approval for CM. Performance of work will be at ONA and Texas” A&M
University. CM must approved work at another location.

[JApplicable [XINot Applicable.

Receive and store Classified Documents. (8a and applies if 11b is marked yes)

[] Applicable [XINot Applicable.

Receive, store, and Generate classified material. (Applies if block 11c is
marked yes)

DJApplicable [ INot Applicable.

Fabricate, Modify, or Store Classified Hardware. (Applies if 11d is marked
yes) Contractor may fabricate, modify, receive, and generate classified
information and hardware. Contractor is authorized to process and store up to and
including (SCI) information and hardware at contract facility listed in 6a. The
contractor must restrict access to only those individuals who possess the
necessary security clearance and who are actually providing services under the
contract with a valid need-to-know. Further dissemination to other contractors,
subcontractors, other government agencies, private individuals or organizations is
prohibited unless authorized in writing by the CM. Applies in all cases where
paragraph 20 above is marked applicable.
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[_JApplicable XINot Applicable.

24. Perform Services Only. (Mark block 1le yes

[JApplicable [XINot Applicable.

25. Have access to classified outside the U.S. (4dpplies if 11fis marked yes) .

[lApplicable [<INot Applicable.

26.Government Travel. (Applies if 11f is marked yes)

217.

28.

29.

30.

31.

[Applicable [XINot Applicable.

DTIC Access Required. (Mark block 11g is marked yes) Contractor is
authorized to use the services of the Defense Technical Information Center
(DTIC) and is required to prepare and process DD Form 1540. Contracting
Officials, with concurrence from the program manager/project manager, must
review and approve contractors need-to-know and ensure all identified DTIC
information requirements are within Scope of Work prior to approving the DD
Form 1540. Certification of need-to-know and use of DTIC field of interest
register for the acquisition of reference materials classified through Top
Secret/RD, disclosures authorizations, and visits clearance approvals, fall under
the responsibility of the Contract Monitor (CM).

X]Applicable [_INot Applicable.
Require a COMSEC Account. (Mark block 11h yes)

[_JApplicable XINot Applicable.
Emissions Security (AKA) TEMPEST. (4pplies if block 11i is marked yes)

[_JApplicable XINot Applicable.

Operations Security. (Applies if block 11j is marked yes) The contractor shall
comply with OPSEC requirements specified in DoD 5220-22-M, National
Industrial Security Program Operating Manual (NISPOM). OPSEC requirements
are applicable to the contractor.

[_JApplicable XINot Applicable.

Authorized to use Defense Courier Service. (Applies if 11k is marked yes

[JApplicable [<INot Applicable.
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32.

33.

34.

3s.

Courier authorizations. (Mark block 11k yes) This contract requires personnel to
obtain Courier Authorization. All courier authorizations will be in accordance
with the NISPOM. As such, all contractor personnel are required to obtain courier
cards from their FSO.

[_JApplicable [XINot Applicable.

Receive, Store or Generate CUI Information. (Mark 111 Applies if block 10j is
marked yes) Controlled Unclassified Information under this contract shall be
safeguarded as specified in DoD 5200.01-V4 "DoD Information Security
Program: Controlled Unclassified Information (CUI)". Contractor will have
access to unclassified sensitive information normally identified as For Official
Use Only (FOUQ), Privacy Act information, Sensitive but Unclassified and Law
Enforcement Sensitive. Contractor shall follow the safeguarding requirements in
DoD 5200.01-V1-4, Information Security Program and USD(I) guidance for
safeguarding unclassified sensitive information. DoD 5400.7-R, DoD Freedom of
Information Act Program applies.

> Applicable [INot Applicable.

Performance as Activity Security Representatives. (Mark block 11m yes)
[JApplicable [XINot Applicable.

IT Operation and Support Positions. (Mark block 11m yes) Contractor will

require access to sensitive unclassified government automated information
systems (AIS) at different levels.

DJApplicable [INot Applicable.
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FOUO REQUIREMENTS FOR DOD CONTRACTORS

The following procedures will be used to protect FOR OFFICIAL USE
ONLY (FOUO) materials:

1. HANDLING: Access to FOUO material shall be limited to those
employees needing the material to perform their duties. The FOUO
marking is assigned to material created by a DoD User Agency.
FOUO is not a classification, but requires extra precautions to ensure
it is not released to the public.

2.

MARKING: Mark unclassified documents containing FOUO: “FOR
OFFICIAL USE ONLY at the bottom of each page and back cover
(if any). In a classified document:

a.

Mark individual paragraph that contains FOUO, but not
classified material by placing “FOUQ at the beginning of the

paragraph.

Mark top and bottom of each page that has both FOUO and
classified material with the highest security classification of
the material on that page.

Mark “FOUQ at the bottom of each page that has FOUO but
not classified material.

If a classified document also contains FOUO material or if
the classified material becomes FOUO when declassified,
place the following statement on the bottom of the cover or
the first page under the classification marking: “NOTE: If
declassified, review the document to make sure the material
is not FOUO and not exempt under DoD Regulation 5400.7
before public release.

Mark other records such as computer print outs, photographs,
films, tapes, or slides FOR OFFICIAL USE ONLY” so the
receiver or viewer knows the record contains FOUO material.

Mark each part of a message that contains FOUO material.
Unclassified messages containing FOUQO material must show
the abbreviation “FOUO before the text begins.

Ensure documents that transmit FOUQO material call attention
to any FOUO attachments.
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h. FOUO material released to a contractor by a DoD user
agency must have the following statement on the front page
or cover: 11-118 DOCUMENT CONTAINS MATERIAL
EXEMPT FROM MANDATORY DISCLOSURE UNDER
THE FREEDOM OF INFORMATION ACT.
EXEMPTION(S) APPLY.”

3. STORAGE: During normal duty hours, place FOUO material in an
out-of-sight location if your work area is accessible to persons who
do not have a valid need for the material. After normal duty hours,
store FOUO material to prevent unauthorized access. File with other
unclassified records in unlocked files or desks when internal building
security is provided. When there is no internal security, locked
buildings or rooms usually provide adequate after hours protection.
For additional protection, store FOUO material in locked containers
such as file cabinets, desks, or bookcases. Expenditure of funds for
security containers or closed areas solely for the protection of FOUO
material is prohibited —

4. TRANSMISSION: FOUO documents and materials may be
transmitted via first class mail, parcel post or for bulky shipments-
fourth class mail. Within the CONUS discussion of FOUO material
on the telephone is authorized if necessary for the performance of the
contract. Electronic transmission of FOUO information (voice, data
or facsimile) should be by approved secure communications systems
whenever practical.

5. RELEASE: FOUO material shall not be released outside of the
contractor’s facility except to the representative of the DOD.

6. DESTRUCTION: When no longer needed FOUO material shall be

disposed of by a method that precludes its disclosure to unauthorized
individuals.
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Release of Non-SCI Intelligence Information to DoD
Contractors

aTTACHMENT TOo DD FORM 254 For coNTRACT No: || GGG
CONTRACT EXPIRATION DATE: 12 months from date of contract

award or as extended by contract modification.
1. Requirements for access to non-SCI:

a. All intelligence material released to the contractor
remains the property of the US Government and may be
withdrawn at any time. Contractors must maintain
accountability for all classified intelligence released
into their custody.

b. The contractor must not reproduce intelligence material
without the written permission of the originating agency
through the DIA/SSO. If permission is granted, each copy
shall be controlled in the same manner as the original.

c. The contractor must not destroy any intelligence
material without advance approval or as specified by the
contract monitor (CM). (EXCEPTION: Classified waste shall
be destroyed as soon as practicable in accordance with the
provisions of the Industrial Security Program) .

d. The contractor must restrict access to only those
individuals who possess the necessary security clearance
and who are actually providing services under the contract
with a valid need to know. Further dissemination to other
contractors, subcontractors, other government agencies,
private individuals or organizations is prohibited unless
authorized in writing by the originating agency through the
CM.

e. The contractor must ensure each employee having access
to intelligence material is fully aware of the special
security requirements for this material and shall maintain
records in a manner that will permit the contractor to
furnish, on demand, the names of individuals who have had
access to this material in their custody.

f. Intelligence material must not be released to foreign
nationals or immigrant aliens whether they are consultants,
US contractors, or employees of the contractor and
regardless of the level of their security clearance, except
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with advance written permission from the originator.
Requests for release to foreign nationals shall be
initially forwarded to the contract monitor and shall
include:

(1) A copy of the proposed disclosure.

(2) Full justification reflecting the benefits to US
interests.

(3) Name, nationality, particulars of clearance, and
current access authorization of each proposed foreign
national recipient.

g. Upon completion or termination of the classified
contract, or sooner when the purpose of the release has
been served, the contractor will return all classified
intelligence (furnished or generated) to the source from
which received unless retention or other disposition
instructions (see IW regulations) are authorized in writing
by the CM.

h. The contractor must designate an individual who is
working on the contract as custodian. The designated
custodian shall be responsible for receipting and
accounting for all classified intelligence material
received under this contract. This does not mean that the
custodian must personally sign for all classified material.
The inner wrapper of all classified material dispatched
should be marked for the attention of a designated
custodian and must not be opened by anyone not working
directly on the contract.

i. Within 30 days after the final product is received and
accepted by the procuring agency, classified intelligence
materials released to or generated by the contractor, must
be returned to the originating agency through the contract
monitor unless written instructions authorizing destruction
or retention are issued. Requests to retain material shall
be directed to the CM for this contract in writing and must
clearly indicate the justification for retention and
identity of the specific document to be retained.

j. Classification, regrading, or declassification markings
of documentation produced by the contractor shall be
consistent with that applied to the information or
documentation from which the new document was prepared. If
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a compilation of information or a complete analysis of a
subject appears to require a security classification other
than that of the source documentation, the contractor shall
assign the tentative security classification and request
instructions from the contract monitor. Pending final
determination, the material shall be safeguarded as
required for its assigned or proposed classification,
whichever is higher, until the classification is changed or
otherwise verified.

2. Intelligence material carries special markings. The
following is a list of the authorized control markings of
intelligence material:

a. “Dissemination and Extraction of Information Controlled
by Originator (ORCON).” This marking is used, with a
security classification, to enable a continuing knowledge
and supervision by the originator of the use made of the
information involved. This marking may be used on
intelligence which clearly identifies, or would reasonably
permit ready identification of an intelligence source or
method which is particularly susceptible to countermeasures
that would nullify or measurably reduce its effectiveness.
This marking may not be used when an item or information
will reasonably be protected by use of other markings
specified herein, or by the application of the “need-to-
know” principle and the safeguarding procedures of the
security classification system.

b. “Authorized for Release to (Name of
Country(ies)/International Organization.” The above is
abbreviated “REL .” This marking must be used when
it is necessary to identify classified intelligence
material the US government originator has predetermined to
be releasable or has been released through established
foreign disclosure channels to the indicated country(ies)
or organization.

3. The following procedures govern the use of control
markings.

a. Any recipient desiring to use intelligence in a manner
contrary to restrictions established by the control marking
set forth above shall obtain the advance permission of the
originating agency through the CM. Such permission applies
only to the specific purposes agreed to by the originator
and does not automatically apply to all recipients.
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Originators shall ensure that prompt consideration is given
to recipients’ requests in these regards, with particular
attention to reviewing and editing, if necessary, sanitized
or paraphrased versions to derive a text suitable for
release subject to lesser or no control markings.

b. The control marking authorized above shall be shown on
the title page, front cover, and other applicable pages of
documents, incorporated in the text of electrical
communications, shown on graphics, and associated (in full
or abbreviated form) with data stored or processed in
automatic data processing systems. The control marking also
shall be indicated by parenthetical use of the marking
abbreviations at the beginning or end of the appropriate
portions. If the control marking applies to several or all
portions, the document must be marked with a statement to
this effect rather than marking each portion individually.

c. The control markings shall be individually assigned at
the time of preparation of intelligence products and used
in conjunction with security classifications and other
marking specified by E.O. 13526 and its implementing
security directives. The marking shall be carried forward
to any new format in which the same information is
incorporated including oral and visual presentations.

4. Request for release of intelligence material to a
contractor must be prepared by the contract monitor (CM)
and submitted to the DIA/SSO. This should be accomplished
as soon as possible after the contract has been awarded.
The request will be prepared and accompanied with a letter
explaining the requirements and copies of the DD Form 254
and Statement of Work.
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RELEASE OF SENSITIVE COMPARTMENTED INFORMATION (SCI)
INTELLTIGENCE INFORMATION TO US CONTRACTORS

ATTACHMENT TO DD FORM 254 FOR CONTRACT NO: _

CONTRACT EXPIRATION DATE: 12 months from date of contract
award or as extended by contract modification.

1. Requirements for access to SCI:

a. All SCI will be handled in accordance with special
security requirements, which will be furnished by the
designated responsible special security office (SSO).

b. SCI will not be released to contractor employees without
specific release approval of the originator of the material
as outlined in governing directives; based on prior
approval and certification of "need-to-know" by the
designated contractor.

c. Nomination package with names of contractor personnel
requiring access to SCI will be submitted to the contract
monitor (CM) for approval. Once approved, the company will
receive notification of approval and an indoc date will be
selected to brief the individual for access to SCI.

d. Inquiries pertaining to classification guidance on SCI
will be directed through the government agency CSSO.

e. SCI furnished in support of this contract remains the
property of the Department of Defense (DoD) department,
agency, or command originator. Upon completion or
cancellation of the contract, SCI furnished will be
returned to the direct custody of the supporting SSO, or
destroyed IAW instructions outlined by the CM.

f. SCI will be stored and maintained only in properly
accredited facilities at the contractor location.

2. The contract monitor (CM) will:

a. Review the SCI product for contract applicability and
determine that the product is required by the contractor to
complete contractual obligations. After the CM has reviewed
the SCI product(s) for contract applicability and
determined that the product is required by the contractor
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to complete obligations, the CM must request release from
the originator through the DIA/SSO. Originator release
authority is required on the product types below:

(1) Documents bearing the control markings of ORCON,
PROPIN.

(2) GAMMA controlled documents.
(3) Any NSA/SPECIAL marked product.
(4) All categories as listed in DoD 5105.21-M-1

a. Notification and approval is required for visits by
contractor employees when such visits are conducted as
part of the contract effort.

b. Determine dissemination of SCI studies or materials
originated or developed by the contractor.

c. Within 30 days after completion of the contract, provide
written disposition instructions for all SCI material
furnished to, or generated by, the contractor with an
information copy to the supporting SSO.

d. Review and forward all contractor requests to process SCI
electronically to the accrediting SSO for coordination
through appropriate SCI channels.

e. Request for release of intelligence material to a
contractor must be prepared by the contract monitor (CM)
and submitted to the DIA/SSO. This should be accomplished
as soon as possible after the contract has been awarded.
The request will be prepared and accompanied with a
letter explaining the requirement and copies of the DD
Form 254 and Statement of Work.
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Intra-System Subaward # M2000523
Attachment 3

FFATA Reporting
s  Subrecipient Institutional Information:

Texas A&M Engineering Experiment Station, DUNS 84-720-5572

s Subrecipient is currently registered in CCR
e Subrecipient is exempt from reporting compensation

e  Subrecipient Place of Performance:
City: College Station
State: TX
Zip Code +4: 77845-6194

Congressional District: TX-017

SRS Intra=System CR
Federal Sponsor
Jan 2020
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Scope of Work and Budget

SRS Intra=System CR
Federal Sponsor
Jan 2020
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SRS Budget Worksheet
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“Digitization” to “Information Command”

Developing a Framework to Assess Implications of Digitization on Conduct of Warfare

Cost Proposal
Submitted in Response to:

Research and Studies for the Office of Net Assessment (OSD/NA)
BROAD AGENCY ANNOUNCEMENT: HQ0034-ONA-13-BAA-0001

Submitted by:
Texas Engineering Experiment Station

On behalf of:
Institute for National-Security and Cyber-Security Education and Research
Texas A&M University System
College Station, TX

Principal Investigator:

Business Contact

Justin Allison

i
Area of Interest
Date of Submission:
July 16, 2019

Duration of Effort:
One (1) year from date of award with
Two (2) one-year options

This technical and cost proposal are valid for twelve (12) months from date of submission
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Cost Proposal
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“Digitization” to “Information Command:”

Developing a Framework to Assess Implications of Digitization on Conduct of Warfare

Technical Proposal
Submitted in Response to:
Research and Studies for the Office of Net Assessment (OSD/NA)
BROAD AGENCY ANNOUNCEMENT: HQ0034-ONA-13-BAA-0001

Submitted by:
Texas Engineering Experiment Station

On behalf of:
Institute for National-Security and Cyber-Security Education and Research
Texas A&M University System
College Station, TX

Principal Investigator:

Business Contact

Area of Interest
Additional Research Topics:
Analysis comparing the standing, trends, and future prospects of US and foreign military capability and
military potential, including an assessment of the underlying factors with important effects on those
issues

Date of Submission:
July 16, 2019

Duration of Effort:
One (1) year from date of award with
Two (2) one-year options

This technical and cost proposal are valid for twelve (12) months from date of submission
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Digitized Warfare to “Information Command”

A. Background
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