Obtained by UndeadFOIA

I(b)(ﬁi
Subject: FBI—|OD Meeting
Location: 675 09-400 Medium Conference Room (Top Secret)
Start: Wed 12/21/2016 10:00 AM
End: Wed 12/21/2016 11:00 AM
Show Time As: Tentative
Recurrence: (none)

Meeting Status: Not yet responded

Organizer:

Required Attendee ﬂugw I GITIC) R e |
Optional Attendees|'”/\" (D) 1)L (81, (BY7NHC) B)7NE)  KOTD) (CON)

Resources: 675 09-400 Medium Conference Room (Top Secret)

Michael:

Let’s plan on meeting at DARPA (675 North Randolph Street, Arlington, VA 22203-2114). Visitor instructions can be
found at http://www.darpa.mil/policy/visitar-information. You can use me as your POC on the day of the meeting.
Clearance passing information is below (and in the Visitor Information link):

For collateral-level visits, please fax your clearance/visit request to DARPA at (703) 528-3655 or send it via encrypted
email to: VWC@DARPA.mil. Via JPAS, the requesting FSO may send a visit request using the SMO Code: DDAAUSA4.

For SClI-level visits, please fax your clearance/visit request to the SSO at 703-812-1995 (secure) or 703-528-3655
(unclassified). You may also send your SCI visit requests as follows:

Via JWICS, the requesting SSO may send a message with the visit information to SSO DARPA.
Via JPAS, the requesting SSO may send a visit request using the SMO Code DDAAUS2.

Regards

| [
DARPA 120

work: #5)i6) |

blackberry: o |

NIPR:|B)E) @darpa.mil
SIPR: Ddarpa.smil.mil

JWICS:darpa.ic.gov




Obtained by UndeadFOIA

|;l'1)(6) |

From: { (b)(6)|(USAMD)| (b)(6), (B)7XC)|

Sent: Friday, August 25, 2017 12:51 PM

To: Itb)('f;: I

Subject: Automatic reply: [Not Virus Scanned] [Not Virus Scanned] EA —|fb'(?2tE ]

| am out of the office until Monday, August 28, 2017. If you need immediate assistance, please call (301) 344-4433 and
ask for the duty attorney. Thank you.



~d

i Obtained by UndeadFOIA

OYTHE)~.

BI(THC), (R)I7XE)

kevo) ccong !

Sent: Tuesday, June 5, 2018 11:24 AM
To: th(ﬁﬁ\

Subject: Badges and Leave

(D)(O)

had to submit in a new VAR for you, your last one had expired. Itis now in the system. Hopefully since you have
hey can skip the fingerprinting etc. just submit your SCl request and then you badge requests. | am
verifying that now. ——
gt e
ol T e as promoted and is now the office chief (replaced ~~)"On Friday he asked for
justifications for everyone we have or are getting badges for. He is new to the position (he has been here for a couple
years). He wanted to get a handle on it. The justifications included NetDef/CHASE folks as well. | didn't get any push

back on our list.

| will be taking leave July 3 -8. If there are any issues, please let me know.

L]

(b)(6), (BXTNC),
(B)TXEY

DARPA 120
B8], (b){7)C). (B)(7HE)

(5)(5) darpa.mil
[B)(6). (B)(TXC). (B)7)E)

(B)E) FDARPA)




Obtained by UndeadFOIA

b)(6). (B)7I(CY. (bX7)

From: £y RIS ICYD) (CON)

Sent: Mon, 10 Apr 2017 18:24:44 +0000
To: forE ]

Cc: (b)E) (contr-i20)

Subject: eeting Friday 14 April at NCUTF
(b)(6)

I put the next EA meeting on your calendar to make you aware. There is no need for you to attend. This meeting
will finalize the plan for the initial system install on the yellow network. runs the network and he says he
can make anything work but they prefer the VM solution because it fits what they are building. We will discuss
both hardware and VM options at this meeting.

(b)(6), (b}THC),
(bXTE)—"

(X8}, KT [ — |

(THE
- DARPA 120
(0](6), (B)7)C), (b7 )E)

foreT ctr@darpa.mil
ctr@darpa.smil.mil
clr@darpa.ic.gov
(b)( 1 (b (73( 3 NCIITF)
(XTHE) " FO)E] DARPA)




Obtained by UndeadFOIA

I(b)‘i'f-) I

Subject: Enhance Attribution Briefing for SC Godbold
Location: NCUTF
Start: Tue 7/18/2017 10:30 AM
End: Tue 7/18/2017 12:00 PM
Show Time As: Tentative
(bJ(5], (DY)
Recurrence: (none) (RI7NE!
Organizer: | T Jevoy(con
(D)(B)
Location:

14360 Newbrook Dr, Chantilly, VA 20151
Conference Room 555

(B)(G), (DXTNC),
~toXHE)

DARPA 120
(0](6], (YAC), I IE]

o)(b) ctr@darpa.mil
ctr@darpa.smil.mil
‘ r@darpa.ic.gov
(D)), (B)7)C), (B)(T)E)

D)(6) DARPA)




Obtained by UndeadFOIA

From: 2110 XTXC] |(cYD) (cON)

Sent: Mon, 6 Mar 2017 14:14:54 +0000

To: e

Subject: FW: My availability for the next few weeks
Gentlemen,

This is the NRO meeting we have been working. rovidcd an initial brief to their NCIITF liaison and this is
a follow up brief at their location. | am not sure where this will go.

(XE). (B)T) 1 am also working on bringing[F1%_Jto the NCLITF earlier that day for a follow up deep dive on TAI. They are
i interesting in using that capability here.

-—---Original Message-----

From:[L)(0) 2 |
(b)6) 0)7) Sent: Tuesday, February 21, 2017 10:04 PM
L Y TDFH( 6], (B )(C) CYD) (CON [ENEL BT 1

“-.._Subject: RE: My availability for the next few weeks
Hey[ ]

Just wanted to check in on the scheduling for our follow on presentation. Were we able to confirm for 3/7? Thanks
so much for your help and let me know if there is anything that I can do to help.

Regards,

(CYD) (CON) [mdlltol oi(e). (BT l
Sent: Fnday February 10,2017 11:06 AM
To (b)(6)wappcomscei.com>
Ce 6]

Subject; RE: My availability for the next few weeks

Got it, thank you

-----Original Message-----
From: L (BB mailto] TEXENaappeomsei.com]

Sent: Friday, February 10, 2017 10:32 AM

To:fBE1 B)TIC) kCYD) (CON[BIE BINIC) [EXE) |
(bX6), )7  [BIE) f@darpa.mil>
1= A Co| G | (b)(6)j@appcomsci.com>

o . Subject: My availability for the next few weeks
H ]
My hard conflicts (i.e.. days I cannot travel) for the next few weeks are as follows:

Mon 2/13



Obtained by UndeadFOIA

Tue 2/14
Thu 2/16
Fri2/17
Mon 2/27
Thu 3/2
Thu 3/9

So basically, next week is really bad, but after that is mostly fine.

(b)(6)

(b)(6)|l@appcomsci.com



Obtained by UndeadFOIA

[EB)(S:

Subject: GT EA Site visit

Location: Georgia Tech, Klaus Advanced Computing Building, Room 1123
Start: Fri 10/5/2018 9:00 AM

End: Fri 10/5/2018 3:00 PM

Show Time As: Tentative

Recurrence: (none)

Meeting Status: Not yet responded

Organizer: R I
Required Attendees'" "/ bus.af.mil_(g‘(ﬁi
o @kududyn.com){ (b)(6)[@gatech.edu; | T
(RY(B{(PNE) B)ANC)  |(AT) (FBI)

Tentative Agenda:

0900 - 0930: Breakfast/ Coffee

0930 - 1230: GT Enhanced Attribution Update:
1230-1300: Lunch

1300 - 1500: Reserved for Follow on discussions



Obtained by UndeadFOIA

I(O\(f)‘; |

Subject: GT EA Site visit

Location: Georgia Tech, Klaus Advanced Computing Building, Room 1123
Start: Fri 10/5/2018 9:00 AM

End: Fri 10/5/2018 3:00 PM

Show Time As: Tentative

Recurrence: (none)

Meeting Status: Not yet responded

Organizer: i
Required Attendee|")") [@us.af. mnl‘“’) l

(0)0) kududyn.com);{ (b)(6)[@qgatech.edy;
. mk{eL B KAT) (FBI); b)(6

(BH) (FBI);[ 6]

Tentative Agenda:

0900 - 0930: Breakfast/ Coffee

0930 - 1230: GT Enhanced Attribution Update:
1230 - 1300: Lunch

1300 - 1500: Reserved for Follow on discussions



Obtained by UndeadFOIA

%E;gb;f;}) o O SR | |(CYD) (CON)
- Sent: Wed, 13 Sep 2017 13:44:46 +0000
To: (BE |
Subject: Meeting at Mission Ridge
(R}{6)

{D)B1. (D) THC).

I hope your trip is going well. MITRE sctup a meeting this Friday with some agents at Mission Ridge for a brief

and hopefully demo of their current procedures. We were invited to attend. We are not expected to provide a brief
but they are interested in our capabilities. | am going to bring a person from KUDU (probably| (P)(6)}to the
meeting to answer any questions that may arise.

(B3(B), (D)(7)C], (b)F)E)

(b)(6) wdarpa.mil
darpa.smil.mil
darpa.ic.gov

()6}, (07 )(C]. (B))E)

‘ (h)(6) I( DARPA)



Obtained by UndeadFOIA

{b)(6)
From:
Sent: Thu, 25 Oct 2018 09:51:29 -0400
To: (D)(), (B) 7HC) |
ce: (0)(B] I
Subject: meeting

(bI(6), (BXTXC) l |
was good seeing you yesterday. I wanted to find some time to come over and talk about the
work we’ve been doing in the DARPA Enhanced Attribution program, and in particular the
various collaborations with several field offices, NCLITF, and NDCA.

I’'m TDY next week; let me know if you have availability after that.
Best,

(b))

DARPA / Information Innovation Office (120)
675 N Randolph Street
Arlington, VA 22203

(T)I(b)‘:t_i)

(NSTS)[P!

(NIPR)®I®) (@darpa.mil
(SIPR) iwdarpa.smil.mil
(JWICS)[P)E! @darpa.ic.gov




Obtained by UndeadFOIA

From: [EXe) e lcyp) (con)
Sent: Wed, 22 Aug 2018 14:11:18 +0000
To: |:tv116) |

Subject: Mission Ridge

15030 Conference Center Drive, Chantilly, VA



Obtained by UndeadFOIA

()6}, (DXTUC),

(b)(€)
Subject: NCITF Executive Brief to DARPA
Location: DARPA - 675 N Randolph St, Arlington, VA 22203, CR # 09-300
Start: Wed 2/24/2016 9:00 AM
End: Wed 2/24/2016 12:00 PM
Show Time As: Tentative ENTIE)
Recurrence: (none) o

Meeting Status: Not yet responded

Organizer: Freese, Donald W. (CYD) (FBI) ;
Required Attendees - |(CYD) (FBI); Callahan, Sharon M. (CYD) (OGA)I I(HO) FBI;|
(OK0), BITNC), ez |(CYD) (FBI); Eddy, Sarah M.(CyD) (OGA) Gallagher Joseph F. (CYD) (TFO);| ]
(ITE)= EDGE:) — CYD) (FBI);[EXE), BITIC). (BXTNE)_|(CYD) (FBI)] [CYD) (FBI);
OO, [EFETGRTIC), BN ) (OGC) (FBI) Werner, Deborah M. (CYD) (TFO)| [CYD) (FBI);
(OHTNE) == SRS, | Aopmein, ICYD) (OGA)L ), YTNC), ()7 kCVD ) (CON) - CYD) (CON) Tb}(S) {bATHC
NN b)t7) ) (DI6)] [@darpa.mil’; [‘t (6) [@darpa.mil’; [F1E) [@darpa.mil; (BX7YEY
ONTNE) = Sl 2 darpa.mil’;{*)©) [@darpa.mil'; [PIE] [@darpa. mﬂf
SR o CYD) (CON); Doyle, Jason P. (CYD) (OGA); kch) (CON) [g;ff;g(g; (7X
Optional At keyp) (cony —_____CYD) (CON)] ‘ |(cvo) (FBI);
r (b)(e)l@mitre.org,'.t-)m--. _,,,[‘Cis'na"ym“ . ~{0)(6), (b)(7)
g (BXTYE)
When: Wednesday, February 24, 2016 9:00 AM-12:00 PM (UTC-05:00) Eastern Time (US & Canada). b):?;)

Where: DARPA - 675 N Randolph St, Arlington, VA 22203, CR # 09-300

Note: The GMT offset above does not reflect daylight saving time adjustments.

ELE TS LV TV T LT TVE LV L

**The meeting will be held in conference room 09-300%*

(C)

TXC),

Cl.



Obtained by UndeadFOIA

From: [(0A6). ©XAIC). OXTXE) |(BH) (FBI)
Sent: Wed, 31 Oct 2018 13:35:02 +0000
To: |('0L'(5.W |
cc: T B BT 8H) (F8I){ b)@)[@gatech.edu 0
[EX8) = [AT) (FBI)
oI(6), (D)), . Subjects BNTICT. BYIE)
(OITYE) "
(D)(6)
If appropriate, we'd be interested EA's results from following netblocks:
o LS — |
(DI FHE) i

I(‘Ol'(BI. {BY7HC), )7 IE) |

Best regards,
TBG). BN AC). BRT)

(El




Obtained by UndeadFOIA

(0](6)
From: [ (0)6). DXNC)usAMD) (0)(6), (BYT)C)| [E (r;) (OX7XC).
Sent: Tuesday, September 5, 2077 5:.04PM A )( y
To: [b)(B) """" Y
€ 00 |8 - - - ) (CYD) (CON) (FB'),I (b)i6)
(b}(B), (BNTNC), _—l_A) (FBIJEre “JioGc) EBy] ®BXE), BX7)HC)
ARG ) D . JeA ] ]
N (e R— (CD) ) g :
(bXTX Eg; i L!?J__(G {OATUC),
[Not Virus Scanned] [Not Virus Scanned] RE: [Not Virus Scanned] (Not Virus: Scanned]- (b)Y E)
BYIC), BNE | 2 [B)(6), (DXTXC),
Attachments: (DX7NC), R)7E) | To)TE )

(D)7 (C). (0)7)
(=

This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure you
know who the message is coming from and that it is virus scanned by your desktop antivirus software.

This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure you
know who the message is coming from and that it is virus scanned by your desktop antivirus software.

(b)5), (B)(7HC), (BITXE)

-----0riginal Message
(b)(6), ®)7)C)|(usamD)

Sent: Thursday, August 31, 2017 10:23 AM

To{"®) [@darpa.mil>
o () [2darpa.mil>{ETELEITICI BT ](CYD) (CON) (FBIEIE). XA, BI )
fb)ie %darga _mil>]EXEL D7) ®) [BA) (FBI)[R)E) BI7IC) BX7) - [EIE)
" [nsp) pmp) 497 PIETET- ' (g@w TCLEINE ] (BX0), BXTIC)
(USAMD] ®X6), &NC (OGC) (FBINEXE) DXTHC), (BITIE) kBA) (FBI)
[E7er BT, R TE) — 1(BA) (FBI)u) BXTNC), BN TIE) T(co) (FeNEEL. BT BITTE |
Subject RE: [Not Virus Scanned] [Not Virus Scanned][ % XC): BN DE)
(0)(B), (b} )C) z
(OITYE]

use this one- some additional recent data

---—-Qriginal Message-----
From| (B)6), (b}7)C){uSAMD)
Sent: Thursday, August 31, 2017 9:59 AM

~ (0)6), (OXTXC)

TofPIE) Pdapamily e L

Cop? [@darpa.mil> [ I(CYD) (CON)(Fm MBI BUE |

) l@darpa m|I>j I(BA) (FBI (0)(©)

BYE)|NSD) (JMD) 4P | 9| OGC)(FBI)| ©)X7(C). BXTXE) | (b)(6), (b)(7)(C)

"(_IUSAMD) (0)(6), BN7)XC) —~__JOGC) [FBIE. (EYET. (BXTIC). m) )( ) ](BA) (FBI)

). BN, BTN TBA) (FEN[OTD BTG 1 _]ico) (FBI)I(D‘ AONTRCLBITAE ]

Subject: RE: [Not Virus Scanned] [Not Virus Scanned]|*//(“ (b)m‘E) Lg;(%é?)(?)(m
L

©)®). (b)(7)(C), (b)(?‘)(E)' '

(b)(6), (b)
(7XC)



Obtained by UndeadFOIA

(b)(6). (bXTXC).
{DYTHEY
"'"Omwmj(b)(m (b)(7)(c7('" T B)6),XTXC)
From USAMD) BNE
Sent: Friday, August 25, 2017 4:58 PM
To0Ib] @darpa_mi|> s
Cc[P)0) darpa.mil>;[ |(CYD) (CON)(FBI)(bJ(b].(b)W)(C)‘ BITNE!
(biE] darpa.mil>{ .-~ BA) (FBI (oY 6)
[P Jinsp) omp) 5F ToWB], (BRI B) (OGC) (FBN[EXE). BITIC). X (b)(6), (b)(7)(C)]
(USAMD) ; (OGC) (FBIJ®ME]. (B)7HC). tb)m( J (BA) (FBI)

[EXGT BT BT TBA) (FBIJPToL©X 10T BI/IE)

[(€D) (FBI)[(XE). PITC). (BITHE)

Subject: RE: [Not Virus Scanned] [Not Virus Scanned]|(>)( 1<) (O

HOIE)

(b))

(b)(5)

(b)(ﬁ).l
b)(7)(C

riginal Message-----

(B)(6), (BXTHC),
BTE

From|/(®] P darpa.mil] (b)), (BXTXC),
Sent: Friday, August 25, 2017 12:50 PM e
To:[OF) [NsD) smp) JETE S
Cc:fbi(e) [@darpa.mil>| KCYD) (cON) (FBI) (b)5). (B)7)C). ‘?).(ZJ(E)
[I5) l@darpa.mil> i(8A) (FBI)|
I [(0GC) (FBIJ(bIG). D)), DITXE] {(b)(6), (b)(7){C) USAMD)] (b)(6), (b)(7)(C)
(USANID)| (b)), (B)7NC)ENE.BRTICT 16T JOGC) (FBINEIE), BXTXC). B 7E) ](BA) (FBI)
[EET. BT, I T(BA) (FBIEIE. XT1CT. BI7E) [(CD) (FBIERE). BN, BXET |
(o8] rb)[?)WGCt Re: [Not Virus Scanned] [Not Virus Scanned][(2)(7 (<), (b)(7)(E) |
(OITNE)___
(0)(5)]
(D)(b) I
>0n Aug 25,2017, at 11:52 AMfETE_ JNsp) 1 b wrote:
>
>[<b)(6):‘
(b)(5)
> -----Original Message-----
> From{2/(®) [@darpa.mil] (BB}, (BXTNC),
> Sent: Thursday, August 24, 2017 10:54 AM _(BiDEy
s To;|(b)(6) lNSD) 4(0}(5) ]> .............
> Cch)(b} darpa ml|>,‘! I .......
[CYD) (CON) (FBIJ®)E! BXTNC), D)) |(b L Y ¢

(B)(B)., (bYTHC),
[B)TNE}

(b )(6) (b) (7)(C)|USAM D)

| ), OX)C)

> [0GC) (FBNJXG). B, BA) (FBI)

) (0)(THC), (B)7

XE)




5], (DNTHC),

Obtained by U

[BUTXE

> Subject: Re: [Not Virus Scanned] [Not Virus Scanned]'

S[ECLEIE ]

>

ndeadFOIA

(®)5), (B)7)(C), B)T)(E)

> Best,
(B

>
>

>>On Aug 23,2017, at5:34 PM,[70 fnsp) 4770

>>

b wrote:

>> This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure
you know who the message is coming from and that it is virus scanned by your desktop antivirus software.

>>

>> This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure
you know who the message is coming from and that it is virus scanned by your desktop antivirus software.

22>
>>I‘1b)f6)
>>

O
>
>
22

(b)(5), (b)(7)(C), (b)(7)(E)

BH7IE)->> We apprecuate your involvement and are looking forward to working with you.

{b)(B), (
b7 IE)

>>
>2>

]

(D)), (DXTXC),
RN

Ivece'd : e rom FBI; and the AUSAS from
Baltimore| . (b)(e) (b)( XC) whom you met when we were there:
In addition, T've cc'd| jand|

>>working on this matter for| o |

for FBI OGC. If you have follow-up questions or are

%eady to discuss any of this, please use me and. the AUSAs as your

o
>>
>>
>>
>>
>>

Thanks again--and good luck.

>> POCs, and we will route everything as needed. (b)(l;(u ()T
(E)

>
>
>3
>
>>
22
>
>>

B

>>
>>

>3

(b)(5

~—

(Signed).pdf>

>

(B)6), (bATXC),



Obtained by UndeadFOIA

|(b?(6) |
From: (b)(6), (B)THC)USAMD)| (6)(6), (X7} {g}ggﬁm-
Sent: Thursday, August 31, 2017 10:23 AM T (R
To: (b)(6) i)
Cc: B)(5) I ](CYD (CON) (FBI)I BIo)
(b)(ﬁg( (t)’)(T)(C) [T, Wl (<YW (=1} (910 |(NSD) (JMD),| OGC) (FBI);|
06, B17C), (USAMD)I.. ... |(OGC) (FBI);{P)E [BA) (FBI); | oi(e) ‘
(D7 XE) - &(b)(?)[c) Lo (CD) 81
Su bj e [Not Virus Scanned] [Not Virus Scanned] RE: [Not Virus Scanned] [Not Virus Scanned
SUSIRMCEN el (BITXE)
Attachments: Target IP timeline.v3 (8.31.2017) xlsx
This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure you
know who the message is coming from and that it is virus scanned by your desktop antivirus software.
This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure you
know who the message is coming from and that it is virus scanned by your desktop antivirus software.
()6}, (b)THC
use this one- some additional recent data ,‘-biﬁzi(é}?( s
-----Original Message----- |
From{ (b)(6), (B)(7)(C)|(USAMD) (b)(e) (b)(7)(C).
Sent: Thursday, August 31, 2017 9:59 AM
To:[)o) [@darpa.mil> £ e
Cc: [b6) ]@darpa.mil>;| |(CYD) (CON). (FBr)|"" fbi.gov>;
b)[6 [@darpa.mil>;| IBA) (FBI fbl.gov>,
L)) }(NSD) (JMD) <|(b)(8) H(b)(fi). (BX}7HC), (BXTIE |(|:3|] e i ; b)B). (b)7)C
©X%) @fbi.gov>;| M) ) “@fbi.gov>{BIE) 6 ) o ~}cp) (FBI) ~[@fbi.gov>-
Subject: RE: [Not Virus Scanned] [Not Virus Scanned]| ™ /(41 (BR7HEL - | fg;g;( t(El;)U)(C)
=0 (0)(5), B)(7)C), GIT)HE)
e {DY(B), (YT )C - ~4)(0), (b)(THC),
(b)(6). (b)(T)(C) SR, (bXTYEY
BXTNEY.
-----0riginal Message----- Ry (b)(6). (PATHC),
From{ (b)(6), (b)(7)C)USAMD) ’ £ f_'?.),(?)f?‘)'
Ser}%g(g;lday, August 25, 2017 4:58 PM . P = e
Tol E)darpa.ml - i 8 = . _(b)m(E)
(o B3 l@darpa.mil>; - [@fbi.govs;
[B)E) @d arpa m||>i =
{(NSD) (JMD) 4] |>| {OGC) (FBI
(USAMD) b)(6), (b)(7)(C)| - ... {OGC) (FBI) - j@ThI1.gov>;| D))
{T J@tbi.gov>["1) (BA) (F&I) [P fbi.gov> {FTETTRIICL_————(€D) (B[O
Subject: RE: [Not Virus Scanned] [Not Virus Scanned] |7 /(C1. () 7)E) | A e [B)(6), (BXTXC),
IETEY
(0)(5)
1



Obtained by UndeadFOIA

(b))

iz

(b)(8), (BX(TXC)

(B)(8), (bXTHC),

(BT
: h)(6), (b)(7)(C
—---Original Message-—— (bXE). LXTHC)
From{"®)®) [@darpa.mil]
Sent: Friday, August 25, 2017 12:50 PM
To:[PEI i(NSD) (JMD) 45 b “
(o0 [@darpa.mil>; |ch) (CON) (FBI) fb| i gov>; (1)), 047)C),
0JiE) @darpa.mil>300. O |BA) (FBI)[ gov>; NG
, foGc) (BN .- fbi.gov>;| (B)(6), (b)(7)(C)[u5AMD)|
USAMD)| (b)(6), (D) 7X(C)| . {OGC) (FBI) E’fb' gov> ToTe) l(B A) B
BT Jo fbi. gov> " [(BA) (FB1) [P P Lol m— (CDHEBI[__ I@fbl gov>
== I ICT, 3 E) :
. (b)(;)lg’_&?d Re: [Not Virus Scanned] [Not Virus Scanned]|®X ] ______ %E%( (t;)('r)((:),
(o7 YE) <
®05)
B)e)
> On Aug 25, 2017, at 11:52 AM,|[**° NSD) 44 S wrote:
>
il
>
>| ®®)
(D)6, ?) (C)
{bi(7)E]. > -----Original Message-----
> From.|(E el [@darpa.mil] (bXE), (bXTNC).
>Sent: Thursday, August 24, 2017 10:54 AM L
> Tof19 |(NsD) JETE b
> cc] o) @darpa. mu>| I(bgi% S)(?)(C)
:|' (CYD) (CON) (FBI) 4 m..gov> B
0 DO i, i | {oHPNEY
106} (b6), LXTHC)
: (B)(6), ®CJUSAMD)Y o)}e), 7% bXTHEY
(b )(6) (b ) C)|USAMD)| OGS E— i e
—foGer(FBN] |@fbi.gov>f™Cl [BA)(FBI) . .. (b)i6). (DI7XC).
(%) f@fbi.gov>30X0) BA T8 fbi.gov>; EIAE)
>{(0)5). (b} D) (FBI)[P1O) BITIC) | FhT.gov>

> Subject: Re: [Not Virus Scanned] [Not Virus Scanned]| .| -

4(*3)(7;(‘ 5, (B)7)E) I
>

®)(5), BX7)(C), ®T)E)

> Best
> [(b)IE)

>
>

>> On Aug 23, 2017, at 5:34 PMIW?’ FNSD) ?

>>

]> wrote:

>> This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure
you know who the message is coming from and that it is virus scanned by your desktop antivirus software.

2
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>>
>> This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure

you know who the message is coming from and that it is virus scanned by your desktop antivirus software.

>>
[OE)

>>
>> (B)(5), ®)7)C), (bXUT)E)
>
>

: (b)(6), (BTN C]
- - sk ONEHE

>>'ve cc'd from FBl and the AUSAs from

>> Baltimore (b)(6), (b)(7)(C)l, whom you met when we were there. 522533, lQ:i)('f)(C).
>> In addition, I've cc'd]___—Jand {-whoare-also WOkEKE

>> working on this matter forl I and e o s y (o)), (BXTHC),
>>for FBI-OGC. If you have fol low-up questionsorare R

>> ready to discuss any of this, please use me and the AUSAs as your
>> POCs, and we will route everything as needed.
>>

>> Thanks again--and good luck.

>>
5 o

BIAC). BT
€

22>

>>
>|b)E)
>
>>
>
>>
>>
>>
>
>>

>>

>>| (b)(5_)|(Signed). pdf>
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{B)(6). (bX7HC).

b
(b¥6) ( o ’
From: | (b)(6), (b)(7)(C)I(USAMD (b)(6), (b)(7)(C)I (b %( )(Eh)(7)(C)
Sent: Friday, August 25, 2017 458 PM k- g ;(b,l(m -
2 (b)i6) el kg
To:
Cc: oG] i | e tch (CON) (FBI)I
(b)(6), (HTNC) BA) [GED) B [(NSD) UMD);| OGC) (FBI)  (b)(6), (b)(7 )(C)
(bX7HE) - [oGC) (FB)[FTE [BA) (FBOT0) (3A) (FaI)| |
LR T R | > I(CD) (FBI)
Subject [Not Virus Scanned] [Not Virus Scanned] RE: [Not Virus Scanned] [Not Virus Scanned]|:]
[LX7)C). RXNE) ] (OXTHS), (X TXE)
Attachments: Target IP timeline.xlsx

This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure you
know who the message is coming from and that it is virus scanned by your desktop antivirus software.

This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure you
know who the message is coming from and that it is virus scanned by your desktop antivirus software.

(b)(6)
®)(5), B)7)(C), (b)(vxE)I

[ ] &8, bX7e)
(B)(8). (DNTXC]

(D) TUEY
-----Qriginal Message----- Tt
From:|(0)(6) @darpa-m"] in 2 (b)(ﬁ) bY7NC),
Sent: Friday, August 25, 2017 12:50 PM ; X EY
To{(b] NSD) (JMD) [FI51 @ usdoj.gov> G i
Cc{X®) Rdarpa.mil>| Icyp) (CQN)-(FB*)'.W " = fﬁi'-§0V>;
bKbI [@darpa.mil>} Ay (BN [@fbi.gov>;
](OGC) (FBICIE) BT l@fbi.gov>4 (BX6), (BX7XC)USAMD) ®)(6). B)TIC)]
[oGO) (FBN[ . [@fbigov>foill |(BA) (FBI)
(6X0) fioi.gov>{ BT BITCL_ |COT (FBI) ] pfb. gov>
Sub;ect Re: [Not Virus Scanned] [Not Virus ':.canned] (01(7)(C), (b)7)E) r : X6), <b)(7'( C)
(BIB), (b)THE)
: o L e
0)(6)
> 0n Aug 25,2017, at 11:52 AM[PTET|(NSD) 470 > wrote:
5
>[blie)
>
=| (b)(5)|
>

> --—--Original Message---—
> From EI) |@darpa.mil|

> Sent: Thursday, August 24, 2017 10:54 AM
T[T - JiNso) !
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", éézl(b)"s) : _dgr_pa.mlb — e
> {CYD) (CON) (FBI) B g.ov>Fb)(6)

(b)(6) .

{bX6), (bYTHC),

(b)(€), (b)(7)
() (B)(7)(E)

(L)), (bXATNC),

......... § i
e, (B)B), (D)TNC)
> Subject: Re: [Not Virus Scanned] [Not Vlrus Scanned] (E) (OI(TXE}
BT E0TE ]
>
(b)(5), (bY7XC), (b)(7)E)
> Best,

>>0n Aug 23,2017, at 5:34 PM[PF_(Nsp) B0 b wrote:
>>

>> This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure
you know who the message is coming from and that it is virus scanned by your desktop antivirus software.

22>

>> This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure
you know who the message is coming from and that it is virus scanned by your desktop antivirus software.

>>
>

>>

>3 ®)5). ®T)XC). BTNE)

>3

>3

>3

>>

>>We apprecnate your involvement and are looking forward to working with you. (b)(E), (D)TXC),
>>|'ve cc' s G EBLL and the AUSAS from o

>> Baltimore| (P)(9). (b)(7) nd ‘¥ ()| whom you met when we were there. (\ggggg(g)ﬁm
>> In addition, I've cc'd| - fand} |-who are also .

>> working on this matter for as well ag jand {E,}i?;é?"”‘c’

for FBI OGC. If you have follow -up questions orare
>> ready to dlscuss any.of this, please use me and the AUSAs as your
>> POCs, and we will route everythlng as needed.

>>Thanks again--and good luck. " """':E;Eg}ig)ﬁ)'(“)'

22>

>
>>

>>

>3{(D)(6)

>
>>
>>

(RTHC). BT NE)
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>>{°
>
>>
>>
>>
>>
>> <ldentifiers.xIsx><MOU DOJ DARPA (Signed), pdf>
>




{o}(B), (b)7NC)
(OXTNE )}~

(0)(B), ()THC)
(O)THE) ~-.....

(b)(8], (bY(7)C)
(LXATIE] .

e e ot
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Sent:

(D)5

Subject:

ﬁ)(ﬁ)

Re: address

«...._ Fri, 23 Feb 2018 13:32:30 -0500

. "‘__-I(SF)

FBI)

(WF) (FBI);{EX0)T

(C), (el(7XE)

{(WF) (FBI);

'understood. Let me know when you know.

(bi(B), (b

NTHC),

(ONB). (o) 7C). .

('11(7\(E

(b)), (P 7)C)
(BNTHE) ..

(6)(6), (b
{oNTY(E

(D)(6)

I provided a quick response on SIPR — let me check what we have readily available, and what

we can get ready “soon”. Counter-question to you in that message.

Il be able to check SIPR again on Monday (bricfly), then ’'m TDY for two weeks with only

low-side email.
Best,
(b)(B]

(L))

-------- Original message —-------

From: [*1®)

wd:

_Date: 2/22/18 10:56 AM (GMT-08:00)

OnFeb 23, 2018;at H:AB AM{—______|(SF) (FBI)FT0 PX01 BIE)

ote:

a.mil>

To:

|(WF) (FBI)"[EV6. GRIXT BHIE)

l(DW B), (B)(C), (N7 XE]

C‘“l(b) 1R

C), (bI7XE)

[B)(S)

kudarpa.mil>

Subject: Re: address

thanks for the intro. Please work wit—
TDY for the next two weeks.

sysiem.

(D)6)

(WF) (FBI)"I'b (6}, (BXTXC), [BX7HE)

IZD)(D'I

nice to meet you. I am trying to take some training the week of RSA. If I get into the
class T won't be in SF.
So I will send along question on SIPR.
[E-—_]thanks for the intro

(B} (B}, (bXTNE)

- {DYTHE)

I’m out of the office tomorrow, and then
will be able to take the indicators and plug them into our

leased to meet you. We’'ll see what we can do to help :) I'll be in SF for (part of?) the

RSA conference in mid-April...

right now, I'm planning to fly in on the 17th; I'm participating in

a conference panel on the afternoon of the 18th; and then leave either on the 19th or the 20th. Let
me know if you’d like me to set aside some time to come over and chat about the program (or

other matters).
Best,

WE)

DARPA / Information Innovation Office (120)
675 N Randolph Street
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Arlington, VA 22203
(o |
(NIPR)[GITE Iéd',dama.mil
(SIPR) darpa.smil.mil
(JWICS)PI®) darpa.ic.gov
(4) BITIO)._On Feb 22,2018, at 12:58 PM——— KWF) (FBLETT BT BT Jwrote:
TBe)

Good Afternoon

"meeting. Also | have some selectors | would like to pass you in person. | can meet with you orPX8) | |
know you had mentioned going to SF in the near future and | thought you guys might want to link up.

Let me know when would be a good time to deliver these selectors.

Egggﬁgkéﬁ)(mq [==]- Vil leave it to you to go direct.
From: [E)F) | (mailtoyP)B) Pdarpa.mil]
Sent: Monday, February 12, 2018 3:30 PM
(bX8), MNC), Tof \WF) (F81)[ETET BRI, GITRET |
(OXTXEY" ¢ SOV, (BRI, BHTIE) [WF) (FBIETEL BRI B IE) (D))
(bXb darpa.mil>
Subject: Re: address
EE%E?}&?‘”‘CH R— |thanks for coming over and I look forward to working together.
I’m cc’ing™® |so you have his email address.
Best,
(B)(6)
(b)(6), L)7HC), BT 001 )7, § p— (bi(B], (B)[7NC), (B)(7HE] .
OXTNE) -t On_Feb 7, 2018, at-12:51 PM} (WF) (FBI)| |wrote:
Hey[ETO)

My boss is going to attend as well. She is CCd here. Her name is SSADIG!. (D) /1(C) X7 ET |

Looking forward to Meeting you in person
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From{>!(®) darpa.mil>
Date: z -09:
(bXB. (BXTHC). Torf ... (WF) (FBI)"JEIBL B TIC) BR7]
(bXTYE)- © Ce|B)E) Rdarpa.mil>
Subject: address
(bX6) OUTC),
AR we're at 675 N Randolph Street, Arlington, VA 22203. There's a mall directly across the street,

with a parking entrance around the corner on Clebe Street (it's something like $1 for 3 hours).

I'll see you on Monday at 2:15pm. There is security coming in, so let me know if you'll be
carrying (we can handle it, but just need a heads up). Also, if you need to pass clearances,
B)iE)  kan send instructions; we don't do IC badges, only Visa/Mastercard and American

Express :)

Once you clear security and get a badge, they'll call me. It usually takes 5 minutes (or less, if

there's no line).
Cheers,
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Eg;g?;(g)m(u ........ RO oo, o (SF) (FBI) EE%% ég)(ﬁ(@)l
Sent: Fri, 23 Feb 2018 16:48:30 40000 I .
To: (b)(6) I S kWF) (FBI)
cc: V), GUTNC, G IE) JWF) (FBI) fET)
Subject: Re: address
nice to meet you. I am trying to take some training the week of RSA. If I get into the

class I won't be in SF.

So [ will send along question on SIPR.

(bX(6), (b) 7)
(DXTIE) - -thanks for the intro

-------- Original message —------—-

From: [P)b) lwdarpa.mil>
Date: 2/22/18 10:56 AM (GMT-08:00)

. (WF) (FBI)"[2)E). C)7XC. (bXTHE) |(SF) (FBD)"
CC] D)(6), [b).ﬁ](k_) DITNE) ](Wl‘ (FBI)MIT) BITIC), DNTNE) | (b)(6)
[(2X0) lwdarpa.mil>

Subject Re: address

(bXE), bXTIC thanks for the intro. Please work with[BIT I’m out of the office tomorrow, and then
TDY for the next two weeks. | w1ll be able to take the indicators and plug them into our
system.

OINE)L L pleased to meet you. We’ll see what we can do to help ;) I'll be in SF for (part of?) the
RSA conference in mid-April...right now, I’'m planning to fly in on the 17th; I'm participating in
a conference panel on the afternoon of the 18th; and then leave either on the 19th or the 20th. Let
me know if you’d like me to set aside some time to come over and chat about the program (or
other matters).

Best,
(0)(C)

DARPA / Information Innovation Office (120)
675 N Randolph Street
Arlington, VA 22203

o C—

(NTPRI_(D)(_G) (@darpa.mil
(SIPR)| @darpa.smil.mil

(JWICSJ(b)e) lwdarpa.ic.gov

(A NTNC)_On Feb 22, 201R, at 12:58 PM} J(WF) (FBIfPELEIICI BITE | wrote:

Good Afternoon|®®!

(b)(6),
b

e HAE) | wanted to in_,tcoduce...you.to He is the San Francisco case agent | told you about in the

meeting. Also | have some selectors | would like to pass you in person. | can meet with you or(E)(ﬁ) | |
know you had mentioned going to SF in the near future and | thought you guys might want to link up

b
&)
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Let me know when would be a good time to deliver these selectors.

(bX6), ‘b)(f)(?)-., - I'll leave it to you to go direct.

From (oX®) [mailto (b)(6) {@darpa.mil]
Sent: Monday, February 12, 2018 3:30 PM
(bXS) OHTNC),Tod.... .o \WE) (FB1)[ETE BX7NCT, BITTET |
BXTIEY= o X, TonTie) (W) (FBIJETET BTN B7TE Q) ]

Eb)'f' @darga.mib

Subject: Re: address

(X0 (OKTHC), | ...

(DITE Jr=mm

|thanks for coming over and 1 look forward to working together.

I’m cc’ingso you have his email address.
Best,

\0)(E)

(b)B), (B)AIC),
(DYXTNE) e

(b)(6), IL)THC)
(BY(TYE)-"

©: OnFeb7, 2018, at ..l2v'.5,1....PvM,’,|._ .......... I(WF) (FBli(bi(n}.(h)l TG BITIE) ]WI‘ ole:

HeyET0)

My boss is going to attend as well. She is CCd here. Her name is SSA[(DI(5], (b)) (B)/)(E) |

Looking forward to Meeting you in person

From:{E)©)
Date:

Tot_ —=  ——HWELERI 1
ccin)®) e

Subject: address

we're at 675 N Randolph Street, Arlington, VA 22203. There's a mall directly across the street,
with a parking entrance around the corner on Glebe Street (it's something like $1 for 3 hours).

I'll see you on Monday at 2:15pm. There is security coming in, so let me know if you'll be
carrying (we can handle it, but just need a heads up). Also, if you need to pass clearances,
(b)e) Jcan send instructions; we don't do |C badges, only Visa/Mastercard and American
Express :)

Once you clear security and get a badge, they'll call me. It usually takes 5 minutes (or less, if



Obtained by UndeadFOIA



Obtained by UndeadFOIA

From: Freese, Donald W. (CYD) (FBI)

Sent: Tue, 23 Feb 2016 18:29:19 -0500

To: I‘t‘)(a) |

Subject: RE: Agenda - NCITF Executive Brief to DARPA - 02/24/16
Yes

We are all set and very excited to meet the DARPA team

Thanks for the opportunity!

-----Original Message---—

Fromlib’(g) mailto]®)(°] l@darpa.mil]
Sent: Tuesday, February 23, 2016 6:25 PM

To: Freese, Donald W, (CYD) (FBI)

Subject: Re: Agenda - NCLITF Executive Brief to DARPA - 02/24/16

Sounds good. I was just making sure you have everything you need.

Original Message
From: Freese, Donald W. (CYD) (FBI)
Sent: Tuesday, February 23, 2016 6:23 PM
To:l(-b)(G)
Subject: RE: Agenda - NCIJTF Executive Brief to DARPA - 02/24/16

Yes -

We will have different team members brief into each program -|(£1(5]. (D)I7)IC) ill have lead for ODX -- we are
doing verbal briefs as we are focused more on problem sets and areas for integration with each shop. We can break
out into teams for deep dives as necessary.

We are bringing Engineers et al - this is to avoid death by powerpoint and foster real time collaboration

-----Original Message-----
From: |(51(5) [mailto:[TE)E! Ic_ildama.mill
Sent; Tuesday, February 23, 2016 5:56 PM

To: Freese, Donald W. (CYD) (FBI)I‘ b)(6§ (@)(7)C) (CYD) (CON)
Subject: Re: Agenda - NCLITF Executive Brief to DARPA - 02/24/16

The agenda had 4 programs listed. Is someone else talking about those? I haven't received any other material.

Original Message
From: Freese, Donald W. (CYD) (FBI)
Sent; Tuesday, February 23, 2016 5:45 PM
To:|R)E) [(BX8). E)(7HC) CYD) (CON)
Subject: RE: Agenda - NCIJTF Executive Brief to DARPA - 02/24/16

No way

I am going to get up and get through them in 10-12 minutes, questions and then get out of the way for the real work
to start,
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My part is to provide orientation to our operation through an overview -- I will also mention a few of the items that
others are not present to present.

----- Original Mcssage-----

From: [(B1() | [mailto:{E)E) ledarpa.mil]

Sent: Tuesday. February 23, 2016 5:07 PM
BIOLBTE, Tol ] CYD) (CON
(BXTHE)="""" C¢: Freese, Donald W. (CYD) (FBI)

Subject: Re: Agenda - NCLITF Executive Brief to DARPA - 02/24/16

I received the slides on the high side, and we'll have them available.

But, the deck only had 14 slides (plus 4 hidden) --- are you really planning to go for 90 minutes with 14 slides? (Just
checking.)

[B)(B)

DARPA/Information Innovation Office
675 N. Randolph Street, Arlington, VA 22203-2114

Tel: |&)(5] | Cel:|(b)6) Fax:|[b)®) ]
|(b)(5) E.darpa.ml (b)(5) @darpa.smil.mil /{b)(5) |@darpa.ic.gov

(oX6) KTIC),_On Feb 23, 2016 at 8:14 AM[_———— kCYD) (CONy [BRE)-TIIC). FEITHEY wrote:
[B)B)
>

> Attached you will find the agenda for the NCLITF Executive Brief to DARPA occurring on Wednesday, February
24, 2016. Please do not hesitate to reach out to Director Freese or myself if you should have any questions.

>
>
> Thank you,
>

(b)B), (LYTHC),

(bXTHE)—

" > Executive Assistant to Director Donald Freese National Cyber

> Investigative Joint Task Force (NCIJTF)
(b)(€), (OIFI(CT (B)7)E)

"4

>
>
7
><

Agenda - NCUTF Executive Brief to DARPA - 02-24-16.pdf>
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From: (b)6)

Sent: on, / Aug :43:49 -0400

To: [(FLNBI [NsD)

Cc: (0)(8) ]

Subject: Re: AMRDEC Safe Access File Exchange Delivery Notice

Going to call in 2 minutes from sending this.

>On Aug 7,2017, at 1:40 PM,[®X®)  [NSD) {P)E) b wrote:

>

> Let me know when you're going to call. I don't have an NSTS at my desk -~ but it's just down the hall. You can
call me on regular at [P1°) nd then I'll head over to NSTS.
>

> --—-Original Message-—--

> From: [(D){5] mailto;:(b}(5) a/darpa.mil]
> Sent; Monday. August 7, 2017 1:28 PM

> To:fB1E) fNsD) JEIE) b

> Ce:|(b)i5) ladarpa.m|>

> Subject: Re: AMRDEC Safe Access File Exchange Delivery Notice
>

> Sure — what’s the number?

>
>>On Aug 7, 2017, at 1:25 PMJPX®) (NSD)E) |wrote:
>

>> Thanks. Just downloaded it. Do you have time for a quick NSTS call to discuss?

>>

>> ——Original Message--—-

>> From:mailto (b)(6) la)darpa.mil]

>> Sent: Monday, August 7, 2017 1:00 PM
>> TofPNE) NSD) <{{b)) |2
>> Ce:f)b] )darpa.mil>
>> Subject: Re: afe Access File Exchange Delivery Notice
>
>>Hi yes, that was me.
>
>>0n Aug 7,2017,at9:36 AM,[ETE]|(NSD) {PI®) b wrote:
>>>

>>> Hi guys -- | haven't downloaded anything yet since 1 wanted to confirm this was from you. Can you
confirm? Also, what does the download contain? Thanks!

P

b Original Message-----

>>> From: No-Reply@amrdec.army.mil [mailto:No-Reply(@amrdec.army. mil ]

>>> Sent: Saturday, August 5, 2017 4:08 PM

>>>TofSlB_______JNSD) {00

>>> Subject: AMRDEC Safe Access File Exchange Delivery Notice

>>>

>>> Direct replies will not be read by a human.

>

S e — -

> >

>>>¥%%D0 NOT FORWARD***

>>>

>>> Please note, IAW Para 4-5.a(8) and 4-12.c, AR 25-2, it is a violation of SAFE security policy to share/forward
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Package passwords.

>>>

>>> You must contact the Package originator to have the Package re-sent via SAFE
(https://safe.amrdec.army.mil/safe/) to other users.

o>

>>> NOTICE: If any doubt exists as to the safety or origin of the file(s) or the veracity of the sender, the recipient
rcading this message should NOT download the file(s) and should contact the appropriate Information Assurance
Security Officer immediately for further guidance.

>>>

>>>(b)5! f@darpa.mil has granted you access to a file(s) uploaded on 8/5/2017
3:05:31 PM Central Time Zone, USA.

>

=== File Description: Web logins.

>>>

>>> Package ID:

S5

>>> The file(s) will be available at:

>>>

>>> hitps://safe.amrdec.army mil/safe/picku
>>>

>>= Until: 8/15/2017

>>>

>>> The password is| (b)(6))

>

>>> NOTE: This password can only be used ONCE,

>>>

>>> 1f you require assistance, please contact usarmy.redstone.rdecom-amrdec. mbx.safe-team@mail.mil and
reference Package ID [_mail and include a copy of this email message in your request,

===

>

=>> NOTICE: This e-mail message is intended solely for the use of the addressee. If the reader of this message is
not the intended recipient, you are hereby notified that any reading, dissemination, distribution, copying, or other use
of this message or its attachments is strictly prohibited. If you have received this message in error, please notify the
sender immediately.

>>>

>>> Thank you.

==

>>> **¥This message may be forwarded to usarmy.redstone.rdeccom-amrdec. mbx.safe-tcam@mail.mil for technical
support purposes.**¥

>>

>

files.aspx7id=10350300
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(b)(€)
From:
Sent: Mon, 7 Aug 2017 17:33:10 +0000
To: B)E)
Cc:
Subject: RE: AMRDEC Safe Access File Exchange Delivery Notice
I'm at|®"® Thanks!
----—Oriﬁinal Message---—
From{"™/>! mailto]®®! |@darpa.mil]

Sent: Monday, August 7, 2017 1:28 PM
TOW(DJ(B) lINSD) ¥ (D6
Ce:{iRio) fadarpa.mil>

Subject: Re: AMRDEC Safe Access File Exchange Delivery Notice

Sure — what’s the number?

>On Aug7,2017, at 1:25 PMfPI] —Insp) 1 } wrote:

~

> Thanks. Just downloaded it. Do you have time for a quick NSTS call to discuss?

>

> -«---Original Message-----

> From:}2!(5) | [mailtof>)) @darpa.mil

> Sent: Monday. August 7, 2017_1:00 PM.

>To ‘&kmxe) NsD) %) s

> Ce:{(D)(6) |@darpa.mil>

> Subject: Re: AMRDEC Safe Access File Exchange Delivery Notice
> gl yes, that was me.

>

>>0n Aug 7,2017, at 9:36 AM, SD) {{bKe) p wrote:
b

>> Hi guys -- | haven't downloaded anything yet since | wanted to confirm this was from you. Can you
confirm? Also, what does the download contain? Thanks!

S

>> —---Original Message---—--

>> From: No-Reply@amrdec.army.mil [mailto:No-Reply(@amrdec.army.mil|

>> Sent: Saturday, August 5. 2017 4:08 PM

>> To:®IS] (NSD) <{(bX6)

== Subject: AMRDEC Safe Access File Exchange Delivery Notice

>>

>> Direct replies will not be read by a human.

>
>
>>
>>##*D0O NOT FORWARD***

>>

>> Please note, IAW Para 4-5.a(8) and 4-12.c, AR 25-2, it is a violation of SAFE security policy to share/forward
Package passwords.

>

>>You must contact the Package originator to have the Package re-sent via SAFE
(https://safe.amrdec.army.mil/safe/) to other users,

>>
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>>NOTICE: If any doubt exists as to the safety or origin of the file(s) or the veracity of the sender, the recipient
reading this message should NOT download the file(s) and should contact the appropriate Information Assurance
Security Officer immediately for further guidance.

>>

>>{b)(6) hgdarpa.mil has granted you access to a file(s) uploaded on 8/5/2017
3:05:31 PM Central Time Zone, USA.

>>

>> File Description: Web logins.

>>

>> Package ID: &l

>>

>>The file(s) will be available at:

>> https://safc.amrdec.army.mil/safe/pickupfiles.aspx?id=10350300

>

>> Until: 8/15/2017

>

>> The password is (b)(6)]

>>

>>NOTE: This password can only be used ONCE.

==

>> [f you require assistance, please contact usarmy.redstone.rdecom-amrdec.mbx.safe-team@mail.mil and reference
Package |ID _iailand include a copy of this email message in your request.

e 3

>>

>>NOTICE: This e-mail message 1s intended solely for the use of the addressee. If the reader of this message 15 not
the intended recipient, you are hereby notified that any reading, dissemination, distribution, copying. or other use of
this message or its attachments is strictly prohibited. If you have received this message in error, please notify the
sender immediately.

>>

== Thank you,

>>

>> *#*This message may be forwarded to usarmy.redstone.rdecom-amrdec.mbx.safe-team@mail.mil for technical
support purposes.***

>
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(b6}
From:
Sent: Tue, 5Jun 2018 11:48:22 -0400
%Egg?ig}m(q Tog U " : lcyp) (con)
; Subject: Re: Badges and Leave
Attachments: smime.p7s
Thanks
4 E (b)(6). (b)(TNC),
() DKTIC). 7OnJun$5.2018, a1 ) T kcyDp) (con)| e 1 | LD
(b)&)
o

>| (b)(s)lhad to submit in a new VAR for you, your last one had expired. It is now in the system. Hopefully since

(b)(6)| they can skip the fingerprinting etc. just submit your SCI request and then you badge
Tequests. [ am verifymng that now.

>
(DY), B)7HC). >Fysa) ..  |was promoted and is now the office chicf (replaced ~ ---}..On Friday he asked for (P)€), (GI7HC],
(DUTHE) "2 <iff : ; T EERE)
justifications for everyone we have or are getting badges for. He is new to the position (he has been here for a
couple years). He wanted to get a handle on it. The justifications included NetDef/CHASE folks as well. I didn't
get any push back on our list.
>

> 1 will be taking leave July 3 -8. If there are any issues, please let me know.

>
>
]
>
>
>
>
>
>
>
(D)(S) (b) i), >|
)\ g 5 )(
>[(bYE), LIFIC), (DXTXE)
>
>
>|(b)(6) fudarpa.mil
(b)E). O)THC), > . (NCIITF)
(BXTHE) " JBW®T (DARPA)
>
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From: NSD)

Sent: Thu, 25 Jan 2018 18:19:47 +0000
To: (b)(6)

|

Subject: "RE: Checkin

Will do.

----- Original Message---—-

From: RE}(S) | [mailto|(b}(5) fdarpa.mil]

Sent: Thursday, January 25, 2018 1:19 PM

To:fBIE) [NSD) 4{0)(6) 2

CeJB] YUSAMD) JOIBT BTIC] 1S B fusamD)
JEET BXC) 1?(3)(-5) i darpa mil>

Subject: Re: Check in

Sure — call me a(

>On Jan 25, 2018, at 1:17 PM{P)) [NSD) 407 - wrote:

>

> Sure, low side. 1:40?
>

> -----Original Message-----
> From: [[ET®) | [mailto: )darpa.mil]

> Sent: Thursday, January 25,2018 1:17 PM
> Tog(b)(6) J(NSD) 4)E

|2
> CeJOTE) JUSAMD) JoXE) BI7IC) {06 USAMD)
qPI6). X7XC) PEIE kdarpa.mil>
> Subject: Ke: Check in
>
> In 20 minutes? NSTS or low side?
>
>> On Jan 25, 2018, at 1:15 PM.[PIEI fNsDy P b wrote:
>>
>> You're not available now, are you?
>>
>> ———--Original Message-----
>> From{{b)(5] |[mailto: a)darpa.mil)
>> Sent: uary 162018 A
> To{PI(B) (NSD)[”*
>> Cc:JP)B) (USAMD) 4], P)I/NC) |2 S (USAMD)
ENE). (BXTXC) b[E7e) [ darpa.mil>
>> Subject: Re: Check 1n
>>
>>

>>{(b)6)

>> Happy to talk. This week is pretty busy for me, but I could probably find 45 minutes on Friday. Next week,
Tuesday and Wednesday are pretty open for me.

>

>> FWIW, we haven't done any follow-on work on this matter since our last exchange (with the data you asked).
>> Best,

]

>>
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>

>>>0n Jan 16,2018, at 9:51 AM[PIE]__—|NSD) {OIF] b wrote:

>>>

»>|(D"(‘3} might we be able to schedule a meeting or call? We are interested to hear whether any part of your
team Nas additional data or thoughts Jib)(5)

>>>

>>> Thank you,

>

>>

>
>
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Sent: Fri, 15 Dec 2017 17:02:06 +0000
Subject: RE: Data request

Attachments: smime.p7s

10-4. Thanks.

From i [mailto|bib] darpa.mil]
Sent: Friday, December 15, 2017 12:00 PM
TofTT___nso {717 |>

Subject: Re: Data request

Yes, but the data pull will take several days (from when you asked).

On Dec 15,2017, at 09:24[7%  |(NSD) {70

wrote:

Everything ok?

On Dec 13, 2017, at 1:42 pM "

@darpa.mil> wrote:

Will do — fell through the cracks for a couple of reasons.

On Dec 13,2017, at 12:46 PM[P " |NSD) <

(D(6)

> wrote:

Looks like[F)®)  Jand [P)E) jwere cc'd. Guys, Is the request below clear? If not we can set up a call at

your convenience,
Thanks,

(BXS), "bJ(7)tC)._w_f;9_m,BA) (FBI) ). () 7)(C). OXTIE) |
(bXTIE) Sent: Wednesday, December 13, 2017 12:44 PM

To{E)E NSD) EIE) b AXE) @ darpa. mil
CeiPe) (USAMD) E3E] BN pCI6] ]
|I)E) @darpa.mil>

Subject: Re: FW: Data request

Can we request this data again?

I would like to review it prior to the completion of the 2703d order.

Thank you.

(b)(8), (B)T(C),
(DXTNE) ="
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I(b)(ﬁ). Y)Y, (D NE) I
FBI Baltimore Field Office

-------- Original message —-------
From: 0 Nspye {7 -
Date: 11/15/17 3:04 PM (GMT-05:00)
o Tl Jdarpa.mil
DASLIKTICH el ——— BA) (FBI)" [FRo BXCLEITET | {67 (USAMD)"
<(b)E). BI7NC) |2 (B @darpa.mil>
Subject: RE: FW: Data request

Thanks Understood re the Pl meeting.

(B)(5), B)(7)C), ()7 XE)

Thanks again,

(DI(b)

From3°/®) l@darpa.mil [mailto{E® lodarpa.mil)
Sent: Wednesday, November 15, 2017 2:58 PM

To{PIE) (NsD) <[P10) b

Subject: RE: FW: Data request

(D)(6)

Working on it but the PI meeting on December 1 might slow down the request.

Also, in the data you have, the first field is a timestamp so you can get some of the information
from what you already have.

Regards,

(b)(6)

From: iL)(6)

Sent: Wed, 15 Nov 2017 19:36:23 +0000

To:[F5) leodarpa.mil _

Ce:[BEl @ 'darga.mil,[b)‘:ﬁ)‘ ©X7IC) u(b)(s)‘ (R7IC) D ®ue)
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l(b)(ﬁ). LTI, (OITNE) I
Subject: FW: Data request

(bX6)  Jsuggested | forward this request to you while he’s TDY.

Thank you,
(B)(6), (B}7IC),
(OATVEY
From(NSD)
Sent: Wednesday, November 15, 2017 1:05 PM '
Taf2 darpa.mil>
CCM% < _L?)fﬁ),-.,(b)(-z.)(c) H(b)(s‘! |
O fusamb) {5 B 3 ——{BA) (FBI[EC!. BXIIC) BNTIE) |
.|~ KcD) (FBINENE).BI7C), BRTAE) BA) (FBI)[E)ET TR BT |
_=_kBA) (FBI){{o®). (PXTXC), oXAIE) [OGC) (FBINOIO). BITCT BITTET |

Cr, ;
Subject: Data request

{b)(6)

(b)(5). (B)E], (B)A)C), (BXA(E)

Is such information available?

Thank you,

(b)(®)
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From: (OX5)
Sent: Tue, 5 Sep 2017 20:38:49 -0400

cc: To1E) sudoshfB5T fusamp); B8]
[P Jusamp)

Subject: Re: DOJ contact - Case #2
Attachments: smime.p7s

If not, I strongly recommend using at least AMRDEC. Not ideal, but probably better than nothing,

>On Sep 5, 2017, at 8:20 PM[EIOT " J(NSD) {PI0) | wrote:
b

> Fantastic.
o

> Let me check on ability to use PGP at work.

S

>>On Sep 5, 2017, at 8:19 PM| (b)(6)[@gatech.edu> wrote:
>>

>> Hey|(b)®} |very pleased to meet you Sir.

>>

> (b)(6)|(CCed) and I are working on a full report for you. We expect to have this ready by the 15th,
however, this depends on both the load at the Georgia Tech cluster and the findings as more analysis comes to us
from the Attribution Framework.

PO

>> Please stay tuned --- we will pass information to you asap.
>>

>> BTW, can you guys use PGP at all?

>>

>> Cheers,

>

>> —

> (b)(6)|@gatech.edu

>> Georgia Institute of Technology

>> (b)(6}]

>>
>>
>=>

>> From;[’b)tS) [NSD) Tb)(ey }
>> Sent: Tuesday, September 5. ads

>>To (b)(6)|

>> Ce:fBIl] [(USAMD):[BIE] jUsAMD): (P4¢)

>> Subject: DOJ contact - Case #2

>>

>>  (b)(6)

>

>>|(b)(6) l)assed along your email address. I'm his contact at DOJ for Case #2. I wanted to introduce myself in
ﬁmve additional information or follow-up questions. I've copied my colleagues [P1) hand[[BXE)

DJ(b)

>

>> Thank you very much for your work on this.

>>
- ]
=
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DY(6), (LXTHC), .
Ebggyg,:g))f ...... (L’)From‘ L 4I(CYD) (CON)
Sent: Thu, 29 Jun 2017 15:50:28 +0000
To: (b)(6) | 25 |(NSD) (JMD)
ce: B | m— G
TRNTHEY
(CYD) (OGA)
Subject: RE: DOJ NSD

I am NCIJTF today.

(B)B], (b)(7)C), (B)7IE)

----- Original Message-—--—-

From: |(0](6) | [mailto(b)(5] lwdarpa.mil]
Sent: Thursday, June 29,2017 11:41 AM
TofP10) [NSD) (IMD) BT

Cc{DE] @darpa.mil>{(2)0] ladarpa.mil>;
[015) @ darpa.mil>{"*)©) CYD) (OGA)|BIG]. B C), N IE]

(D)(G)I (b)(_’)(‘:)l e ssr e
(DY THE) ="

cc’ed) is one of my guys who sits at NCIJTF 3 days a week...not sure if he’s in today.

>On Jun 29,2017, at 11:36 AM[EE__—Jvs) B0 T wrote:
>

>TI'm at NCIJTF today--will respond from my FBI account so I can type better...
>

>>On Jun 29,2017, at 11:17 AM, (ol 2 darpa.mil> wrote:

>>

>>

>> I would like to introduce you tof®% | [576] hnd I met withfP® Jand his team from the Dept of
Justices National Security Division (NSD) vesterday afternoon| (b)(s_)l

(b)(5)

>> [ will leave it to you guys to follow up.
>>

>> Thanks,

>>
> (0)(6)
>
>>|(0)(6)
>
>
>
>>
>>
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~ Sent: Mon, 3 Jul 2017 15:00:21 +0000
To: (b)(6)
Subject: RE: DOJ NSD
Thank you, I appreciate it
Have a great 4th.
-----Original Message-—— (b)), (BYTNC)
From:|(0)[€) |[mailtofPX®) [@darpa.mil| (bIZNE
Sent: Monday, July 03, 2017 10:59 A
- I— fcYD) (cON =
Ce:[BYET [wdarpa.mil>
Subject: Re: DOJNSD
OK, thanks.
lcYD) (CON)| wre— I A

= {o)THE)

> Fysa,., I am still working the meeting on the 18th for the Director here. They want to cram EA, NetDef and Plan
X into 2 hour brief. Jennifer Roberts will not be able to do the 18th, so Phil Sage would need to fill in. ['m not sure
if Frank can make it either. Still working that. My push was to just have EA on the 18th and push the other briefs to
a later date. If that works, we can fit nd his people in the meeting. The people | am working with tosetup the
meeting have been out for the holiday, 1 will lock this down on the 5th.

> Fysa,| g lﬁ BI7XCT. BYTIE) |
[EIEI BT B I
>

> meee Original Message-----
. > me(CYD) (OGA)
> Sent: Friday, Junc 30, 2017 4:01 PM
> To:{(b)(6) fz?-darpa.mil>NSD_) (JMD)

{b)(b

s m— [(TYD) (CON) e} (B)6), (BXTHC),
> Subject: RE: DOJ NSD ~INTHE)

>

> Sounds good.

> From: [(P)(E) | [mailtef®)5) ladarpa.mil]
> Sent: Thursday, June 29, 2017 3:39 PM

> To:|(0I(6] {(NSD) (JMD) 4P)5)
L, e kCYD) (( ONl [ e JCYD)(OGAY ” ] (D)6}, (ITXCI,
> Subject Re DOINSD.. {E7)E

Y \

= How about afternoon of July 18 at DARPA? DKG ot BY7HC),



(bX6), (b)(7
(bXTHE)
(bX6), (D)(T)(
(bXTHE)

)
)
)
)

(b)(6), (BITHC),
(DXTHE)—""

>
(b)8). (D)T)(C), >
(bXTHE )) """ > (oi(B), (B)TNC),

>>—-—QOriginal Message-—- e DU

>> Froml(b)(51 lNSD b)) I ......... L {b)6), (bITHT),

>> Sent: Thursday, June 29, 2017 1:43 PM bXTNE)

>> To: [ et = JC¥D) (OGA)[ =

|BXE) - [udarpa.mil>

>> Cc:Joib) @darpa.mil>; [b)E] darpa.mil>;] - ].__(B)B), (OITXC],
(bX0), DYTHC), | ... CYD) (CON| . T E i i — (BNTHE)
OXTNE) S5y bject: RE: DOJNSD
(b)(6) bNTNC], ... 22
BATIE) " > That should be great, | V)

>>

>> —-—-Original Message--—--

>> From:[(b)(B) | [mailtof(bi(5] |@darpa.mil]

>> Sent: Thursday, June 29, 2017 1 43 PM
(b)(6), ILXTHC), >>Taf..... CYD) ( (D)(B), (LYXTC), (L)(7) W(TS) |
(bXPNEY = Q) fodarpa.mil=;|'°1®) SD) 4(b)(©) 3

>> Cc|(b)o) pdarpa.mil=, [P1C) J@darpa.mil>{__——]... (£)6).0I7XC),
(b)), 0X7NC), [ J(CYD)(CONL(FBIL. ONTHEY
(OXTXE)~"55Subject: RE: DOJ NSD

>>

>

>>

>> s hosting a PI meeting next Thursday and Friday so that won't work.

>>
(Eﬁ%\ ét;)fj?(c) >4~ Jis coordinating a briefing on EA to NCI-JTF (at NCI-JTF) on Tuesday, July 18 in the moming. Would that

work?

>>

>> Regards,

o

4 B

>> —---Original Message-----

e m— TN R |

>> Sent: Thursday, June 29, 2017 12:00 P

>> Tof()(B) b)darpa.mil>;|‘b)(6) E.darpa.mil>;

[erE [(NSD) (MD) K81 b

>> Cc:I('m} |(@darpa.mil> (oIE] @darpa.mib......, (t‘)§6) (OTACI,
gg;gs;tg;w@z.,,|,‘_.,..A —___JCYD)(CON[__ | ETHE)

Wb
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>

>>On Jun 29, 2017, at 2:45 PM[(I®) [NsD) 4% | wrote:

>>

>> Probably good to do it another time then.

>>

b Original Message-----

>> From{...- JCYD) (CONY[EIEL BRI BITE ] (b)), (ONTNC),
>> Sent: Thursdav June 29, 2 45 PM .. {DUTXE}
> Dl(6) NSD) (b )() e I>,l ........................ ICYD) (OGA) (FB[)I g I

mor [@darpa mil>

>> Subject: RE: DOTNSD

>>

>>
>> Fysa,.,we are going to hold it in the small conference room (555) All the others are booked. It holds 15, [ am
just making sure we can fit everyone.
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>> Subject: RE: DOJ NSD
>>

>>This is all fantastic. Thank you all.

— >>
(DY(6), (0)(7IC), oie) 1.

|(b){6) | I am at NCUTF today, but only for another couple of minutes. Might we be able to set
something up for Thursday or Friday of next week?
>>

>> Thank you,

>>

>>(b)(6)

>>

>

> ——-—-Qriginal Message-----

>> From|(®/(5) [mailto{®)5) lodarpa.mil)
>> Sent: Thursday, June 29, 2017 11:43 AM

>> TofBI0] fidarpa.mil>{TTE " J(NSD) (JMD)
(D)(5)
>> Ce:{(b)(6) . Judarpa.mil>: [0 [d)dat_'ga.m'lbm.. ﬁlﬁ)g) ‘(501(7)(01-
(b)0), 0XTC), [=—___JCYD) (OGAJRICL NI BIIE) |CYD) (CoN (BITHEY
(BXTHE) " 5=Subject: RE: DOJ NSD T (B)6), BHTYC,
P (BY7ES
(bX6), (ONTNC), >>[]

OXTE) 55

Y8070, >5[ at NCLITE toay. His nombes shere s ]

(bXTHE)~
>> Regards,
>A[b)(6)

b 57

>> —-—--Original Message-----

>>F rom:lfb)(g) ]

>> Sent: Thursday, June 29, 2017 11:41 AM
>> Tobl(6) J(NSD) 4(P(0) b .
>> CeJIET0] Todarpa.mil> {0
)G gdarpa.mil>|
(D)6, (DI(7)IC), (B)T)E) )I

>> S'Ubje‘:l: R‘c: DOJ NSD s s g i i B~ ey i, >
e ... APNE) ABYTHC);

“IBTRE!
)(7)(0) W>__,cc'cd) is onc of my guys who sits at NCIITF 3 days a week. ..not surc if he's in today. W
R Dl

>>
>>>On Jun 29,2017, at 11:36 AM,[P0]__|NsD) {BTE) b wrote:
>>

>
>>>1'm at NCLITF today--will respond from my FBI account so | can type better...

>

>>>>(On Jun 29, 2017, at 11:17 AM, bXe) cdarpa.mil> wrote:
S>>

e > 3 >

>>>> | would like to introduce you tofDY0] I I(b)[B) lnd I met with[PX®) Jand his team from the Dept of

Justices National Security Division (NSD) vesterday afternoon | ©)(5)]

(b)(s—;l

YD) (OGA) (FBI (b)i€), (bI(7XC],

P2

>>>> | will leave it to you guys to follow up.
peee

>>>> Thanks,



>
>>>5>
>>>>
2>
>>>>
>>>>
S>>
>S5

>>>>
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(b)(6)




(b)6), (B)(7)

(C),
iF1

(bX7)

(b )(6) (b)(7)

(CJ

(Fi

(bXF.

(b)(8), (b)(7)

(C), (bX7)
= -

(D)( 3], (B)(T)
b)(1

lF

(b)( ) (b)(7)

fF\

(b)®
(CJ,
iFl

(bX7)

), (0)(7)

> Regards,

(bX7)...

b

S (0
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~Jcvo) (OGA) (FBIN{

Sent: Thu, 29 Jun 2017 17:47:06 +0000
To: (oAG

cc: EIE) |

[(DX5) (22(0). T)7)C). O)7) ICYD) (CON) (FBI)
Subject: RE: DOJ NSD

Attachments: smime.p7s

Great, let me see if that works for the team.

----- Original Message-----
From: [215) | (mailto: [P/

g | (b)(6) fudarpa.mil>;|(b}6)
>Cc:

odarpami)
Sent: Thursday, June 29, 2017 1:46 PM !
To:|b)E) (NSD) {iE)&) | S P
: CC:Eb)(G) fedarpa.mil> I(CYD) (OGA) (FBI}()®): (oKD}
< JIB)E) kpdarpa.mil>; I(b)[@) kodarpa.mil>{ ]
CYD) (CON) (FBI| /(). OI(C], (LYTIE)
ubject: Re: DOJNSD
Yes, of course.
>On Jun 29, 2017, at 13:43[2)®) (NSD) 4P)6) b wrote:
>
> That should be great. I(b}@ I
o
e, | Original Message-----
“> From{ (b)(6)] mailto] (b)(6) fwdarpa.mil
> Sent: Thursday. June 29, 2017 1:43 P1
> To % kCYD) (OGA) (FBIYPIEI. (BX7)C), B)7)  [BIE) |

(NSD) (b)i6)

BXEadarpamit-{___]

> Subject: RE: DOJ NSD
>

>|(b)(©)

is hosting a PI meeting next Thursday and Friday so that won't work.

>is coordinating a bricfing on EA to NCI-JTF (at NCI-JTF) on Tuesday, July 18 in the morning. Would that

work?
-

> —---Original Message-----
> FromCYD) (OGA)[BTE), BIACT, B TVE)

> Sent: Thursday. June 29. 2017 12:00 PM
> To{(B10) l@darpa.mil>0/()

|zdarpa.mil>;
) |(NSD) (JMD) <(®X®) : o
> Cc:JB]6 darpa.mil> ")) Ig'ydarpa.mib
(CYD) (CON J(D)B). (B)(7)(C), (D)(7)
> Subject: RE: DOJ NSD
P 2

=

TR

(b)i€), (b7}
(G )(7)

ey

(b)(6), (BI(7)
(C).B)i7)

(b)(6), (oi(7
C).{b)(7)

-—



(b)), (B)T)

(Cl, (bX7).,
(E & =
> This is all fantastic. Thank you all

(bX(6), (b)(7)
(C), (b)7)
(F

o S g Bnms
> From:i‘b)‘%j Eida[pa.mil]
> Sent: Thursday, June 29, 2017 11:43 AM
> TofP)E) Jodarpamil={fEIE____ yNSD) (JMD) -
~._ JoI) F 5
lwdarpa.mil>§0Ib) ladarpamil>{ |

(D)), (D)(7)
(Cf, (bX7)

F ?
(b)(6), (B)(T)
(C). (b)7)

iF ¥

(D)(6), (B)(7)
(Ch (bXT)

Ft B
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> o
>l[b)(8) I ' I‘E@ ]I am at NCIJTF today, but only for another couple of minutes. Might we be able to set
something up for Thursday or Friday of next week?

=

> Thank you,

>

um
>
>

"> Ce:|(b)(B)
| IiCYD) (OGAiI(b)(BJ. (LYTNC), (BYAIE)

"~ >Subject: RE: DOJ NSD

VI \

s at NCI-JTF today. His number there i

>

> Regards,
A0)(5) I

e o ok,
> From: (0)(B)

> Sent: Thursday, June 29, 2017 11:41 AM
> To:[EI(6) [(NSD) (b)(B)

JCYD) (CON)JBIE). ®I7 K. X )

(D)), (b)T)

> Ce: [B)B)

lw darpa.mil>; )]

[B)i6) @darpa.mul>§b)0)
(£)(B), (D)TXC), (D)TIE)

2 Subject: Re: DOJNSD

>,

>
=

>>On Jun 29, 2017, at 11:36 AM,[®X°®)

>

>>I'm at NCIJTF today--will respond from my FBI account so I can type better...

>>

>cc‘ed) is one of my guys who sits at NCIJTF 3 days a week...not sure if he’s in today.
| (b)6)

NSD) BT

]> wrote:

>>>0nJun 29, 2017, at 11:17 AM,

(b)(6)

>
>>> Hi [(0)6)
S>>

darpa.mil> wrote:

>>> ] would like to introduce you to )€} OIE 1hd 1 met with[[65) hnd his team from the Dept of

Justices National Security Division (NSD) vesterday afternoon and b)5)|
(0)(9)

>>>

=== | will leave it to you guys to follow up.

>>>
>>> Thanks,
>5>

>>>|_(b)6)

(b)(6], (&}(7)
(C), to)(7)

IR

(b)(€), (BI(7)

L ACKADN(T)
=
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>>{b)6]
>>
>>
>>>
>
>
>

Great, let me see if that works for the team.

-----Original Message-----
From: (b)) [@darpa.mil]

Sent: Thursday, June 29, 2017 1:46 PM
TO;TEWL\(NSD) Jo7E]
Cc{®X0) ladarpa. m1|>,E§5155 BITICLELT | CYD) (OGA) (FBI)

(NN T () vdarpa.mil>]P® ]
[ [@darpa.mil-]P0- BXC B [(CYD) (CON) (FBIJCX BHC) BXTET |

Subject: Re: DOJ NSD

Yes, of course.

>On Jun 29, 2017, at 13:43 [P (NSD) 4% b wrote:
>

> That should be great. "

>

> ---—-Original Message-----

>F rom:!'ib)‘e) |mailtodarpa.mil]

> Sent: Thursday, June 29, 1:43 P

> TOWkCYD) (OGA) (FBIPTe! BXTICLBIIE]— [E] |

[Fre [@darpa.mil>;[FE) [(NSD) e P

> Cc:| b)(6)|@darpa.mil>;}b)c]
[Fe wdarpa.mil> o) BXTNE. BNEL | CYD) (CON) (FBIEE BRIy BET |

> Subject: RE: DOJ NSD

>
(b))
(b) (bj (b)(7)
CibX) >
2 g | 20 s hosting a PI meeting next Thursday and Friday so that won't work.

is coordinating a briefing on EA to NCI-JTF (at NCI-JTF) on Tuesday, July 18 in the

morning. Would that work?
° )

> Regards

o

> --—--Qriginal Message-----
v Fr()ml J(B], (BY(7HC), (B)(7) I(CYD) (OGA‘ MO I

> Sent: Thursday, June 29, 2017 12:00 PM
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(b)(6) - . |0)E)
> Toj @darpa.mil>;
[E20) [@darpa.mil>; [P NSD) (JMD) 47 |3
> C: [RN0) l@darpa.mil>; [P0
1(0)(51 @darpa.mip;l(b)[e).(b:»(?)(C].(b)(?)(E) |(CYD) (CON)[PXGI. BXTIC). TEXTNE) J

T Subject: RE: DOJ NSD
(C) b}, >
- ~ > This is all fantastic. Thank you all.
> I
ST T Fb)(b‘) I am at NCIJTF today, but only for another couple of minutes. Might
oxe), oy e be able To set somet hing up for Thursday or Friday of next week?
(C). (b)7) >
fF) e 8 Thank you,

1= ]

> e Original Message-----

> From{"”"”’ (@darpa.mil]

> Sent: Thursday, June 29, 2017 11:43 AM
oo Lol fdarpamil>[FT5__ (NSD) (JMD)
(C), (b)7) b)6) 1 _
h W > Co{PA%) ladarpa.mil>{"""

L Jadarpamil> ]2 PO O [(CYD) (OGAfETS BXCT BIE)

CYD) (CONYPI®). (LXTXC, [L)TNE)
(b)(6), (b)(7) > Subject: RE: DOJ NSD
(C), (bXT) >
R L
-

s at NCI-JTF today. His number there is

>
> Regards,
b)(e)

>

> eemee Original Message-----

> From:[*®) |

> Sent: Thursday, June 29, 2017 11:41 AM

> To: (NSD) <))

> Cc: [bi(B] @darpa.mil> (B11G]
X)) Lo _lwdarpa.mi|> 1) f@darpa.mil>
(C), (bY7) (OGA) (FBILIO). (Bi7XC), B)T)E) CYD) (CON
™. > Subject: Re: DOTNSD

>

>|:|(cc "ed) is one of my guys who sits at NCIJTF 3 days a week...not sure if he’s in

today.
~(b)i6)
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>>On Jun 29,2017, at 11:36 AM[P® __ |(NSD) {P@ b wrote:
=

>

>> ['m at NCIJTF today--will respond from my FBI account so I can type better...

>>

>>>On Jun 29, 2017, at 11:17 AM, [*X°! |@darpa.mil>

wrote:

>>2>

>

>>> 1 would like to introduce you to[ "’ } [ ®)®&)hnd I met with[?¥Jand his team

from the Dept of Justices National Security Division (NSD) yesterday afternoon and ~ ®)5)|
(b)S)

>>>

>>> | will leave it to you guys to follow up.
>>>

>>> Thanks,
>>>
>>>{B)E)
>>
>>2
>>
>>
>>>
>>>
>>>
>

From: |(b)(6) kNSD)
Sent: Thu, 29 Jun 2017 17:47:06 +0000
To: (b)(6) |
Cc: (D)(E) [OITE), ToT7RCT. (D)
[PX°) (6], 7). ®17) (YD) (CON) (FBI)
Subject: RE: DOJ NSD

Attachments: smime.p7s

Great, let me see if that works for the team.

-----Original Message----- (b)(6), (Bi(7)

From:|(P)(®) £ f@wdarpa.mil] ,.A...E.ng‘};('b)w)
Sent: Thursday, June 29, 2017 1:46 PM T e s
ToEN6) __J(NSD) 4O | e s
Ce 00 Jodarpa.mil> ~—JCYD) (OGA) (FBIET® BT XCI (BN ]~ *F"

[PKe) Jdarpa. mil>Jo00) B s il

V




(b)6), (b)(7)
(C).( b)(T
n=
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DCYD) (CON) (FBIBYEL BITICT BXTT |

(D)6}, (b)(7)
(C), (bXT)
iF1 .,

(b)(6), (b)(7)

=

(b)(6), (b)(7)
(C( b)(Y)

fF

(b)6), (b)(7)
(C}. (b)7)
{F)

. >ToPIE darpamil>;[BXE____ (NSD) JMD)
R (51G] ,_—F”
"> Ce{loRE) pdarpa.mil>{P)6) ,,darpa.mil>;
CYD) (OGA JoIG!, (b)Y 7NC), B NE) ) =TT
> Subject: RE: DOJ NS P
>

(C). (bX7)

Subject: Re: DOJ NSD

Yes. of course.

>On Jun 29, 2017, at 13:43,[(015) (NSD) {P)®) | wrote:

>
> That should be great. |(b)[5) I

>
> w=-Ori ginal Message-----

> From:!(b‘( |[mailtof®)0]  Jodarpa.mil]
> Sent: Thursday, June 29, 2017 1:43 PM

> TofNE). BXNIC). |CYD) (OGA) (FBI)| £)(6). (bXTXC). To)(7) o)) |
. [EE Fodarpa.mil>{E)E) NSO 5] |
> CJEIE podarpa.mi=JE10) ladarpamil> |

(CYD) (CON) (FBI)[P)®). (b)) L)) |
> Subject: RE: DOJ NSD

>-1s coordinating a briefing on EA to NCI-JTF (at NCI-JTF) on Tuesday, July 18 in the morning. Would that
>

> Regards

b){6)

> ——---Original Message-----
> From:{(0)(5) (CYD) (OGA)I(b)f.B) ]
> Sent: Thursday, June 29, 2017 12:00 PM

> To{(2H0) @ darpa.mil>f "/ I}?darpa.mib; L
-, [PXe) NSD) (JMD)|“)€) | e
> e [ darpa.mil>{E105) Jadarpami>_|

| I(CYD) (CON)|E), (DX7NC), B)F) |
> Subject: RE: DOJ NSD

>

' > This is all fantastic. Thank you all.

> .
>{bxe) |- JbN6) II am at NCIJTF today, but only for another couple of minutes. Might we be able to set
something up for Thursday or Friday of next week”

>

> Thank you,

>
(D)€}

Y

> aeeed Original Message-----
> From:l(b-‘(m mailto:{2)(C) Jdarpa.mil

> Sent: Thursday, June 29, 2017 11:43 AM

(b)(6). (bIT)

(C (T
IFEY

(b)(6), {o)(7)
(C). B)(7)

1EY
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(b)(6), (B)(7)
(C), (b))
1=t s

>

>Ds at NCI-JTF today. His number there i

b
> Regards,
ib)(6)

> From{°\%/ (b6). (b}(7)
> Sent: Thursday, June 29, 2017 11:41 AM e %E?r{b)(?)
> Tofb)E) JONSD) 400 F EORS

> Cc: [P)e) [@darpa.
(DI(B) frdarpa.mil=>§b)e) wde
(D](6), (B)7)C), (PI(7)E] {(CYD) (CON)[.b
> Subject: Re: DOJ NSD

&

>{(b)(6). (D)(7] !cc'ed) is one of my guys who sits at NCIJTF 3 days a week...not sure if he’s in today.

1

>>0n Jun 29, 2017, at 11:36 AM,[P1®) (NSD) )6 b wrote:

D

>> I'm at NCIJTF today--will respond from my FBI account so 1 can type better...

>

>>>On Jun 29, 2017, at 11:17 AM,|fb§(53 I@darpa.mil> wrote:

>>>

>>> Hi |05

>>>

>>> | would like to introduce you to|©)5] (0)6)|and 1 met withf®"®  hnd his team from the Dept of

Justices National Security Division (NSD) yesterday afternoon and| (b)(5
(LIC)

mil>:[P)El o
a.mil>] ——3TYD) (OGA) (FBI)

>
>>> ] will leave it to you guys to follow up.
>>>

>>> Thanks,
>>>
>>>(bi(6)
>>>
>
>
>>>
>>
>>>
>>>
>




(b)), (BYTHC),
(bYTNE) -~

(b)(B), (b)(THC),
(DY THE) -

(b)X6), bXTNC),
(bXTHE) -
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From: Il;b_)fﬁf

Sent: Thu, 8 Feb 2018 21:19:19 -0500
To: (b}{6) (NSD)

Subject: Re: Domains

Attachments: smime.p7s

Ha!

It is getting quite crazy; it is clear to me that we have come across a huge unmet need. The problem is that helping
out has started interfering with the actual research side of things...for the past couple of months, I've been trying to
find a proper operational partner that can pick up some of the burden (and all the glory!)

Anyway...there’s a couple of things we’ve discovered that you may want to hear about at some point. The world is
crazier than | thought.

> On Feb 8, 2018, at 20:59J(0(®) jNsD) {PIE | wrote:

>
> was beginning to wonder when we'd get to the saturation point. You should consider it a sign of success!

>
N (]

>

=>On Feb 8, 2018, at 7:08 PMl‘bJ(b] t@darpa.mil‘) wrote:
>>

?Det's talk tomorrow afternoon? I'd like to get some context.

>>
>> We’re working on something else right now so cycles are somewhat limited.

>> Best,
>J<o1<m
>

On Feb 8, 2018, at10:29f - |oC) (FBI) —— L {b)(8). (OITXC],

BY)|

>>>0)(8), (0)7)C), (BX7HE)

>

>
>>>
=

PO

>>> These domains have become interesting to us; I can discuss at higher classification. Can your team look at
these, focusing on activity predating the Jan 6 report?

>>>

>>> Thanks,

>

>>> Eurasian Cyber Operations
>>>{(D)G], (b)), BIAE]
>>>
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From: ID){(o)
Sent: Thu, 10 Nov 2016 14:16:15 -0500
THE Y oremormisns TS e
(b)XTXE) e — |

Subject: Re: EA and ACD

>On Noy 9,2016,at 11:59 AM[__.. |(CYD) (CONBTEL TEFTIC) BRTE] Jwrote:

(D)0 OXTXC). .
(bITHE) ="

>[_1is looking for some clarification on your meeting with Mr. Freese. Specifically he is asking for clarification

on the researchers in Atlanta you discussed with Mr. Freese. They are confused about what their role is and why he

needs to contact them..[=—_1did contact them but since he did not understand exactly why he was contacting them,

: - aned the discussion did not go far. Can you please clarify their role for them?

(D)(B). (DXT)...

©.OnE Also,| P10 Iis doing a high level slide deck for them on EA. What it is and what we are looking for from
NCL This is for them to use and send to some people that may be attending on the 21st.

>

>said the FBI director of Cyber may attend the kickoff on the 21st. He may not be there long if he does
attend. I told them you would be able to break off for a sidebar.

>
chcdulcd an ACD White Boarding session on the 30th in Columbia with (b)(6)] We will also
have some NCI personnel there. They are still making their argument to the lawyer. This session should alleviate

their concerns so they can get then through the lawyer.
o

(B)(6), (b)(T)-—
(©), (BY(T)E)

>

>
(b)), (BXTNC),
(OXTNE) -
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From: (o105
Sent: Mon, 14 Nov 2016 13:06:24 -0500
(bX6), BX7NC), To; ST [ T I(CYD) (CON)
(D)("I'),:E) .......... revesa i seerinsere ermssennd St
Subject: Re: EA and ACD
OK, no problem
Egggfg é?)(?)(‘?). >On Nov 14, 2016, at 1:01 PM,|.-- [(&%))) (CON)I pxE), (OI(AIEC), (BX/)E) |wrotc:
TNE )

(b)(G) (b)(7?_(9| =" Jsent an email saying he is out of pocket the rest of the day but will be in tomorrow

‘ )(7)(0)5‘",_,? T . |(CYD) (CONi 6), ()7, (bYTHE) |
|awdarpa.mil>

(b)
(b)

,‘A
——

';” =
v
0
o
g
G

> Subject: Re: EA and ACD

>

>Thanks — I left him a voicemail. If you see him, ask him to call me.
o

(b)6), (BXT)C), >>On Nov 14,2016, at.12:47 PM———— J(CYD) (CON)PIE). EXTHC). (OH7NE] jwrote:
(DY THE Yo T

>>

(bX6). (D) (7)( YV l:lcrc--is-D business card
(b)(, Yl s

>>
b)(6), (b){(7)(C),
>> -----Original Message-----
>> From: [()(€) fadarpa.mil]
>> Sent: Monday, November 14, 2016 12:42 PM
>> TolBI6) | darpa.mil>
(b)B), (bX7THC), >>Cef .. oo (CYD) (CONT[(b)(B). (bYTNC), (B)TNE) [(bXB) |
(bXT)E) | QID) j@darpa.mil>
>>Subject: Re"EA and ACD
>>
>> Thanks
o
>>>On Nov 14, 2016, at 12:41 PMl(b)(ﬁ) @darpa.mib wrotc:

S>>

>>>

EE;EE))' B)TIE), >>> The contact info 1 hav.e..foris:

>>>
>>>{(01(6), (B} 7)C). (PNTHE)
>t




(D)), (B)(THC),
(DY TYE) e

(b)(8), (bXTHC),
=

(D)), (B)THC),
)= E——

(X6, (ATHC),

(bXTHE)

(bYB), (B)T)(C).
(bXTHE )"
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s> Email: I(b) HROGESNEGE
>>>
>>> [t is in my custom contacts so I must have copied it from his business card a long time ago and [ am assuming

the information is still valid.
>>>

>>> The latest ACD deck is at \filer1\120\Shared Working Areas (b)®)cD
Programmatics\CHARTS _AND PRESENTATIONS\ACD Overview UNCLASS 10 13 2016.ppt. [ can email it
to you if needed but figure I'd leave the 5 MB attachment off unless needed.
>>>
>>> Regards,
>
>
I emeesd Original Message-----
>>> From: |(b) |
>>> Sent: Monday. November 14, 2016 12:34 PM
>>> Tof - . lCYD) (CON)[ETET, BRTHET, BTE) ]

>>> Ce b\@ Idarpa.mil>
>>> Subject: Re: EA and ACD
>>>

>>2 W hat—’-number‘.’

P
>>> Also, can cither of you send me the latest/last ACD deck?

>

>>>> On Nov 9, 2016, at.11:59 AM[ - , J(CYD) (CON)®XEL AT (BXT)E) |wrote:
>>>>

>

> >>>>{:]la looking for some clarification on your meeting with Mr. Freese. Specifically he is asking for

clarification on the rescarchers in Atlanta you discussed with Mr. Freese. They are confused about what their role is
and why he needs to contact them. {2}, |did contact them but since he did not understand exactly why he was
contacting them, the discussion did not go far. Can you please clarify their role for them?

>>>>

>>>> Also /1) Ji doing a high level slide deck for them on EA. What it is and what we are looking for from
NCIL This ISTor them to use and send to some people that may be attending on the 21st.

>>>>

>>>> .- |said the FBI director of Cyber may attend the kickoff on the 21st. He may not be there long if he does
attend. 1 told them you would be able to break off for a sidebar.

o (6]
>S5S scheduled an ACD White Boarding session on the 30th in Columbia with We will also
have some NCI personnel there. They are still making their argument to the lawyer. This session should alleviate

their concerns so they can get then through the lawyer.
>>>>

P
>>>>

>>>

>SS

>S5

>>

>>I(D‘i(l'ﬂ. DNC), RITIE] I
>
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From: I(b)(e) I

Sent: Mon, 5 Jun 2017 13:55:50 -0400
To: [EX®) (NSD)

Cc: Il.b)(e) |
Subject: Re: EA introduction
Attachments: smime.p7s

Our office director has signed off. There are a couple of minor changes in the text (mostly claritying that DARPA is
not doing any “operations™). So, by the end of the week at the latest.

>O0nJun 5,2017,at 1229 PMEIB sy 710 b wrote:

(b)(6)

Just circling back on this, Thanks!

> -—-Original Message-----
> From:[(bf )(:63 (NSD)
> Sent: Wednesday, May 31. 2017 7:11 PM

> To:{b)d) fvdarpa.mil>
> Subject: Re: EA introduction
o

> Good cvening I hope all is well. Any update on the MOU?
>

> Sent from my iPhone

>

>>0n Apr 28, 2017, at 11:17 AMltE)':E) l@.darpa.mil> wrote:
>>

>

>>

>>To ccho it may be a few days before there is traction as there are a few people out of the office next
week.

>>

>> Will get back to you with any concerns, or hopefully, a signed MOU soon.

>>

>> Regards,
|(b)(?}

>> —--—-Original Message-----
>> From{bi(5)

>> Sent: Friday, April 28, 10:34 AM

>> ToJbIG] JINSD{B)O) | _

>> CefETE) NSDYEIE s |
>>{E] o darpa mil-; S !l I L
>>(FBIJ e | (0)6) BNTIC), e

>> Subject: Re; EA introduction TORTIHE

>

>> Works for me.please staff this.

>>

>>["(b)(Jthis will probably take a few days to percolate through the signature circuit here.
>>

>> What is the general time period in the timestamps?

==

>>{(0)6) ]

~=)b)6) DARPA
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>> 675 N. Randolph Street
>> Arlington, VA 22203
>>

>> (T["1e)
>> '
>>{0)(6] [@darpa.mil <mai lto:l‘b)(s’ ladarpa.mil>

>> (N]PR)[‘EE@) fodarpa.smil.mil

>> Wma.smil.mib (SIPR)

>> ladarpa.ic.gov <maillo|35535 [g'i‘c_igga.ic.gow
>> (JWICS)
>>

>>

>

>>

>> On Apr 28, 2017, at 10:26 AM{(M)E) |(NSD(BIE] |
Fb)(S} |> wrote:
>

>>
(b)%)

5SS
>: I(DKS) I

>
>
>>
>>
>> From: [(6}(5) |[maillo;l‘b)(ﬁ) l&}darpa.mil]
>> Sent: Friday, April 28,2017 9:15 AM
>> TofP)O) NSD) «(bji6) | () |
>> Ce:[I0) INSD)[ETE) ? R
(6} TFodarpa.mil <mailtoD)(0) fodarpa.mil> > (EBD). . (DNG). (ITXC),
LA LLE L e ey N s e

>> Subject: Re: EA introduction

>>
(BX6), BYTHCE), >>
(XT)E)~ >> all the changes scem OK to me. My only edits (sce tracked changes) were to add two instances of *“and related

activities” after references to “Enhanced Attribution”, to leave it open to pull in additional data from other programs,

as needed.

>>

(di®)

>> Best,
>

e3> 2
>>
>> DARPA

>> 675 N. Randolph Street
>> Arlington, VA 22203

(0)(E)

>>

<

> - -

"y |Tb)(6; L mailtd ™' @darpa.mil> (NIPR)
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(D)(5]

>> idarpa.smil.mil <mailto: (B)0] ydarpa.smil.mil> (SIPR)
>> wdarpa.ic.gov

>> <n‘|a|lt0:1:h)|r=) F(’bdama.ic.gow (JWICS)

>

>> <DARPA Attribution MOU draft (4.28.17).docx>

>



Obtained by UndeadFOIA

From: Hickey, Adam (NSD)

Sent: Fri, 14 Apr 2017 17:48:54 +0000
To: |(bXE) |

Cc: | (23] |
Subject: RE: EA introduction

We'll try to get them set up — thanks.

From: [(D)0) | [mailto:{b)b) Pdarpa.mil]
Sent: Friday, April 14, 2017 1:27 PM

To: Hickey, Adam (NSD)|(=/%) |

Cc:[(k)6) Pdarpa.mil>

Subject: Re: EA introduction

I think| " Imay have sent slides? I can do it with or without slides — and since it’s late
afternoon on a Friday, | would totally understand if you'd like to just have a conversation :)

Either way, here’s a set of unclass slides (Dsitribution C — USG only) — we can use them or
not, deciding on the spot.

See you in a couple of hours.

(b)(6)

DARPA / Information Innovation Office (120)
675 N Randolph Street

Arlington, VA 22203

(NIPR |(B)©] wdarpa.mil
(SIPR) pdarpa.smil.mil
(JWICS) [Pl @ darpa.ic.gov
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From: |(bXE) |

Sent: Mon, 28 Nov 2016 12:13:39 -0500
(b)(8), (BYTHC), . o (—
(b)(T)','E) TO. ,,,,,,,,,,, T Er e W—" NK) (FBl)

Subject: Re: E-Intro

(DXB), (LYT)C),
(DY THE ) B (NK) (FBI) .
ay, November 28, 2016 12:09 PM
|
Subject: RE: E-Intro
(b)(E)
| am out of the area today.
Perhaps next time you are in town.
V/R,
Special Agent
FBI
Newark Field Office - Squad Cyber 2
(b)(&), (BI(7NC), (bYTHE)
From: |(2I(5) | [mailtoR)iE) mdarpa.mil]
Sent: Sunday, November 27, 2016 5:49 PM
516, DO, Tosl————  [NK) (78D
(PXTXE)~ Subject: Re: E-Intro
Ebggg;gw.’_(_@):uitjust occurred to me...I'm in NYC tomorrow. | have a meeting in Brooklyn noon to 3pm,

but otherwise free.

Cell{TTD

From: [E/F] |
el price Sent: Fridav, November 4, 2016 8:35 AM
(bYTHE) Rpladl 7,1 el NK) (FBI)

Cc: jm

Subject: Re: E-Intro
Certainly. What dates are you planning to be in DC?

Alternatively, I’ll be in NYC around Thanksgiving. The following Monday (November 28) may
work.



Obtained by UndeadFOIA

(bX6). )7HC). On Nov. 4, 2016, .at 8:26 AM[-———— [NK) (FBI{EXO) X7, BR7E] wrote:

(BYTHE)
|'fb)(6)

I will be in the Washington DC area |later this month. Perhaps if your schedule permits | would very
much like to buy you a cup of coffee.

V/R,

XTNE) -

Spec1a1 Agent
FBI

Newark Field Office - Squad Cyber 2
{(®)(6). (B)()C). I XE] |

From: [0 | [mailto[™© Bdarpa.mil]

Sent: Wednesday, November 02, 2016 9:58 AM
01, B0, Tof—— - XNK) (FEI); jms
(BXTIE """ cez Jonathan Smith

Subject: Re: E-Intro

Ah, but I'm not :)

I'm mostly based in DC (VA, really) these days. DARPA is in Arlington, but DC, Quantico, or
Chantilly are close by (depending on where you're based).

Best,
(b)(b)

ST e—— ]G
( KTIE)~ Sent: Wednesday, November 2, 2016 5:50 AM
To: [(b)E) | jms
Ce:[05)
Subject: -Intro

ROI0) mem—

Would you gave time to grab a cup of coffee when your schedule permits. I am in NY often.



Obtained by UndeadFOIA

-------- Original message -------—-
From: [P/®) e ko darpa.mil>
Date: 01/11/2016 9:51 PM (GMT-05:00)
EE;F?;{[S)(?)(C)ITQ (b)(S) a)ClS upeni. edu> L+ kNK) (FBI)" I(b (6 b (“ >b)ﬂ7)(E)
' G’ (b’(_|(a'ccntral cis.upenn.edu>

Subject: Re: E-Intro

Obviously, it’s not....it"s|®)®) l@darpa.ic.gov
(B)(B)
On Nov 1, 2016, at 1:50 PM, |©)®) Hrb’(b’ [@darpa.mil> wrote:
(b)(6) Thanks =1
AN my JWICS address is["® ) darpa.mil
(b)(6)

Original Message

From| (b)(6)]

Sent: Tuesday, November |, 2016 9:54 AM
iy L U L T W I(NK) (FBI)
(PRI X

Subject: E-Intro

(b)(6)

Eg;}%,g)‘?’(@ Intr.oduci»nga student of mine who may have some technology transfer
. opportunities for your
Enhanced Attribution program.

(1(5)

]currently at DARPA. His interests are broad,

but I thought that
the program he has might be something that the two of you could discuss.

Yours,

(b)(6)

University of Pennsylvania
T: (b)(6)fa\cis.upenn.edu
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(0)(6), [BYTC)

(0){6), (R)THC) (LI7XE
OXTXE)-..... From: [BYE) ]
(b6), (OX7)(C), Sent: e ThU 2 Nov 2017 17:42:03 -0400
{ C 3 : (b)), (b)TNC)
OXTHEY - TOE ] BA) (FBI) (BXT)E)
ce: i | ¥ 2 (BA) (FBI);[ET0 (NSD) (JMD),[————ICYD) B
(OX) LKTIC), (OGA)] - [BA)(FBI),I p—— ] A e = |
ope) wie). A (F_| _BA) (0GA); BA)(FBI) R - 1 LKTIC)
(b)7)E) -~ ~Subject: -~ Re: email address e O R
Attachments: smime.p7s (X6}, BT
(b)(6). ATI(CK™ -~ (bKTHE)
(DYTHE)~
Got it. I'll try to have the data by Monday.
(b6
Eg;ggi ét)i)(ﬂ(c). > On Nov 2, 2017, at 5:1 1pM BA)(FBI——— wrote:
' >

B
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(L)), (bYTNC),

{bi(B]. (b)(7NC) WE)-
ONTHE) .. A "m('_b‘}_G__z_(t:)
i W e
Sent: 7 -Thu, 9. Nov 2017 18:43:07 +0000 e , ”( ‘
()6), dXTXC), To: [bXE) y |(BA) (FBH)
EXE) e [OXO) |(NSD) (JMD);| o lcvo) (OGA)I I(BA)
(FBI){ [BAT(FBO] [BA) (FBI); FBI)I e | SEHEDARITAC),
{EHTNE:
[leAy[OGA]] BA) (FBI)
Subject: RE: email address
(B8], (B)TIC)
(oI AE)~ Thanks. I am downloading the files right now.
(bX8), (bXTNC)
(BXTHE)
e Original Message----- —
(oX6) NTHC. From: 6 [mailto] >’ pdarpamil]  (o)6), B)7XC).
XTXEY~ ... Sept: Thursday, Noverber 09, 201 7T, e dDTXE) (bX8). (BXTI(C),
BA) (FB])I o = e {DXTYE)
BA)(FBIf = —— '\.b.)t@) I(NSD) (JMD)I(b)(b) I
” [CYD) (OGA)[EHET. BRI, B 7TED (BA) (FBI)[ Yo I XC ). (T 1
{TE) (BA) (FBD{EYE] BI7 (7. (B E] [BX) (F DETEL BT BXDE) |
'D)(fi).(b)(T)[C). B)NIE) |(BA) (OGA D)LY, ( l [ (BA) (FBI)
<§> éb CTB)7IE)
BRTAR)" Subject Re email address

Sorry for the delay, [ was out of the office until today; you should have just received (or about to receive) a
nouﬁcanon from AMRDEC for a tar.gz file with all the data.

(bX8), BX7HC), > On Nov 2, 2017, at 5:1L1.PM..... B rote:
{bXTNE) > y
< (D)(5]
(bX6), (B}7HC), > I_l_la__uks..forxthcueal{:-s cc'd. She is the person in the best position to look at the data you spoke about this
(b)(?)"E) agsepeaqrilion aftcmoon'
>
(b)(6), (LHTAC).
(bXTYE) :Than-k You’
(b)X6), XTNC), > FB] Speciall—————
OKTYE)~= B Y- EE) |
>
>
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(B)(B). (DXTXC
B)(7)E

(b)(6), IBYTIC), BT)E)
(BXTXE)-. e
oNB), (51(6), (D)T)C)
e Froms P Jinso) 7]
.. Sent: “~_ Thu, 9 Nov 2017 20:35:51 +0000
Tor s 2] | : (b)(6), (OXTXC)

G e = {BA) (FB|)7| P lBA)(FBl)I I(cvo) (OGA) ! wme

(FBI) : BA) (FBI)[2AE) BIAL I KBA) (FBI); |(BA) (FBI)

BA) (FBI r)‘e (ERTHCL ()T kBA) (OGA) (FBI . [BAJ(FBI

(BA) (FBI)} ) J(OGA) (B[ .| ” ) (D)), (OXTXC),

Subject: Re: email address T

LD)(b) (DXTNC)

Thank you Have a good weekend. AR

On Nov 9, 2017, at 1:34 PM,[(LD.'(BJ [@darpa.mil> wrote:

Sorry for the delay, I was out of the office until today; you should have just received (or about to
receive) a notification from AMRDEC for a tar.gz file with all the data.

6O, On Nov2,2017,at S:11-PMI-———— |BA) (FBD)fPT®) BIICLBINE) fwrote:
Angelos,

)

)

;i OHNE)L Thanks for the call: -IS cc'd. She is the person in the best position to look at the data you
spoke about this afternoon.

(0X). 0XNO). Thank you[ |

BYSrBmC), .
e FBI Special Agent| |

(b)(6), L)(7IC), (bXTIE) I




(bXB), (LXTHT),
B THE) e

|
\

(DX6), (b)(7)
(DY TYHE) oo

(C)
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Sent: Wed 29 Aug 2018 15:15:10 +0000
To: |(bX6) 1

cc: (0)(5)

Subject: RE: FBI Foreign travel

Perfect, thank you

----- Original Message-----

From: [(0)(5) | [mailto]P1®! fodarpa.mil]

Sent: Wednesday, August 29, 2018 11:12 AM

Tk <Xt cyD) (coNy e N ) L)
Ce (b)@), (B)B)} Ll

Subject: Re: FBI Foreign travel
No problem.

Here are the forms. I'll send you my SSN on SIPR.
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(b ;(ﬁ)ét;)m( B, L WY ~ |(CYD) (CON)
Sent: Mon, 6 Aug 2018 16:32:13 +0000
To: |(b)6) |
Subject: RE: FBl.gov email

(b)(6) =T has been been it meetings. [ will send the calendar invite as soon as it is set

~----Original Messagc-----

From: |(5)(F) | |mailto|(b;’(6) b)darpa.mil]
Sent: Monday, August 06,2018 11:03 AM

(b)6), Ega)('f)( C). Tol JCYD)(CONM-......corv |

(bXTXE) Subjcct Re FBI gov email
Let’s do 930am on August 22 - assuming the whole thing takes less than 2 hours. Can you send a calendar invite
with the details?
Thanks,

(b)(ﬁ) (b)(? (C), >On Aug6,2018, at 10:33[—— CYD) (CON £y e s IEAL, e (0)i€), (PITHC),
(bs(B
> I'm working on verifying if your accounts will be active when you get back, I got some -- it should bes, but I am
verifying Please let me know when you plan on being here and 1 will setup you in-processing with security. You
get to watch a video, sign some paperwork and get your RSA token or CAC for login access. You will also need to
go to the Mission Ridge location to get your badge activated/pin. It is located at 15030 Conference Center Dr,
Chantilly, VA 20151--about 5 minutes from NCLITF Enter the building through the front doors and tell them you
are there to get your badge activated/pin. They will take care of you. Parking can be a pain but they do have some
visitors spots up front. You still have access to our areas with your badge without going to Mission Ridge but you
will just need to get badged into all the doors.
>

b)(ﬁ) (BYTHC), x[ I
> meen Original Message -----
> From: [()(0) | [mailto[[F)(E) fidarpa.mil]
> Sent: Monday. August 06, 2018 10:01 AM

(g)(?) (b)(7)(C):_:____ ; _JCYD) (CON){.... - |

RE)= >Subjeu Re FBIL.gov email

>
> Thanks
>

{bX(6), lb)('l)(C), >>O0n Aug 6, 2018, at 09:29 = CYD N LA (b6}, (BITXC],

(DUTHE) oy S = | HEp i Iwrote “{E}THEY
>> 1 will see what needs to be done to make sure it stays activated.
>>
>>
>>
>> -----Original Message-----
>> From: | (6)(6)] [mailto:[BIE o darpa.mil|
>> Sent: Monday, August 06, 2018 9:26 AM

fb)(g).{ (D]W)(‘?ljw S>> TOL. i [CYD) (CON)BIBT, BYTCY. BT |

BRI} Subject: FW: FBI.gov email
R
>



(b)(8), (BYTNC),

(b)E), LXTHC),

(YT HE)-—r

(b)(B), (bYTHC),
(DY TYE) o

{b)(B), (B){(THC],
(DYTNE) —m"

(b)B), (B)THC),

Obtained by UndeadFOIA

>>
>
>>

b >>.E[0ml,,m,. I( CYD) (CON)

>> Sent: Monday, August 6, 2018 9:25:23 AM (UTC-05:00) Eastern Time (US & Canada)
>> Tofbi(5) |

>> Subject: FW: FBLgov email

>

>

>> From: [(P)©) |

>> Sent: Monday. August 6. 2018 9:25:22 AM (UTC-05:00) Eastern Time (US & Canada)

>

>> Unclass account is fine. I'll be back in DC on August 22, which I think is the day *after* 90 days :(

>
>>>0n Aug 6,2018,at 08:32f [CYD) (CON)| . Jwote: ..
>>>

>>>{(0)(6)

>

>>> This email come in blank. They have built you UNet (Unlcass) and FBINet (SECRET) email accounts. You
will need to come in and in-process with security here to get the passwords. Accounts here are inactivated after 90
days of non-use. If you need a SCION (SCI network) you have to come and complete online training and then
request an account.

>>>

>>> Your email addresses here:

>>>
222

GRS E]
>
>>>

S>>
>>>
>>>
>>>
>>>
>
>>> —----Original Mcssage-----
>>> From: | (b)(8)|[mailtofD}(E) fvdarpa.mil |
>>> Sent: Friday, August 03, 2018 5:52 PM

>>>Tof e ¥ (0)'dtsViea ) E— I

{bXT)E)-—

>>> Subject: FW: FBIL.gov email

>>>

>

>>>

>>>

=5

>>> From: |(D)(0) |

>>> Sent: Friday, August 3, 2018 5:51:49 PM (UTC-05:00) Eastern Time (LIS & Canada)
>>> To{(0)b) |

>>> Subject: FBIL.gov email

(B)B), (DI(TNC],

HENTIE)
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From: |(b)E) |
Sent: Wed, 16 Mar 2016 13:45:44 -0400
(bX6), (bXTHC). 1o
(bXTHE) ~ TR i , l{ch) (CON)
Cc: 0){o) |
Subject: Re: Follow-Up

(b)(6), (b)7HC)

(BXE), (DYTIC), it e
OXTNE) -1 both work for me. I'll leave it toto decide.

(DX6), (OXTAC).  On Mar 16, 2016, at.12:50 PMJ-- - fcYD) (CON){oXE) BRTIC). (BRTYE] |
o — A
Ilb)(ﬁ) |
>

> 1 do apologize for the delay |(01(7)(C], (b){7)E) ]
l(D](B). EN7NC). BITRE] Ialso sent me an email. | responded to him informing him that either 10am ~ 12pm or 1pm -

Jpm will work for us tomorrow. Please let me know which two hour timeslot works for you and I will send out a
meeting invite.

>
> Thank you,
>
(bXE), (BXTHC), >
AT =
> From: [(£)(5) | [mailto:{(®)5) [@darpa.mil]
> Sent: Monday, March 14, 2016 9:55 PM
(b)(6), (bX7)(C) > IQ# [CYD) (CON)
(OXTHE)-= > Sub_]ect Fwd: Follow-Up
>
(bX6), (bX7HC), > Hj
(bXTYHE)—"" 1

> | haven't seen anything on this. Does Wednesday at 2pm work?
(b)(6)

> Begin forwarded message:

-~

> -

> From: "Freese, Donald W. (CYD) (FBI)"F’)(S)- {BI7NC. (BXT)E) I
> Subject: Follow-Up

> Date: March 11, 2016 12:27:00 PM EST

>To:fb)6) 6@ Fodarpa.mil>

> Ce: [BICLBRTIC). [CyD) (OGA)"iR)E (b} 7)IC), B)7)E) kCYD) (FBI)"

(B)B), (b)XT)C), (BYTIE) l[cYD) (OGA)“ b)(6), LI AC], (b )’7)(E) |
(b)(6), BYTHC), .J- b)[e]. (bi(7I(C]. (b){ )IE)
(bXTHE)

(O)(6J (R)7)IC), R)IE)

>

[ —]

>

> Thanks again for taking your time to reach out today.

(DX6). (OX7HC), E~ please work to set aside a two-hour meeting next week to include all on this line {_- Jis out..lll 'h (5

= e R I P e L et

>
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(bxe), THC), S

X TXE "5 the DARPA
>

PICT kil be bringi-n'ho will begin a detailee position (3Xdays/wk) to serve
[ (b)(6)]

> Thanks all and have a great weekend!

"

> Don

-~

> Don Freese

> National Cyber Investigative Joint Task Force (NCLITF)
>

>(0) 703-633-4900

>(C) 817-988-8407

> NIPRJ(bYE], (BYTHC). (B)THE)
> SIPR:

>

VVyYy
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From: Freese, Donald W. (CYD) (FBI)
Sent: Fri, 11 Mar 2016 13:07:46 -0500
To: &) ]

Subject: RE: Follow-Up

Thanks

-------- Original message —------—-

From: [®)©) (@darpa.mil>

Date: 03/11/2016 12:56 PM (GMT-05:00)

To: "Freese, Donald W. (CYD) (FBI)"|PI. (hi7)iC (b’m( |

(E;E?; é?) M. Cef [CyD) (OGA)" [PXeT BRITCT. BRITE kCcYD)

(FBI)" T TR R (CYD) (OGA)"

COREGE) o\(?)( ) CYD) (CON)" [EXe G7ic BXTye) |

(EYET BT, BUNE) KOGC) (FBI) Jore, GRTNCL By 7TE) [(OGC)
FBI)"oI0) BITNC). GN7TE] [(CYD) (FBI)"

TOYGY. (BXTCY. ToXTIE) [oe l@darpa.mil>,

[(BXE) fwdarpa.mil>

Subject: Re: Follow-Up

Thanks Don. (b)(6)

asbeencc'ed

(D)(6), (b)(T)C

please sendclearances over to the NCIITF, ask for a permcert.

(bXTHE)—
Thursday of next week works well for me, as does Wednesday after 2pm.
Best,
On Mar 11,2016, at 12:27 PM, "Freese, Donald W. (CYD) (FBI)" [(b)5). (B)(7)(C). (DX 7)E) |
wrote:
(b](6)
> 3 .
> Thanks again for taking your time to reach out today. EE;E%&DK?XC"
Ebggﬁg ét)’)m(q ,..- please work to set aside a two-hour meeting next week to include all on this linc 1& out and-wﬂl (h '5) (7XC].
v serye)
>
(DXB), (OXTNC), > n)(e) ill be brmgmg_n ho will begin a detailee position (3Xdays/wk) to serve
(OXTXE)- as the DARPA ‘‘‘‘‘
BY(6), (B)7NC
EDSE’;(E))H() > Thanks all and have a great weekend!
>
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> Don

>

> Don Freese

> National Cyber Investigative Joint Task Force (NCIJTF)
> (0) 703-633-4900

> (C) 817-988-8407

> NIPRb)E), (b)), ()(7)(E)
> SIPR:
>

vV V



(b)), (BYTHC), e
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On Feb 9, 2018, at 4:54 PM, [*'®) (NSD)FT®)
(b)(6)
EE;&?;;E‘SJ(”(CJ- Can we do Tuesday at 2pm?2 That works for|-——_|and |. Thanks! (bYB), (bXTHC
e Bl

(b)B), (P)THC)
(bXTNEY~~

X6), (L)(7)C)

(b )
(DX TYE e

(bX6), DITNC),
(DY TNE )~

[EE) ]

Fri, 9 Feb 2018 18:11:56 -0500

,‘.., ..................... (SF) (

(OXT)E) .A.......,.SF) (FB)

Re: Follow-up call?

FB')‘(D'{(S) l(D)(6)

Iinsoy[ ]

Sounds good. Low or high side? If the former, call me atOtherwise, send me an
NSTS number to call.
Have a great weekend.

am to 1230 pm PST and am out all Tuesday am.

Regards.

(D)), X7, |

(bXTXE) -

Supervisory Special Agent
Squad CY-1, National Security Cyber

FBI San Francisco

()], (BYAHCY, (B)(7I(E)

This communication contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and

is loaned to your agency; it and its contents or attachments are not to be distributed outside your agency.

From:[P/)

](NSD)|ibJ(6)

Sent: Wednesday, February 07, 2018 9:35 AM

To: |(6)(5)

Wb)\e)

[@darpa.mil>

Cc: [(b)E)

(b)(&

|

4
SF) (FBI"I©

darpa.mil>; /(b)) IgNSD) (JMD)

3 RYTHE), (D)ANE)

ISF) (FBI)

(LXE). LX7HC), (B)TYXE) I

Subject: RE: Follow-up call?

" {oiB), (BXTNC)
(b)(7XE}

(b8}, (b)(7)C),
(DTHE)
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Egggsgfg))) (e, Great, thanks.. 1 .d.efer.».to.»the.agents;[----------------'---- ], on timing. Monday and Tuesday are pretty open
for me.
From: |(b)(€) | [mailto:[(b)E) [@darpa.mil]
Sent: Wednesday, February 7, 2018 12:33 PM
To: D)E) |(NSD)|(D)(6) |
Cc:f’“‘ﬁ‘ darpa.mil>;[F¥E] J(NSD) [T |

| SF) (FB|1(bJ(6). BYTNC), BITIE) ksp) (FB|)|{b){6).(M(U(Cvl.(b)ﬂ)iE) l
Subject: Re: Follow-up call?

I think so can coordinate for Monday or Tuesday — I’m generally available on those
dates.

Best,
(b)(6)

On Feb 7, 2018, at 9:08 AM, [ (NSD)[©®) prote:

Hil(b)(ﬁ)

(D)(3), (L)), (LXTHC), (BXT)E)

(b)), (B)E), (BXTNC), (B)INE) [(LX5)
back to California today, but do you think it might be possible to get a call together early next week?

Thanks,

b)(6)
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From: |§bl<f>’f‘ kNSD)

Sent: Tue, 13 Feb 2018 20:53:03 +0000
To: I(b)(G) |
(b)), IBXTHC), s i o N B (SF) (FBI)fTE1E) : (SF).(FBI) (0)E), (B)TNHC),
(D)(")"E) ......... P 1 l P e J B Y SO {0 11 g )
: Subject: RE- Follow-up call? i
Okay — let's do Tuesday at 3pm. I'll send out an invite.
From: |(b)it) | [mailtofb)®) [@darpa.mil]
Sent: Tuesday, February 13, 2018 12:53 PM
To:[F7E) (NsD)[TE)
(bX6). IDXTNC). ] [(SF) (FBIYRXB). (BXINC). (BITXE) Kb)E) @darpa.mil>;
X" SF) (FB|‘ l
e (B)6). {D)THC)
{g; g;((t)w(?) Sublect Re: Follow-up call? (ENTHE)
[bX

If you don’t mind doing a call on Monday (Presidents Day), that would be best (and wide open).
I can also do Tuesday at 3pm (or later), and Wednesday after 2pm.

Let me know what works.
(b)(6)

On Feb 13,2018, at 6:20 AM,[V©) |(NSD)["X®) |wrote:

anle X0 - : y ini (b)ig), (p)(7HC],
ThankbUnforlunately we need to reschedule to dccommoddle.ram.mg_...,.._,_ N

schedule. Do you have any availability early next week?

On Feb 11,2018, at 11:03 AM, |PX) J)e) ladarpa.mil> wrote:

Got it. I think I can cover that myself.

On Feb 10, 2018, at 17:37, [ |(NSDY™®) | wrote:

(D)5). (R)B). (DYTHC], [R)E)

On Feb 9, 2018, at 6:14 PM, |(01(5) [ lodarpa.mil> wrote:

Sorry, a follow-on question: do you want the PI from Georgia Tech on the call? He is a foreign
national (green card holder), so we can only do low side call if so.

(And I haven’t confirmed if he’s available at that time; he probably will be.)
(D)(B)

On Feb 9, 2018, at 4:54 PM, I(b’(e) |(NSD)|(b)(6) |wrote:
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(b)6)

Can we do Tuesday at 2pm? That works forWand I. Thanks!

(b)), (B)(F)C), On Feb 8, |(SF).(FBI - rote:
(£X0) EXDIO), O Feb,: (SF) £ Iw

EE;EB; é‘;)m(b) Il defer tof ——_Jas she is the most important from our side. | have a meeting on Monday from 1130
; am to 1230 pm PST and am out all Tuesday am.

Regards,

(bJ(bJ (b)(T)( oyt
RGN

(bXE), B)THC),
Supervisory Special Agent
Squad CY-1, National Security Cyber

FBI San Francisco
(b)(6), (B)(7)C), (b)T)E)

This communication contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and
is loaned to your agency; it and its contents or attachments are not to be distributed outside your agency.

oo™ |

Sent: Wednesday, February 07, 2018 9:35 AM

To: |(B)(B) (bi(B] @darpa.mlb
Cc:[ENe) Rdarpa.mil>; b(6 |(NSD) (JMD)

(bX6), (bI7HC)., [DI(E) m—— BT ) BHTNE]
et taall o I | (sF) (FBI) |(SF) (FBI)
(2)(B), (B)7)C), BX7IE) |
Subject: RE: Follow-up call?
%E;g;é‘;}m(QGreat thanks. | defer to the agents | | on timing. Monday and Tuesday are pretty open
: for me
From: (D)) | [mailto () [@darpa.mil]
Sent: Wednesday, February 7, 2018 12:33 PM
To:[)6) |(NSD) 4076) b
Cc{(bﬁiﬁl gdarga.milxrb){f‘) {(NSD)[ETE] }
(bX6). (BXTC), (BI(6), BN THCY . (PI7X (B)E). (DITNC]).
sl SF) (FBI)| [(SF) (FBI)| | P

Sublect' Re: Follow-up caII?

I think soP© | an coordinate for Monday or Tuesday — I’'m generally available on those
dates.
Best,
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(b)(R)

On Feb 7, 2018, at 9:08 AM,|""* JNSD)®) |wrote:

Hi [BT0) |

(b)(5), (L} 7HC), (BR7HE)

back to California today, but do you think it might be possible to get a call together early next week?

Thanks,
(b)(6)

(b}(6)
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From: |(b)E) |

Sent: Thu, 25 Feb 2016 11:09:57 -0500
To: [iE)®), (BI(TXC], (B)7)E) |(CYD) (CON)
Subject: Re: Follow-up Discussion

I can do 1430 tomorrow (Friday). Please provide NSTS number and I'll call.

(D))

DARPA/Information Innovation Office
675 N. Randolph Street, Arlington, VA 22203-2114

Telfb)E) | Cel:[(bX0) JFax{ib) ]
[(BIE) J@darpamil /[BIET___Jadarpa.smil.mil {(E1E) J@darpa.ic.gov
(XL XTI On Feb 25,2016, a10:43 AM; | }cYD) (coNy BT TENTICT. T T |
" wrote:

> Good morning[2/®]

>

> Don Freese, Director NCIITF would like to schedule a follow-up discussion tomorrow regarding a conversation

between he and Kerry Bernstein (re: mitigation of hardware and supply chain exploits).

>

> Anytime after 2pm for approx 30 minutes (NSTS) would suffice. Please advise of availability.

b

> Vr/

>
(bX6), (BX7HC), >
(PATHE=> Noblis CTR

> National Cyber Investigative Joint Task Force (NCLITF)
> FBI Cyber Division
[E)8). (BXTNC), (B)TIE)

V4

(VIR VIRY)

v
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XL DITNC). Fromz ..o lcvp) (con)
e Sent: Tue, 31 Jan 2017 22:19:07 +0000

To: |(b)6) |
Subject: RE: Georgia National Guard
| will check
From: [(b)€) | [mailto{bi(5] [@darpa.mil]
Sent: Tuesday, January 31, 2017 4:58 PM

(b)(6), (L)TNC), : ), (BN TC), 1o

(b)m(é) S T..o.F ..... |(CYD) (CON)[RIB). (BIXTNC), BIIE |

Subject: Re: Georgia National Guard

Are they used by any actors, in the past few months.

(D))

DARPA / Information Innovation Office (120)
675 N Randolph Street

Arlington, VA 22203

(T) I(b)(s) |

(NIPR)®X%) (@darpa.mil
(SIPR) wdarpa.smil.mil
(IWICS)|[PE) @) darpa.ic.gov

On Jan 31, 2017, at 4:52 PM [PI®. BINE BXTIE|(CYD) (CON)|e: EI7HC I IE]

wrote:

Sorry yes we provided the brief at NCIJTF. To

DYANC). (B)TIE)

-----Original Message-----

From: {5 | [mailto:{®)®) ladarpa.mil]
Sent: Tuesday, January 31, 2017 3:03 PM
To:mﬁ(CYD) (CON)ETE). BI7XC). TITNE)

Cc:|oio) [a;darpa_mil>;|(03(6)
(B)(5) adarpa.mil>

Subject: Re: Georgia National Guard
Ack on GNG.

“Here” is at NCIJTF?
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On Jan 31, 2017, at 2:56 PM_JRI0). (b)7)C), (bX7IE) ](CYD) (CON) <|(°' B), (BX(/NC), BN IEY }
wrote:

ib)(6)

B ONENE: Lh;ef-sald it is a no go, they could not get approval for the pilot.
We provided a RAPID brief here today and part of the discussion led to a interest in ACD. It has
fgiﬁ?ggw’(:’ “to do with the slide deck Isend via JWICS.f——— had the interest and he had to leave.
- will keep following up with him. I am also working the partial transition with| —— E%i%é)‘ XCl,
over at Mission Ridge.

(bY6), BXTHC),
(DX TYE) -~



(
(

(
(

(
(

(
(

Obtained by UndeadFOIA

= Sent: Tue, 31 Jan 2017 22:43:24 +0000
To: (23] ]
Subject: RE: Georgia National Guard
BE)

bXO). IDN7HCI. | could not find. anything. is going to look also and he is also going to check some other sources

b)(?){E) s DAL e Sk b
b)), (L)THC),
bXTHE) =
From: [E0) | (mailto] ®© [@darpa.mil]
Sent: Tuesday, January 31, 2017 4:58 PM
ek T - JcYD) (CoN)[ETETBXTICT TETYE) l

Subject: Re: Georgia National Guard

Are they used by any actors, in the past few months.

(£)(6)

DARPA / Information Innovation Office (120)

675 N Randolph Street

Arlington, VA 22203

(T)[PXO) |

(NIPR)“® @darpa.mil
(SIPR) wdarpa.smil.mil
(AWICS)[BBI  ladarpa.ic.gov
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From: |(b)6) |
Sent: Tue, 23 Feb 2016 15:47:12 -0500
(g)(tf);éb)(?).(?:).'.. To: I —— Jicyp) (con)
BKIRE) Subject: Re: High Side Email Address Needed
See below. I think Don has it already (he sent me a note on Friday).
(0)(B)
DARPA/Intformation Innovation Office
675 N. Randolph Street, Arlington, VA 22203-2114
Tel:|((5) | Cel:[[EXE) JFax fOI5] 1
[(DXE) fudarpa.mil /[[B)(05] |@darpa.smil.mil {6 J@darpa.ic.gov
(b)6), (DX7HC).  On Feb 23,2016, at 2:44PM[ (CYD) (CONyr [FYELOTHCT EITED ]
(BXTNE) WrOte‘ oedn end N
(D)D)
.

> 1 do apologize for sending you multiple emails today. I do need your high side email address since the briefing 1
need to forward to you is classified. Please provide that at your earliest convenience.

>

>

> Thank you,

>
(OXTHE) e - - 2
> Executive Assistant to Director Donald Freese

> National Cyber Investigative Joint Task Force (NCIJTF)
(b)(6), (BI(7I(C), (b)7)E)

4

A4

VvV Y
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b)(6), (b){7)(C),
OO0, grom, [ Jen)al

Sent: Thu, 12 Oct 2017 15:27:23 +0000
To: ib)(G} |

Cc: (b)) |

Subject: RE: Interesting article

FYI - I won't be able to discuss details of the case | was referencing. | cannot verify what is accurate or
inaccurate. | can still tell you | am the case agent on 3 different cases that some have at different points
in time have put together. The facts for the 3 cases do not support any connection. | am letting you
know because | don’t want to waste your time.

(b)), (bYT)C),
(BYTYE) e -l _Thank .yOu

(bXE), (OX7NC).  FBI Special Ag
! ’ (b](B), () 7)C), (oi7 (EJ

From: |[(b)€) | [mailto:|(R)E) [@darpa.mil]
Sent Friday, October 06, 2017 12:35 PM

(b)6), (BYT)C), T il
(BYTYE) - _ )[ L

Cc (D] [@darpa.mil>
(b)6). BIFIC). . Subject: Re: Interestlng article
(bYTNE)

OK
(bX8),

OXOLLMO._On Oct 6,2017, 2t 1230 PML - BA) (FBIJ™ OVILONKE) o,

Definitely different. The case | spoke to you about is different from 2 others that | have which seem

similar. | won’t be able to share much at this point about this case, but think | could talk on the 18th,

=[O e, BITE

From: [[E)E) ] (mailtoP® l@darpa.mil]

Sent: Friday, October 06, 2017 12:14 PM
(bX6), BKNNC), Tof ——— ] TOXE) BX7IC), (5]
Cc:fib)ib) @darpa.mil>

Subject: Re: Interesting article

I don’t think it's a different case. I’ll be at Ft Meade on October 16; let’s talk after that — I’'m

hoping to dig a little deeper on this while I'm there. Maybe Oct 187
b)(E)

(KL BIOO,_On Oct 35,2017, at4:13PM——BA) FBO[" V"D Jwrote:




(b)(6), )7

&

),
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This is a completely different case than the one we were speaking about. I happen to know about
this other one as well. I could tell you a little about this other one. I should be able to talk on
NSTS next week if you provide a good time and date for you (and your number).

Thanks

---=---- Original message --------
From: [PI] J[eE) lodarpa. mil>
Date: 10/5/17 16:09 (GMT-05:00)

Tod. |BA) (FBI)'fBi®). BXNC) BINE) |

Subject: Re: Interesting article

I’d like to talk again about this, maybe NSTS? Next week?

On Oct 5, 2017, .at.16:0 BA) (FBIPEL BINCLBITET kyrote:

Thank you

-------- Original message --------

From: [ L)(©) fudarpa.mil>

Date: 10/5/17 14:46 (GMT-05:00) : -

R T |(NSD) (IMD)" {77 Plae " [BA) (FBD)"
6], ()07 NC], th)[/

Cc:|I(5) |@)darpa.mil>
Subject: Interesting article

re: our last discussion when you visited with the team...

OIFC). (B)TNE)
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OO OO, from: . [ JwMD)(Fal)
& Sent: Mon, 12 Feb 2018 18:33:55 +0000
To: e @ ]
Cc: Gl |
Subject: RE: Introduction for|(b)i9) |

[BIET XTI, BN TIE)

Thanks in advance for your assistance,

(b)8), (bXTHC).
(DXTNE) e _—

Program Manager

FBI WMDD
(bX8), (LXTC), _
RATCCH m—

-----Original Message-----

From: [2](6) | [mailtol®X®) ludarpa.mil |

Sent: Monday, February 12, 2018 11:20 AM

 TofElE] e darpa.mil>

A o N _ WMD) FBI} Lo @ darpa.mil>
(PXTXE) - SubJect Re Lb [

X Thanks[—_]

gggg ; {BA7IC), leasc 10 e-meet you. How can 1 help?
(b)()

>On Feb 12, 2018, at 10:09 AM©® pdarpa.mil> wrote:
>

(b)), (BXATHC).

(bXTNE )_
> Let me virtually introduce you tof *®) |

(b)) n [20.

> Regards,
e
>
]
s (bXB). (bYTHC)
> ——---Original Message----- (bi (7.)& £ :
> From{1(5) ]
> Sent: Monday. February 12, 2018 9:22 AM ———
(bX6). OXTIC) > Tod. . (WMD) (FBI)f =
OXTXE—" 5 Co JETRT J@darpa.mil
>[eX6 [a@darpa.mil>
> Subject: RE:[0)5) ]
>
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0 0010, > B
(XTIE) """

(b)6)
(bX7

{(b)(6), (b)(7)( 3
(BXTNE) =

b
bXT)E)

0

)

> [ wanted to pass along additional information yvou requestedl‘ e I

BIE_— Jand[___(b)(6)]are two other [EIE] Jand
*c'ed are SETAs who can help make the introduction.

>

> Thank you,

>
(b)(E)

> DARPA Contractor

S ) ]

>(703) [oo)

> (571)
>
> -----Original Message-----

SFronf.. WMD) (FBI)‘;-(D)(G" BN BNE |
> Sent: Friday, February 9, 2018 3:09

> Tob)0) fodarpa mil>;|(V)°) |
>[(bX6) |
> Cc(bj(6) fudarpa.mil=>](b)(6)

A(bj(6)
> ‘wdarpa.mil>

> Subject: REJEID) |

>

> Hello All

> Leaving FBIHQ now. Will be there in about 35 minutes assuming no
>metro delays. Will call upon arrival at DARPA.

> Thanks

.

> —---Original Message----- ‘

> From| (6)(6)] [mailto (b)(6) [@darpa.mil]

> Sent: Friday, January 26, 2018 4:13 PM (b)), (B)THC),
> ToJo16) 1. DXXE)
>[BXo) | WMD) (FBI)

-, —— l ‘

> Cc: [B)6) @darpa.nﬁ]>m

(bl6)

< pdarpa.mil>

> Subject: RE: [P)1%) |

>

>
> I would be happy to discuss. I am on travel all next week. Would it
> be possible to set up a time the following week? |(b)(6]  |could you

> help us find a time?
-3

> Thanks,

B Original Message-----
e From‘(b:'(ﬁ) I
>|Ib)i6) |

> Sent: Friday, January 26, 2018 4:02 PM




(b

X8), (LXTH(C),
(X7 NE)

(

(bY(6), (B)7HC),
(BXTHE) -

(b)8), (BN7HC),
(bXTHE) -~

16)
7

b N7HC)

(
(

(b)6)

XTI, -
i
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>To:

_mwmmwm* _____________ e wm I
adarpa.mil>

) |

(D)(D)

|

> Subject:|(°

(bX6), BYTNC).
(DXTE) ="

> I am sending you both the others e-mail so that you can introduce
> yourselves and discuss the FBL work thatf ——  Jwould like to conduct

"> using either thef®)3) | Please

>reach out to each other to discuss and et me know how you would like

> to proceed and we will make it happen.
>

=

> Program Manager
> FBI WMD Directorate
(WMD) (FBI)BXE). (DX7)(C), (DXTXE) |

(b)(E)

[T W A S,

>
o ok sk b o ok ol o ook o o o o o o o o ok o o8 ok e ok ke s ke ok e e ke e

(b)(B)

W AP - A A B AP A S i

sk ok kohok sk okok kb ok kR kck ok Rk Rk R kk Rk kK

v v



(b)(6), (B)(THC),

—_
o
=
~
-
m
AL

(b)(6). (BYTHC).
{(bXTNE) ¢

> SSAL. i
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From: |(b)(8) _u}

Sent: Tue, 18 Jul 2017 16:54:46 -0400

K —— B l“R) (FBI)

ce: BY%) |
Subject: Re: Introduction

Sure [PX8) lwill coordinate.

>OnJul 18,2017, at 4:52 PM|.—-- [Ry(FBH[ T e S

o

> Hello everyone and thank youm

>

> Nice to virtually meet yo (L)) | The program sounds very exciting, and [ would love to hear about it. [
am will be out of the office on July 27th and 27th, but | would be open for something in early August if that works.

>
> Thank vou,

> Behavioral Analysis Unit (BAU-2)
> Cyber Behavioral Analysis Center (CBAC)

> Critical Incident Response Group
(D)6). (BI/)(C). (DITXE)

v

>
>
> —----Original Message-----
> From: |(£)(6) | [mailto (b)(6) kudarpa.mil]

> Sent: Monday, July 17,2017 1:07 PM

> To:{(b)(B) [@us.af.mil>

> Subject: Re: Introduction
>

> Thanks/(b)(5)
>

i & I llR) (FBI (g))(ﬁ)). (BITIC), (B)7) D)[6) Edarpamﬂ}

>

>>On Jul 17, 2017, at 12:32 PM,[®)5) [@us.af mil>
wrote:
>>

>{iic]

>> [ want to do a virtual introduction with |P®! | | |
>>{(b)(6) | Enhanced Attribution (EA) program. This is
>> the program that I tried to sce if you were available to attend the

>> semi-annual program review. I didn't want to wait until the next meeting,

>> because they are doing some really good work and I think it might be

>> worthwhile for you to hear. I think they would be willing to host you for a

>> visit, or even travel down to see you at your facility. Personally, I will

>> be at Darpa on July 27 and morning of July 28. I have also added |(D)(6]
D)6} on

>>(b)iG) |he is the|(D)(5] Jhat is directly supporting]
>> this project.

>>

>> [ hope to see ya soon.

>

>>E

>>

(h)iB), (b)(T)C],
(B)THEY
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>>{(0)(6)
>

>> Comm: &)

>> DSN{T_ Al
>> VOIP: &

>>
>

>



(b)(6), (L)THC),
THE e

-~

o
—
=<

(b)8), (b
()7 )LE

(b)(8), (PX7HC).

(DY TYE) -

(b)B), (DXTNC),
(DXTNE) -ms
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BT | ——
Sent: Wed, 23 Aug 2017 17:49:16 +0000
To: (b)(6) |
Cc: [(0)(6)

Subject: RE: Introduction

Thank you[®)®) |we are good to go now. See you all tomorrow.

Thank you,
From: |(b)€) | [mailto:{[£)E) [@darpa.mil]
Sent: Wednesday, August 23, 2017 11:46 AM
I o | ISE— IR) (FBI)IWW‘
Ce:[ENE) Bdarpa.mil>;[ETe) |
[oYE) @darpa.mil>

Subject: Re: Introduction

I can't make next Thursday or Friday.

(D)(6). (DY 7IC), (D) TIE)

)61 |can you call

' _On Aug 23,2017, at.11:45 oo : [(IR) (FBI)[®¥0) I7XCL®XNE)  hyrote:

Hello again,

It doesn’t look like our clearances will make it out in time. It takes about 3 week for our HQ to pass
them, so we will have to reschedule. What is your schedule like next Thursday?

Thank you,

From: [EE) ] [mailtod ©)°) [@darpa.mil]

Sent: Tuesday, August 22, 2017 8:30 PM

Tod . (1R) (FB1)ETOL BITTCT BITE)

Cc{B) @darpa.mil>;{°X°) |
|(PXB) mLmib

Subject: Re: Introduction

For collateral-level visits, please fax your clearance/visit request to DARPA at (703) 528-3655 or
send it via email to: VCC@DARPA.mil. Via JPAS, the requesting FSO may send a visit request
using the SMO Code: DDAAUS4.

For SCl-level visits, please fax your clearance/visit request to the SSO at 703-812-1995 (secure)
or 703-528-3655 (unclassified). You may also send your SCI visit requests as follows:
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Via JWICS, the requesting SSO may send a message with the visit information to SSO DARPA.
Via JPAS, the requesting SSO may send a visit request using the SMO Code DDAAUS2.

Lots of parking across the street at the Balston Mall (entrance through Glebe Rd).

DX, On Aug22,2017;at19:59] IR) (FBLFTS- OXICIBIE— Jwrote:

Hello,

I have not received any details on clearance passing for our meeting. Also anything we need to
know about parking at your location?

(b)6), (B)7HC) Thank you,
, (BY7HC),
(DXTNE) =~ ,

-------- Original message ------—
From: |P)©] [[©5) l@darpa.mil>
Date: 8/18/17 11:19 AM (GMT-05:00)

To:[PXB R)/NC), (BT )E) |([R) (FBI)'1(DI(6),(D)1'/)(C) (bIf7IE] |
Ce:[P®! f@darpa.mil>,[>'®
[foXE) [adarpa.mil>

Subject: Re: Introduction

See you then.

(HOLEXTNC)._ On Aug 18,2017, at-11:18 AM}-———— JIR) (FBO)PXO) CIIELENTET fwrote:

Sounds good.

EE;E?;,‘:S)(Z_’"@"Mand [ will both be carrying.

-===---= Original message --------
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From: |5 R tdarpa.mil>
Date: 8/18/17 10:47 AM (GMT-05:00)
To:BT0) BXNCLBITET_[R) (FRI)" [PFo- B BRI |

Cc:[P10) fudarpa.mil> (oIE]
[®E) lwdarpa.mil>

Subject: Re: Introduction

Sounds good.

We’re at 675 N Randolph Street, Arligton, VA 22203. Once you check in, they’ll call me.

(B)(6) cc’ed) will send you details for passing clarances. Let her know if you’ll be carrying, so

(b)6
(b)7

), IbYTHC),
13 p—

they can notify security.
Best,

G

On Aug 18,2017, at.8:08- AM} - (IR) (FBl)rb)fa), BITHCT. BIT)NE)

11am on Thursday is good. | can come up to you. There will also be another person with me,[

(b)6), (BYTHC),
DXTNE)—

(b6), (BI7T)(C),
(BN TNE) "

-------- Original message -———

From: [(b)(6) |b)E) |@darpa.mil>
Date: 8/17/17 2:12 PM (GMT-05:00)

! v E— lir) (FaIy| s e —
Ce: IMSI hdarga.mib

Subject: Re: Introduction

11am on Thursday? Are you coming over or the other way around?

“_onAug1z.2017,at1400f R (FBIf —

Next week is very open for me right now.

(b)(B), (bJ(7XC],

s e (b)ﬁ')(E)

[B)(B), (bI(TXHC),
e DWTHEY
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-------- Original message --------

From: [P)'€) [@darpa.mil> (b)(6), (b)THC),
Date: 8/17/17 12:20 PM (GMT-05:00) T — e DYDIEY
(b)), Ib)TIC), ; [ IR)(FBIY'| - T R e i
e - Jor) (Faiy| |
Cc ‘ darpa.mil>

Subject: Re: Introduction

No problem. What's your availability next week?

OXDLKNO). > On Aug 17,2017, at12:49) ———— [R) (FBn[P7E-PITIELBIE fwrote:
>
>

> | apologize, this email got lost in my Junk email and | did not notice until now. Let's move forward in
setting up a meeting and greet.

>
(bX6), (B)TIC),
(DN TYE) >

>

> -----Original Message----- _
> From: i<b)18P ] (mailto[ 1] [@darpa.mil]

> Sent: Monday. July 17, 2017 1:09 PM
oIB) (TNC),  >Tol....— IR) (FBN[®I(), (B)7)C) BITIE] |
BITHE)—""""> Cc]L)b) darpa.mil>
> Subject: Re: Introduction

>
?|:|pleased o meet you.
(o}B), (Y 7NC)K"

(OXTUE) - > FYI, we have an MOU with the FBI for exchanging information — see attached.
(b){B)

v
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From: |(b)6) |
Sent Mon, 6 Aug 2018 11:07:27 -0400
omeno, . prenchsil
cc: H oo 1AT) (FBI); [E06T BXTCT GITHET |(BH) (FBI)
(0}(B), (bY7)C),  Subjectz—"" “ Re:introductions
(BITKE)—

B), )THC
e [ Jthanks.

On Aug 6, 2018,at 10:32.f . - AT) (FBI)| T ... (o)), (OITXC]
T S ) — . :

(b"m(Ej Please meet Special Agent|(b)®) B)I7)C), (BI7TNE)  |will be your point of contact tomorrow.

will reach out with his contact information and other details later today. To allow time to get into the -
s 4 : (B}(8), (bXTHC),

building, please plan to arrive 15-20 minutes early. (B)THEY:
Thanks!

oxeL o), f— ]

(OXTUE)—"
From: |(D)€) _| [mailto Do) Pdarpa.mil]

Sent: Frlday, August 03, 2018 5:43 PM

(bX8), (B)T)(C)
(BXTNE)- ;

Subject: Re: introductions

| have an fbi.gov email account?! | guess | shouldn't be surprised, given the SACS badge - but I’'ve never

used it :)

Thanks,

(B)E)

3 (D)B). (D)TXC),

(bXE) BITIC)._On Aug 3, 2018, at17:36[— — ____ |AT) (FBI)| —— Lirote— BNTE)

It went to your fbi.gov email account. | just forwarded the invite to your darpa account.

From: [E) | |mailto:|w)‘6) Pdarpa.mil]

Sent: Friday, August 03 2018 5:20 PM
TodBHE). (BTHC), [B)7)E lBH) (FBI)| b)(6), (b)(T).C), (B} 7IE) |
celf.. _J(AT) (FBI)I I

Subject Re mtroductlons

ﬁ

(b)6), (b)(7)(0)
( XTHE

(DX6), (b)( TJ(L)

(bXTHE)~ Dthanks | haven’t seen any dial in instructions yet; I'll let you know if none are received by Monday

afternoon.
Best,
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E(m )
On Aug 3, 2018, at 16:59 [P/ BITTE_|(BH) (FefETEL PITCLEITE— wrote:

(0)(D)

Eggﬁ?g(é‘?m@ _______ lf..y.ou.-l-ink-uprwith-(or someone on the Cyber Squad) on Tuesday, we can do a secure video

call between our office and Atlanta FBI. If thatisn't possible, we'll go to plan b, the unclassified
conference call. Let me know if you don’t see the dial in instructions.

Have a great weekend!
(D)6, (IFIC),
(bYTNE)-~
From: |(b)€) | [mailtof®is] [@darpa.mil]

Sent: Wednesday, August 01, 2018 6:48 PM
ToPIE). BITIC). BITNE)  [BH) (FBI) e} (BITXCI (BI7NE)

(04, DOXC)._ced————JAT) (FBIoT BN GRTE) [BH) (Fanf*™ PITIEL BXAE)
. J. l
(b)), O)T)C) 2 (S I@darpa m.|>j T TN N7 E] [BH) (FBIEIBL BRI BT |
bYT)E) Subject: Re; introductions

Sounds good - please send me a calendar invite with the details.

FWIW: If the Atlanta FBI office has an NSTS phone we can use, | can go there on Tuesday - | have a

SACS/Task Force (brown) badge and an IC blue badge, for access.
(b))

On Aug 1, 2018, at 18:53,[P/0). (XTKCL BIIE) k) (Fa) [PXE) PITIEL BXTNE) fyrote:
(ENE]

If you agree, we'll get started by setting up an initial unclassified call for Tuesday at 2:00 EST? In the
interim, we will also identify potential dates to travel over for a face-to-face meeting.

lb)(t;).éo)(?)(CJ. We'll push out Tuesday's dial in instructions in a future email.

(BXTHE) ..

From: [(b)€) | [mailto[®)E) [@darpa.mil]
(bY6). (b 73( o). Sent: Wednesday, August 01, 2018 1: PV
(DY T)E ) . Tof®o1 (BXNC) BXTIE)  kBH) (FBI (D)(EI, (b)) ) BY7NHE) |
Cc- RAT) (FBIBIEL BINC). b)) I(BH) (FB|fb)(6).(b)(7)(C), [BYTIE)
%E;}?ﬁé?’f???.’:?_.;,.igité;~~»--~ “T(CYD) (FBIERET BT, BRINE) |( o)
[@darpa.mil>

Subject: Re: introductions
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No worries. | can do a call on Tuesday, but it’ll have to be at the unclass level (and thus probably not as
useful) as | don’t have easy access to an NSTS line here. Or we can do later in the week?

| have similar constraints wrt kids and school next week :)

On Aug 1, 2018, at 13:07,[ENE). BX7HC. TBTTE)](BH) (FB1)[PIE. BRTIC) EIE  Jwrote:

(L)I6

Il apologize, | just realized|"/©) (P INE) |

Can we opt for a call on Tuesday instead? Alternatively, if you prefer to travel to Huntsville, we'd be
glad to host you here either Monday or Tuesday.

(bX6), (PXTI(C), |

(DXTXE)-~

———————— Original message --------
From: [£)€) B R b darpa.mil>
Date: 8/1/18 10:35 AM (GMT-06:00
To{BXO), (BITXC), DINE) K BH) (FBI)"|ENEL (BI7HC). B)TIE) |

o LA [aT) (Fa1)[PTE BT ETTE [BH) (FB1)"
) (D)B), (b)m(r . (OI(7T)E) ](CYD)(FBl)"[WEI N, (BN TNE) l_b);B)
)] [@darpa.mil>

Subject: Re: introductions
(0)(B). (b)l Tl(CJ

S R -that works. Let me know where.
(b)(6), (bXT )(u) ; & :
bYT 2k Yo ' -pleasesenda copy.of the EA deck toDvna AMRDEC (or, preferably, on the high side).
Best,
(b)(6)

On Aug 1, 2018, at 11:27,[F6LEXCL BITE |gH) (FBIFTELEINO.BINE |wrote:

(0)(5)

It's great to meet you. I'm looking forward to discussing your efforts supporting DARPA and GT/GTRI.

(bXB), NFIC), 1| — |and myself could meet on Monday (8/6) at around 1:00 EST in Atlanta. Does that

VR tlme and date potentially work for you? If not, we could host you guys here in Huntsville on
Tuesday (8/7), or could do a secure call through the FBI or GTRI facilities in Huntsville.

We look forward to working with you in the future.
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Best of luck with the move!

(bX6), (bXTHC),
1) (=3 —

~------- Original message --------

From: [{0)ib) | (BRI Pdarpa.mil>
Date: 7/31/18 2:33 PM (GMT-06:00)

To[PXE). (BXTXC), BXNE)  |BH) (FBI)'I i(6), [E)TC), BITIE) |

ORGSR m— d -
NSNS cede (AT) (FBI)"[ T |

e, JONB). ONTHC),
Subject: Re: introductions BIHES

(DXG), (DXTHC), thanks for the introduction.

(bXT)(E) D .

gg;( ;,g)‘ M7NHC -pleased to e-meet you. I'm in the middle of a house move, so I'm just going to acknowledge these
comms for now and will get back to you in a few days. I'll be in Atlanta for the next 3+ weeks, so it may
make sense to sync up in person (either here or in Alabama) - perhaps next week.

§E§‘°} (?)(7_)..(.,1), One small.correction tointro (for context purposes): the GT/GTRI effort is one project of several
within the Enhanced Attribution program.
Best,

-

(bYR), Ib)TH(C), 271

\wrote:

Please meet Supervisory Special Agent (SSA)[(0)E) BI7IC) (BINE)]  |is based in Huntsville,
Alabama Among other roles, he is helping to lead the FBI's efforts to stand-up the National Defense
Cyber Alliance (NDCA). | think the enhanced attribution project you are currently working on could be a
good fit for the NDCA. If you have a chance, | encourage you to connect witho further explore (D)€}, (DIFXC),
possibilities. Here is some additional background on the NDCA for your awareness: (NS

(LIHC), ()THE)
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BT NC), (D) TIE)

(bX6). OXNC). [~ please meet] ™ | As we discussed, [T |

(BXTHE) "t g _ - _
Fb"(D-‘ _lenhanced attribution. As | mentioned, | think the project has a number of
very promising applications for the NDCA.

I'll step aside to let you two talk directly, but if | can assist in any other way beyond introductions, please
let me know.

Best Regards,

(b)), (BXTNC),
(BYTHE) ‘:]
(OXTNE) B —

Supervisory Special Agent
FBI Atlanta

Computer Intrusion Squad (CY1)
(b)(6), BN, (BITIE]
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From: [(bX6) ]

Sent: Fri, 3 Aug 2018 17:35:14 -0400

To: | b)(6}, PI7I(C], () 7IE) BH) (FBI)

Cc: BH) (FBI)

Subject: Re: introductions

Got it, thanks.

On Aug 3, 2018, at 17:34 > OWICLBIOE)— J(gH) (FBIPIB) BITIC). BITIE] wrote:

My apologies! It looks like | sent it to your unclass FBI email/calendar rather than your DARPA email. |
just re-sent to the DARPA email. Please let me know if you receive it.

me:l ) B)C), (BI(THE) ](BH) (FBI)

Sent: Friday, August 03, 2018 4:23 PM
To:[FTET-GIUNCT- (I7RE)|(BH) (FBINETE). BITICT BT
Subject: FW: introductions

Hmmm? Any ideas?

From: [D)E) ] (mailto]P)E) darpa.mil)

Sent: Fnday, August 03, 2018 4:20 PM

Togb)B). (B)7)C), BU7IE)  |(BH) (FBI]IBREJ (DIg](e) ZEWZE I [b)(B). (bXTXC),
 — AT) (FBI)| e ENTWE)
Subject Re: introductions

(bX), DMTC), thanks. I haven’t seen any dial in instructions yet; I'll let you know if none are received by Monday
afternoon.
Best,

)
On Aug 3, 2018, at 16:59 [FFL.EXTNCT ENNE] | (BH) (FBI)[ETE: BN BIE  Jwrote:

(b)(B)

EB;ET)(!‘;))?P) _Ifyou l.i.nk...up.vwit-hor someone on the Cyber Squad) on Tuesday, we can do a secure video
call between our office and Atlanta FBI. If that isn’t possible, we'll go to plan b, the unclassified

conference call. Let me know if you don’t see the dial in instructions.

Have a great weekend!
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m(b) m)mm l:l

(b)(6), (L)THC),
(DYTHE e
(b)(6). (bITI(Ch
(b)[7)(E) o

From: [(b)(€)

] (mailt o7

[@darpa.mil]

Sent: Wednesday, August 01, 2018 6:48 PM

B)(G). (bX7)IC). (BXT)E) (BH) (FBY[EE) BTG, BinE) |

To:

RGN

" Subject: Re: introductions

Sounds good - please send me a calendar invite with the details.

FWIW: If the Atlanta FBI office has an NSTS phone we can use, | can go there on Tuesday - | have a

SACS/Task Force (brown) badge and an IC blue badge, for access.

On Aug 1, 2018, at 18:53, {0)(6). (DI(7I(C). (DXT)E) |(BH) (FBI)[EXE). (BXTIC). (BYNIE)  |wrote:

b){6)

If you agree, we'll get started by setting up an initial unclassified call for Tuesday at 2:00 EST? In the

interim, we will also identify potential dates to travel over for a face-to-face meeting.

We'll push out Tuesday’s dial in instructions in a future email.

From: |(b)l

| [mailtofib)iE)

[2darpa.mil]

Sent: Wednesday, August 01, 2018 1:03 PM
(B)(B), (bXTNC), [B)7)E)

[AT) (FBIPIO). EXAHC). (BITXE] (BH) (FBl)l ). EITHC). (B)7)(E) I
KCYD) (FBI](D)(5) L)), (DYF)E)  |(b)B) I
P darpa.mil>; I'b 16). (bY/IC). BXNE) [gH) (Falore). BI7IC). BRTIE] |

), (ITNE)

TO:WBH) (FBI)

roN gm— [(AT) (FB1jfoXEL RITICT. EI7XE) (BH) (FBI)FTEL ETC
(cyYD) (FBI](b)(G). BN, BXNE)  [EIE)

TETeT [@darpa.mil>

Subject: Re: introductions

No worries. | can do a call on Tuesday, but it’ll have to be at the unclass level (and thus probably not as
useful) as | don’t have easy access to an NSTS line here. Or we can do later in the week?

[(BXB). (B)FICY. (BXTYE)

On

Aug 1, 2018, at 13: 07,| £)E),

C), (R)T)E

T )(BH) (FBIfETEI-TEXTRC). EIE)

(B)(B)

jwrote:

| apologize, 1 just realized|)®). (217X (B))E)
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Can we opt for a call on Tuesday instead? Alternatively, if you prefer to travel to Huntsville, we'd be
glad to host you here either Monday or Tuesday.

-------- Original message -————

From: [\2)€) R bdarga.mib

Date: 8/1/18 10:35 AM (GMT-06:00

To:|BXE) BITHC, (b)) (BH) (FBI] (0)(6), (BX7)(C), (ONTNE) |

Cc P OXTICT [(AT) (FBI)"[BTE), ®ITNCY, O (e J8H) (Fa1)"

sl JCYD) (FBI)" [[bX6). B)7HC), (DX TXE]  [loXE) I
(b)(B), (o)T)C]. (oWl @darga mil>
(ATNE) - Subject: Re: introductions

bt

that works. Let me know where.

(bX8), (D)(7)(C) ...... i ; i

(DA THE) s - please.send.a.copy.of- thel |$eck tol |V|a AMRDEC (or, preferably, on the high side).
Best,
(b))

On Aug 1, 2018, at 11:27,}

BH) (FBI)[EXE)L BITIC)L BINE)  wrote:

(b)(6)

It's great to meet you. I'm looking forward to discussing your efforts supporting DARPA and GT/GTRI.

(b)‘s)(;;‘j’””:’l — |and myself could meet on Monday (8/6) at around 1:00 EST in Atlanta. Does that
' time and date potentially work for you? If not, we could host you guys here in Huntsville on
Tuesday (8/7), or could do a secure call through the FBI or GTRI facilities in Huntsville.

We look forward to working with you in the future.

Best of luck with the move!

b3(6), B)(NI(C), (0]
(7XE)

-------- Original message --------

From: [£)€) | Q2 l@darga.mib

Date: 7/31/18 2:33 PM (GMT-06:00)
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Tofl (FBI)fETE) BN, BIE. ]

©XE) OITD). ¢, — ofTOYEY, TENTICT, (b )
A il B faT) (Faiy{2

Subject Re: introductions

EE;E?;"E?)WJ(C) -~ |thanks for the introduction.
EBE?;S)) (e Dpleased to e-meet you. I’'m in the middle of a house move, so I'm just going to acknowledge these

comms for now and will get back to you in a few days. I’ll be in Atlanta for the next 3+ weeks, so it may
make sense to sync up in person (either here or in Alabama) - perhaps next week.

EE{?{Q;’”"C’ _One small.correction ~to intro (for context purposes): the GT/GTRI effort is one project of several
- within the Enhanced Attribution program.

Best,
(D)(E]

(0X0) XTNC). On Jul 31,2018, at 1327 JaT)(FBI[- lwrote:

(b)T)E)-

(151 | Please meet Supervisory Special Agent (SSAYP)E). (UTXCL BINE) — |is based in Huntsville,
Alabama. Among other roles, he is helping to lead the FBI's efforts to stand-up the National Defense
Cyber Alliance (NDCA). | think the enhanced attribution project you are currently working on could be a
good fit for the NDCA. If you have a chance, | encourage you to connect withfPIZ1Jto further explore
possibilities. Here is some additional background on the NDCA for your awareness:

NREACRENE]

6). (e)7)C S ; (b)(6} (bX6)
D)(IJ'E) - Please meet|®)(®) | As we discussed, 3 t.he . |
nhanced attribution. As | mentioned, | think the project has a number of

very promising applications for the NDCA.

I'll step aside to let you two talk directly, but if | can assist in any other way beyond introductions, please
let me know.
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Best Regards,

(bXTYE}-

(b)6), (PHTHC), _
(BXTHE) -1 : .
Supervisory Special Agent

FBI Atlanta

Computer Intrusion Squad (CY1)
(D)(B). (D)(7)(C), (DITHE)
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OO OMC),_Froms..— [ JAT) (PRI
Sent: Fri, 3 Aug 2018 21:10:38 +0000
To: |tb)(6':. (bYIC), L)TME) [BH) (FBI); [BIET ]
Subject: RE: introductions

| am in trial next Tuesday and Wednesday. So unfortunately, | won’t be available. However, | will see if
one of the Agents on my squad is available to assist.

From:[EIE) EI7IC) BIVIE] |BH) (FBI)

Sent: Friday, August 03, 2018 4:59 PM (gg(g); éb)(TJ(C),
c l(b)(b:l mb 0 dlarpa i S SR L R G DN TREY-
(b)(b) ‘b)(Y)(L,] S IR St AE el i S —
(b)( ] ).‘E) S et - AT) (j

Subject RE: introductions

h)(6)

EE;E?;“‘E?W’M ______ If qu.u..link.‘up»w-itor someone on the Cyber Squad) on Tuesday, we can do a secure video
call between our office and Atlanta FBI. If thatisn't possible, we'll go to plan b, the unclassified

conference call. Let me know if you don’t see the dial in instructions.

Have a great weekend!

From: [0)E) | [mailtof )] [@darpa.mil]
Sent: Wednesday, August 01, 2018 6:48 PM
(b)(8), (b)7 J ). To:fRlE). ()7 )ET)tf)_[BH) (FBI)|(XE). (BXTXC), (B} 7)E)
(bXTE) Cc{ [AT) (FBI)F"(SI" {B)[T)C). BI(7IE] kBH) (FBUI(b)[G)‘ {©I7NC), (b)(7)E) |
ICYD) (FB|](D)(6). (O)(C), (DXTXE)  [(B)E)
_KeiE) Pdarpa.mil>;0I6].{

BH) (FBI)JbE! (bXT)C), (B)7)(E) |

Emgua)«?)(q Subject: Re: introductions

Sounds good - please send me a calendar invite with the details.

FWIW: If the Atlanta FBI office has an NSTS phone we can use, | can go there on Tuesday - | have a
SACS/Task Force (brown) badge and an IC blue badge, for access.

(bNE)
On Aug 1, 2018, at 18:53,[EVE.BITICL.BITIE) |(BH) (FBI) [o00). DIFXL) BIFNE) — wrote:
TBIE)
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If you agree, we'll get started by setting up an initial unclassified call for Tuesday at 2:00 EST? In the
interim, we will also identify potential dates to travel over for a face-to-face meeting.

We’ll push out Tuesday’s dial in instructions in a future email.

From: |(b)E) | [mailto]‘bxe) bdarpa.mil]
oIs). by 7cy,  Sent: Wednesday, August 01,2018 1:03PM___
(ONTNE) .. Tof®¥EL BXAIC), BITN BH) (FBll b}, (BX7)C), BX7IE] I
" P AT)(FB,)( X6 TR EI7RE) 18H) (F)FTD BT BITE
(b)(8), (b}7)C), N6 [ ]
RIS I— CYD) (81 oTET ERTICT R, I
[Pe) [@darpa.mil>

Subject: Re: introductions

No worries. | can do a call on Tuesday, but it’ll have to be at the unclass level (and thus probably not as
useful) as | don’t have easy access to an NSTS line here. Or we can do later in the week?

| have similar constraints wrt kids and school next week :)

C). (R)(7)E)

On Aug 1, 2018, at 13:07,[)®). (I(7X BH) (FBI)I“’-)*6 (7XC). (BY[7)E) Iwrote:

(b)(6)

| apologize, | just realized Monday is my child's first day of kindergarten.

Can we opt for a call on Tuesday instead? Alternatively, if you prefer to travel to Huntsville, we'd be
glad to host you here either Monday or Tuesday.

(bX0), (BYTI(C),
(BYTHE)-—" EI

-------- Original message --------

From: [(B)€) |@darpa.mil>
Date: 8/1/18 10:35 AM (GMT-06:00
To:[FTE). GRTICT. BYE) | BH) (|:B|)' OB BN, OIET |

o1, DO, ]gAT) (FB1)[oYEY. BXTITY, BRTE] [BH) (FBI)"
(bXTHE)~-— | DGRE )(7)«‘) b)I7)E
: JCYD) {FBI)"[EXE) BRTIC), BXTEY ==
BN darpe.mil>

Subject: Re: introductions

E ggs) (o) 7’ -that works. Let me know where.



Obtained by UndeadFOIA

b)7)(C
ED;ED’ OATIHE), Fplease send a copy of the EA deck to[ -~ Jvia AMRDEC (or, preferably, on the high side).
es

(bYT)E) "

On Aug 1, 2018, at 11:27,[2X6), (BXTHCL (BXNE)  [BH) (FBI)LIC). (DXTIC). MITNE)  jwrote:

It's great to meet you. I'm looking forward to discussing your efforts supporting DARPA and GT/GTRI.

BASY OHTNE), I i |and myself could meet on Monday (8/6) at around 1:00 EST in Atlanta. Does that

(bXTYHE)
time and date potentially work for you? If not, we could host you guys here in Huntsville on
Tuesday (8/7), or could do a secure call through the FBI or GTRI facilities in Huntsville.
We look forward to working with you in the future.
Best of luck with the move!
(0)(), (D) NC), (D)(7]
(E)
-------- Original message --------
From: [(£)i®) | Pdarpa.mil>
Date: 7/31/18 2:33 PM (GMT-06:00) ()6}, (bXTCY,
Tof{PIe). CXDICL PINE) — [BH) (FBI) BTN BN BIOTE ] e YYEY
(DXB), ()7HC), . | T —— e e
ot cef. AT) (FBI) o

Subject: Re: introductions
(b)(6), (b) 7J C).
( XT)E) - {:lthanks for the introduction.

(I6), BNTC). »pleased to e-meet you. I'm in the middle of a house move, so I'm just going to acknowledge these
(o) (7j(é comms for now and will get back to you in a few days. I'll be in Atlanta for the next 3+ weeks, so it may
make sense to sync up in person (either here or in Alabama) - perhaps next week.

§E§}§{§j’(7"’ One small correction {ointro (for context purposes): the GT/GTRI effort is one project of several
within the Enhanced Attribution program.

Best,

ib)(6)

(bX6), b)( C) On Jul 31, 2018, at 13:2Z.1..coo
(b)TXE)

AT)(FBUf.... wrote:

(b)i6)

Please meet Supervisory Special Agent (SSA)Fb?(f’Jv (LX) BXE! |is based in Huntsville,
Alabama. Among other roles, he is helping to lead the FBI's efforts to stand-up the National Defense
Cyber Alliance (NDCA). | think the enhanced attribution project you are currently working on could be a
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good fit for the NDCA. If you have a chance, | encourage you to connect wito further explore ‘(E;:% (.ét;'-(ﬂ(c'i.
possibilities. Here is some additional background on the NDCA for your awareness: ;

(bIE7NC, (B)[7)E)

igggogféb))(m:) Please meet|"®) | Aswe discussede:"(B) I
o lenhanced attribution. As | mentioned, | think the project has a number of
very promising applications for the NDCA.

I'll step aside to let you two talk directly, but if | can assist in any other way beyond introductions, please
let me know.

Best Regards,

(6)6), (BMT)(C),
(OYTNE) -

(b)6), IBXTHC), [
Supervisory Special Agent

FBI Atlanta

Computer Intrusion Squad (CY1)
()], (YT, (P IE)
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From: [OI5). XNNIC). BITIE! (BH) (FBI)

Sent: Wed, 5 Sep 2018 13:06:03 +0000

To: (b)(6) JI (b){5] I
(b)(6), LYTHC), e
(DXTYE) L - - AT) (FBI)

Subject: “Re: introductions

Good morning-
This is a long shot...I happen to be at GTRI today and was curious if either of you guys were in
the area and potentially interested in grabbing a cup of coffee? No worries either way, we will

i i also coordinate a call in the future.

(OUTHE) -

{(O)B), (h)( TJ(C)

OUTHE]" ceemeene Original message ------—-
From{®)) [@darpa.mil>
Date: 8/30/18 7:32 PM (GMT-05:00)
To: [P)®) [@darpa.mil>[P/®) EXNC) OIE ¥ BH) (FBI)"
I(b. B). D)), ()7 )E) |
Cc o zg;:%(}(zt;]ﬁ)( .

(CYD) (FBI)"FD)(B)' SN EGIE]

(D)(B), (LI /NC), (DITNE) I(BH) (FB[)" (D)(B), (PYTNC), (BYINE)
b)(E), ()7, (b)XT)E) I?h)(E;) @darpa.mil>, rb ) I
Bye) wdarpa.mil>

Subject: RE: introductions

(DXE), DXTHC), .
HECE

It's nice to meet you. It would be great to set up a time to learn more about your work.

Best regards,

-----Original Message-----

From: [E7€) ]
Sent: Thursdd Au st 30, 2018 12:59 PM
)(6), (X TNC). TBX BH) (FBD)[FY®) GXTIC) BXNE JoXe) ]
[eXE) @daqm mil>
Ce:[(bX0) ldarpa.mil>; ~e JCYD) (FBI). ’g “; PITACI,
[( 56), BN/ IC), (DN NE) kAT) (FBI)[2/®) ) [BYCPNC), (2I(7XE] lBH) WHFNES
(FBIYEIE. BITIC) e JAT) (FBD)| e
Subject: Re: introductions il
(b)(6), B)7)C).
(DXTHE) .. . = :
I forgot to e-introduce you tol‘ ust started the

CHASE program (hxxxps:/xxx.darpa.mil/program/cyber-hunting-at-scale), which [ think would be a
natural match with the NDCA concept. I've briefly toldbout NDCA, but (obviously) haven’t gone  (P)f)
into any extensive detail.
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Best
On Aug 15, 2018, at 11:05 AM, [2/(5] |@darpa.mil
[©GX5) |edarpa.mil> > wrote:
(KO NI, . =
AT Excellent. I'm very interested in discussing future testing and transition opportunities as well.
Perhaps we can start that on October Sth, if you plan on attending the GT site visit.
Best,

On Aug 15, 2018, at 10:47,[ETO.OITCL BITHE) Y BH) (FBI)BIGL BC) BIOE |
JBIE]. (B)7NC). (B)(7)HE) rote:

This all sounds great. We look forward to collaborating with you and your team as these
initiatives move forward. We're interested in continuing to learn more about your project’s capabilities
and if appropriate, would be interested in discussing the process for future testing or utilization of your
project. Additionally, on the academic side, we welcome any level of coordination with FBI Atlanta and
GT/GTRI.

Best regards,
(b)), {B)7HC),
(b)(7)rE) s e {h)(ﬁ)A (h}(7)(C],

: e : (b)THEY
From: Im) |[ma|ltoi( (5] [ujdarpa.mll] A
Sent; Tuesday, August 14, 2018 9:37 AM s
Tol©0) _“_LLLk)m O ®NE |(BH) (FRfPO BXICIBE = |
Ce{D)B) ¢ [?Ddarpa mll
T [ darpa.mil> >] = e CYD) (FBI)| i AEME)DNTXC)
BIB). (D) TIC). PIE] [AT) (FBIJEX®) BH7IC) BRIE] ! R TIE)
(0)(B}, (L) 7NC), (L)TI(E) IBH) (FBI) (b‘(B) [BY7NC), (B)TE] |
(B(B). [ENTNC). (BNTNE] KAT) (FBIYETE). BT BTE) 1

>
Subject: Re: introductions

(bX6). (B)7)(C)
(DX THE - e

Thanks for the telecon. The next PI meeting will be at DARPA (in DC) on November 28 (full-
day event). There will be a 3-hour meeting at Georgia Tech on October 5, specific to that project alone.
cc'ed) will make sure you're informed about upcoming Principal Investigaro/programmatic
meefings.

Let’s stay in touch as you staff up NDCA. 1"d like to visit to see first hand how you’re
operating, once you’ve reached some sort of steady state.
Best,



(b)(8}, (B)7)(C).
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|fb_)('6)

DARPA
675 N. Randolph Street
Arlington, VA 22203

L a—

(h)(E)

the feedback you offered in support of the NDCA. We're interested in continuing to collaborate and if
appropriate, would like to participate in the upcoming DARPA meetings you discussed which relate to

arpa.mil> (NIPR)

@darpa.smil. mil> (SIPR)

c.gov <mailtq(bi®] fudarpa.ic.gov> (JWICS)

Thank you again for taking the time on Tucsday to participatc in the call. We really
appreciated the discussion and the opportunity hear more about your efforts and also plan to incorporate

On Aug 10, 2018, at 11:24 AM,|PXC). (RITRCL INE) — [BH) (FBOPIELBITIC) BE |
) wrote:

your project. In the interim, please let us know if you have thoughts or ideas associated with the NDCA
and also advise if there are any areas where we can assist in your efforts.

Have a great weekend.

---—-Original Message-----

lwdarpa.mil]

From: (b)(ﬁ)!maiho:l(b‘(s)
Sent: Monday, August

Tobi(6). { C). (D)7 XE) BH) (FB]‘ ). DTG, (DI IE)
I'b. ) B TIC), (B)TIE) IAT) (FBI)] (B, (B ), (BITIE)
Ce: [2)) J6X6) [ darpa.mil
(o) w> >;I(h)[6), BITHC), (bYTHE) flPBH) (FBl)lb B, PN NCT, (B TIE) I
(b)(E), (LI NCH (b THE) CYD) (FBI)! b)(6) (bXTNIC), (BYNIE) ]
(b)€) (b)(7l 4) {(bIT)E) (AT) (FBI)[ ) [BXTHC), (RITNED J
0)(6), (b J, (B)(7)E) |

Subject: RE: introductions

ALCON,

[ sent the presentation via AMRDEC to your low side accounts. You should all have a

link with instructions to download the file. Let me know 1f you need anything else.

Vi,
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(b)(b)
E)E) (cell)
-=-=-Ori mal Mcssa (S
From BH)(FBIﬂ(b (6), (L)7I(C), (bYTHE) |
eI XTI, BXE
Sent: Thursdav, August 2, 2018 6 12 PM B
EE%E?;‘E?)(H(C) ........ IR . 1 R > (AT) iFB]i {BI7XE) i(6)
: (0)(E) [,darpa.mll <mailto:[FIF] Jzdarpa.mil>
S
Ce: [PE) | RS @darpa.mil
<mailtofb)e) gdarpa.mil> >;}(0)(6), O)(7)(C), (b)7)E) BH) (FBI (D)(®), (bXT)C), B)E)
EYGT. (BX IC). BN CYD) (FBI) el oo ABNGIADRTXC),
(BT Y 7). TX7E) | WiAAES
Subject: Re: mtroductions
(b)(6). (bXTHC), N e JWICS.. ioht.
e i . Idon'thave JWICS; butDmlght
(0](6), (B)7)C), bITHE]
(b(8), (B)7)(C) e T oo BT e BT
e L AT) (FBI)'| |
Date: 8/2/! 8 4:49 PM (GMT-06:00)
TofPXO |
[6) JoisT BN BITNET [ BH) (FBI)”
(D)(B), IL)7)C), (D)7 )E) I
Cc: |blie) _ fwdarpa.mil
BXo) oM. X TIC). BXNE) |(BH) (FBI) B0 BIIC) BHIE)
(03(5), (D) AN, (DI I(E) KCYD) (FBI)" )
(O)(B), (B)[7NC), (BT IE) |
Subject: RE: introductions
All of my contact information is below.
Thanks!!
(b)(6), (bX7HC)
DIOBMO.
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(DY), (E)THC),
e e
Supervisory Special Agent

FBI Atlanta

Computer Intrusion Squad (CY1)

[BTEy, By TCY, (BH7E]

From:| (b)(6)) [mailto:f°)®) [@darpa.mil]
Sent: Thursday, August 02, 2018 5:47 PM
To I BINC) BIAIE_(BH) (FB]j('b)(s';, (BN 7)C), BN7IE) |

[(b)(6), )(7)C), (D)7 NE)

Ce [0 | (BIE] fydarpa.mil
To7e) Jdarpa mi> >JO0 UTXCLEITE) YBH) (FBUETE ORTC) BXTE ]
BYG). GN7CT. (B E) [AT) (FBDJIE! BINC) BXIE
CTCUCH m—— (T o) SRR |

Subject: Re: introductions

That's sipr right? Do you have JWICS?

On Aug 2, 2018, at 4:09 PMJPXE). ©X7(C), (b)T

1€ 1BH) (FBI)EYEL. BITXC) EBNTIE) |
[BITE). Y 7NC). BRI IE)

]wrotc:

Basically the same, just with an sgov in it:

(b)@). LY7IC), (LXTE)
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Regards,

(b)(6), (E)(C), (BI7XE)

------- Original message --------

From:[""" @darpa.mil
<mailtd (b)(6) [@darpa.mil> <mailto]F)0] kudarpa.mil> >

Date: 8/2/18 10:06 AM (GMT-06:00)

To: [F1®) | RIS fodarpa.mil
)darpa.mil> <mailto:|(b)(€) @darpamil> > [PX6) GITRE). OXTIE) |
(DXTNE)

(0X0), £)7)C) eV |
OXTXE) = T3 }(8}. TN TN, BT XE] (BH) (FBI)"
(EY0). XTI, BITNE)
(bX6). (OX7)C), [~ ~FET0 BRI oTTTE
Ok — [CYD) (FBI) I( N18), LI HC). (bXT)E) r

Subject: RE: introductions

(b)(6), (BXTHC)
(bYTHE)-

If you all send me your high side email addresses I can send you an overview of the

program.
Vi,
(b)(B]
oI(E] (cell)
----- Original Message-----
From: I(D)(f)) |
Sent: Wednesday, August 1, 2018 11:35 AM
Towmm%m?-mm (FBIfBYE), BIC]. (bR AE)
[XB). 7). O7XE) |




O btai ned by U nd ead FO IA ()G}, (PATNC),

(bY6), (O)7)(C), R - AT) (FBI) sl
(OXTXE) -~ [TETB). TENTCY. NTNE ' \BH) (FBI)
(D)i6), (L) 7)C), (OI(7NE) l
(0X8), NN(C), [~ [CYD) (FBoIO. BUTRCT.ToI7NE] T
BRTHR b)(E) fadarpa.mil
<mailto]™(P) lodarpa.mil> <mailtof®/(®) fdarpa.mil> >
Subject: Re: introductions
Egggeg(ét;)(ﬂ(m =] that works. Let me know where.
(bXE) please send-a-copy-of the -n eck m'v-i-a--A-M-RDEG (.gr,...pre.ferably,‘..()n‘.Ih.@___.,.._.,,..__....;‘,E.;f%('é_t;_](7)(0"
high side).
Best,
(B)(B)
On Aug 1, 2018, at 11:27 [P BITICI BUTE_(BH) (FBIJET GRCLGITE ]
ORISR E] [Wrote:
(b)(6)

It's great to meet you, I'm looking forward to discussing your efforts supporting
DARPA and GT/GTRI.

{0108, XA OHTIET Jand myself could meet on Monday (8/6) at around 1:00 EST in
Atlanta. Does that time and date potentially work for you? If not, we could host you guys here in
Huntsville on Tuesday (8/7), or could do a secure call through the FBI or GTRI facilities in Huntsville.

We look forward to working with you in the future.

Best of luck with the move!

(0)B), (b)(/)C), (D)
(T)E)

------ -- Original message --------

From: [EX®) R fodarpa.mil
<mailtof®)(5) darpa.mil>
<mailto: c)darpa.mil> <mailtd(b)t) ladarpa.mil>>

Date: 7/31/18 2:33 PM (GMT-06:00)
To PR BIAICLEXE) | BH) (FBI)" [BY8) BRI 10T ]
[FEE XY, T E) |

(bXB), IB)7)(C), CcJB)E) BiTcL bl _TAT).(FB)'T |
(bXTXE)-~ [BYE). R TNC. (DX 1VE) ]
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Subject: Re: introductions

EE%&S;&[‘:})’)(_’](C) ................................ simsss s T thanks for thc introduction'
EE%EE?;&S)(7)(‘3};“ s |: pleased to e-meet you. I'm in the middle of a house move, so I'm just going to

acknowlcdgc these comms for now and will get back to you in a few days. I'll be in Atlanta for the next
3+ weeks, so it may make sense to sync up in person (either here or in Alabama) - perhaps next week.

EE;E%,‘E?)W“) .............. _One small correction tof
) project of several within the [(b)(5)
Best,
(0)(5]
(0X0), BIT(C), _OnJul31,2018,at 1327 —— o ONSLEBITAC,
(OXTHEY= rove) BRey. o ey [Wrote: b
(b)(6) Pl h)i6 C)
case meet Supervisory Special Agent (SSA) e Eb% 7;( é_ 3 I(7XC).
is based in Huntsville, Alabama. Among other roles, he is helping to lcad the FBI's cfforts to stand -up the
National Defense Cyber Alliance (NDCA). 1 think the enhanced attribution project you are currently
workmg on could be a good fit for the NDCA. If you have a chance, I encourage you to connect with
EE;EB;“*:? ME to further explore possibilities. Here is some additional background on the NDCA for your

awdreness.

(0)I7)C), (D)7 HE)

(BXTIC), BXE)

DYFNC). LI IE)

(BXTYC), (B)7)E)

(D)(7XC], (L)7HE)
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BiCC), B)(FE)

......... - Please mect [T ax wedisascaFRE 1]

lenhanced attribution. As I mentioned, I think the
project has a number of very promising applications for the NDCA.

I'll step aside to let you two talk directly, but if I can assist in any other way
beyond introductions, please let me know.

Best Regards,

(bXTVE) - S e AL 4

(bX) b)7HIC)

Supervisory Special Agent

FBI Atlanta

Computer Intrusion Squad (CY1)

BX6), ®)TIC), (bXT)E)

(b)(8). R)7I(CY, (bXT)E)
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From: |(bXE) |

Sent: Fri, 23 Mar 2018 07:59:09 -0400
To: I(D}(Bh I
Subject: Re: IPs

Attachments: smime.p7s

19)M5] | congratulations :)
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Sent: Tue, 28 Nov 2017 11:03:01 +0000
To: (b)(G) |

Cc: bY(6)

Subject: Re: legal process

(b)), (OXIC) ...Ihanksand I will call at 9.

On Nov 27, 2017, at 7:31 PM, [P}®) | B @ darpa.mil> wrote:

9am tomorrow? Or any time before 10:20, if you don’t mind talking to me while [ drive. My
cellphone is (b)(6)] We probably don’t neefor the 2-3 sentences; we’ll review the
draft you prepare.

On Nov 27, 2017, at 18:50,[*"°) |(NSD)®) |wrote:

Thanks. It would be good to talk before we draft, just to get two or three sentences we can use to
describe how we got the target.

On Nov 27, 2017, at 6:00 PM, [PX©) [ox5) [@darpa.mil> wrote:

let me introduce you to and [Ci®)] They will help me take a look at the affidavit
that you’ll draft. I’'m not sure whether we need a call or not; if we do, ['m available on a non-
secure line at 9am and 4pm tomorrow, and most of the day on Wednesday.
Let me know what works for you.

Best,
©)(6)
On Nov 26, 2017, at 11:05,[FT9 " J(NSD)""® | wrote:

You'd know better than 1.

On Nov 26, 2017, at 10:58 AM, [P [@darpa.mil> wrote:

Let me check on availability; I'll be at Ft Meade most of the day Tuesday except early
morning. | assume we’ll need a secure call?

On Nov 25, 2017, at 22:]9,(NSD)[[b)‘B) wrote:

I’m out Monday; maybe a call Tuesday? And don’t feel bad about “lawyering up.”

On Nov 25,2017, at 4:10 PM,[*® @darpa.mil" <0 kodarpa.mil>
wrote:

!
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I'm fine with it in principle; I assume we'll have to disclose something about the information we
have been able to glean (or the method we used).

Since I'm not a lawyer (nor can I play one on TV), do you mind if we loop in the DARPA
General Counsel{ (B)(6)} We can have a secure call if you prefer (Monday afternoon), or
perhaps meet during one of the breaks on Friday?

(b)(E)

From:|"/®! |

Sent: Mon, 20 Nov 2017 22:10:18 +0000
TodGI5) [@darpa.mil

Ce:

Subject: legal process
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From: |(b)5) |
~ Sent: Wed, 13 Sep 2017 11:51:25 -0400

(D)B), (P)(THC), 3
S DY 1 - SRR Pt e

ce: [EXG)

Subject: e: Meeting at Mission Ridge

Attachments: smime.p7s

Ok, thanks
(B46), BITC). > On Sep 13. 2017, at 16— lCYD) (CON ] (N . . [

K >
bi(b)
]

> T hope your trip is going well. MITRE setup a meeting this Friday with some agents at Mission Ridge for a brief
and hopefully demo of their current procedures. We were invited to attend. We are not expected to provide a brief
but they are interested i our capabilities. | am going to bring a person from KUDU (prohabl to the
meeting (o answer any questions that may arise.

>
S E)E), (BITYC).
JSB)THE)
>blt)
>{(b)8), (B)FHCY, (DXTXE)
>
>
>|(bX6) Jdarpa.mil
> ‘wdarpa.smil.mil
> ‘wdarpa.ic.gov
>{(bX6], ()AL, (b)(/XE)
bj(6)
>
>



(b)(B), (bX7HC),
(DY TYE) i

(b)(8), ()7)(C).

(DY TYE) =

(b)B), (OX7)C),

(b
b

X6)
XTYE

—

b
:

0,

o
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From: [(bXE) ]

Sent: Fri, 19 Feb 2016 11:02:26 -0500
O 2. o I I(CYD) (FBI)
Cc: |(b)(6)

Subject: Re: MEMEX & RADICS Briefs

I'll be on the left coast, but don't let that stop you.

On Feb 19, 2016, at 10:48 AM{ o fcYD) (FBI)*[R)E). BITICI. BITIE) |

wrote:

> That seems like a good date/time. Let's lock it in. Thanks.

>
> --—--Original Message-~---
> From: [B)[6) [mailto] (b)(6)zdarpa.mil]

> Sent: Thursday, February 18, 2016 3:44 PM
S —— Y

> Subject: RE: MEMEX & RADICS Bricfs

>~

> Him how does March 23rd at 11:00am work for you?

>

>[(6)6)

e

> -----Original Message-----

> From).......o CYD) (FBI)|®)B), (b 7NC), (B)7)E) _I

> Sent: Wednesday, February 17, 2016 11:52 AM

> Tof(0(5) R dampa.mil>; (D)5 [iE)iE) |lwdarpa.mil>

> CebXb) fudarpa.mil>{01() |@darpa.mil>
> Subject: RE: riefs

>

>No problem. | heard from @last week. We will try for another date/time after March 14th. Please suggest

times that are convenient for you.
>

> Thanks.

-~
> —---Original Message-----

> From:|(D)(©] [[mailto  (b)(6)}adarpa.mil]
> Sent: Tuesday, February 16. 2016 6:06 PM

2> T Ot I(CYD) (FBD); [50®) 1
> Ceb)6) |

> Subject: RE: MEMEX & RADICS Bricfs

>

>Hi[]

>

> Sorry about the delayed response. I'm tied up on Thursday and | can't make it to this meeting. Happy to reschedule
for another time.

>mel S lCYD) (FBI)




(DX(B), lb](l J(b)
(BXTHE)~

(b)6), LUTHC),

(DY THE )=

(b)(6), (BYTHC),

(DY(TYE) e

(DX6), lb)( (b)
(bXT)E) -

oe).
(DX0), (XTI,
(bXTXE)~

(b)(6), IBXTHC),
(DUTHE) v

(b)), (B)(7)C)
(bXTHE)

" >>Ce h)(ﬁ) I
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> Sent: Tuesday, February 09, 2016 2:02:57 PM

> To: |[D)6) 1

> Ce{bXB) |

> Subject: RE: MEMEX & RADICS Briefs

>

> Just to close the loop here...I can confirm that our security office rcccivcdassage.
~ =

> For everyone, | want to thank you for your willingness to remain flexible throughout the planning of these
briefs. The team over here is very excited to learn about your projects and discuss opportunities to work together.
>

> For briefers, please plan to arrive at our building about 15 minutes prior to your briefing. We will have someone
in the lobby to greet you.

g

> If you need anything beforchand, don't hesitate to contact me,
>~

> Thanks again,

> From: [(b)(5} | [mailtoP)E) ldarpa.mil]
> Sent: Tuesday, February 09, 2016 11:23 AM
>Tol o (CYD) (FBI)

>Cc: (b)(6| |
> Subject: Re: MEMEX & RADICS Briefs

>

> I think we're fine anyway —«has an [C badge.

S
>
>
> DARPA/Information Innovation Office

b)(E)

> 675 N. Randolph Street, Arlington, VA 22203-2
> Tel: [EE Cel{BlE] |Fax: i(b 16} |
(b)(E) ydarpa.mil /fO3E) | M}darpa.smil.mil (I [ darpa.ic.gov

>
>
>

>On Feb 9, 2016, at 8:41 AM,I TR FCYD) (FB[)--I(D‘J(G). (B)7NC). (BT IE) I

> wrote:

>

>> As of this morning I've been.told-that =] is good. However, I couldn't conﬁrm!lt could be a name
‘mismatch. If [ can get[PI6] |name spelled exactly how it was passed and another identitier like date of birth I can

check again. | can receive that information here, over the phone -— or-on SIPRNET email. Thanks.
>

(0)i6). (b)(TXC).
{B)7HE)

>>SSAL ]

>> National Cyber Initiative Joint Task Force (NCIJTF) Oftice of Data
>> Exploitation (ODX

>=
>> From: |(b}(6) I[mdiltoiz Q) bddama.mill
>> Sent: Monday, February 08, 2016 6:32TM

Y [— [cyD) (FBI)




(D)(6), (b 7)(u)

(bXTHE)

(bY6), (BHT)C
(bXTNE)~

(b)(6), (B)THC),
(bXTHE

B8

>
>> From{(L)(5] |
>> [mailtof®)®) fvdarpa.mil]
>> Sent; Mondax. February 08, 2016 12:44 PM
v >>Tof . (CYD) (FBI); [®X®) |
>>Cc¢ b){G)
>> Subject: Re: MEMEX & RADICS Briefs
>>
>> All ‘we were able to move things around-in -] schedule, and he is now able to brief Memex at 2pm. Thanks.
o5
>> {(b)(6)
gy
W>> Fromj ------ CYD) (FBIIE), BI7IC), (BITE] |
>> Sent: .Saturdax, February 06. 2016 02:51 PM
>> TofPI0) (b)) |
>>Ce
>> Subject: RE: MEMEX & RADICS Briefs
>>
>> No worries...lf——Tis not available that afternoon we can do his

A0l
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>> Subject: Re: MEMEX & RADICS Briefs
>>

>> 10 days ago, I had asked our security folks to pass(b|(6)
permecert, Not sure what the status is - is it possible (0 check on your end?
>>I(b)(6)

PR

L > 09 PMY - - kcyD) (FBI)"
S=JBXE). BXNC), BXNIE) I

>> wrote:
>>
>>

== Excellent. We will see everybody on 2/18 and plan to hear briefs about RADICS (1pm) and Memex

(2pm). Bricfers only need to be present for their project's brief.
>

>> For logistics, will these be unclassified or classified briefs? If the briefs will be classified or you would just

ind| (0)(6]s clearances, and to request for a 1-year

enjoy the flexibili ot speaking up to classified topics, lhen.&Mwould need to pass clearances to us. ]tﬂ]“ Lh)if:)

can have [[075 k4 (b)(6]s SIPRNET account (or if you can contact me on SIPRNET, with my last name it is not
hard) I can send you the information on how to pass clearances to us. Alternatively, I believe|t has this

information as well. Just let me know how to proceed on this matter.
=

>> Thanks.

>>

=]

>> brief at a more convenient time. We can still go ahead with the

>> RADICS bricf at |pm that day. I'm just happy for the breakthrough in
>> having one scheduled. :)

>

>> Thanks.

>>

>>

> —-m---- Original message -----—-

>> From.[B)®) s kodarpa.mil>
>> Date: 2016 8:54 PM (GM T-05:00)

> To: [BXE) [odarpamit=[ ]
|

>>{0)(6), (N7, (DXTIE)

(0)ie), (bI(TXC],

A BWTHEY



(bX6), (bXTNC),

—_—
o
—
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>> Cc:I(b)(':"’ bdarpa.mi1>I'b)(67

>>[FI.—Jadarpa.mil>
>> Subject: RE: MEMEX & RADICS Briefs

>>

>> Stay tuned please, we may be able to fit this meeting ins ----- L iy
>> schedule in the afternoon of the 18th.

=

>
>>

>> —--—-QOriginal Message-----
>> From: I(b)’ﬁ) I

== Sent: Fnddy, February 05, 2016 7:18 PM

>>Tog e j(CYD) (FBI)(bi(E). (B)(7HC], (DI(TXE) |
>>Cc b)(ﬁ) darpa.mxl> (b)(6)
>Jb)6 j@darpa.mil>

>>{(b)(6) [@darpa.mil>
>> Subject: Re: MEMEX & RADICS Briefs

>>
(b)(6) >> OK with me, butl though-could only do 10am on 2/18?

==

« >>OnFeb 5, 2016, at 6:20 PM} ... fcyDp) (rBI)"
“>>[(0)(6), (B7)C), ()7 )E] |

>> wrote:

>>

>>> Okay, will this work for everyone?

>>>

>>>2/18 @ 1pm - RADICS

>

>>>2/18 @ 2pm - MEMEX

PSS

p - S Origi al Message-----
>>> From mailto (b)(6)@darpa.mil]

>>> Sent: Friday, February 05, 2016 5:59 PV

ol >>>T01 ..... s I(CYD) (FBI): FB) 6) I

>>> Subject: RE: X & RADICS Briefs

>35>

>>>1 have a 3pm meeting at DARPA, so I'd prefer the 1pm slot.

>>>

>>-

>>> Sent: Fnday. February (05,2016 5:57 PM

>>> To: [BX0) (b)(C) @ darpa mil>[016]_|
>>>[O10) ]
>>(b)6) fdarpa.mil>

> Ccf bi(b @darpa.mil>
e Jodarpa.mil>

>>> Subjcct RE: MEMEX & RADICS Bricfs

S>>
>>> Okay, I think we are getting closer. It looks like we can do these

(b)®)



(DXB), (O)T)(C)

(bXTYE) —=

(bX6), (LYTHC),
(bXTHE)-—

(D)8, (B)(T)C),

(DXTHE)

RGN Subject: Re: MEMEX & RADICS Briels
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>>> briefs

>> on 2/18 with start times of 1pm & 2pm. Please let me know if that is

>> correct. It doesn't matter which project is briefed first. Each

>> briefer can come just for his time slot. 1 just need to know who does

>> decide to go first sooner than later so that I can inform the other attendees.
>>>

>>> Thanks and have a good weekend.

B Original Message-----
>>> From: [(b)(E] | [mailtd[ETE) fdarpa.mil]

=== Sent: Thursday, February 04, 2016 4:32 PM
>>> Tofi(B) |
> s, O [ CYD) (FBI){b)b) I

>5>

>>> | can do afternoon of Feb 18.
>>>

>>>10(0)
==

>>> DARPA/Information Innovation Office
>>> 675 N. Randolph Street, Arlington, VA 22203-2114

>>> Tel:{bXE Cel:[()b) Fax{b)E]

>>b][6 gdarpa.mil /[5i(5) wdarpa.smil.mil /
>N J@darpaic.gov

>>>

>>2

>>> .

>>> On Feb 4, 2016, at 3:52 PM, [V |
>>[b)E] {@darpa.mil>

>>> wrole:

>>>

>>>> All, for the Memex briefing/discussion, is available on

>>>> Feb 18, 10:00am. Thanks.

>>>>
>>=>{(b)(B]

>>>>

=

>>>> SETA support to DARPA/T20

>>>> Qe chnology Associates, Inc.
>>>b voice)

>>> fax)

>>>40)(6) @wdarpa.mil

>>> -—F e

>E>>

>>>> - QOriginal Message——-—

>>>> From ~ [CYD) (FBI)

5>>>[(o16), (ONTHC) BITIE]
>>>> Sent: Thursday, February 04. 2016 3:49 PM

>>>> To; [(016) (OXE) darpa.mil>

>>2 Ce:[0)6) fodarpa.mil>;[°)(C) |
>>>=[(b)(6) ldarpa.mil>;|(bi(&)

>>> [[b)(6) wdarpa.mil> I_—-I

>=>> Subject: MEMEX & RADICS Briefs

>55>
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>>5> Al
>>>>
>>>> Returning to the scheduling of briefs/discussions regarding MEMEX
>>>>and RADICS...
2>
>>>> Right now it seems that the best times for most everyone are
>>>> bhetween 10a-12p on 2/18 and/or 2/19. | was thinking for
>=>> sake that it would be most convenient to pick one of the two days
>>>> and then do a back-to-back session at 10a and 11a for each project.
>>>> et me know your availability for these dates and times.
>>>>
>>>> Thanks.
P

(bXB), (B)7NC), >>>> S A ...

(bXTXE) " >>>> National Cyber Initiative Joint Task Force (NCIJTF) Office of Data

>>>> Exploitation (ODX)
i =

>>>>
>>>>
>

A

(b)(6), (LXTHC),
(DY THE e

P
S>>
>>
>>

>
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From: |(b)5) |
) Sent: Thu, 4 Feb 2016 16:32:35 -0500
(b)(B). (B)THC). . Al et
(DXTHE) s L R ~— I(CYD) (FB')
Cc: (b)(6) |
Subject: Re: MEMEX & RADICS Briefs
I didn't notice the time constraints. Let me see if | can reschedule my 10am for Feb 18.
(bY6)
DARPA/Intormation Innovation Office
675 N, Randolph Street, Arlington, VA 22203-2114
Tel§(b)b) | CelbkE)
[(R)ie) |@darpa.mil A(0)E) a;‘darpa,smilmill(ﬁ)(ﬁ) Igdarpajc.gov
(bXE). (B)TNC). On Feb 4, 2016, at 348 PM.. o fCYD) (FBI)"[BYET BRTICY, BN IE) ]
(b)(T)QE) Afiqeal wrole-
> All,
>
> Returning to the scheduling of briefs/discussions regarding MEMEX and RADICS...
=

> Right now it seems that the best times for most everyone are between 10a-12p on 2/18 and/or 2/19. 1 was thinking
for'(o}gﬁ) Fakc that it would be most convenient to pick onc of the two days and then do a back-to-back scssion at
[0aTand TTa ftor each project. Let me know your availability for these dates and times.

e

> Thanks.

"5 Nalioﬁal Cyber Initiative Joint Task Force (NCIJTF)
> Office of Data Exploitation (ODX)

(bX6), (BXTHC),
bYTYE) "

¥
—

vvVvy
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From: |(b)(6j.(b)1'i)((:) |(CYD) (OGA)
Sent: Thu, 18 Feb 2016 15:33:12 -0500
To: [(bXE) |

Subject: RE: MEMEX & RADICS Briefs

(D](6)

Thank you for coming out with[®® ltoday. Great presentation. Looking forward to supporting his
effort.

(bX8). (BNTNC)

), (b) 7)

(X0 (BXTXC)

From: [BIF] | [mailto:*X®) |@darpa.mil]
Sent: Thursda February 18, 2016 11:50 AM

- [ - CYD) (OGA)
Sub]ect Fwd MEMEX & RADICS Briefs

).[-_Jrm sending you briefing for redundancy purposes idn't hear back from[__— Jsowe're just ___(B)i€),

making sure you have it).

(01(5]

DARPA/Information Innovation Office
675 N. Randolph Street. Arlington, VA 22203-2114

Tel:{(b)®) | Cel:[[B)6] JFax{bi] |
[0 fudarpamil foye) _ Jedarpa.smil.mil [OT @darpa.ic.gov

Begin forwarded message:

> Subject: : by
> Date: February |8 20]6 11:48:59 AM EST

> To: [(b)i6) J)E) f@darpa.mil>
>

>~

> The briefing...

> From{(b](5)

> Sent: Monday, February 15,2016 9:25 PM

> To:f{0)0). [DI/)C) CYD) (FBI)'[(b)XE). (B)(7 (T !
> Subject: RE: MEMEX & RADICS Briefs

>

>

> My briefing (attached) is unclassified.
>

> regards,
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>
>[(b)E)
>

> -----Original Message-----
> From X6}, BN kcyDp) (FBI){{©)(5), (0){)(C) |

> Sent: Monday, February 8, 2016 6:09 PM

> Tof(bU6) fudarpa.mil>; [BIE) |
[(b)iE) vdarpa.mil>

> CeoNB) i darpa.mil>{©)°) )darpa.mil>

> Subject: RE: MEMEX & RADICS Briefs

>

> Excellent. We will see everybody on 2/18 and plan to hear briefs about RADICS (1pm) and Memex

(2pm). Briefers only need to be present for their project’s brief.

>

>~

e

> For logistics, will these be unclassified or classified briefs? If the briefs will be classified or you would just enjoy
the flexibility of speaking up to classified topics, then [F]5] & ould need to pass clearances to us. If 1 can
haval<b (&) s SIPRNET account (or if you can contact me on SIPRNET, with my last name it is not hard) [
can send you the information on how to pass clearances to us. Alternatively, I believeas this information
as well. Just let me know how to proceed on this matter.

>
o
-
> Thanks.
>
>
=
(b)8). (B)7NC) |
-
> From: I(-L")‘ﬁ) |mailto| (b)(6) E;dagga.miu
> Sent: Monday, February 08, 2016 12:44 PM
> To{{BX0), PITIC) iCYD) (FBI); [(BX5) |
> Ccfb)6) |
> Subject: Re: MEMEX & RADICS Briefs
22
2
o
> All, we were able to move things around inhedule, and he is now able to brief Memex at 2pm. Thanks.
>
>b)(E)
>
>
> From {10, (B 7)C) CYD) (FBI) BT EITIC) ]
> Sent: Saturday, February 06, 2016 02:51 PM
> To)(0)(6) J(D)(E) |
> CefoNe)
> Subject: RE: MEMEX & RADICS Briefs
>

> No worries. [f I\jb)(ﬁ) Iis not available that afternoon we can do his bricf at a more convenient time. We can still go
ahead with the RADICS brief at 1pm that day. I'm just happy for the breakthrough in having one scheduled. :)
>
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> e -- Original message ----—--
> From{(/ jadarpa.mil <mailtofP)(6) i darpa.mil> >
> Date: 02/05/2016 R:54 PM (GMT-05:00)

> To: [(D}iB) (b)6) l@darpa.mil <mailto:}(b)(6) )darpa.mil> >,

(7C) KCYD) FBI)"|(b)(5). ()(71(C) =

(@darpa.mil <mailto{(0)(€] [aodarpa.mil> >, [0I(6)

‘ a,darpa.mil|(b)(5J j@darpa.mil> >
bject: RE: MEMEX & ICS Briefs

> Stay tuned please, we may be able to fit this meeting iﬁ(b](s) chedule in the afternoon of the 18th.

-

>

I

> -----Original Message---—--
> From: [(0)(6) |

> Sent: Friday, February 05, 2016 7;18 PM
> To.FBl)|(b>(6) BR7IC) |
> CeP!® @darpa.mil <mailtofb16) ‘darpa.mil> >;[b)(6)

]
\darpa.mil <mai|tn:|[b)(6) lwdama.mil> >F bXe) j@/darpa.mil

; wdarpa.mil> >
> Subject: Re: M X & RADICS Briefs

> OK with me, but I thoughf®™®_|could only do 10am on 2/18?

=

>On Fe 2016, at 6:20 PMLJ[B)(E), (B)(7)(C) YD) (EBI)"
(©i(B), (LYN)C)

> wrote:

>

>> Okay, will this work for everyone?
>>

>>2/18 @ 1pm - RADICS

>
>>2/18 @ 2pm - MEMEX
>>

>> —---(riginal Message---—-

>> From:[E)E] imailtol (biiGibdama.mil]

>> Sent; Friday, February 05, 2016 5:59 PM

>> ToJBIE), BI7)C) kCYD) (FBI); [O7E) ]

> (1G]

>

>
>> Subject: RE: MEMEX & RADICS Briets
>>

>> [ have a 3pm meeting at DARPA, so I'd prefer the 1pm slot.
>

>>|(0}()

5

>> —---Original Message-----
>> me;lib)tﬁl. BXTNC) I(CYD) (FBI)WJ(DJ_ BYAC) ]
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>> Sent: Friday, February 05,2016 5:57 PM
>> To: [(b)(E) (D)(6) 2d
wdarpa.mil> >;|2(6)

e Judarpamil <mailto
>> Cdb)6) Jadarpa.mil <mailto}(b

>> <mailto[b)0)

>

o

b)(6
> 4(D)B) ledarpa.mil <mailto[FTE) Jeodarpa.mil> >

lodarpa.mil> >

>> Subject: RE: MEMEX & RADICS Briefs

>>

wdarpa.mil> >;

>> Okay, | think we are getting closer. It looks like we can do these

>> briefs

> on 2/18 with start times of 1pm & 2pm. Please let me know if that is correct. It doesn't matter which project is
bricfed first. Each briefer can come just for his time slot. I just need to know who does decide to go first sooner
than later so that I can inform the other attendecs.

==

>> Thanks and have a good weekend.

)2

0)

X6, BMC)._>>[ ]

>>

>> —----Original Message----- E
>> From: [[PYE) | [mailtof®®)

>> Sent: Thursday, February 04, 2016 4:32 PM

b;'dama.mil]

>>

>> ] can do afternoon of Feb 18.
>>

D)6}
>>4
>> DARPA/Information Innovation Office

>> TofBI(E)
>> Cef(bl(B). (BX7)C) ( (FBI){B)E)
>> Subject: Re: ME & RADICS Briefs

>> 675 N. Randolph Street, Arlington, VA 22203-2114
T m— | o —

>>[(b)i6)

Fax{0)(6)

wdarpa.mil <mailto[(6)A) [@darpa.mil> /

> D mil.mil

>> <mailto]®A®/

wdarpa.smil.mil> /

[0)(6) )darpa.ic.gov <mai|lq{b)(6) P_ldama.ic.g ov>

>>
>>
>>

>>On Feb 4, 2016, at 3:52 PM,{0)(®)

> [()(5] fodarpa.mil <mailto] B

lggdama.mib >

>> wrote:
>>

>>> All, for the Memex briefing/discussion,

(0)(6)

>>> 18, 10:00am. Thanks.

>S5

(b)(6)>>>,:|

>>>
>>>1(0)(B)
>>>SETA support to DARPA/120

>>> Science and Technology Associates, Inc.

s available on Feb

>>>{b)(6) voice)
> fax)
>>>{(01(6) ta)da__rp- a.mil <mailto|P1%)

>

Igdama.mib
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>>>
>>> —eee-Origi T
(b)(f); OXTNC). >>> Fromf..oomrmoe- (CYD) (FBI)©HE). (B)7)C), (BX7IE)
X" 55> Sent: Thursday Februa 2 49
>>> To: [(bil b)) @darpa.mil
>>>1(b)(6) wdarpa.mil> >
>>> Cci](bl(E) E‘darpa.mil <mailtodl
>>>[B)E)
>>> <mailtof(b)(b) @darpa. m|l> >Jo06)
>>JE)(E) vdarpa.mil <mailtg(®)(®) )
>>> Subject: MEMEX & RADICS Briels
>
=== All,
>>>
>>> Returning to the scheduling of briefs/discussions regarding MEMEX and
>>> RADICS...
>>>

>>> Right now it seems that the best times for most everyone are between
>>> 10a-12p on 2/18 and/or 2/19. T was thinking for
>>> it would be most convenient to pick one of the z
>>> back-to-back session at 10a and 11a for each project. Lel me know

>>> your availability for these dates and times.
PSS

>>> Thanks.




(b)8), (D)THC),
(DUTYE) o

(bX
(b)T)

-~
—

DE—

(bXE), (RN7NC).
(T)E)~

NS,
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From: |(b)E) |

Sent: Tue 22 Aug 2017 20:33:05 -0400

To:

LICEY | I(CYD) (CON) (FBl);I(b](B)
(contr-i2o)

Subject: Re: Memex and EA

Attachments: smime.p7s

Yes. We'll keep the streams separate, although the same group of people will work on both sets.

>On Aug 22, 2017, at 18:20{P10] INSD)EXE) |wrote:
>

> OK, thanks. And we could do it under the MOU you andlgned.

> understanding that it's for a different case?

> e Original Message-—--

> From:|(P)®) Imailto:l (b)(6) pdarpa.mil ]
> Sent: Tuesday, August 22, 2017 6:16

> To:[B)E] INSD)[ETE) ] Bl
e ], N {CYD) (CON) (FBI)| p— ) |

b)[6) laydarpa.mil=>; |£)(E) |

b)ie) a@darpa.mil>

> Subject: Re: Memex and EA

N

~ [)(6)

>

> 1 would send them t and me (though I will be MIA for the next
> few weeks).

>

> Regards,
>

>>On Aug 23,2017, 2t 00:39.[0®T_____J(NSD)PI®) |
> wrote:

>>

>>{b)5) }-to whom should we send

> them, and how? And do you need anything else from us?
>

>> —e—-Qrigi o
> Fromi(b’(m Jmailto] (b)(6) ledarpa.mil]

>> Sent: Thursday. August 17,2017 9:10 AM P o, e
>> ToJOIE) |(NSD)|(b)(6) | e (% 15

g CCI(DI(B\ fdarpa.mil>
>> Subject: RE: Memex and EA
>>

au

>

>> We are excited too. Looking forward to working with your team.
>>

>> Regards,

>> (b))
Lol

(e)ie}. (bI(7XC]

=

(0)(B), (E)THC).

 (DUTHE}

(b)(6), (D) (7XC),
AnnE



(bY8), [BYTC),
(DXTHE)~

(b)(6), (BYTHC),
(DXTHE pom

>[_](CYD) (CON) (FBI)|
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>>

>> ——---Original Message-----
>> From{D)B] INSD)|(bXE) |
>> Sent: Wednesday, August 16, 2017 10:29 PM

>> To:[PIE) k darpa.mil>;A...,,..,,,......._,,.,..A.,..‘,,‘...,,..,‘

> Subjet: Rt Meémex anTER Rl

i i

>> Thanks again for the briefing. There is a lot of enthusiasm. Will be in

> touch soon.

>>

>>>0n Aug 14,2017, at9:24 AM[BIB]____|(NsD)[PFe) 1
= wrote:

>>>

>>> Guys, who is our POC for when we get to the desk downstairs?
>>>

>>>>On Aug 11,2017, at 5:16 PM,|I‘b)t6) |(NSD)|(b)(6> ]
> wrote:

>>>2>

>>>> DOJ/FBI participants;

e

>>>>{0)(6), (D)(7)C], (b)(7]
PSR &)

>S50
>>>3
>>>X
>>>3
223
P

>>>>

S

>>>>> On Aug 11, 2017, at 5:06 PM,[)(©) |(NSD)|PXO) |
> wrote:

S>>

>>>>> Just to make sure we are all on the same page. this is going to be at

> 10 o'clock at your Arlington building. Correct?

S>>
>>>>>> On Aug 11, 2017, at 4:34 PMJPI®) ]
> Jdarpa.mil> wrote!

B i e S e

>>>>>> No problem. I can talk about that.

S>>5>>

>>>>>> --—-Qriginal Message-----
e From:NSD)l'Ib)(G) ]

>>>>>> Sent: Friday, August 11, 20

>>>>>> Tof{b)6) |@darpa.mil>

S>> Oedlb)b) ﬁ,darpa_rni]>;| I ........................ SRR
-~ |c¥yDy(con) (FBI)| —

>>>>>> Subject: Re: Memex and EA

>S>>>>>

>>>>>> Thank you--really we are interested in the persona-building and
> attribution potential, and the agents may have specific questions about
> particular types of identifiers.

OS>

>>>>>>> On Aug 11,2017, at 4:07 PM,|P/®) |
darpa.mil> wrote:

{B)(6), (bI(THC],
A DYTHEY

(B)(B), (DXTXC),

(b){B), (b](7XC].

e, (DYBYABYTHC),

(DRTXE)



(b)(6)

(DY), (bXTHC),

b
o

(b)(6). (b)7)C),

(DYTHE) oo

(b)B). (D)7)C),
(bYTYE) -

(b)(8), (bYTHC),...—

BUNDE) "
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>SS

>>>>>>> Hi guys

S>>

>>>>>>> Sorry for being MIA, I have been out of the office for the past few
> weeks. Unfortunately b)@ is out of the office next week, but I would be

> happy to stop by and talk about Memex. Doyou know what portions of Memex

> you are interested in? Darkweb?
S35

>>>>>>> Thanks,
SESS>>

>>>>>>>[]

P>y

> ---=-Original Message-—----
|(h)(65

>>>>>>> From
>>>>>>> Sent: Tuesday, August 8, 2017 6:52 PM
S>> To:[BY0 JNSDEE |

>>>>>5> (s {CYD) (CON) (FBT)] | .

>[b)o) Jdarpa.mil>
>>>>>>> Subject: RE: Memex and EA

P>

P (](3)]

S>>

>>>>>>> Sounds good. Let me know an hour between 1000 and 1400 (or two hours

> if MEMEX happens) and I'll send out a calendar invite. I'll send the invite

> to you and you can forward the information to your team. Let me know how
>many people you plan on bringing so | can try to get the proper sized room.
>35>

>>>>>>> Regards,

>>>>>>

>S5

>>>>>>> -—---Original Message-----
s 2l |
>>>>>>> Sent: Tuesday. August 8, 2017 6:03 PM

>>>5>>> TofhIE) jdarpa.mil>
e O v (CYD) (CON) (FBI)ﬁb)(ﬁ). BYNC), (LITHE) |

Ab)(6) fodarpa.mil>

>>>>>>> Subject: Re: Memex and EA

SH5>>5>

>>>>>>> Thank you--can we lock in for EA and hope that Memex works out?
B s T e

>>>>>>>> On Aug 8, 2017, at 5:40 PM 0)0) |
>ctr@darpa.mil> wrote:
>>>55>>>

B

I

>>>>>>>> | have not been able to track down (b)6) s still

> available until roughly 1400 on Monday.

SHSSSHS

>>>>>>>> Regards,
>>>>>>>B)(0)
PSS O Original Message-----

>>55>5>> From:[P)B) i(NSD)I(b)(G) |
>>>>>>>> Sent: Tuesday, August 8, 2017 3:09 PM

SHSSISSS ’]‘o;l(b)(ﬁ) @darpa.rnil>'

I (& 40N (ST 13:)) [E7E)

(b)(6), (bXT)(C),
e OTNE)

(B)(e). (bI7NC].



(oXe) 0UNC), [
(BXTYE)===
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>I(b)[ﬁ)

l@,darpa.mib

>>>>>>>> Subject: RE: Memex and EA
SESSSS>>
>>>>>>>> Good afternoon.  Thought I'd check in on this. [f this doesn't
> work, I'll see if [ can get FBI to give us more dates, farther in advance.
>>E>>>>>>
>>>>>>>> Thank you,
S5O
>>>5>>>>[(0)(6)
SHSSS>>>

>>>>>>>> -----Original Message-----

>>>>>>>> From](2/(6) (NSD)

>=>>>>>> Sent: Monday, August 07, 2017 3:34 PM
>>>>>>>> To{(b)(6)

CYD) (CON).(EBD}.....ocv--

) [

L

)6)

Ja.darpa.mil>

>>>>>>>> Subject: RE: Memex and EA
SESSSSO>
>>>>>>>> Monday morning looks particularly good.
PO
>>>>>>>> —---Original Message--—-

SESEISS Fromi(b)(ﬁ) (NSD)

>>>>>>>> Sent; Monday, August 07, 2017 3:33 PM
SESSSSSS To{b)(b‘)

[CYD) (CON) (FBI)

A —

(bX©

adarpa.mil>

>>>>>>>> Subject: RE: Memex and EA
2O >>
>>>>>>>> Monday and Tuesday of next week seem to work well for the Bu,
> ideally at NCIJTF (but whatever works for you).
e e e 3 2
>>>>>>>> Are we talking both Memex and EA?
SIS

>>>>>>>> —----Original Message-----

>>>>>>>> FromJ(2)(6) pdarpa.mil]
>>>>>>>> Sent: Friday. August 04, 2017 9:53 AM

>>>>5>5> TofBIB) (NSD)lb)(6 | e —
> (CYD) (CON) (FBI) ..., J(DNO) |

>I£b)(6) @darpa.mnb

>>55555> Subject: RE: Memex and EA
SHSSSSS>

>>>>>>>> My apologied?)O!_| I thought I had esponded. [2)€)__Jis traveling

> for work on the 10th and 11. The following week Monday (before 1430),
> Tuesday (after 1330), and Wednesday are options for us.
S>>

SISO

e e
5SS L

--—-Original Message-----
SHSSSS>> From:l(é)(o”l I(NS[)) [(0)6)

(b)6)

|

>>>>>>>> Sent: Friday, August 4, 2017 9:51 AM

(0)(C)

[@darpa.mil=;

(2]

lodarpa.mil>

>>>>>>>> Subject: Re: Memex and EA
SSSSBSSS

>>>>5>>> Good morning. Just checking to see if there's any possibility that

CYD) (CON) (FBIY(bXE). (R)(7H(C), (bITHE) |

|(b)[5) |

[(b)(6), (PXTNC),

o DMTEY

(b)B), (DIFHC],

... (BXB), BXTN(C),
(BXTYEY

(0}i€), (bI(7HC],

(b)(E), ()T (C],
TTOTHES
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> these sites would work for you.

SSSSSS>>

>>>>>>>>>0n Aug 2, 2017, at 10:19 AM.(NSD)
>[EYE |wrote:

P

> corralling has taken place and we are wondering if 10 August at 1100 or 1300
>might be possible for Memex and EA briefings for my investigative team. Any
> chance?

P22

>>>>>>>>> Thanks,

SEESSO>>>>

>>>>>>>>>

>SSSSSO>>

SSOO>>>>

>S>>>>>>
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EE;QS;IE?(”(}“]FVON o eS| |(CYD) (CON)
‘ Sent: Thu, 26 Jan 2017 14:13:55 +0000
To: |iﬁh)i6) |
Subject: RE: My Jacket
(b6}

| got them. If you like | can put them in my DARPA office. You have access, your temp badge will get you
into it if I'm not there. Let me know if you want me to do something else with them.

(b)(6), (b)7HC),
(bXTXE) "
From:l(m(67 Imailtol (b)(6)|@da rpa.mil]

To t: Thursday, January 26, 2017 1:46 AM

« |(0I(5) |(b)(6) dar a.m">;l(b)(6)

I(b)(ﬁ) Edarpa.l"__“_?.lm. SR~ ( 7 ](b](m'(b)m(cl == ]
“_b.je.c_»__t“;__My Tacket—""

(b)(B), (B)TIC),
(bYTHE) "

(D)B). (DXTI(C),
o T e

| think I left my jacket in your car or at NCUTF (else it is lost at IAD). Normally | wouldn't care but
| am fairly certain my DARPA badge is in the hidden pocket. Could you check when you get a
chance?

(B)(B)
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From: |(b)(8) |
Sent: Wed, 6Jun 2018 11:27:31 -0400
(D)(6), Ib}THT), . 1 "
i Toh o ! lcyD) (con)
Subject: Re: NCIJTF badges
No problem.
(bX), (ONTNC). > On Jun 6, 2018, at 1127 AMyf - KCYD) (CON} = e wrote
(bXTXE)- g
(b)(6), (b)(7).>[=Jstepped out,. As soon as | get confirmation, I will get it to you
(C). BYT)E) >
> -—-Original Message-----
> From: ) ] [mailtfEIE] adarpamin
> Sent: Wednesday, e 06 2SITEGAM T ST
(bX6). IO, > Toif (CYD) (CON )|_|_ i A
OXTHE) " o BT BT BT kCYD) (FBOETE o B lcYD) (FBI)
L{E |(I0] [@darpa. mil>3(0)6) |
(bI(B), (D)(TYC). - [ darpa.mil>
(eITXE)- > Qub_,ect Re: NCIJTF badges

>

> Monday works for me (assuming I can show up in the morning for it).

=

> Is 4pm (on Monday) too late in the day to o the NCLITF in-processing? I'll be over at Dulles Discovery until then,

and it’s a short hop over. If that doesn’t work, how about Thursday at 3pm?
> Thanks,

L T

>
>

(BX6), BITHC). >> On Jun 6, 2018, a1 9:54 AM——
(1) R >>

>>
>

(EIE]

fcYD) (coN)f

Iwrote;.,..,..._,,....v .

>=> Your badges will be ready for processing/pickup on Monday at FBI HQ -- 935 Pennsylvania Ave NW,

Washington, DC 20535. You can pick your badges on or after this date. [f you cannot make it to pick them up next

week, please let me know. They only hold them for a finite period and we can adjust the date to fit your
schedule. The pickup can be a little bit of a pain. You go security at the entrance and tell them you need to get
badged. They will direct you to the badging area. You will need to sign-in at the badging area and wait to be

called. It can take a little while, depending on the line. [ waited 45 minutes. Once you get your badges, you can

come to NCIITF and in-process with security. Let me know when you would like to come to NCLITF and T will

make sure that is set it up. Security will in-process you and walk you through getting your code so you can badge

into the doors at NCLITF, process you for system access efc.

>>

(bYB), (BYTHCY, >
(DYTHE) " ,..,.4.>>

>>

>> Please chime in if I am missing anything.

=
>>
>>

l')

(0)(6), B} 7)(

). (0I7XE]

(B)i6), (B)(7)C)

(BHFHEY

(B8)(6). (b
(B}THE)

ITXC).

(b)i€), (b]{7X(C],

~{OHTHEY
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From: |(b)(8) |

Sent: Wed, 6Jun 2018 11:18:03 -0400
WOTH, Tor e e |(cYD) (con)

Subject: Re: NCUUTF badges

Also, “badges™? (as in. plural?)

(b)), 1
(b)Y

(7

) > OnJun 6,2018,at-11:17 AM~| ICYD) (CON) mee I ((t;:;;(ét):.(?)(c

5

> [(D){6)
>
> 1 will check

@c‘r

> —---Original Message-----
> From: |1)0) | [mailtofP}6) @)darpa.mil]
> Sent: Wednesday, June 06, 2018 11:16 AM

(DJ(T)(uJ >Tol .

: FENEE B 1CYD) (FBI)

pelall VR T |(b;(bj rg;)darpa.mil>l(b)(6) I

SR (9] T dapamis
> Subject: Re: NCIJITF badges

o,

> Monday works for me (assuming I can show up in the morning for it).
>

> Is 4pm (on Monday) too late in the day to o the NCLITF in-processing? I'll be over at Dulles Discovery until then,
and it’s a short hop over. If that doesn’t work, how about Thursday at 3pm?

> Thanks,
>[(B)(E)
>
>
XS) OX7C). >>On Jun 6, 2018, at 9:54 AM{ . CYD) (CON] ; e fNTOLR: (NE), (DITHCI,

o sl
>>Your badges will be ready for processing/pickup on Monday at FBI HQ -- 935 Pennsylvania Ave NW,
Washington, DC 20535, You can pick your badges on or after this date. If you cannot make it to pick them up next
week, please let me know. They only hold them for a finite period and we can adjust the date to fit your
schedule. The pickup can be a little bit of a pain. You go security at the entrance and tell them you need to get
badged. They will direct you to the badging area. You will need to sign-in at the badging area and wait to be
called. It can take a little while, depending on the line. I waited 45 minutes. Once you get your badges, you can
come to NCUTF and in-process with security. Let me know when you would like to come to NCLITF and I will
make sure that is set it up. Security will in-process you and walk you through getting your code so you can badge
into the doors at NCHTF, process you for system access elc.
==

(bX6), le(?)U

(bXTHE) — 2 i
>> Please chime in if I am missing anything.
>>
>>
>>

(b)B), (BYTHC), >=

e =
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(DY), (b)(THC), >
(bXTHE)-

S )
>>ADY6), LI7IC), (bYTHIE)
>

>>{(b)(6) |DARPA)

>

%
vV Y

>>
>>
>
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From: |(b)E) |

Sent: Wed, 6 Jun 2018 16:34:27 -0400
(23(6)1éb)(-,)(c).'__....:[?: e S I I(CYD) (CON)
RS Subject: Re: NCIJTF badges

Attachments: smime.p7s

Thanks
(b)), (b) 7)( € >OnJun6,2018,at16:08f JCYD)(CONJf Jwrote: _ (EYE). (OITAC],
D)( 7 )I E) _> ........................ ('B)(7)(E)

(b)(6) > Looks like[—Jtook off for the day. I'will track him down tomorrow and confirm for Monday afternoon

> --—--Original Message-----
> From: [(£)(8) | [mailto:(b)(5) |@darpa.mil|
> Sent: Wednesday. June 06, 2018 1:06 PM

(bX0), OXTNC): >Tof - | [(0h o) (/o)) Emmm— |
(0XTXE) S Subject: Re: NCIITF badges

>

> Cool

o
(b)), (DX7)(C). >>On Jun 6, 2018, at 1:08 PM——— JCYD) (CON)| = Jwrote: . (B)(B). (DATXC),
( )(7) E) >> ........... fb)(’-,}(E)

(D6), )THC),

(DX TYE) e

(bX6), (D)(TI(L)
(bYTVE)-

b
(E)

>> Monday morning works for getting your badges. Now I am waitingon | (P)(6)|to get back from his lunch. He
works the later shift and is usually here to 6pm. I'm just confirming he'll be here Monday to 6pm.

==
>>
————— Original Message--—-
>> From [(B)iE) | [mailtof(0)(6) kudarpa.mil ]
>> Sent: Wednesday, June 06, 2018 12:25 PM :

b)(8), (B)7UC),
2>Tal s (CYD) (CON‘ { éb;(?;{é))( we
>> Subject: RE: NCIJTF badges
>
>> Oh, | thought they (NCIJTF) had a 2-year rule? Works for me, then.
>>

> cmen Original Message-----

_>>Framj.. CYD) (CON TS
“>> Sent: Wednesday, June 6, 2018 11:46 A e (DY6), (O)(TIC),
>> To: [(D)6) |b)(6) @ darpa.mil> (bXTHE)

>> Subject: RE: NCUTF badges

=

>>Yes you are current, it lasts 5 years

>>

> Original Message--—-

>> From: [(b)(6) | [mailto{{B)E) pudarpa.mil ]
>> Sent: Wednesday. June 06, 2018 11:28 AM

- V1| Jcyny.cony-— ]

W7TIC),

& ...>>>

>> Subject: Re. NCIJTF badges

>>

>> Oh, and I saw the SIPR traffic. Ack.
>>

>>>On Jun 6,2018, at 11:27AM[_ — kYD) (coN)| . SRS .. ol

(b)(6), (b)(7) >>>[—"Istepped out,. As soon as I get confirmation, I will get it to you

(C), BXDIE)
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(B)(E), (bXTHC),

(L) UE)
>>>
>>> —----Original Message---—
(b){?)éb)(n(l:)- >>> From: I(b)(@) I[lnai]to (Di(6) E;damamll] i G
(OXTNE) - 52> Sent: Wednesday. June 06, 2018 11:16 AM i
=558 | (i CYD) (CON)| an
>>> C|®)EL (DXTNC). RUNE) [ YD) (FBOIR)E) BXTIC). BXT)E) fCYD) (FBI)
AL T I— TEE) [adarpa.mil=JE7E)
(OXTYE) " Tyey Jdarpa.mil>
>>> Subject: Re: NCLITF badges
S>>
>>> Monday works for me (assuming I can show up in the morning for it).
>
>>>1s 4pm (on Monday) too late in the day to o the NCITF in-processing? Il be over at Dulles Discovery until
then, and it's a short hop over. If that doesn’t work, how about Thursday at 3pm?
>>> Thanks
>>1(01(0)
>>
>>>
(b)), (bXTHC), ASE AR Fom o r ORI - o1'5] (11 {b)ie), (b)TXC),
(bXTNE) :i:OnJun 6. 2018, at 9:54 AM [CYD) (CON)| fuurote e AN
5=
>

>>>> Your badges will be ready for processing/pickup on Monday at FBI HQ -- 935 Pennsylvania Ave NW,
Washington, DC 20535, You can pick your badges on or after this date. [f you cannot make it to pick them up next
week, please let me know. They only hold them for a finite period and we can adjust the date to fit your

schedule. The pickup can be a little bit of a pain. You go security at the enfrance and tell them you need to get
badged. They will direct you to the badging area. You will need to sign-in at the badging area and wait to be
called. It can take a little while, depending on the line. I waited 45 minutes. Once you get your badges, you can
come to NCIJTF and in-process with security. Let me know when you would like to come to NCIJTF and I will
make sure that is set it up. Security will in-process you and walk you through getting your code so you can badge
into the doors at NCIITF, process you for system access etc.

>S>>>

>>>>

>>>> Please chime in if | am missing anything.

>>>>

o

>>>>

(D)6), DIFUC), smsm

BXTHE) "o

(b)), (BXTHC),
(bXTHE). ~=="

o n e (R

(6), (PUTNC),.. =) 6)

ITNEY """ sJTBNB), BN IC), (R NE)
>>>A
>>>50) JDARTA)
>

b 3= >~ &

S5
>>>>
>>>
>>

>
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From: Freese, Donald W. (CYD) (FBI)
Sent: Wed, 17 Feb 2016 18:11:56 -0500
To: D) =1

cc: ElE)

Subject: : rie

will do[ )

Looking forward to meeting your team!

----- Original Message~--—-
From: [(5](5] | [mailtof D1 fudarpa.mil]
Sent: Wednesday, February 17, 2016 5:55 PM

To: Freese, Donald W. (CYD) (FBI)

Cefform)

Subject: Re: NCIJTF brief

Don,
I hope all is well.

Since you will be driving most of the meeting, could you provide a tentative agenda? We'll plan on doing a half-
hour overview of programs in the office (if you want that), and the rest of the time if yours.

Also, please make sure you send us names of attendees {rom you side --- DARPA doesn't take 1C badges,

Best,

(D](6)

DARPA/Information Innovation Office

675 N. Randolph Street, Arlington, VA 22203-2114
TelfEXST____] Cel:[PI®) [ I E—
Kb)ig) fadarpa.mil /J{B)(0] kodarpa.smil.mil /|(b)(5) |@darpa.ic.gov




- Sent: ThuLl Dec 2016 23:38:03 +0000

To: (b)(6) o |
Cc: (b)(5) I ICYD) (CON) ............. R
Subject: RE: NCI-JTF Database Briefing
I think that is a great idea. Let me work on logistics and schedule on this side and I will get back
to you.
-------- Original message —-------
From: | (b)®|@darpa.mil>
Date: 12/01/2016 5:52 PM GMT 05:00
To: [26) mil>
Ce: B0, BXTIC). B kCYD) (FRI)"Nen Br/C, (X T1E) fre

|(D‘(6) 0)(E), BXAACLOXNE) — KCYD) (CON)"

I(h BYTNCY (bYTIE) |
Subject. Re: NCI-JTF Database Briefing
Whoops. Should have mentioned that. | told the performers they are on the hook to explain
Synapse/Cortex to NCI.

e
From: |2/ ]
Sent: Thursday, December 1, 2016 4:54 PM
To: 1) ]

EE?E?{?S ) _Cest— J(CYD]___.- J(FBD); [P | e KCYDY.(CON).....
i Subject: Re: NCI-JTF Database Briefing
gg;}(é) Btw it can work both ways — they can brief Synapse/hypergraph.

(DX6), (D)X7)(C),
(b} TNE) "1
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(b)(B)

DARPA / Information Innovation Office (120)
675 N Randolph Street

Arlington, VA 22203

MmEE—]

(NIPR[B)E] (@ darpa.mil

(SIPR wdarpa.smil.mil

(JWICS)[B®  |adarpa.ic.gov

On Dec 1, 2016, at 4:49 PM,|X%) fpdarpa.mil> wrote:

I spent some time with some of our EA performers to discuss the ideas we
spoke about last week regarding paths forward for deploying the EA stack.

~J

D

(b)(B}, (b)( i

e {YTNE)

()}, (DITNC],

{BH7NE)
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They. understandably so, have questions about how your databases are
configured, their schemas. clcsuggcslcd I reach out to you to set
up a briefing for them to include what the database contains, how it is
queried, and other such technical and logistical questions. Can we set
something up for the near future? Most everyone has clearances though two
of the people (2)E) ) have recently
formed their own company so only their TS is currently active.

Regards,

5IE)

DARPA 120

work: [P)€) |
blackberry: {1 |
NIPR{ETE (@darpa.mil
SIPR: a@darpa.smil.mil
Jwics|® kdarpa.ic.gov
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From: |(b)6) |
Sent: Mon, 19 Sep 2016 12:35:49 -0400
(p)@l oX7)C), To: e | Ve KCYD) (CON)
et B
Subject: Re: NCI-JTF
About time!
(b)X6), (B)TNC). The
OO, Thaskaf— ]
>On Sep 19,2016, at 11:14 AM[___ - - kCYD) (CON) [PI5). (bXHCI, B)NE) |wrote:

(b)6). )7, > Gentlemen]
(BXTNE)—"" >
> Just received my UNCLASS account, and [ am working on the high side accounts. That will take a little more
time. I'm also working on getting the DARPA UNCLASS system.
> I will be hot desking here for now. The phone at the desk T will mainly use i 1L.do not have access (R)E). (DITHC),
to the voicemail on the phone. (OYFHEY
‘-
>

(BX6), (BNTHCT), >
BYTHE)—""



(b)(B), (L}THT),
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From: |(b)E) |
Sent: Wed, 22 Aug 2018 08:32:06 -0400
Subject: Re: NCUTF

Sounds good, thanks.

. >On Aug 22,2018, at 08:02, fcyD) (con)| S Bif;;(g;ﬁ)(f
= EHTHE)
~[(b)6)
>

> Good morning [ will meet you in the lobby and bring you up so you can sign-off on your paperwork etc. it should
not take long.

(b)(B), (DX7XC),
(BXTXHE

(VARLVARY

A

§(D)(E}
(E)B), (O)(7)(C), (B)F)E)

TELYV R V=N,

vV V

V
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EE;E?;,'S)(—,)(C)F’O“‘: A l ——— lCYD) (CON)
" Sent: Tue, 9 May 2017 19:13:27 +0000
To: (b)(G)
Cc:
Subject: RE: NCUUTF Upcoming Personnel Changes
(b)ig)

| will set that up when she arrives.

(B)6), BXTHC),
(XTHE) - (:l

From: |(0)(€) | [mailto|®15; Pdarpa.mil]
Sent: Tuesday, May 08, 2017 3:12 PM

(b)6). (BYTIC). To . CYD) (CON)EYE], (BITXC), (BY7HE)

(bXTNE) 103 (m( 1 “ ) ( )] \ - l
Cc ) |@darpa.mul>

Subject: Re: NCUUTF Upcoming Personnel Changes

(bX9). (oXTHC), .IhanksD I should get some time wi (oXE) when she arrives.

(b))

DARPA / Information Innovation Office (120)

675 N Randolph Street

Arlington, VA 22203

(TR ]

(NIPR)E)E) @darpa.mil

(SIPR) cwdarpa.smil.mil

(JWICS) |(b)[6) Iga)da[pa.ic.gov

On May 9,2017, at 2:57 PMIb) T. DI C), BN/ ICYD) (CON (0)(B), (b)(T)C), (ENTNE)
wrote:

(PO OIAELONE lis slated to leave is a couple weeks and-wll be taking his place, }E :% (t)’ K7XC]
He has been to our meetings.

b)(fi) ib)(?)(,) E

Sent: Tuesday, May 09, 2017 2:55 PM
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ToPX®) [2.darpa.mil

Cc {8 [@darpa.mil>

Subject: NCIJTF Upcoming Personnel Changes

(b)8)

I wanted you to be aware of some announced changes here.

The new Director will be Mellisa Godbold. She is coming in from Dallas

ol Jis leaving in June, and [/} CXTC) EXNE) [will be stepping in
b

(b} b) le(?)(CJ I

(XTI |is leaving also, they have to advertise his slot for a replacement

[P BICLBITIE g sleted to leave is a couple weeks and

(b)(6)
(0}(B)
A6), DYAHE), (BI(TIE)

o)) ydarpa.mil
(@darpa.smil.mil
a)chmi .ic.gov

(0)(8), (RY7NC). ()7 NE)

(oKD [DARPA)

(b)ie), (b)(7)(C],



xZais
—
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From: l(b)(ﬁ). L)7NC), OITXE) I(BH) (FBI)

Sent: Fri, 2 Nov 2018 20:19:35 +0000

To: KB)(E) |

cc: (B)®)l@gmail.comJeI0): EXNC) G/ |BH) (FBI)
Subject: RE: Netblock for EA

Understood, we'll keep these reports between the POC in the organization and their teams and you guys.eam ’g;gg(Et;lU)(Cl
will track down what is identified and provide their findings back to for tuning. v

--—--Original Message----- (0)(B), (B)TNC),

Sent: Friday, November 02. 2018 3:11 PM R A

To; [01E] B S ladarpa.mil>;
NC). Ccl (b)(6)wgmail.com] ... kBH) (FBD[EIG]. B

(b)(8), B)7HC), (BI{7NE)

Finally, T would second [[5}(5) point; the report/findings is not (yet) for further propagation.

Thanks,

| (b)(ﬁ)b)gatech.edu

Georgia Institute of Technology
(®)(©)]

From: |(2)(5) [(0)5) ko darpa.mil> (646}, (BYTIC)

Sent: Fnday, November 2,20184:07:21 PM . (DYINE) ;
¢ Tof . - WBHVGERD: . = T e e ———

Ce (b)(6) f[wgmail.com| =K BH) (FBI)

Subject: Re: Netblock for EA

I will stress that the report/findings is not (yet) for further propagation.

). >OnNov 2,2018,at 4:05 PM[— | BH) (FBI)[ETET BITRCI BITNE] |wrote:
>

)(TJ(C)>(an you send the repon..direcz-ly---t'ho manages the SOC for the organization? He's here with us now and

great to work with. He'll certainly have feedback. I've ccd his out of band email address. If you're not comfortable
with the out of band email, another option is to send you an upload link to our secure teleporter system. [I'll go ahead
and send the link.
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From: |(b)E) |
Sent: Thu, 25 Jan 2018 14:55:35 -0500

To: [oxel (USAMD)
cc: L ) J(Ns) omMD)PTT " Jusamp)

Subject: Re: [Not Virus Scanned] [Not Virus Scanned] Chart

Got it. To be honest, I'm not sure why you sent it encrypted, since it doesn’t have anything
particularly sensitive at this stage :)
(b)(E)

On Jan 25, 2018, at 1:57 PM [OIE) (USAMD) 4X°L BXAXC) 3
wrote:

This message has not been virus scanned because it contains encrypled or otherwise protected data. Please ensure
you know who the message is coming from and that it is virus scanned by your desktop antivirus software.

This message has not been virus scanned because it contains encrypted or otherwise protected data. Please ensure
you know who the message is coming from and that it is virus scanned by your desktop antivirus software.

Thank you again.

[(XE) |
Assistant United States Attorney

District of Maryland
(b8, BTN

Physical Address:
6406 Ivy Lane, 8th Floor
Greenbelt, MD 20770

Mailing Address:
6500 Cherrywood Lane, Suite 200
Greenbelt, MD 20770

ﬂib)ﬁ'} ldocx>
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From: |(b)(E) |

Sent: Wed, 5 Oct 2016 11:04:04 -0400
GO, To . [——YcD) (con)

Subject: Re: Program POCs

(b)(6;; (b)__(z’_(c‘)v-mD'm away from high side today.
You can share it freely within your organization --- treat as FOUO.

OSTP and NSC are aware of this, and a meeting set (by (b)(6)| who was cc'ed on the note | sent you) for this
Friday at 4pm.

The IC has also been notified.
[b){B)

Original Message
(0XE), (0)T)(C)._From CD) (CON)
(BXTHE)-~ Sent: chneqday October 5. 2016 10:45 AM

To: [[BXE) |
Subject: RE: Program POCs

(D)(B]

I have done an initial review of the info you sent on the high side. What is the status of this info as far as being able
to share it within my organization at pursue action of warranted? Not sure why you didn't get my last e-mail, but |
will try again to send you some additional detail on the high side.

Thanks,
“)
LR
-----Original Message-----
From: [(21(5) ai :mda a.mil|

Sent: Friday, September 30, 2016
(b)), (bX7)(C), TQ(CD) (CONY®

(BXTHE"""" gubject; Re: Program POCs
(b)(6), (OXTN(C), I;I
(PXTHE)- 15 there a chance you can come by DARPA on Monday? I think you will find it very much worth your time.
(b](6)
>0On Aug 8, 2016, at 7:46 PM (bXE) @wdarpa.mil> wrote:
-
=
(E;EB;”S)(”U .Dl m overscas until close to the end of the month and won't have high-side access. (D)6 |ec'ed) can answer
any questions you have on the high sxdc zb’z") p darpa.ic.gov).
> Best,
e =
> Original Message
(bX6), ib)(7)‘(?‘)ﬂ,w3_From:CD) (CON)
(BXTXE) """~ Sent; Monday, August 8, 2016 7:15 PM



(D)), (D)('/J(b)

(bYTHE) -~

(b)(B), lb)w’(c)_.’
(BXTHE) "

(b)(6), (BY7T)C)
(DY TYE)r

(b)6), {
(bXT)E)

b)(7)

e

o me‘

k> S.ub.)cct Rc Link Up

'“>>mSub_|ecl RL Link Up

Obtained by UndeadFOIA

> To: |[D)(B) |
> Subject: Program POC's
>
>
(o)
>
> | sent you an e-mail on the high side related to POCs you are working with here in my organization. 1 have not
been able to find the POCs here that are working with your programs; any assistance you can provide would be very
helpful.
>

> Thanks,

> —e—=-Origi

> Sent: Fnday, June 24,2016 11:10 AM

>To: [(R)E)

> Subject: RE: Link Up

>

> Sounds good, | have not heard back fmm -on the VAR info yet, is there another POC that can send me the
info?

23

> v/t

>

> —---Original Mcssage---
> From: [2)€) | [mailtofPX®) Jdarpa.mil]
> Sent: Friday, June 24,2016 10:18 AM

(CD) (CON)

>

> After you get through security (airport style...), they'll call me and/or bring you up.

jrb)(ﬁi |

> Program Manager

> DARPA/Information Innovation Office

> 675 N. Randolph Street, Arlington, VA 22203-2114

> Tel:|(b)i6) | Cel{B)E] [Fax:{(0i(5) |

>|(b)[6) ]t_v/darpa.mil m [@darpa.smil.mil {(5)(6) |@darpa.ic.gov
v

2
>

© > OnJun Zf}._,,,Z.Q.l..o.,..at.a;i.’LA.M,.CD) (CON)Ib RO RO RS |

> wrote:
>

>> Do you want me to meet you at the entrance to the following address?
>>

>> DARPA/Information Innovation Office

>> 675 N. Randolph Street. Arlington, VA 22203-2114

>>
>> —---0riginal Message-----

>> From: [(b)(6) [mailtof(b)€) @ darpa.mil
>> Sent: Friday, June 24, 2016 8:45 AM

kCD) (CON)




(DX6), 1X7)O).

—
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>>

>> Works for me.
>>

_ >>Original Message
> Fromf—— }CD)(CON)
>> Sent; F_riday, June 24, 2016 8:36 AM

>> To: [(b)6) |

>> Subject: RE: Link Up

>

>>

>> How about Tuesday at 13007 1 will send the VAR as soon as I get the SMO code.

>

>> it
-
>
>> —---Original Message----- -
>> From: [(D)(6] | [mailto: (o)) pdarpa.mil
>> Sent: Friday, June 24. 2016 8:30 AM
1 > TOY i CD) (CON)
>> Ce:[B)E) |
>> Subject: Re; Link Up
>>
>> unfortunately, DARPA doesn't accept IC badges for entry, B)IE) |can send you the SMO code etc. to pass
clearances.
>>

>> The afternoons of Monday, Tuesday, Wednesday, and Friday of next week are pretty open right now, so pick
one.
>> Best,

AT ]

S

>>
>>0n Jun24,2016,at7:56 AM[~ " |CD) (CON)"FD](G)» TEN70C), BT E]

>> wrote:

>>A(b)(6)

>

>>> No problem, I would be glad to come your way. Let me know a few dates and times that work for you and [
will come down for a visit. I have an IC badge, but if there are any additional Visit Request requirements, just let
me know.

>>>

>>>v)r
>>>{20), )i 7).
555 (PITXE)
>>>
pass
>>>FBI HQ
>>>CD-8

>>>{0)(0), (B)NC), (B)(r]
>>>{)

>>>)
v =0
===
>
S>> e Original Message-----

>>> From: [(D)b) | [mailtd ™) )darpa.mil]

Y
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>>> Sent: Thursday, June 23, 2016 4:34 PM
(b)), (b)(?’fq-m,,_???...To CD) (CON)
L >>> Subject: Re: Link Up

>
(BXB), (B)TND). o

(bXTHE) >>> | don't usually have a reason to come to FBI HQ (I think I've been there once in two years). | *can* come

(we're in Arlington, a few miles/metro stops away), or you can come to us. | have an IC badge, so getting into FBI
shouldn't be an issue (I assume).
>>>

>>>{(0)(0)
>
>>> DARPA/INIormauon Innovation Office

>=> 675 N. Randolph Street, Arlington, VA 22203-2114

>>> Tel:[lb)E) | CelfE)E) | FaxBIEL ]

>>>(o]() [edarpa.mil /[(5](6) ~ Jedarpa.smil.mil {B)E) fodarpa.ic.gov
>

>>>

>>>

>>>0n Jun 23, 2016, at 3:42 P

>>> wrote:

>

S>>

>>>> Thanks for the note on the Hi-Side, let me know when you are back at HQ so we can link up for a discussion.
S>>

>>>>vyr

>>>:40XE), (B)(/)
(C), (DXTNE)

(D3(6), ()(AIC), (B)()E)

>>>4
>3
>>>>FBI HQ

>>>> (CD-8

>>>HbNE), ()7L, (X 7)E)
S>>
>>>
>>>>
>>>
>

>
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From: |(bXE) |

Sent: Fri, 7 Oct 2016 13:51:16 -0400
OXEL D). Toz e ____](CD) (CON)
RATXE= Subject: Re: Program POCs

Attachments: smime.p7s

No high side email from you. Do you have NSTS? I can give you a call in a few minutes.

(m ér:)mm >On 0ct 7.2016,at L1I3PM[_——____JCD) (CONFIEL T BIUTE Jwrote:
TNV oo

>

> 1 have not heard anything fromso we will not be involved in the meeting today. Hopefully we can get

in touch with him to find out what was discussed. [ attempt to send you an e-mail on the high side with some initial

thoughts on the report you forwarded. If you hear back from [_—] let- me know if there is a better way to reach hnn {b)(6)
than JWICS.

>

> Thanks,
1t)>)(7)( Q).

(

-—JO‘

> e Original Message-----

> From: [{2)(5) | Imailu{zb’(b:‘ I[vdama.mill
> Sent: Wednesday, October 05, 2016 5:49 PM
(b)(6), (OXTHC), > TQCD) (CON)Y[XB), BITHCY, BYTIE)

(PXTAE)"""" > Qubject: Re: Program POCs
>
(0X6), IDKTIC), =]
(DXTHES - > the only email I received from you on the high side isto|  (5)(6)|about the meeting. No other email received (not

sure if you sent anything else).

>
) >>0n0ct 5, 2016, at10:44 AM————_____CD) (CON)[EXE) BITNCT. BXDET Jwrote:
==
>>(b)E)
L
>> [ have done an initial review of the info you sent on the high side. What is the status of this info as far as being
able to share it within my organization at pursue action of warranted? Not sure why you didn't get my last e-mail,
but I will try again to send you some additional detail on the high side.
>>
=> Thanks,
WTNC). >
e
>> ———-Original Message--—-
>> From: |(b)6) | [mailto0)(E) M
>> Sent: Friday_ September 30, 2016 4:59 PM

(b)6). (BUTHC), >> Tof .o CD) (CON)(b)(J)' B)NC), (BITHE) |

(DXTUE)=""., Subject Ke- Program POCs

()

(b)(6), lb)(7)(
(bYTHE)~

(DXB), ILNTNHC), )
(b)(T) o

(E q

" >>1s there a chance you can come by DARPA on Monday? I think you will find it very much worth your time.
>>{(b)(6)
>> :
>>> On Aug 8, 2016, at 7:46 PM [ 2 darpa mil> wrote:
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; (b)(?)( G > l m overseas until close to the end of the month and won't have high-side acceqs (cc 'ed) can answer

any questions you have on the high side[DJE]____Jadarpa.ic.gov).

>>> Best,
>>>1{b)(6)
>

>>> Original Message
BY0). DTN, 5> From|—— | CD) (CON)
{bYTHE)- >>> Sent: Monday, August 8,2016 7:15 PM

>>> To: [(B)G) |
>>> Subject: Program POCs

=

S (0)(6)
>>>
>>> ] sent you an e-mail on the high side related to POCs you are working with here in my organization. I have not

been able to find the POCs here that are working with your programs: any assistance you can provide would be very
helpful.

>>>

>>> Thanks,
>>>

BX6), BDNC), >
(bXT)E) >>D

P00 - Origina N

(g;{ﬁ) !(:t;)(” G >>> Fro(D) (CON)
L >>> Sent: Friday, June 24. 2016 11:10 AM
>>>To: I( )6) I

>>> Subject; RE: Link Up

>>>

>>> Sounds good, I have not heard back ﬁ'om-on the VAR info yet, is there another POC that can send me
the info?

>>>

>>>vir
(BY6), (B)T)(C), -
(OXTYE) ot >>__

>>>

>>> -----Original Message-----

>>> From: [(b)(5) M

>>> Sent: Friday, June 24, 2016 10:18 AN
(0X6), XTHC). >>>To[— — (CD) (CON)
(BXTHE) -~ >>> Subject: Re: Link Up

>>>

>>> Afier you get through security (airport style...), they'll call me and/or bring you up.

>5

>>>

>>>

>>> DARPA/Information Innovation Office

>>> 675 N. Randolph Street, Arlington, VA 22203-2114

>>>TelfBiE) ] Cel: [(0)(5) Fax:{bi(c]

>>1(b)(53 Fdarpa.mil (0)(5) arpa.smil.mil J{0)6) Jodarpa.ic.gov

>>.

il]

(D)(B)

>
>==

§E§§§§;£§’(7"Q >>> On Jun 24, 2016, at 9:57. ACD) (CON)'
He)-

>>> wrote:
>>>

D), INC), LIT)XE]

—




(D)6, (b)('r'J(
(bXT)E

My

(bX6), (LYTNC)
(DYTHE )

(b)6), (B)(7)(C
(DX THE) e

(DXB), (b)(7l(u).

(bXTE)~

(b)(6), (b)7)(

).

Cl,

s> unlonunalely. DARPA doesn't accept IC badges for entry.
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>>>> Do you want me to meet you at the entrance to the following address?
>>>>

>>>> DARPA/Information Innovation Office

>>>> (75 N. Randolph Street, Arlington, VA 22203-2114

o

>>>> ----Original Message-----
>>>> From:; [(0)(5) | [mailtof®®! vdarpa.mil]
>>>> Sent: Fndav June 24, 2016 8:45 A

>>>> To (CD) (CON)
>>>> Su D_](:Ct Re Link Up

>>>>

>=>> Works for me.

P

>>>> Original

e romC D) (CON)

>>>> Sent; Friday, June 24, 2016 8:36 AM
>>>> To: [(D)6) |

>>>> Subject: RE: Link Up

>>>>

B

>>>> How about Tuesday at 13007 [ will send the VAR as soon as | get the SMO code.

>>>>

S>> vy

>>>>

>>>> <—---Original Message—-—-
>>>> From: |(0)(5) | [mailto(©I(6) ladarpa.mil]
>>>> Sent: Friday. June 24, 2016 8:30 A
CD) (CON)

o> CofFT |

>>>> Subject: Re: Link Up
S>>

s

bi(6)

an send you the SMO code ete. to pass

clearances.
>>>>
>>>> The afternoons of Monday, Tuesday, Wednesday, and Friday of next week are pretty open right now, so pick
onc.

>>>> Best,

e ol
>

>>>>

>>>>0n Jun 24,2016, at 7:56 AMJ———___|(CD) (CON)" [PRe1 BITICH BRIET ]

>>>> wrole:
>>>>
>>>>>1(bj(5)
>SS
>>>>> No problem, | would be glad to come your way. Let me know a few dates and times that work for you and I
will come down for a visit. 1 have an IC badge, but if there are any additional Visit Request requirements, just let
me know.

>>>>>

o i §
>sss0)(8], [B)(7)
(C), (bI(7HE)

>
S5
>>>>3




(bX6), (D)T)C),

(DYTYE)-
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>>>>> FBI HQ
>>>>> (CD-8

S5555
>>>>> <eeenOriginal Message-----

>>>>> From: [(D)0] ] (mailtof P70 lidarpa mil]

>>>>> Senls ne 23,2016 4:34 PM
' 22222 Tof- e 'CD) (CON)

===>= Subject: Re: Link Up

S>>

PSS

>>>>> [ don't usually have a reason to come to FBI HQ (I think I've been there once in two years). [ *can* come
(we're in Arlington, a few miles/metro stops away), or you can come to us. I have an IC badge, so getting into FBI
shouldn't be an 1ssue (I assume).
>>>>>

>>>>>{(bi(E]

A
>>>>> DARPA/Information Innovation Office

>>>>> (75 N, Randolph Street, Arlington, VA 22203-2114

>>>5> Tel {(0)(0) | Cel{BIE) [Fax{E)E] 1

>>>>4(D)(6) Jdarpa.mf {016} fdarpa.smil.mil /[B)F] Jedarpa.ic.gov
S>>

>>>5>

e

>>>>> On Jun 23, 2016, at 3:42 PM{PIO) PO Y cp) (CON)"FE(o‘p.(b)«:?)[C). RUSHE

>>>>> wrote:
SN
SOCCCRN (T[]
>S5S
>>>>>> Thanks for the note on the Hi-Side, let me know when you are back at HQ so we can link up for a
discussion.

>0

>S5 it
>>>>>>[0)6), (0)(7)

pSESN }8 (L))
S5SSSS]

>>>>>> FBI HQ

>>>>>> (CD-§

>>>>>b)(6), (b)7)(C), L)7HE]
P
>>>>>
S>>
>SS
e - > >
>>>

>>

>
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From: ) ]
Sent: Thu, 22 Jun 2017 18:15:51 -0400
(E)@)é?)m(‘:) To: S —— |(cYD) (CON)
A Subject: Re: QSFPs
Attachments: smime.p7s
Ok
(b)(B), (BY(THE), il = . (B)iB), (b)(TXC],
(ok6) zQ,I!.,JHILZ‘Z&.2011»“11-7-~~1--~1 }— [CYD) (CON) e {BYTHE)
> QSFPs are the fiber connectors| @), (0)(E)purchased.
e

> The Director Ms Godbold is on the emails requesting the meeting. They actually asked for the meeting and they
are working it. I'm looking at her calendar and it is booked but there is some availability. 1 will keep pushing

>

(b)8), (DX7)(C),

(bXT)E)~
>

> s Original Message----- e
> From: |(0)(5) | [mailto:l(b’(o" L‘&dama.mil]
_ >Senk , 2017 4:53 PM
EE}%?}'E“”(Z"E." > Tofmemm CYD) (CON JEXE) BRTCL B e |
o > Ce:}{bi6) kdarpa.mil>
> Subject: Re: QSFPs
>
> QDFPs?

e

> Also, any updates on briefing EA?

> 2 -
>>On Jun 22, 2017, at 15:50f0X0 PITHELTETJeyp) cony2 PO BT
>

> [[5TE)

-—

wrote:

>>
>>NCIITF now has the QSFPs. The plan is to install them tomorrow.
= e

(bX6). (BXTC)

_—
(DX THE)-~"
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From: APAW

To: i : Walker, Steven: Pierce, Brian{(")\0)
Cc:

Subject: Request for Ascistance

Date: Thursday, November 15, 2018 11:36:45 AM

Attachments: 18-11-1 R ing DARPA Assist, .pdt

Good marning,

Please find attached hereto a request for assistance from— Assistant United States
Attorney far the Western District of Pennsylvania.

Respectfully,

I(bl'(ﬁi. (B)7NC)

Legal Assistant

Secretary to the Criminal Division Chief
United States Attorney's Office

Western District of Pennsylvania

700 Grant Street, Pittsburgh, PA 15219
(0)(B), (B)7)C)
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From: |(bXE) |

Sent: Fri, 3 Aug 2018 17:42:14 -0400
To: [EHE BN BRTEr |
Subject: Test 2

Does this actually work?
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From: |(BYE) |

Sent: Fri, 3 Aug 2018 17:42:10 -0400
To: [B)51 (B)LANC), NTNE) |

Subject: Test

Does this actually work?!
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From: |(b)(E) |

Sent: Thu, 23 Aug 2018 21:00:03 -0400
To: I(b)(t} D) THC), (B NE) |

Subject: Test

Ignore
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(b)(B]
Subject: Enhanced Attribution Program Collaboration
Location: 14360 Newbrook Dr, Chantilly, VA 20151
Start: Wed 1/25/2017 1:00 PM
End: Wed 1/25/2017 4:00 PM
Show Time As: Tentative
Recurrence: (none)
Organizer: | JcYD) (con)
(0)(6). (OYTHC), . .o
(BX7TXE) -
Team,

The meeting will be held at NCUTF facility.

We will pick you up in the lobby and escort you up to the meeting site. Please be sure to bring a Government ID.

Location: 14360 Newbrook Dr, Chantilly, VA 20151 - There is plenty of free parking.
This address does not come up properly on some GPS devices. Bing maps brings you to the correct location.

https://www.bing.com/mapspreview?&ty=178q=CACI%20chantiollly%20va&chain=1685100&ppois=38.8780632019043
-77.4461975097656 CACI%20Integrated%20Communications YN873x118501886~38.8719139099121 -
77.4323959350586 Caci%20Ilnc YN873x8333707144038043901~38.8626899719238 -

77.3643112182617 Caci YN873x100795455~38.8763313293457 -77.4459533691406 Caci-

Nsr%20Inc YN873x12566114873663763047~&v=2&s5V=1&FORM=MAPAGG& adIt=strict

Please contact me with any questions or concerns

(0)[6), OI7AC),
(b)(7)E)
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(BY7HE] -.. (b)) '
i (b)(6)

I I
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I(bJ(KS'\ |

From: [B)E) |

Sent: Thursday, July 20, 2017 7:23 PM
To: I(b)'E) I
Subject: On a different note

we just put this out (Special Notice 17-64), ahead of a formal program solicitation. Worth having a discussion on policy,
at some point; we are beginning to have those discussions within DaD...

https://www.fbo.gov/index?s=opportunity&mode=form&id=44f6fd4e6324aea8301c2c21bf528c89&tab=core& cview=0

Cheers,

(b)(6)
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(b)(E]

From: |ibX6) |

Sent: Wednesday, May 2, 2018 5:21 PM

To: D) (FBI (b)), (PITHC),
o oI.___)( e

Subject: e: Contact

That depends on the sensitivity and whether you want to come by DARPA or do a phone call (unclass

never can remember my NSTS number).
Best,

(2)G), (BITHT). (BITNE)

On May 2, 2018, at 14:394 ... OTD) (FBI) wrote:
(0)B), (DYTHC), ... TEVET— =il
OITIE)~= " Hi[ P
| am af®e). (DN/NC) I IE] lat FBI/OTD and | would be interested in chatting with you about the

work below. Let me know how best to connect with you.

Thanks,
EE}(G). BY)(C), (oX7)
)

From (b)(6)]
URY (RN Sent: Friday, April 13, 2018 3:43 PM
{)(B), ()7NC) 2 ’ ot
b)(6), (B)THC),
(WA(EwWWmﬂ(r:‘oOTD) (FBI) — |Em‘gbﬂ‘-*) L
c:

Subject: DARPA Contact

(B1(B), (BIC). ..

(ITIE)
Thanks for stopping by today, it's always a pleasure to talk to you.

Here's the DARPA contact we mentioned:

[T |email:| (b)(6)ta>dama.mil

Have a good weekend.
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I(b)(ns’\ I

From: [i)6) ]

Sent: Thursday, April 6, 2017 9:48 PM

To: Hickey, Adam (NSD)

Cc: I(b)(BW |(NSD)ll(b)(B) I(NSD);I(b)(G) ”('6)(6)
 [BIE] [

Subject: Re: EA introduction

Indeed so — our last meeting was well over a year ago. Lots of progress since then. It will be interesting.

please coordinate with["{®]  |on passing clearances.

X
(b)6)

DARPA
675 N. Randolph Street
Arlington, VA 22203

¥ om—

(b](6)

darpa.mil (NIPR)
darpa.smil.mil (SIPR)
darpa.ic.gov (JWICS)

On Apr 6, 2017, at 9:35 PM, Hickey, Adam (NSD)Fb)(BJ [wrote:
330 Friday April 14 will work great for us. copied, is your POC for logistics.

please book the OAAG conference room.). andD feel free to invite a couple others -- this will

be interesting. (blE

I thought your name was familiar -- believe | was in your last briefing. Look forward to reconnecting.

Adam

On Apr 6, 2017, at 7:04 PM, |iR)(5)

l(b)(ﬁ) Pdarpa.mil<mai|to]_ib)(6} [@darpa.mil>> wrote:

Not surprising, it's been raining cats and dogs most of the day here. | hope you make it back without too
much (additional) hassle.

Next Friday: | can easily do 3:30pm (or later); let me know if you need to do earlier, and | can shuffle
things around.

@G

Is{75) " Istill the right person to pass clearances through? cc’ed) will be accompanying me.

Best,

(NSD);
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(5]

DARPA
675 N. Randolph Street
Arlington, VA 22203

(oifo) [@darpa.mil<mailto:] °®) N [@darpa.mil> (NIPR)
@ darpa.smil.mil<mailtofPX% @darpa.smil.mil> (SIPR)

'&)darga.ic.gov<mailt4(5)(73" Edarga.ic.gov> (JWICS)

On Apr 6, 2017, at 6:55 PM, Hickey, Adam (NSD)
RQ |wrote:

Hi(®X5) [Thanks for reaching out. Copying two of my colleagues that I'd like to attend. Because of
flight delays, | think a number of things are rolling from tomorrow to Monday. Let's plan on next Friday
afternoon? Appreciate your offering to come to DOJ -- that makes it easier. What times wark for you?

Thanks,
Adam
On Apr 6, 2017, at 6:49 PM, |(b)(5] |
[20) @darpa.mil<mailto [ |@darpa. mil><mailtof(>I®) dar

a.mil>> wrote:

Adam,

Lucky for both of us, I'm based in DC (technically, Arlington). It's pretty easy for me to come over to DoJ,
or host you at DARPA if you'd like to get out of the office instead. There’s a lot we should talk about,
including how we’re gearing up to work with the FBI and how you can potentially help move things
along. I'd rather have this discussion in person, if the schedules align.

The next 3 weeks involve a lot of travel for me, but this coming Monday morning is free (I need to be
back at DARPA for a 1pm meeting). The afternoon of April 14 (a week from tomorrow) also works. Let
me know if either of these works.

Best,
(b)(B)

DARPA
675 N. Randolph Street
Arlington, VA 22203

(b)(6)
(m)
(& ; ... [B0) g .1, J(DlE)
I‘ bdarpa.mlkmalltozl ; bdarpa.mul><mallto Dddarp
a.mil> (NIPR)
|"5)(61 Edarga.smil.mi|<mailto|(b)(’3f\ bdarpa.smil.milxmailt 0)o)

2
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N % bdarpa.smil.mib (SIPR)

|(bX6) @darpa.ic.gov<mailto](b’(6) bdarpa.ic.govxmailto

@darpa.ic.gov> (JWICS)

(b)6)

(B)(5)

On Apr 6, 2017, at 10:51 AM, Hickey, Adam (NSD)
[bXE) |

wrote:

Thanks,| _©® [P"® |} was fascinated by what| _(b)(6)Hescribed yesterday and would like to help
and learn more,| _ (b)(6) offered a couple suggestions for follow-up, which I'll take back to DC, but let
me know if it makes sense to talk (including over a secure line). | expect to be back in Atlanta in a few
weeks in any event.

Adam

On Apr 6, 2017, at 10:21 AM, Michael Farrell

i (b)(6)@gtri.gatech.edu<mailto-§(b)(6) @gtri.gatech.edu><mailto (b)) pgtrig

atech.edu>> wrote:

(b)(B)

Please allow me to introduce Mr Adam Hickey, Deputy Assistant Attorney General (DAAG) in the
National Security Division (NSD) of the Justice Dept (DOJ). Adam gave a keynote at the Atlanta Cyber
Summit this morning, and he and | had a chance to meet yesterday afternoon on his way into town.

http://cybersummitusa.com/2017-atlanta/agenda/

We met in the SCIF, but 90% of the discussion was unclassified. It was a good dialogue and | believe it
makes sense for the two of you to connect. Based on the program overview | shared with him (e.g.
presenter's day brief) he is interested to learn more.

At his talk this morning, Adam highlighted how NSD is committed to using criminal investigations to
raise the costs for malicious cyber activity, even when sponsored by a foreign government. He is very
familiar with recent and historic indictments and how DOJ and law enforcement have adapted to help
companies and critical infrastructure better defend themselves against cyber threats.

Adam - thanks again for your time yesterday. [b)m) |
[(B)5) | He can provide additional context and guidance on partnerships across USG as well as
transition plans for this research.

http://www.darpa.mil/staff,l(m(m I

I'll also make this intro on JWICS.

Best,

(b)(6)

Georgia Tech Research Institute
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gtri.gatech.edu<mailtogtri.gatech.edu><mai|togtri.ga

tech.edu>

(bX6)

Georgia Tech
www.iisp.gatech.edu<http://www.iisp.gatech.edu><http://www.iisp.gatech.edu>

JWICS:
| (b)(6)|@coe.ic.govemailtol (b)©®)f@coe.ic.gov><mailto| (B)(E)Pcoe.ic.go
v>
SIPR:
(0)(6)[@dia.smil.mil<mailto (b)(6)[@dia.smil.mil><mailto (b)(s)l@dia.smil.mil
>
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I(bi(@i |

From: [)e) ]

Sent: Sunday, November 26, 2017 11:24 AM
To: m«vso)

Subject: Re: legal process

The methods and data are not classified, so no reason to go secure on that count. If you're ok on your side, we can do
regular call.

Just in case: If we can’t do Tuesday, does Wednesday work?

On Nov 26, 2017, at 11:05, [T |Nsp)|*"™ wrote:

You'd know better than .

On Nov 26, 2017, at 10:58 AM, |(2)5) [@darpa.mil> wrote:

Let me check o availability; I'll be at Ft Meade most of the day Tuesday except
early morning. | assume we'll need a secure call?

On Nov 25, 2017, at 22:19, |‘b’<5" [Nsoilibiiﬁ-’ |wrote:

I'm out Monday; maybe a call Tuesday? And don’t feel bad about
“lawyering up.”

On Nov 25, 2017, at 4:10 PM,|(0Xt] @darpa.mil"

[(b)(G' Edarga.mib wrote:
W]

I'm fine with it in principle; | assume we'll have to
disclose something about the information we have been
able to glean (or the method we used).

Since I'm not a lawyer (nor can | play ocne on TV), do you
mind if we loop in the DARPA General Counsel,[(b)(6)]
We can have a secure call if you prefer (Monday
afternoon), or perhaps meet during one of the breaks
on Friday?

o)

From:|®(®) |
Sent: Mon, 20 Nov 2017 22:10:18 +0000

To|(b7(6i pdarga.mil

1
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Cc:
Subject: legal process



(b)),
(bXTX

(bY6),
(bX7)
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|(b)('3} |

From: (21 |

Sent: Thursday, November 2, 2017 11:.09 AM
To: (b)E) (NSD)

Cc: BA)FBD oy, mimyc)

Subject: Re: quick follow up ~ (Bil7i(ES

Ha! We’re on the same boat. I'll send you a note in a few minutes from the SCIF with a number to call.

On Nov 2, 2017, at 11:07 AM [P [NsD) 4" b wrote:

Ok. Thank you. Any way you can send me a number? We have a few shared phones and | need to find a
free one.

On Nov 2, 2017, at 11:07 AM, [(b)iE] [@darpa.mil> wrote:

Send me a number to call. | can catch up when she’s available.
A oV ADNDRARIHEY,

On Nov 2, 2017, at 11:04 AM,[PE___|(NsD)

[oi®) |wrote:

I'm on the road until Tuesday but could do NSTS at 11:30ish.
On Nov 2, 2017, at 11:03 AV BA FBI (D)IB). (BUTNC).
NSl BN o 2 20T 2t 1103 AM A s

Sorry, out of my office until about 5.

—----- Original message —-—---

From: [(b){&) [B)(6) Pdarpa.mil>

Date: 11/2/17 11:02 (GMT-05:00)

To: {610) |(NSD) (JMD)"[(ETE]
e ) emmre (b)(6), (LXTHC),
Eje (OI(TXE)
BN7HC)., bYE]....

do you have time for a quick NSTS call today? Any time
before 4pm is fine.
(oi(5)
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(RG]

From: [iEXE) |

Sent: (b)6) BX7I(C), Monday, June 26, 2017 1:39 PM

To: (DXTHE) =rrmmrmsec I(CYD) (CON)

Cc: (0)(6) (G2 |
Subject: Re: Summary - ACD Pilot Event

We'll also need a PCR.

(L))

DARPA
675 N. Randolph Street
Arlington, VA 22203

¥ S—

(0X6) darpa.mil (NIPR)
darpa.smil.mil (SIPR)
darpa.ic.gov (JWICS)
(D)B), (PUTXCI,
{b)(7)E) .
On Jun 26, 2017, at 1:37 PM, | B {CYD) (CON)[PXE) XTI BXTEED hwrote:
(0}(6)
Will do
(b)8), 1b)(7J(u)
(BYTHE)-~
From:| (®)(6) [mailto] (b)®)[@darpa.mil]
Sent: Monday, June 26,2017 1:35 PM
(bX6), IbXNC) Tod e B)(E), R)THC), (B)TIE
(D)(j),:é)‘...v._..,_.., TO.'I I(CYD) (CON)I( )6). BI7THC), (b)THE) ]

Sublect FW: Summary - ACD Pilot Event

From: [P)(5)
Sent: Monday, June 26, 2017 1:34:35 PM (UTC-05:00) Eastern Time (US & Canada)
To:[15) |[EE)

Subject: Fwd: Summary - ACD Pilot Event

Let’s circle back with[ ®)®)]and} ®)©)|'s folks, to get their impressions (esp. the
Captain’s) and whether they intent to do anything next. That should just about wrap up ACD and
what we need to have for the program review slides.

Thanks,

(b)E)
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(b)E)

DARPA
675 N. Randolph Street
Arlington, VA 22203

™ |
(ol(5)

cdarpa.mil (NIPR)
cdarpa.smil.mil (SIPR)

cdarpa.ic.gov (JWICS)

Begin forwarded message:

From: | ~ _ (b)(6)|
Subject: Summary - ACD Pilot Event
Date: June 26, 2017 at 12:59:14 PM EDT

To: [FT6T @darpa.mil" {70 @darpamil>, [P
F’)(s) ICTR (US)" @darpa.mil>,[F)E
(

bX0) lwdarpa.mil>, [*1*)
R fodarpa.mil>, | ®IEUSARMY
CYBER PRO BDE (US)"| (b)(gﬂaimail.mib,' (b)(6)|
L b)E)|USARMY 7 SIG CMD (US)"
| - ®EICIV USAF
AFMC AFRL/RIGA"| ®)®faus.af mil>
Ce: | (b)(6)|
All,

I have attached a summary of the ACD pilot event that we completed with CPB
last week. Please let me know if you have any comments or questions.

Thanks,
(b)(6)
(b)(6)
aytheon BBN Technologies
®)6)]
(b)(8)
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From: (b)(B)
To: (DJ(B). [0)(/)(C)
Cc: |{E}(E)
Subject: Re: FBI Foreign travel
Date: Wednesday, August 29, 2018 11:12:03 AM
Attachments: FD772-Tripl.pdf
ED772-Trip2.pdf
Untitled attachment 00065.txt
No problem.

Here are the forms. I'll send you my SSN on SIPR.
-(b) 6)
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04-20-2011 PROXY FORM

’ PRIVACY ACT STATEMENT

The collection of information on this form is authorized by 5 U.S.C. 301, Executive Order 10450, as amended, and, in the case of social security numbers, by
Executive Order 9397. The information to be collected will be used by the Secunty Division as part of its monitoring and oversight of the security activities of
employees, contractors and other personnel (such as Joint Terrorism Task Force members and detailees) The information may be shared within the FBI as
appropriate and with agencies outside the FBI where warranted. This would include, but not be limited to, sharing with other agencies that seek access to
information about an employee, contractor or other personnel's suitability for a clearance and/or employment  Provision of your social security number is
voluntary, but without it we may be unable to distinguish you from another employee with the same or similar name. The collection of the remaining information is
mandatory for all travel outside the United States except travel to Puerto Rico, Guam, and other U S_ possessions and territories, and this form must be
completed and given to your division Chiefl Security Officer 45 days prior to departure. Failure to complete this form may have an adverse effect on your ability to
maintain a security clearance, which is required for continued employment.

First Name:{(5)(6), (B)(7)(C), (D)(7) Middle Name: [iD)(5], (D) /)], (D) Last Name:* |Tb)(6). (0)NC), (DI
(E) (TIE) (E)
SSAN (999-99-990909) * Cost Code (9999)* N/A Work Phone (99-999-999-9999)* (h)[6), (&
b)( 7HE

Assigned CSO Office (See app A):* Company/ Agency (Contractors, Tasklorce of Detailees). | o r oo s
Employee Type (See app B):* Date of Birth (MM/DD/YYYY SCl n

OGA/Task Force Member |'b_(_FY7't 0], (b Jt'ﬂlT"TE_lu (7} (b)(6)|
L -9 SUPERVISOR HIFORHA‘I'ION & '
Supenvisor Name (1 as] Flst Mmle)' {0)(B], (BYTHC), Work Phone (99—999—999—9999) il

E— el ®©)

TRAVEL INFORMATION
Trip Departure Date (MM/DD/YYYY):* Trip Retumn Date (MM/DD/YYYY):* Type of Travel*
mOQIO‘;aIZOIB ( ) - 09/16/20‘1’8 ¢ (X Official (" Unofficial

Traveling with Tour Group:* Purpose of Travel:*
C Yes X No (" Business Only (X Business/Personal (" Vacation/Personal (" Border Crossing

Country Clearance: All FBI personnel traveling overseas on official business must submit and receive a Country Clearance prior to departing the United States
Are you taking your Bureau issued Smartphone on the foreign travel?* ( Yes X No
If Yes, Please insert your Bureau issued Smartphone Number:

TRAVEL COMPANIONS (i any)
Relationship (See app [)* I ):*
. ) . (0)®) ||(0)(B). (h)(7)( I(E) (b)(6)
Companion's Name (First Middle Last)* U.S Citizen?:* Relationship (See app )* Country of Birth (See app D)*
" Yes " No
Companion's Name (First Middle Last)* U_S Citizen?:* Relationship (See app I)* Country of Birth (See app D)*
C Yes " No
Companion's Name (First Middle Last)* U_S Cilizen?.* Relationship (See app I)* Country of Birth (See app D)*
() Yes " No
Companion’s Name (First Middle Last) * U.S Citizen?:* Relationship (See app 1)* Country of Birth (See app D)
" Yes " No
DESTINATION CONTACTS (if any)
Contact | [ W - - =
)51, (b)Y T)(C). BY7I(E) )| (B)i8). (bXT)C). ()7
Phone Number (99-999-999-9999).* Contact's Address * : )
J(B). (D %3 2 5 8 ) ( e
% U S Citzen?*

e -
(©)G), (b)ANC), (BIHE)

Phone Number (99-999-999-9999):* Contact's Address *
[BY6), (b)(v’)(%). B)7)E) [E)E), I NC), (DN 7IE) |

Contact Name (First Middle Last) * m?-"—(b)(e)»Relabmsh' See app I)*
|(b)(6)‘ {BY7HC), (bYTXE) | : |[b)(6). (bXTHC), (B}7)E) |
Pl ) i Contact's Address * s [*
(bi(B], (BY7HC), BITIE) (1B, (DI 7)C), DI NE) | - (b)(B), (B)(7NCI. (b)(7)E)
Contact Name (First Middle Last):* U.S Citizen?:* Relatmshp (See app 1 e {BY(6), (BYTHC),
C Yes (" No BITHES:
Phone Number (99-099099_0009):* Contact's Address* City:* Country (See app D):*
FD-772 (Revised 04-04-2007) Page 1 of 3 FEDERAL BUREAU OF INVESTIGATION
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04-20-2011 PROXY FORM
Contact Name (First Middle Last) * U.S Citizen?:* Relationship (See app 1).*
" Yes " No
Phone Number (99-999-999-9999):* Contact's Address:* City* Country (See app D):*

ITINERARY (For Travel More Than 24 Hours)
(Log each leg of the tnp and attach a copy of your Travel Agency Itinerary Identify Lodging for each Location including any resulting from layovers )
Arrive Date (MM/DD/YYYY):* |Depart Date (MM/DD/YYYY):* |Official Business:*
18

iy~

Destioat
b)(B). (P)TI(C). (bYT)E)

(DYNHIC). 09/08/2018 09/09/20 C Yes (X No
Anticipate Foreign Contact?* Armval Mode * Armval Type:* Was there lodging at this location?*
X Yes (" No (" Auto X Aircraft (" Boat m Public XY .0
If "Yes" attach a compieted Report of - es
Foreign Contact form (FD-981) (" Bus (" Train (" Other D Pnvate

If you indicated in the Itinerary that any of your modes of transportation is "Private” , provide for each of the private accommodations the Name and Nationality of
the entity or person who is providing the transportation.

Private Transportation Provider's Full Name: Pnvate Transportation Provider's Nationality:

Lodging Name:* Primary Phone:* Date Armiving (DD/MM/YYYY):* Date Departing (DD/MM/YYYY):*
PRIVATE RESIDENCE (D)), (D)7 NC), (D) )E) 09/08/2018 09/09/2018

Address:* [(b)(&], (bY7)(C). B)(TE) City* [B)E), brIC),

(D)TIE
If any of your lodging or accommeodations are being provided to you free of charge , provide for each of the gratis accommodations the Name and Nationality of
the entity or person who is providing the lodging.

Free Lodging Provider's Full Name:l(b){Ei) {bi7](Cl, (b} 7)E) |

[Free Lodging Provider's Nationality-

Destinatfion City * Destination Country (See app D)* | Amve Date (MM/DD/YYYY)* |Depart Date (MM/DD/YYYY)*
HERAKLION GREECE 09/09/2018 09/13/2018 (X Yes C No
Anticipate Foreign Contact?* Arrival Mode:* Amival Type:* Was there lodging at this location?*
X Yes (" No (" Auto (XAircraft (" Boat [X] Public
If "Yes" attach a completed Report of - _ X Yes (" No
Foreign Contact form (FD-981) ("Bus (" Train (" Other [] Private

If you indicated in the Itinerary that any of your modes of transportation is “Private” , provide for each of the private accommodations the Name and Nationality of
the entity or person who is providing the transportation.

Private Transportation Provider's Full Name: Pnvate Transportation Provider's Nationality:
Lodging Name * Primary Phone™* Date Amving (DD/MM/YYYY)* D: DD/MM/YYYY)*
adging MEGARON HOTEL y et 1 ) Bo5pte | )
Address* 8 BEAUFORT STREET City:* CRETE Country (See app D).*
GREECE

If any of your lodging or accommodations are being provided to you free of charge , provide for each of the gratis accommodations the Name and Nationality of
the entity or person who 1s providing the lodging.

Free Lodging Provider’s Full Name: Free Lodging Provider’s Nationality-
Destination City * Destinabion Country (See app D) * | Armive Date (MM/DD/YYYY)." | Depart Date (MMDDYYYY)"  |OTCial BUSINGSS:®
ATHENS GREECE 00/13/2018 09/16/2018 (X Yes " No
Anticipate Foreign Contact?* Arrival Mode:* Armival Type:* Was there lodging at this location?*
X Yes (" No (" Auto (RAircraft (" Boat [X] Public
If "Yes" attach a completed Report of - (XYes (" No
Foreign Contact form (FD-981) ("Bus (" Train (" Other D Private

If you indicated in the Itinerary that any of your modes of transportation is "Private” , provide for each of the private accommodations the Name and Nationality of
the entity or person who is providing the transportation.

Private Transportation Provider's Full Name- Private Transportation Provider's Nationality:

Lodging Name * | (b)(G)l Date Armiving (DD/MM/YYYY):* Dateogle]%am%r;%(DDlMMNYYY):'

09/13/2018
Address:* [(B)6), (BI7I(C), (X1 )E) City=* I(b)iﬁ)‘ OI7IC), (b)Y NIE) Coun

See app D):*
[0)(6), (D)(TXC), (L)7NE)

if any of your lodging or accommeodations are being provided to you free of charge , provide for each of the gratis accommodations the Name and Nationality of
the entity or person who is providing the lodging.

Free Lodging Provider's Full Name: 0)(6), DI IC), (DXTIE) Free Lodging Provider's Nationality: GREECE

FD-772 (Revised 04-04-2007) Page 2 of 3 FEDERAL BUREAU OF INVESTIGATION
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The collection of information on this form is authorized by 5 U.S.C. 301, Executive Order 10450, as amended, and, in the case of social security numbers, by
Executive Order 9397. The information to be collected will be used by the Secunty Division as part of its monitoring and oversight of the security activities of
employees, contractors and other personnel (such as Joint Terrorism Task Force members and detailees) The information may be shared within the FBI as
appropriate and with agencies outside the FBI where warranted. This would include, but not be limited to, sharing with other agencies that seek access to
information about an employee, contractor or other personnel's suitability for a clearance and/or employment  Provision of your social security number is
voluntary, but without it we may be unable to distinguish you from another employee with the same or similar name. The collection of the remaining information is
mandatory for all travel outside the United States except travel to Puerto Rico, Guam, and other U S_ possessions and territories, and this form must be
completed and given to your division Chiefl Security Officer 45 days prior to departure. Failure to complete this form may have an adverse effect on your ability to
maintain a security clearance, which is required for continued employment.

Middie Name: W@.(b)(?)[cy BNNE) |

Cost Code (9999)* NA

First Name:* |<bne). BI7HC, (B IE) Last Name:*

(O], (PYTHC), B)TNE) |

Work Phone (99-999-999-9999)* Irb)(ﬁ) BI7C), by ey |

SSAN (999-99.9999):*

Assigned CSO Office (See app A)* Company/ Agency (Contractors, Tasklorce of Detailees). | o0 con
Employee Type (See app B):* Date of Bi ¢ SCI Accegs:* .

OGA/Task Force Member (D)), (bXTXC), (NNE) (b)(G)l

isor Name (Last, First Middle)* {b)(6), (o) 7)CI, Work Phone (99-999-999-9999)*
S (1Y Y- ) {BYTHE) I { b)(s)l
TRAVEL INFORMATION
Trip Departure Date (MM/DD/YYYY):* Trip Retumn Date (MM/DD/YYYY):* Type of Travel* . !
m0912l:8/2018 ( ) v 09/30/2018 ¢ (X Official (" Unofficial

Traveling with Tour Group:* Purpose of Travel*
C Ye& X No (" Business Only (X Business/Personal (" Vacation/Personal (" Border Crossing

Country Clearance: All FBI personnel traveling overseas on official business must submit and receive a Country Clearance prior to departing the United States
Are you taking your Bureau issued Smartphone on the foreign travel?* (— Yes X No
If Yes, Please insert your Bureau issued Smartphone Number:

TRAVEL COMPANIONS (if any)
ion’ i iddle Last)* | it = - Relationship (S ) A C i g
Pmmmﬂ(m(m. e o . (b)(6)| | e (b)(e)ll (©)®)

Companion's Name (First Middle Last)* ->.Cruzen7:* Relationship (See app [)* Country of Birth (See app D)*
C Yes " No

Companion's Name (First Middle Last)* U_S Citizen?:* Relationship (See app I)* Country of Birth (See app D)*
C Yes " No

Companion's Name (First Middle Last)* U.S Cilizen?.* Relationship (See app |)* Country of Birth (See app D)*
C Yes " No

Companion’s Name (First Middle Last).* U.S Citizen?:* Relationship (See app 1)* Country of Birth (See app D)
C Yes " No

DESTINATION CONTACTS (if any)
(b)(6), (B)(7)C), (bY7)E) (b)(6) (b)(6), (B)(7H(C), (bXTYE)

Phone Number (99-999-999-9999) * 's Addiess * City-* [5TBT BTy BT |Coualr , -
(D)&), (BIFIC), (BYTYE) : (D)), (LX), RYE)

» ~ = itizen?:* . Relationship (See 1)*
(0)(6), (D)(7)(C). BI(7E] (0)(6)] | [IE). .fb)ﬂ"nc‘)‘(b)(rw')_ua ]

Phone Number (99-999-999_9999):* > City:2 :
(b)(B}, (bY(7)C), (b)(7NE) [RE), (oJ7)C], (R} 7)E)
Contact 1 s U_S Citizen? * R i -*
)6). DN, ()T ooy | [ bXTIC). BIE)
Phone Number (99-999-999-9999).* City * [*
|‘5535 . (BXTIC). [BY ) l (b)6). (bI(7HC). (b)TNE)

Contact Name (First Middle Last):* : O No Relationship (See app 1):*

Phone Number (99-999099.0009).* Contact's Address * City:* Country (See app D):*
FD-772 (Revised 04-04-2007) Page 1 of 3 FEDERAL BUREAU OF INVESTIGATION
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04-20-2011 PROXY FORM
Contact Name (First Middle Last) * U.S Citizen?:* Relationship (See app 1).*
C Yes (" No
Phone Number (99-999-999-9999):* Contact's Address:* City* Country (See app D):*

ITINERARY (For Travel More Than 24 Hours)
(Log each leg of the tnp and attach a copy of your Travel Agency Itinerary. Identify Lodging for each Location including any resulting from layovers )

Destination City-* Destination Country (See app D):* | Arrive Date (MM/DD/YYYY):* | Depart Date (MM/DD/YYYY):* (Ojﬁcial Busine;ss;m

Anticipate Foreign Contact?* Arrival Mode * Armval Type:* Was there lodging at this location?*
C Yes ( No (" Auto (" Aircraft (" Boat [] Public

If "Yes" attach a completed Report of - C Yes (" No

Foreign Contact form (FD-981) (" Bus (" Train (" Other [] Pnvate

If you indicated in the Itinerary that any of your modes of transportation is "Private” , provide for each of the private accommodations the Name and Nationality of
the entity or person who is providing the transportation.

Prnvate Transportation Provider’s Full Name: Pnvate Transportation Provider's Nationality:
Lodging Name:* Primary Phone:* Date Arriving (DD/MM/YYYY):* Date Departing (DD/MM/YYYY):*
Address:* City:* Country (See app D):*

If any of your lodging or accommeodations are being provided to you free of charge , provide for each of the gratis accommodations the Name and Nationality of
the entity or person who is providing the lodging.

Free Lodging Provider's Full Name: ‘ Free Lodging Provider’'s Nationality:
Destination City * Destination Country (See app D)* | Amve Date (MM/DD/YYYY)* |Depart Date (MM/DD/YYYY):* USINess:
HERAKLION GREECE 09/22/2018 00/28/2018 (X Yes " No
Anticipate Foreign Contact?* Arrival Mode: * Amival Type:* Was there lodging at this location?*
X Yes (" No (" Auto (XAircraft (" Boat [X] Public
If "Yes" attach a completed Report of 2 - (X Yes (" No
Foreign Contact form (FD-981) ("Bus (" Train (" Other [[] Private

If you indicated in the Itinerary that any of your modes of transportation is “Private” , provide for each of the private accommodations the Name and Nationality of
the entity or person who is providing the transportation.

Private Transportation Provider's Full Name: Pnvate Transportation Provider's Nationality:
Lodging Name * GALAXY HOTEL HERAKLION Primary Phone™* Dato?) ,%nz%l(l)\?s(DDNMIYYYY)" D?ﬁ Mmg (DD/MM/YYYY):*
Address™* | EOFOROS DIMOKRATIAS 75 City:* CRETE Countlé '(:*Sgg élEDD D):*

If any of your lodging or accommodations are being provided to you free of charge , provide for each of the gratis accommodations the Name and Nationality of
the entity or person who 1s providing the lodging.

Free Lodging Provider's Full Name: Free Lodging Provider's Nationality:
Destination City* Destination Country (See app D).* | Amive Date (MM/DD/YYYY).* | Depart Date (MM/DD/YYYY):* Omcial BUSINGss
ATHENS GREECE 00/28/2018 09/30/2018 (X Yes " No
Anticipate Foreign Contact?* Arrival Mode:* Armival Type:* Was there lodging at this location?*
X Yes (" No (" Auto (XAircraft (" Boat [X] Public
If "Yes" attach a completed Report of - (X Yes (" No
Foreign Contact form (FD-981) (" Bus (" Train (" Other [[] Private

If you indicated in the Itinerary that any of your modes of transportation is "Private” , provide for each of the private accommodations the Name and Nationality of
the entity or person who is providing the transportation.

Prvate Transportabon Provider's Full Name: Pnvate Transportation Provider's Nationality:
Lodging Name * Pri Phone:* Date Armiving (DD/MM/YYYY):* Date Departing (DD/MM/YYYY):*
T S | (b')'?é) = i e ) O ar0T )

if any of your lodging or accommeodations are being provided to you free of charge , provide for each of the gratis accommodations the Name and Nationality of
the entity or person who is providing the lodging.
Free Lodging Provider's Full Name: I(b)(ﬁ) I Free Lodging Provider’s Nationality: GREECE

FD-772 (Revised 04-04-2007) Page 2 of 3 FEDERAL BUREAU OF INVESTIGATION
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>

On Aug 29,

wrote:

>

>
(b)(B). (M(ﬂ(@&
{bY(7)(E):

Gentlemen,

Obtained by UndeadFOIA

2018, at 10:46 AM

(0)(E), (LI(THC], (L)F)E)

CYD) (CON)

(D)(6), (D7), (B)(7)E)

. > Don't kick my butt, nothing can be easy here. They want a FD772 filled out for
It has more info than was on the 53s. FmUMCLwMﬂE)
in the Security office will enter them into the system. To enter online
ere 1t has to be accomplished by the traveler. I do not have permissions to enter
: The system I can access was for official FBI travel. I

t

he travel.

Fysa, When you return they will

L SRSEICR _ lgnline’,

can come pick upl(b)(ﬁ). (LYNC), (bXTXE) |if needed_
l(m(ﬁ). [BYC), (BITIE]

>

> (b)) I sent you the form via SIPR as well.
>

>

5 [(BXe) (B}7HCY, (bXTXE)

>

>

> DARPA I20

> [b)E), (I(7)HC), (bYTIE)

>

>

>

> [T BI7Ie o J(NCIITF)

N ki (DARPA)

>

> <FD772.pdf>
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From: (b)(B) I

To: (OCIO) (OGA)

Subject: Re: FYI

Date: Thursday, November 15, 2018 12:11:23 PM

Attachments: Request for Assistance eml.msg
ATT00001.htm

I'll come by tomorrow at |pm. Where am I coming in the HQ? (I've only ever been on the
ground floor.)

Also, see attached as a conversation starter :)

{E)E) ]

19 |
nformation Innovation Office (120)

675 N Randolph Street
Arlington, VA 22203

N 2 —
(ST |

(NIPR)[ETE)

(SIPR)[b)5) @darpa.smil.mil
(JWICS)[H©) @ 1
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U.S. Department of Justice

United States Attorney
Western District of Penmsylvania

Joseph F. Weis, Jr. U S. Courthouse
700 Grant Street

Surte 4000

Pintshurgh. Pennsylvania 15219

November 15, 2018

Dr. Steven Walker

Director, DARPA

Defense Advanced Research Projects Agency
U.S. Department of Defense

Dear Dr. Walker:

412/644-3500

(b){5)

(EIET ] Your assistance 1s greatly appreciated.
Please contact me with any questions or concerns.
Very truly yours,

SCOTT W. BRADY
United States Attorney

(b)6), (PH7)C]

SO0 C. SONG

Assistant U.S. Attorney
(GY6). ©N7IC)
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On Nov 15, 2018, at 12:05 PM, Chung, Wayne W. (OCIO) (OGA)
|<'b>(7><E:- Iwrole:

]
| am also free tomorrow morning at 8 -9
And again at 1300 - 1400

Thanks

From: Chung, Wayne W. (OCIO) (OGA)
Sent: Thursday, November 15, 2018 10:46 AM

To: [P/O) [@darpa.mil>

Subject: RE: FYI

Sorry this fell through the cracks
I'm free until 12 if you still available

Thanks

From: b)) |[mailto|b)E) [@darpa.mil]
Sent: Tuesday, November 13, 2018 8:53 AM

To: Chung, Wayne W. (OCIO) (0GA)[PNE) |
Subject: Re: FYI

9am (or later)? Whatever works, but I do want to talk to you about what we’re doing with

several field offices (primarily WFO, Alabama, Atlanta, and Boston).
Cheers,

On Nov 13, 2018, at 06:20, Chung, Wayne W. (OCIO) (OGA) [
wrote:

Hey [(b)6)

How about 8 or 9?

We can meet at Hoover or grab coffee near by

Thanks

Wayne

From:{T15) l[mailtof*/® [@darpa.mil]

Sent: Friday, November 09, 2018 5:01 PM

To: Chung, Wayne W. (OCIO) (OGA)[®I/I(E] |

Subject: Re: FYI

Works for me — what time? FBI HQ?
Cheers,

|(0}(5J
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(h){6) I

EI) I

DARPA / Information Innovation Office (120)
675 N Randolph Street
Arlington, VA 22203

(NSTS){P®

(NIPR)Jb)E) (@wdarpa.mil

(SIPR) darpa.smil.mil

(JWICS) i) [adarpa.ic.gov
On Nov 9, 2018, at 12:51 PM, Chung, Wayne W. (OCIO) (OGA)
)7 IE) wrote:
Hi

How does morning of the gth (Thursday) look?

Thanks

Wayne

From: (b)) ][mailto fPX®) [2darpa.mil]
Sent: Friday, November 09, 2018 9:51 AM

To: Chung, Wayne W. (OCIO) (OGA) [*}7)) |
Cc:|®)E) |(cYD) (0GA) 4i6). (B)7HE) |

Subject: Re: FYI

One of these made it through. How’s your December 3, 6, or 7?
Best
(b)(6)

On Nov 9, 2018, at 09:48. Chung, Wayne W. (OCIO) (OGA)

Hi

Sorry | thought | sent a response

It was good seeing you again, | am hoping one of these
emails makes it through.

| have some availability in the beginning of December if
you would like to meet.

Thanks
Wayne

I(b)(ﬁ)
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From:[[FF] licyp) (0GA)
Sent: Thursday, October 25, 2018 6:05 PM
To: Chung, Wayne W. (OCIO) (OGA)
I(b)J,'qu)

Subject: FYI

Just connecting here as well, but please use my

DARPA email -— | log in to the FBI account very, very
sporadically.

Best,

(b)(6)




Obtained by UndeadFOIA

From:

To: (D)(6), (L)(7)(C) ; Walker, Steven;{0)(6)
Cc:

Subject: C15)

Date: Thursday, November 15, 2018 11:36:45 AM
Attachments: 18-11-15 Ltr | (b)(5)] by SCS.pdf

Good morning,

Please find attached hereto|®)>! |from Soo C. Song, Assistant United States
Attorney far the Western District of Pennsylvania.

Respectfully,

I(D)(SI.(D)(T)\C) ]

Legal Assistant
Secretary to the Criminal Division Chief
United States Attorney’s Office

Western District of Pennsylvania

700 Grant Street, Pittsburgh, PA 15219
Desk:|bi(E], (b)(7)IC)
Cell-[FonERTT
Email: JoI0), (GI7C)
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From: DJ(h)
To: i
Cc: 7 [(ETE |
Subject: Re: Introduction
Date! Friday, November 16, 2018 3:58:43 PM
Attachments: 18-11- (b)(5) f
18-L1-15 L 5) ]y SCs.puf

CLASSIFICATION: UNCLASSIFIED/FOUO
Wayne, thanks for the intro as well.

Valerie, it is a pleasure to meet you as well. As Wayne said, we've been working with a
number of field offices, primarily on the cyber side — although we have occasionally lent a

hand in other matters too, as appropriate (see attached, which was done in coordination with
the Pittsburgh FBI office — I believe s the POC there).

Unfortunately, November 20 won’t work for me (I’ll be on PTO that whole week). The week
after Thanksgiving offers a few opportunities:

- November 26 (Monday): 3pm or later
- November 27: any time except 11:30-12:30
- November 30; any time after 10:30am

Let me know what works for you. I can come over to FBI HQ with little hassle (other than the
driving into DC part :) )

ibj(B)

DARPA /[PI®) |
675 N Randolph Street

Arlington, VA 22203

(T) = |
(NSTS)|®' _

(NIPR)[ET® J@darpa. mil

(SIPR)[PXe] Y%Qamn.mx.l.md
(JWICS)[E®) wdarpa.ic.gov
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On Nov 16, 2018, at 3:28 PM, Cofield, Valerie M. (DO) (FBI) (%"= |
wrote:

Wayne,
Thanks for the introductions.

6

It 1s nice to meet you. It would be great to meet and leamn about the your work with our
field offices and NCIJTF. I have availability on Tuesday, 11/20. T am also free to meet the
following week after the Thanksgiving Holiday.

Thanks,
Val

Val Cofield

Deputy Assistant Director

Digital Policy and Partners

Office of the Chief Technology Officer

Federal Bureau of Investigation
b)7)E)

----- Original Message-----

From: Chung, Wayne W. (OCIO) (OGA)

Sent: Friday, November 16, 2018 2:56 PM

To: [0 ladarpa.mil>; Cofield, Valerie M. (DO) (FBI)
I!’E)(T) E) I

Subject: Introduction

Hi and Val

I wanted to send an introduction email.

Val -[PXe] | He has been
working with various field office and NCIJTF and I thought the Policy and Partnership
group would be a good interface for DARPA writ-large

:— Val is a Deputy Assistant Director for the FBI responsible for Policy and
Partnership engagement related to technology.

Thanks
Wayne

(b)e)
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Wayne Chung Ph.D.

Chief Technology Officer

Office of Chief Information Officer
Federal Bureau of Investigation

|(b)‘b) _
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U.S. Department of Justice

United States Attorney
Western District of Pennsylvania

Joseph F. Weis, Jr. U.S. Courthouse
700 Grant Street

Siute 4000

Pinshurgh. Peansylvania 15219

November 15, 2018

Dr. Steven Walker

Director, DARPA

Defense Advanced Research Projects Agency
U.S. Department of Defense

Dear Dr. Walker:

412/644-3500

(b](5)

RIE) | Your assistance 1s greatly appreciated.
Please contact me with any questions or concerns.
Very truly yours,

SCOTT W. BRADY
United States Attorney

(b)(6)

S00 C. SONG

Assistant [J.S. Attorney
(h)(6)
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From

To: ; Walker, Steven;|1)(5)
Cc:

Subject: ©15)

Date: Thursday, November 15, 2018 11:36:45 AM

Attachments: -11- (b)(5) f

Good marning,

Please find attached heretofB15) ffrom Soo C. Song, Assistant United States
Attorney far the Western District of Pennsylvania.

Respectfully,

[FEr e ]
Legal Assistant
Secretary to the Criminal Division Chief
United States Attorney’s Office
Western District of Pennsylvania

700 Grant Street, Pittsburgh, PA 15219

Ema.il: |!fb)(0). (B)1)C) l
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U.S. Department of Justice

United States Attorney
Western District of Penmsylvania

Joseph F. Weis, Jr. U S. Courthouse
700 Grant Street

Surte 4000

Pintshurgh. Pennsylvania 15219

November 15, 2018

Dr. Steven Walker

Director, DARPA

Defense Advanced Research Projects Agency
U.S. Department of Defense

Dear Dr. Walker:

412/644-3500

(B)(3)

D)%) | Your assistance 1s greatly appreciated.

Please contact me with any questions or concerns.
Very truly yours,

SCOTT W. BRADY
United States Attorney

(D)(B), (b} 7))

SO0 C. SONG

Assistant U.S. Attorney
(b)(B), () 7))
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From: DENERE]
To: | (D16
Cc: (bi(5) |
Subject: RE: EA and ACD
Date! Monday, November 14, 2016 12:49:20 PM
Attachments: (b)(6), O7HC) foyD) (FBI
(D)D)
(bX6). (LX7TNC) _ Hereis[——Jpusiness card

(bXB), (bX7)C)

-----Qriginal Message---—-

From: [E)) Ymaitiof®® odarpa mil]

Sent: Monday, November 14, 2016 12:42 PM

To{b)(6) [@darpa mil>
Cc1b)6), (b)THC) kcyp) (CON)|(b)(6) BT k[i)jc fbi.gov>;[ENE) |
<|Eb (6) dearpa mil>
Subject: Re: EA and ACD
Thanks
>On Nov 14,2016, at 12:41 PM,{[b)(F) |@darpa.mil> wrote:
>
-
(DX6), (DXTHC), > The contact.info I have for s:
(BXTHE) > CO
(g)(fj): l(Eb
RKTHEY >Mobile:|
> Email:foY8) BX7IC), (BX 1E) ]
(bX8). (BNTN(C). >
{(BYTHEY— > It is in my custom contacts so I must have copied it from his business card a long time ago and [ am assuming the
information is still valid.
>
> The latest ACD deck is at \\filer1\T20\Shared Working AreasCD

Programmatics\CHARTS AND PRESENTATIONS'\ACD Overview UNCLASS 10 13 2016.ppt. I can email it
to you if needed but figure I'd leave the 5 MB attachment off unless needed.

>

> Regards,

>~
>——Original Message-—
> From{(bI(5)

> Sent: Monday, November 14, 2016 12:34 PM :Egg;{ E(g)(?)( 3

)

(OXO OO, >Tol fcyp)(con ~Twic fbi.gov>
G > Ce:{O)O) Jadarpa mil>

> Subject: Re: EA and ACD

>

(b)(B), (b)(7HC), hat'<) 9
(DXTNE) = TN, Z W..hat.snumber.

> Also, can either of you send me the latest/last ACD deck?
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> ]

>

>>On Nov 9, 2016, at 11:59 AM{ *(‘yn)((‘(_)N)Fb)(éin,(b)»:n[;g), RIEE] Foriit
>>
>>{(b)(6}

>>

(b)), (L)THC),
(DY THE) v

(bI(5), (b)(G), (b)YTXC)

>
>>

(DXE), (BYTHC),

(BN THE )"
-
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Obtained by UndeadFOIA

To: (D)(5)
Subject: Agenda - NCIJTF Executive Brief to DARPA - 02/24/16
Date: Tuesday, February 23, 2016 8:14:43 AM
Attachments: - j Il -02-

Attached you will find the agenda for the NCITF Executive Brief to DARPA occurring on Wednesday,

February 24, 2016. Please do not hesitate to reach out to Director Freese or myself if you should
have any questions.

Thank you,

(0)(6], (DILAC)

National Cyber Investigative Joint Task Force (NCITF}
Desk JETET. GITHC]

NSTS
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National Cyber Investigative Joint Task Force — Feb 24, 2016

NCIJTF Executive Brief to DARPA

9:00am - 10:00am Welcome, DARPA

lfm(ts; (B7IC)

10:00am — 10:30am  NCUTF Overview Donald Freese
Director
10:30am — 11:30am  NCUTF Projects and Problem Sets (bXE], B)7NC)
Cyber Security Engineer
Projects: (D)/)(E)
11:30am-12:00pm  Q&A Group Discussion



Obtained by UndeadFOIA

(DB .I

Subject: DARPA Project Intro and Coordination Meeting

Location: [EXNE) [Chantilly, VA 20151
Start: Thu 3/17/2016 10:00 AM

End: Thu 3/17/2016 12:00 PM

Show Time As: Tentative

Recurrence: (none)

Organizer: Freese, Donald W. (CYD) (FBI)

When: Thursday, March 17, 2016 10:00 AM-12:00 PM (UTC-05:00) Eastern Time (US & Canada).

Where{D)(/)(E}

|Chantilly, VA 20151

Note: The GMT offset above does not reflect daylight saving time adjustments.
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UNCLASSIFIED//FOUO

I r

ON

— \

SHARE

COORDINATE INTEGRATE

DRIVING DIRECTIONS

Location:
rb)(T)(E) |

Chantilly, VA 20151

The NCITF is conveniently located off off®/(//(F) | in Chantilly, Virginia and close to
Dulles International Airport.

Directions:

bi[/)E])

UNCLASSIFIED//FOUO
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Obtained by UndeadFOIA

(D)(6)

Subject: DARPA Project Intro and Coordination Meeting

Location: [R)NE) [Chantilly, VA 20151
Start: Thu 3/17/2016 10:00 AM

End: Thu 3/17/2016 12:00 PM

Show Time As: Tentative

Recurrence: (none)

Organizer: Freese, Donald W. (CYD) (FBI)

When: Thursday, March 17, 2016 10:00 AM-12:00 PM (UTC-05:00) Eastern Time (US & Canada).
Where{DI(/)(E] [hantilly, VA 20151

Note: The GMT offset above does not reflect daylight saving time adjustments.
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UNCLASSIFIED//FOUO

ON

A LJONALCYBER INVES DICATIVE JOINT T ASK PO
COORDINATE INTEGRATE SHARE

DRIVING DIRECTIONS

Location:
|(b)(7)tE) |

Chantilly, VA 20151

The NCUTF is conveniently located off of 2/ | in Chantilly, Virginia and close to
Dulles International Airport.

Directions:

(b)T)E)

UNCLASSIFIED//FOUO
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